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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The prog¢edures used to develop this document and those intended for its further maintenance ‘afe
describefl in the ISO/IEC Directives, Part 1. In particular the different approval criteria neededfor the
different| types of ISO documents should be noted. This document was drafted in accordance with the

editoriallrules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may\be the subject
patent rights. ISO shall not be held responsible for identifying any or all such patentrights. Details
any patent rights identified during the development of the document will be in the_Introduction and/
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list of patent declarations received (see www.iso.org/patents).
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iment was prepared by Technical Committee {SO/TC 204, Intelligent transport systems.

1l parts in the ISO 21719 series can be found on the ISO website.

xplanation on the voluntary nature of standards, the-meaning of ISO specific terms arjd
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Introduction

On-board equipment (OBE) is an in-vehicle device that is able to contain one or more application
instances in order to support different intelligent transportation system (ITS) implementations such
as electronic fee collection (EFC). Examples of EFC applications are road toll collection/road charging,

local augmentation (LAC) or compliance checking (CCC).

To assign the EFC application in the OBE to a certain user and/or vehicle, personalization should be
performed. This means that unique user and vehicle related data, needs to be transferred to the OBE.

The CEN/TR 16152 already assessed many aspects of the personalization process and it,alsg
the overall personalization assets as; application data, application keys and vehicle data.

Different communication media may be used for transferring the personalization assets to thd
fdr all media, common procedures may be applied such as an overall message exchange framey
necessary security functionality in order to ensure data protection and integrity.

By standardizing the personalization procedure, compatibility of peEsonalization equi
stipported, and the entity responsible for the personalization, e.g. a toll sexvice provider, will f
able to outsource parts of, or a complete, personalization to a third patty or to another service
or personalization agent.

This document defines a complete application profile using thé personalization functionality d
irf ISO/TS 21719-1, on top of a CEN DSRC stack according to the RTTT communication pi
EN 13372 and using the EFC Application Interface according to ISO 14906.
c

—

mmunication stacks that are compliant with the-application layer interfaces as defined in I
ahd EN 12834.

This document may be complemented by.a“set of standards defining conformity evaluatid
conformance requirements.

defined

OBE but
work and

ment is
rther be
provider

escribed
ofiles in

This document further defines in the annexes the use.of this application profile on top of otlher DSRC

0 14906

n of the
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TECHNICAL SPECIFICATION ISO/TS 21719-2:2018(E)

Electronic fee collection — Personalization of on-board
equipment (OBE) —

Part 2:
sing dedicated short-range communication

=

Scope

This document specifies

— personalization interface: dedicated short-range communication (DSRC);
— physical systems: on-board equipment and the personalization equipment,
— DSRC-link requirements,

— EFC personalization functions according to ISO/TS 21719-1 when defined for the DSRC interfface, and
— security data elements and mechanisms to be used overthe DSRC interface.

Protcol information conformance statement (PICS) proforma is provided in Annex B, whereas|security
computation examples are provided in Annex E.

The scope of the personalization functionality is illustrated in Figure 1 and it is limited to the DSRC
riterface between the personalization equipment (PE) and the OBE.

—

Domain of the entity responsible for personalization

Central System Personalization On Board Equipment (OBE)
Equipment (PE) |, DSRC

A
\4
A

Scope of this document

Figure 1 — Scope for this document (box delimited by a dotted line)

—

tlissoutside the scope of this document to define

— conformance procedures and test specification (this is provided in a separate set of standards),

— setting-up of operating organizations (e.g. toll service provider, personalization agent, trusted third
party, etc.), and

— legalissues.

NOTE Some of these issues are subject to separate standards prepared by CEN/TC 278, ISO/TC 204 or
ETSI ERM.

Figure 2 shows the scope of this document from a DSRC-stack perspective.

© ISO 2018 - All rights reserved 1
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RSE OBE

EFC personalization
transaction and DSRC

Application functions ., communication N Application functions
AP and data € > AP and data
security algorithms ADU security algorithms
DSRC 17 Request ¢ > | DSRCL7 Response (.g
functions T-APDU functions
g
oﬂ’ &
(1}
) ) N
A g
( &}
DSRC 12 LLC Downlink | ( ) DSRC L2 LLC Upli l/_ 2
DSRC 1|2 MAC frames LPDU DSRC L2 MAC f’@%
\
7 12
DSRC 11 DSRC L1 ( ; DSRC L1 DSRC L1
parameters PPDU parameters

Figure 2 — Relationship between this document and DSRC-stack elements

2 Normative references

The follqwing documents are referred to jin the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated [references, the latest editjon-of the referenced document (including any amendments) applie

UT

ISO/IEC P797-1:2011, Information’ technology — Security techniques — Message Authentication Codgs
(MACs) —+ Part 1: Mechanisms'using a block cipher

ISO/IEC 10116:2017, Information technology — Security techniques — Modes of operations for an n-bit cipher

ISO 1496, Electranic fee collection — Application interface definition for dedicated short-range
communication

ISO 15628,Antelligent transport systems — Dedicated short range communication (DSRC) — DSRC
applicatipitayer

ISO/IEC 18033-3:2010, Information technology — Security techniques — Encryption algorithms — Part 3:
Block ciphers

EN 12834, Road transport and traffic telematics — Dedicated Short Range Communication (DSRC) —
DSRC application layer

EN 15509:2014, Electronic Fee Collection — Interoperability application profile for DSRC

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

2 © ISO 2018 - All rights reserved
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[SO and IEC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at www.electropedia.org

— ISO Online browsing platform: available at www.iso.org/obp

3.1
access credentials
trusted attestation or secure module that establishes the claimed identity of an object or application

Neote 1 to entry: The access credentials carry information needed to fulfil access conditions in ordert perform
tHe operation on the addressed element in the OBE. The access credentials can carry passwords)-gs well as
cyptographic based information such as authenticators.

[JOURCE: EN 15509:2014, 3.1]

3|2

attribute
agldressable package of data consisting of a single data element (3.10) or struetured sequencgs of data
elements

—

JOURCE: ISO 17575-1:2016, 3.2]

3|3
apithentication
s¢curity mechanism allowing verification of the provided identity

[JOURCE: EN 301 175 V1.1.1:1998, 3]

3|4
apithenticator
data, possibly encrypted, that is used for authentication (3.3)

[JOURCE: EN 15509:2014, 3.3]

3|5
base standard
approved International Standard-or ITU-T Recommendation

[JOURCE: ISO/IEC TR 10000-1:1998, 3.1.1]

6

3

cryptography

principles, meagsyand methods for the transformation of data in order to hide its information content,
prevent its undetected modification or prevent its unauthorized use

[JOURCESEN 15509:2014, 3.6]

3|7
dpta’/integrity
property that data has not been altered or destroyed in an unauthorized manner

[SOURCE: ISO/TS 19299:2015, 3.24, modified — the term “integrity” has been changed to “data
integrity”.]

3.8

data privacy

rights and obligations of individuals and organizations with respect to the collection, use, retention,
disclosure and disposal of personal information

[SOURCE: ISO/TS 19299:2015, 3.32]

© ISO 2018 - All rights reserved 3
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39

electronic fee collection

EFC

fee collection by electronic means

[SOURCE: ISO 12855:2015, 3.6]

3.10
element

DSRC directory containing application information in the form of attributes (3.2)

[SOURCH
3.11

internatlional standardized profile

internati
[SOURCE

3.12
on-boar
OBE
required
function

3.13
OBE per]

process ¢f transferring personalization assets (3.14) to the on-board equipment (OBE) (3.12)

3.14

personiﬂization assets

specific

3.15

personallization equipment

equipme

3.16
profile
set of rd

profiles fised to provide a speeific functionality

[SOURCH

3.17
service |
element3
processe

: IS0 14906:2011, 3.11, modified — the definition has been revised.]

onally agreed-to, harmonized document which describes one or more profiles (3:16)

: ISO/IEC TR 10000-1:1998, 3.1.2]

d equipment

5 and communication services

sonalization

ata stored in the on-board equipment (OBE)(3.12) related to the user and the vehicle

ht for transferring personalizationassets (3.14) to the on-board equipment (OBE) (3.12)

quirements and selected options from base standards (3.5) or international standardizg

: ISO/IEC TR 10000-1:1998, 3.1.4 — modified]

primitive
ry communication service provided by the application layer protocol to the applicatig
S

equipment on-board a vehicle for performing required electrenic fee collection (EFC) (3.9

d

Note 1 to entry: The invocation of a service primitive by an application process implicitly calls upon and uses
services offered by the lower protocol layers.

[SOURCE: ISO 14906:2011, 3.18, modified — the scope of application has been deleted.]

3.18

toll charger
entity which levies toll for the use of vehicles in a toll domain

[SOURCE: ISO 17573:2010, 3.16, modified — the definition has been revised.]

© ISO 2018 - All rights reserved
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3.19

toll service provider
entity providing toll services in one or more toll domains

Note 1 to entry: The toll service provider is responsible for the configuration and operation (functioning) of the

OBE with respect to tolling.

[SOURCE: ISO 17573:2010, 3.23, modified — the definition has been revised and Notes 1 and 2 have

been deleted.]

320

transaction

—

wihole of the exchange of information between two physically separated communication facilif]

JOURCE: ISO 17575-1:2016, 3.21]

41 Abbreviated terms and symbols

AC_CR access credentials (see ISO 14906)

ADU application data unit (see ISO 14906)

APPDU application protocol data unit (see ISO 14906)

AP application process (see ISO 14906)

ABN.1 abstract syntax notation one (see ISO/IEC 8824-1)
BRT beacon service table (see ISO 14906)

Ccec compliance check communication (see ISO 12813)
DSRC dedicated short-range communication

e[ key] (value)  encryption of the yalue using the key

E|D element identifier (see ISO 14906)

EFC electronic fee collection (see ISO 17573)

IAP intéroperable application profile (see EN 15509)
I¢S implementation conformance statement

1P international standardized profile (see ISO/IEC TR 10000-1)
YT implementation under test

L tayertof DSRE{physicattayen)

L2 Layer 2 of DSRC (LLC and MAC layer)

L7 Layer 7 of DSRC (application layer)

LAC localization augmentation communication (see ISO 13141)
LLC logical link control (see EN 12795)

LSDU link service data unit

MAC media access control (see EN 12795)

© ISO 2018 - All rights reserved
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OBE on-board equipment

PE personalization equipment

PICS protocol implementation conformance statement
T-APDU transfer-application protocol data unit

VST vehicle service table (see ISO 14906)

5 Conformance

5.1 Gedneral

This clafise describes in general terms what it means to be conformant with (the/profile in) thiis
document.

5.2 Base standards

This dochiment defines one application profile (AP). The base standards,that this application profile fis
based upon are as follows:

— stanfards for security functionality;
— stanfards for EFC application definition as, e.g. ISO 14906;
— stanfdards for the DSRC communication stack definitiof.

An overyiew of the relationship and references betwegn base standards and this application profile fis
illustrated in Figure 3.

1SO 21719-2
EFC
Personalization of
l l l OBE, Using DSRC
ISO 14906
Authentication Modes of EFC application > DSRC Stack
codes operation Interface Standards
Definition
ISO 14816
Encryption AVEI Numbering
algorithms and data
structures

Figure 3 — Relationship and references between base standards and this document

All requirements defined in this document are either choices made from these base standards or more
specific and limited requirement based on the general provisions of these standards.

5.3 Main contents of an EFC Personalization AP

The conformance requirements of an AP are divided between requirements for the on-board equipment
(OBE) and the personalization equipment (PE). The requirements are listed separately for OBE and PE.
This applies for all parts, requirements, PICS and conformance testing.

6 © ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=8201f22ee10afb964d922b7c56001f8a

ISO/TS 21719-2:2018(E)

The conformance requirements of an AP according to this document shall include the following parts

(divided into separate requirements for OBE and PE):
— DSRC lower layer requirements;

— EFC personalization functions;

— security requirements;

— transaction requirements.

6| Personalization overview

1 Process
he overall personalization process is described in ISO/TS 21719-1:2018, 5.1.

6

T

Personalization means that an existing EFC application structure in ¢he” OBE is popula
personalization assets such as user or vehicle data.
C
b
D
e

Feation of the EFC application and entering initial data, such asifiitial security keys, is pé
bfore the personalization and is out of scope of this document.

uring personalization, the OBE shall be within the communieation range of the PE in order fof]
xchange according to this document to take place.

Application data and security keys are during the personalization process transferred to the (
attribute list using standardized DSRC commands aecording to the requirements in this docurn

6{2 System architecture

The overall system architecture is described in ISO/TS 21719-1:2018, 5.2.

s¢rvices as described in this document.

Security functionality and sécure key storage may either be implemented within the PE or th
bg connected to a Central-System where this functionality may reside. This is outside the scoj
dpcument.

7] OBE requirements

711 General

Thisclause contains the normative conformance requirements on the OBE for profile numbe]

fed with

rrformed

the data

BE in an
hent.

For personalization over a DSRC intérface, the OBE and PE shall contain a DSRC stack and the apjplication

b PE may
be of this

r 1; EFC-

DFRE-Personalization Profile 1.

7.2 DSRC lower layer requirements

7.2.1 Supported DSRC stacks

This document supports the DSRC stacks as defined in Table 1.

© ISO 2018 - All rights reserved
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Table 1 — Supported DSRC stacks

DSRC stack Application layer Lower layers Detailed specifications

CEN-DSRC [SO 15628 EN 12795 Specification in 7.2.2
EN 12834 EN 12253

Italian DSRC ETSI/ES 200 674-1 |ETSI/ES 200 674-1 |Specification and implementation example
(Clause 11 and (Clauses 7 to 10 and |in Annex C
Annex C) Annex C)

Japanese DSRC ARIB STD-T75 ARIB STD-T75

Wave DSRC [EEET609.11 IEEES0Z.11p

IEEE1609.3/4

7.2.2 (CEN DSRC stack

The follojwing requirements apply for the personalization profile when using the CEN,DSRC stack.

The OBH

shall comply with EN 15509:2014, 6.1.2 which implicitly requires €empliance with the

underlyihg standards as shown in the Figure 4.

1S0 21719-2, (A
-
EFC g\\
Personalizat{on'of
OBE, u DSRC
\§\ CEN DSRC Stack
h 4 Y Y \ Y A
ISO/IEC 9797-1 ISO/IEC 10116, 1SO 14906 EN 12834/ EN 15509
Message Modes of EFC application 1SO 15628 EFC Interop.
authgntication operation interface — DSRC Layer 7 = application
odes definition ISO/IEC 10116 profile
A A y
Encryption U ! ayer - DSRC profile
algorithms and data ISO/IEC9797-1
structures message
EN 12253
DSRC Layer 1 —_—
[SO 18033-3

Flgure'4 — Relationship and references between standards for the CEN DSRC stack

7.3 OBE personalization functions

7.3.1 General

The OBE shall offer the following functions in order to support personalization:

— initialization of communication: used to establish a communication session with the OBE;

— transferring OBE identifier(s) to the PE; (optional);

— writing of data: used to update data in the OBE;

© ISO 2018 - All rights reserved
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— terminate session: used to terminate the personalization session with the OBE.

7.3.2 Initialization and termination
For CEN-DSRC, the OBE shall provide the following functions:
— INITIALIZATION, and RELEASE application layer services according to ISO 15628 and EN

Other DSRC stack implementations of initialization and termination are defined in Annex C.

— random number from the OBE, RndOBE;

— key diversifier (optional);

key reference (optional).

7|3.3 Retrieving OBE identifier

I order for the PE to know the identity of the unit and, if necessdry, provide a paramete

—
=

hplemented.

el
s

is out of the scope of this document to define the exact parameter to be used as identifier.

3.4 Writing of data

ey ~

ttributes) in an EFC application in the OBE.

>

pplication attributes are defined with their container types in the application interface
0 14906. Security keys are stored in attributes with container type 2 (octet string).

Pt
Lo

his is performed by using the EFC-furiction SET_SECURE as defined in ISO 14906.

btional parameters are defiied and shown in bold for the purpose of this document.

Table 2 — SET_SECURE.request

DRt rator-the- O BF-shat fer-the-fottow : N

12834.

- for key

derivation to the PE, the function GET according to ISO 15628.and EN 12834 may optidnally be

he main functionality of personalization is to Write or update data to already existing data fields

standard

T
The SET_SECURE.request shall, for personalization, be used as shown in Table 2 where the sgttings of
o

parameter name ASN.1 type Value Remark/constraints
Hlement identifiex. EID Dsrc-EID 1-127
ActionType INTEGER(0..127,...) 3
AccessCredentials OCTET STRING PRESENT, Length = 8 octets
ActienRarameter OCTET STRING Content; see Table 3
Mode BOOLEAN TRUE | Confirmed mode

The ActionParameter shall carry the attributes to be written into the OBE plus any information

required

by the algorithm providing the security measures. SET_SECURE.request shall be used in confirmed

mode, and a reply shall always be expected.

The content of the Action Parameter (OCTET STRING) within the scope of this document is d
Table 3.

© ISO 2018 - All rights reserved
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Table 3 — Action Parameter content definition

Parameter

Length
[octets]

Definition

Option_indicator request

1

Always present

Bit string that defines what optional parameters that are present
in Action Parameter and it is defined as follows:

b7 - AttributeList present

hg - AttributelistEncrypted present
bs - KeyRefEnc present

b4 - RndPE present

b3 - Autenticator_Request present
by - KeyRefAuthReq present

bj - KeyRefAuthRes present

bo - Not used

Table 4 shows allowed combinatidns of the Option Indicator

Attribute

List

Optional
An attributeList according teISO 14906

Either the parameter AttributeList or AttributeListEncryptefd
shall be present.

Attribute

ListEncrypted

Optional

An octet string’/that contains an AttributeList that has beep
padded to even 16 octet blocks and encrypted.

Either the parameter AttributeList or AttributeListEncryptefd
shall'be present.

KeyRefE

Optional
Encryption Key reference

Shall be present if AttributeListEncrypted is present.

RndPE

16

Optional

Random number from the PE.

—

Shall be present if AttributeListEncrypted is present or
KeyRefAuthRes is present.

Authenti

Cator_Request

Optional
Authenticator to secure the integrity of the AttributeList.

KeyRefA

ithReq

Optional

Shall be present if Authenticator_Request is present.

KeyRefA

IthRes

Optional

When present, an Authenticator_Response will be provided in
the response.

NOTE

The structure above is equivalent to the following ASN.1 type definition encoded with Unaligned
Packed Encoding Rules (UPER) to be coded into the OCTET STRING of the Action Parameter.

ActionParameterContent:: = SEQUENCE {

fill

attributelist
attributelistEncrypted OCTET STRING

keyRefEnc

rndPE
authenticatorReqg
keyRefAuthReg

10

BOOLEAN,
OCTET STRING

OPTIONAL,
OPTIONAL,

INTEGER (0..255) OPTIONAL,

OCTET STRING
OCTET STRING

(SIZE(8)) OPTIONAL,
(SIZE(8)) OPTIONAL,

INTEGER (0..255) OPTIONAL,

© ISO 2018 - All rights reserved
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keyRefAuthRes INTEGER (0..255) OPTIONAL
}
The content of the Allowed combinations of option indicators in request within the scope of this

document is defined in Table 4.

Table 4 — Allowed combinations of option indicators in request

Option set 1 Option set 2 Option set 3 Option set 4
b7 - AttributeList present X X

= AttributelistEncrupted present
4 J r

5 - KeyRefEnc present

4 - RndPE present

3 — Autenticator_Request present X

IR o

> - KeyRefAuthReq present X

olololoc o
| | | X<
PR R PR R

h - KeyRefAuthRes present

The SET_SECURE.response is used according to ISO 14906 where the Response Parameter dontent is
uped according to Table 5 and Table 6.

Table 5 — SET_SECURE.response

Parameter name ASN.1 type Value Remark/constraipts
ResponseParameter OCTET STRING See optional use
Table 6
Return Code (Ret) ReturnStatus optional use

SET_SECURE.response shall, carry the ResponseParameter and the confirmation of the corresponding
request.

Table 6 — Response Parameter definition

Parameter Length Definition
[octets]
Authenticator_Response 8 Optional

Authenticator to prove proper writing of AttributelList
Present if an Authenticator_Response is requested
RndOBE2 8 Optional

Random number used to calculate the
Authenticator_Response.

Present if an Authenticator_Response is requested

NPTE The structure above is equivalent to the following ASN.1 type definition encoded with Jnaligned
Packed Encoding Rules (UPER) to be coded into the OCTET STRING of the Response Parameter.

ResponseParameterContent:: = SEQUENCE {
authenticatorRes OCTET STRING (SIZE(8))
rndOBE2 OCTET STRING (SIZE(8))

}
7.4 Security requirements

This document defines security features and mechanisms based on the security framework defined in
ISO/TS 19299.

All security functionality is implemented according to the following security primitives:

— AES128 encryption algorithm as defined in ISO/IEC 18033-3:2010, 5.2;

© ISO 2018 - All rights reserved 11
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— message Authentication Code (MAC) calculation according to MAC algorithm 5 as defined in
ISO/IEC 9797-1:2011, 7.6;

— cipher Block Chaining (CBC) algorithm according to ISO/IEC 10116:2017, Clause 7;
— padding method 4 according to ISO/IEC 9797-1:2011, 6.3.5.

The security related data elements listed in Table 7, shall be handled by the OBE

Table 7 — Security related data elements

Name Length Remarks
(in octets)
Personaligation AccessKey 16 AccessKey used for computation of AccessCredentials that allows for
writing attributes received in the AttributeList into the EF€ application.
AccessCrjedentials 8 AccessCredentials that allows for writing attributes réceived in the
AttributeList into the EFC application
AC_CR-KgyReference 2 Reference to the key generation and the diversifier for the computa-

tion of PersonalizationAccessKey

RndOBE 8 Random number received from the OBE in ‘the initialization phase of
the personalization transaction and uséd for computation of access
credentials. If RndOBE received fromrthe OBE is 4 octets, it shall be
padded to eight octets. By using thie Padding method 2 according to
ISO/IEC 9797-1.

RndOBE 8 Random number generated by the OBE and used in the calculation of
the Authenticator_Response.

EncryptipnKey 16 Encryption Key used td@ncrypt/decrypt the AttributeList.

KeyRefEnhc 1 Reference to EncryptionKey used to encrypt the AttributeList

The reference cotresponds to the Attribute ID where the key is stored.

RndPE 16 Random number, from PE used as Start Vector for encryption of the
AttributeList and for the computation of the Authenticator_Response,

AuthentifationReqKey 16 AuthenticationKey used for the computation of
Authenticator_Request calculated over the ApplicationList (or
AttributeListEncrypted) that shall be written.

AuthentifationResKey 16 AuthenticationKey used for the computation of
Authenticator_Response calculated by the OBE over the
ApplicationList when it has been written.

Authentifator_Request 8 Authenticator calculated over the ApplicationList (or
AttributeListEncrypted) that shall be written.

Authentifator_Respons$é 8 Authenticator calculated by the OBE over the ApplicationList when it
has been written.

KeyRefAlithReq 1 Reference to AuthenticationKey used for the computation of
Authenticator_Request calculated over the ApplicationList (or
AttributeListEncrypted) that shall be written.

I'ne reference corresponds to the Attribute ID where the key 1s stored.

KeyRefAuthRes 1 Reference to AuthenticationKey used for the computation of
Authenticator_Response calculated by the OBE over the
ApplicationList when it has been written.

The reference corresponds to the Attribute ID where the key is stored.

The OBE shall be able to:
— generate a random number RndOBE that shall be transferred to the PE in the initialization phase;

— generate a random number RndOBE2 that shall be transferred to the PE in the response;

12 © ISO 2018 - All rights reserved
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checkthereceived access credentialsin orderto authenticate the PE. This checkuses the RndOBE and

the PersonalizationAccessKey. If erroneous access credentials are received, no further processing
of the received data shall be performed and the ReturnStatus in the SET_SECURE response shall be

set to “Access Denied”;

decrypt the received AttributeListEncrypted before performing the write operation to the EFC

element. The decryption is performed by using the RndPE and the EncryptionKey defined by the

KeyRefEnc;

check the received attributes for correct size. If the check is negative, no writing of data shall be

If

S

7

—

1]

8
T

pertormed and the Returnstatus shall be set to "Argument krror’;

check the received Authenticator_Request calculated over the AttributeList, by usidgithe
RndOBE and the AuthenticationReqKey defined by the KeyRefAuthReq, in orderto cheek the
of the data, before writing the attribute list data into the EFC element. If the check is ne
writing of data shall be performed and the ReturnStatus shall be set to “Argument Error”;

data was properly written to the EFC element.

a Write command carries an AttributeList that includes an update.of the security keys, authe

shall be calculated or checked by using the already existing keys i the OBE.

pcurity calculations are defined in Annex A.

5 Transaction requirements

n OBE compliant with this document shall be<able to perform a personalization transac
cludes the functions as defined in Clause 7.

Personalization equipment requirements

1 General

r profile number 1;EEC-DSRC-Personalization Profile 1.
2 DSRClower layer requirments

2.1 Supported DSRC stacks

he PE'shall be able to support OBEs with corresponding DSRC stack as defined in 7.2.

received
integrity
pative no

calculate an Authenticator_Response over the ApplicationList, the received RndPE and the RndOBE?2,
by using the AuthenticationResKey defined by the KeyRefAuthRes, irt-order to supply a proof that

nticators

tion that

nnex D provides an informative example 6f'a personalization transaction when using CEN DSRC.

his clause contains the nermative conformance requirements on the personalization equipnent (PE)

8.2.2 CEN DSRC stack

The following requirements apply for the personalization profile when using the CEN DSRC stack:

The PE shall comply with EN 15509:2014, 6.2.2

8

.3 PE personalization functions

The PE shall be able to support OBEs as defined in 7.3.

©
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8.4 Security requirements

Since the security functionality may reside partly or fully within a central system of the entity
responsible for the personalization, the requirements defined for the PE in this subclause shall be seen
as requirements on the combination of the PE and a possible central system.

The PE shall support the security data elements as defined in the Table 7.

The PE shall be able to:

— gengrate-access-credentalsusing-thereceived RrdOBE-and-the PersonalizationAccesskeyin-order
to aythenticate itself towards the OBE;

— gendrate a random number RndPE;

— encrjyptthe AttributeList before sending it to the OBE. The encryption is performed using the RndHE

and

hn EncryptionKey defined by the KeyRefEnc;

— calc

authlenticator to the OBE in order to secure the integrity of the data. The calculation is performgd
using an AuthenticationReqKey defined by the KeyRefAuthReq;

— chedkthe Authenticator_Response thatis received from the OBE and ¢alculated on the AttributelLis
the RndPE and the received RndOBE?2, in order to assess that data was properly written. The che¢k

is pe

8.5 Tr|

A PE con
the funct

Annex D

late an Authenticator_Request calculated over the AttributeList and the RndOBE and send thjis

K

rformed by using the AuthenticationResKey defined by the-KeyRefAuthRes.

ansaction requirements

pliant with this document shall be able to performi-a personalization transaction that includ¢s
ions as defined in Clause 8.

provides an informative example of a pers@nalization transaction when using CEN DSRC.

14
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Annex A
(normative)

Security calculations

A.1 General

This annex contains detailed definitions of required security features and calculations:;

A.2 Access credentials

Al2.1 General

Afcess credentials are used to protect against non-authorized access toydata in the OBE, and t
wjay for the OBE to verify that it is being accessed by an authentic PEx

Al2.2 Principle of access credentials

The principle of access control to change the OBU information is shown below.

ayailable EFC Applications in the OBE. For each application, the list contains an EFC Context
Afcess Credential Key Reference (AC_CR-KeyReference) and a random number (RndOBE).

filom the Master Personalization Access Key. The calculations for this are described in A.3.
R) over the RndOBE. The AC_CR{s provided in messages to the OBE during the session.

BE accepts the PE as a genuine PE and is accepting the command from the PE.

2.3 Calculation-ofaccess credentials

A
The calculationof-access credentials in the OBE and PE uses the following standardized
primitives:

— Message Authentication Code calculation in Chained Block Cipher mode according to ISO/I
1:20311, 7.6; MAC Algorithm 5 (CMAC) with Padding Method 4;

— “Encryption algorithm AES-128 according to ISO/IEC 18033-3:2010, 5.2.

K
C
The OBE compares the received access credentials with its own calculation. In case they are gqual, the
0

hey are a

I} the initialization phase between an OBE and the PE,the OBE sends an Application List that|displays

mark, an

The AC_CR-Key reference is used as key diversifier for the PE to derive the Personalization Adcess Key

nowing the Personalization Access Key, the PE now is able to calculate correct access credentials (AC_

security

[EC 9797-

As input data string to the MAC algorithm, the 8 octet RndOBE shall be used. It shall be p

added to

16 octets using Padding Method 4. The 16 octets output from the MAC algorithm shall be truncated and

the 8 leftmost octets are used as AC-CR.

The encryption key for the encryption algorithm shall be the Personalization Access Key. This key is

already present in the OBE but the PE derived it from the Master Personalization Access Key
the AC-CR-Key reference parameter.

© ISO 2018 - All rights reserved
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A.3 Key derivation for the personalization access key

A.3.1 General

In order to avoid that the Master Personalization Key is stored in all OBEs, different diversified
Personalization Keys are used. The Master Personalization Key therefore only has to be available at
time of personalization and can reside in a Secure Application Module (SAM) to which the PE has access.

A.3.2 Calculation of the personalization access key

The Perdonalization Access Key of a Key Generation k shall have a length of 16 octets and shall-he
derived ffrom the 32 octet Personalization Master Access Key using the AES-256 single block encryptidn

a) lettle Personalization Master Access Key for a given generation k be: MPAcK(k);
b) letthe derived Personalization Access Key be: PAcK(k);
c¢) mak the concatenation of a multiple of AC_CR-KeyReference to obtain a #6'‘octets value, VAL:

VAL [= ‘AC_CR_KeyReference || AC_CR-KeyReference || AC_CR-KeyReference || AC_CR-KeyReferenge
|| AQ_CR-KeyReference || AC_CR-KeyReference || AC_CR-KeyReference'|| AC_CR-KeyReference’;

d) Compute the PAcK(k) as follows:
PAcK (k) = e[MPAcK (k)] (VAL).

The geng¢ration of the Personalization Access Key is defifted at the moment of personalization and
should b associated to the OBU (e.g. through information in the ContextVersion). How this is done fis
outside the scope of this document.

A.4 AttributeList Encryption

The Attr|bute List that is being sentto the OBE can be encrypted in order to prevent that sensitive data
as, for eample, security keys aré exposed.

A.4.2 Erinciple of Encryption of the Attribute List

In order [to make the data in the Attribute List non-readable for unauthorized entities, the list may be
encryptdd before transferred to the OBE.

The OBE|will receive the encrypted Attribute List from the PE together with a RndPE and a KeyRefEn|

Iz

RndPE i$ generated by the PE and used as start vector for the block encryption. KeyRefEnc is the

. &l o 1 4=l . .1 4=l Do
referencetothe CIICT Yy PTIOIT KEy tirat Was usca oy thne T -

The OBE will decrypt the Attribute List using the RndRSE and the referenced encryption key.

A.4.3 Encryption of the Attribute List

Encryption of the Attribute List shall be performed by the PE that uses the following standardized
security primitives:

— Padding Method 2 according to ISO/IEC 9797-1:2011, 6.3.5 in order to achieve even 16 octet blocks
before encryption;

— encryption algorithm AES-128 according to ISO/IEC 18033-3:2010, 5.2;
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Starting Variable (SV).

Cipher Block Chaining (CBC) according to ISO/IEC 10116:2017, 7.2 with m = 1 and with RndPE as

The KeyRefEnc that the PE includes in the SET_SECURE.request defines the reference to the key that
was used by the PE for encryption.

Decryption of the Attribute List shall be performed by the OBE that uses the following standardized
security primitives:

— Encryption algorithm AES-128 according to ISO/IEC 18033-3:2010, 5.2;

T

A

et

1

== >

= > > 0

[

%]

A

shall be used by the OBE for decryption.

A.5 Authenticator in request

Starting Variable (SV);

Padding Method 2 according to ISO/IEC 9797-1:2011, 6.3.5 in order to delete padd
decryption.

he KeyRefEnc that the PE includes in the SET_SECURE.request defines the-reference to the

.5.1 General

order to allow for the OBE to verify that the received’Attribute List or Encrypted Attri
[iginates from an authentic entity and not has been alterxed, the PE can apply an Authenticator
the data.

5.2 Principle of Authentication of request

he PE will in the SET_SECURE.request appéend an Authenticator_Request that is calculated
nencrypted) Attribute List and the RndOBE.

bfore writing the data into the application memory, the OBE will check this authenticator by
pthentication Key defined by the KeyRefAuthReq that also is supplied in the request.

5.3 Calculation of Authenticator_Request
his Authenticator is calculated over the Attribute List and the RndOBE by the PE that uses the f
andardized security,primitives:
1:2011, 76, MAC Algorithm 5 (CMAC) with Padding Method 4;
encryption algorithm AES-128 according to ISO/IEC 18033-3:2010, 5.2.

5 input to the MAC algorithm, the Attribute List concatenated with; the 8 octet RndOBE shall|

p

Cipher Block Chaining (CBC) according to ISO/IEC 10116:2017, 7.3 with m = 1 and with II{ndPE as

ng after

key that

bute List
| Request

over the

sing the

ollowing

Message Autheéntication Code calculation in Chained Block Cipher mode according to ISO/IEC 9797-

be used.

hdding shall be applied according to Padding Method 4 in order to obtain full 16 octet blocks

The 16 octet output from the MAC algorithm shall be truncated and the 8 leftmost octets are used as
Authenticator_Request value.

The Authenticator_Request is sent to the OBE in the SET _SECURE.request together with the
KeyRefAuthReq that defines the reference to the key that was used by the PE in the calculation.

©
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A.6 Authenticator in response

A.6.1 General

In order to allow for the PE to verify that the submitted Attribute List or Encrypted Attribute List, was
properly written into the OBE EFC application memory, the OBE can respond with an Authenticator_
Response.

A.6.2 Principle of Authentication of response

The OBE|will after successfully having written the received Attribute List to the application meniorjy,
append gn Authenticator_Response to the SET_SECURE.response. The Authenticator is calculated over
the Attripute List and the RndPE.

The PE dan, by checking this authenticator, get proof that the submitted Attribute List Was proper]y
stored irf an authorized OBE.

A.6.3 (alculation of Authenticator_Response

This Authenticator is calculated by the OBE over the Attribute List, the RndPE and the RndOBE2 when|a
KeyRefApithRes is present in the SET_SECURE.request. The following standardized security primitiv¢s
are used|in the calculation:

— Mesgage Authentication Code calculation in Chained Block Cipker'mode according to ISO/IEC 979)
1:20[11, 7.6; MAC Algorithm 5 (CMAC) with Padding Method 4;

— encrjyption algorithm AES-128 according to ISO/IEC 18033<3:2010, 5.2.

As inputfto the MAC algorithm, the Attribute List concatenated with the 8 octet RndPE and the 8 octgt
RndOBE? shall be used. Padding shall be applied according to Padding Method 4 in order to obtain fyll
16 octet plocks.

The 16 ofctets output from the MAC algorithm shall be truncated and the 8 leftmost octets are used as
Authenticator_Response value.

The authenticator is sent to the PE in the SET_SECURE.response.

A.7 Degrivation of Encryption and Authentication Keys

A.7.1 General
In order fo avoid thatthe‘Master encryption or Authentication Key is stored in all OBEs, instead different

diversifigd keys are\used. The master keys, therefore, only has to be available at time of personalizatign
and can reside in.a.Secure Application Module (SAM) to which the PE has access.

A.7.2 (alculation of an Encryption/Authentication Key

The Encryption/Authentication Keys stored in the OBE shall be derived from Master Authentication
Keys, using a unique identifier related to the OBE such as EquipmentOBUID.

How this identifier is transferred to the PE from the OBE is out of scope of this document but optionally
the identifier can be read from the OBE by a standard GET.request command. It can also be supplied
together with the OBE as a printed number or code.

The Encryption or Authentication Key of a Key Generation k shall have a length of 16 octets and shall
be derived from the 32 octet master key using the AES-256 single block encryption as specified in
ISO/IEC 18033-3:2010, 5.2 according to the description below and using a key diversifier of in total
16 octets:

a) letthe Master Authentication Key for a given generation k be: MAuthK(k);
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b) letthe derived Authentication Key be: AuthK(k);
c) letthe 16 octet key diversifier be = VAL
d) Compute the AuthK(Kk) as follows:

AuthK(k) = e[MAuthK (k)] (VAL).

Example of VAL = ‘EquipmentOBUID || EquipmentOBUID || EquipmentOBUID || EquipmentOBUID".

© ISO 2018 - All rights reserved 19
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Annex B
(normative)

PICS proforma

B.1 Ge¢neral

In order
of those
conform
impleme

This ann
suppliers

B.2 Pu

The pury
of the re
standard

The PICS
— iden
— iden
— glob
— PICS

B.3 In

B.3.1 [
A capabi

— gengd
requ

— inter

fo evaluate the conformance of a particular implementation, it is necessary to have a stateme

hnce statement (ICS) or, more specifically when it covers transactions;”a protoc
htation conformance statement (PICS).

ex provides a PICS proforma (refer to Table B.1 to Table B.12) to be filled"in by equipme
in order to declare conformance with this document.

Irpose and structure

guirements defined in this document can provide information about the implementation in
ized manner.

proforma is subdivided into subclauses for the following categories of information:
Fification of the implementation;

Fification of the protocol;

h]l statement of conformance;

proforma tables.

structions for completing PICS proforma

Definition of suppert
ity is said to be supported if the implementation under test (IUT) can

rate the_ eorresponding operation parameters (either automatically or because the end us
ires that.eapability explicitly), and

pretyhandle and, when required, make available to the end user the corresponding error or resu

capabilities and options that have been implemented. This is called an implémentatid

ose of this PICS proforma is to provide a mechanism whereb¥ a supplier of an implementatid

Nt
n
bl

Nt

n
a

T

t.

A protocol element is said to be supported for a sending implementation if it is able to generate it
under certain circumstances (either automatically or because the end user requires relevant services
explicitly).

A protocol element is said to be supported for a receiving implementation if it is correctly interpreted
and handled and also, when appropriate, made available to the end user.

B.3.2 Status column

This column in the tables indicates the level of support required for conformance. The values are as

follows:

20
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m mandatory support is required;

optional support is permitted for conformance to the standard. If implemented it should con-

form to the specifications and restrictions contained in the standard. These restrictio
affect the optionality

the item is conditional (support of the capability is subject to a predicate);

:m the item is mandatory if the predicate is true, optional otherwise;

ns may

B.3.3 Support column

This column (see Table B.6 to Table B.12) shall be completed by the suppliér or implementer td
the level of implementation of each item. The proforma has been desighed such that values req
the following:

the item is not applicable;
the item is outside the scope of this PICS.

the PICS proforma tables, every leading item marked “m” shall be supported by,the IUT. §
arked “m” shall be supported if the corresponding leading item is supported by ‘the IUT.

Yes, the item has been implemented;
No, the item has not been implemented;
the item is not applicable.

[l entries within the PICS proforma shall be-made in ink. Alterations to such entries shall
I crossing out, neither erasing nor making\the original entry illegible, and by writing the n
ongside. All such alterations to records shall be initialized by the person who made them.

3.4 Item reference numbers

hch line within the PICS proforma which requires that implementation details be entered is n
the left hand edge of thetline. This numbering is included as a mean of uniquely ident
hssible implementation details within the PICS proforma. This referencing is used both insidg
roforma, and for references from other test specification documents.

he means of referéneing individual responses is done in the following sequence:
a referenceto the smallest individual response enclosing the relevant item;
a solidus'character (“/”);

thereference number of the row in which the response appears;

ub-items

indicate
hired are

be made
bW entry

imbered
fying all
the PICS

—t | 1 e 4=l - 4l i | dnndon. 1.1 d=l £
11— 4dlIU U1y 1T — TIIUT' T UIdIT UIIT TTSPUIIST ULLUL S 11T LIIT TUW TUCTIILITICU Uy LT TTITITIIU

number,

implicit labelling of each possible entry as “a”, “b”, “c”, etc., from left to right, with this letter

appended to the sequence.

B.4 PICS proforma for OBU

B

4.1 Identification of the implementation

The following proforma are to be used to identify the implementation on the OBE side.

©
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Table B.1 — Identification of PICS

Item no. Question Response
1 Date of statement (DD/MM/YY)
2 PICS serial number
3 ISO/TS 21719-2 version
4 Other information
Table B.2 — Identification of the OBE cllpplipr
Item no. Question Response
1 Organization name
2 Contact name(s)
3 Address
4 Telephone number
5 e-mail address
6 Other information
Table B.3 — Identification of the OBE
Item no. Question Response
1 Brand name
2 Type, version
3 Manufacturer ID
4 Equipment Class
5 Serial numbers of the supplied unit(s)
6 Other information
B.4.2 (lobal statement of conformance
Are all mjandatory capabilities implemented? (Yes/No) ...............
B.4.3 RICS proforma tables
Table B.4 — Implemented DSRC stacks
Item ng. Element Reference Statusa Support
1 CEN DSRE 7.2.2 0
2 Italian*DSRC Annex D 0
a  One df the(DSRC stacks shall be implemented.
Table B.5 — Implemented Layer 7/EFC functions
Item no. Element Reference Status Support
1 INITIALIZATION 7.3.2 m
2 GET 7.3.3 0
3 SET_SECURE 734 m
4 EVENT_REPORT 7.3.2 m
22 © ISO 2018 - All rights reserved
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Table B.6 — Implemented security functions

Item no. Element Reference Status Support
1 Generation of RndOBE Annex A m
2 Generation of RndOBE2 Annex A m
3 Check access credentials Annex A m
4 Decrypt AttributeListEncrypted Annex A m
5 Check Authenticator_Request Annex A m
o) Catcutate Authenticatorr eSPOITSE ATTEeX A T
B.5 PICS proforma for PE
B.5.1 Identification of the implementation
The following proforma are to be used to identify the implementation on the‘RE side.
Table B.7 — Identification of PICS
Item no. Question Response
1 Date of statement (DD/MM/YY)
2 PICS serial number
3 ISO/TS 21719-2 version
4 Other information
Table B.8 — Identification of the PE supplier
Item no. Question Response
1 Organization name
2 Contact name(s)
3 Address
4 Telephone number
5 e-mail address
6 Other information
Table B.9 — Identification of the PE
Item no. Question Response
1 Brand name
2 Type, version
3 Serial numbers of the supplied unit(s)
Z Other information

B.5.2 Global statement of conformance

Are all mandatory capabilities implemented? (Yes/No)

© ISO 2018 - All rights reserved
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B.5.3 PICS proforma tables

Table B.10 — Implemented DSRC stacks

Item no. Element Reference Statusa Support
1 CEN DSRC 72.2 0
2 Italian DSRC Annex D 0
a  One of the DSRC stacks shall be implemented.

Table B.11 — Implemented Layer 7/EFC functions

Item ng. Element Reference Status Support
1 INITIALIZATION 7.3.2 m
2 GET 7.3.3 0
3 SET_SECURE 7.3.4 m
4 EVENT_REPORT 7.3.2 m

Table B.12 — Implemented security functions

Item ng. Element Reference Status Support
1 Calculation of access credentials Annex A m
2 Generate RndPE Annex™A m
3 Encrypt AttributeList Annex A m
4 Calculate Authenticator_Request @&nnex A m
4 Check Authenticator response Annex A m
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Annex C
(normative)

Personalization of ES 200 674-1 compliant OBEs

1 General

‘e compliant to ETSI ES 200 674-1, Annex D. In addition to that, the OBE shall support data st
rocedures, and protocol messages described in the following subclauses and\summarized

C
T
E['SI ES 200 674-1. In particular, the supported data and memory structure of the On Board Eq
a
p
Cpmmon ASN.1 data types definitions are from ETSI ES 200 674-1, 11.3.

Cl2 Personalization functions

C{2.1 General

The OBE offers the following functions in order to support gehsonalization:

— initialization: used to establish a personalization session with the OBE;

— writing of data: used to update user data in the OBE;

— writing of keys: used to modify access, autlientication and personalization keys;

— terminate session: used to terminate the personalization session with the OBE.

C|2.2 Initialization
Personalization initialization is performed by means of the following protocol messages:
— OPEN-Rq: to start a configuration process, as defined in ETSI ES 200 674-1, 11.5.2;

—+ Get-TBA-Random-Rg:to getarandom number from the OBE, as defined in ETSI ES 200 674-1]
without the limjtations in length defined in ETSI ES 200 674-1, Annex D;

—+ Read-Mastér Core-Rq: to read the OBE manufacturer’s id;
—+ Get-Master-Record-Rq: to read the AC_CR-KeyReference.

Personalization initialization protocol is performed through the following steps:

his annex describes the personalization procedures for On Board Equipment) compliant to

[uipment
Ffuctures,
in C.2.5.

11.5.22,

1) _~“The PE opens a new session with the OBE by concatenating an OPEN-Rq protocol messag

re with a

Read-Master-Core-Rq protocol message that requests Manufacturerld value, a Get-Master-Record-

Rq that requests the AC_CR-KeyReference, and a Get-TBA-Random-Rq protocol mess

age that

requires a random number of 8 octets in length. The addressed Application Process Invocation
Identifier, as per ETSI ES 200 674-1, 11.5.1, identifies the personalization application by bearing the

value of ‘50FE’H.

2) If the OBE terminates the session with a negative Ack (see C.2.5), the requested personalization

process is not supported.

3) If the OBE responds with a positive acknowledgement, the 4-octets random number is used to

compute the PE’s access credentials by using the security algorithm as specified in C.2.6.4

4) The PE then initiates the writing of data (see C.2.3) or writing of key (see C.2.4) phase.

© ISO 2018 - All rights reserved
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C.2.3 Writing of data

C.2.3.1 General

(E)

Personalization writing of data is performed by means of the following protocol messages:

— Config-Set-Rq: to write configuration parameters onto the OBE memory, which is detailed in C.2.3.2;

— Config-Set-Rs: to answer to configuration requests, which is detailed in C.2.5.

C.2.3.2 | Config-Set-Rq protocol message

The Conflig-Set-Rq protocol message and its parameters are defined in the following Table C.1.

Table C.1 — Config-Set.Rq

parameter name ASN.1 type Limits and allowed values
Config-S¢t.Rq Bit-String-1B Directive code is ‘4C’Hexadecimal
AppToCopfig BIT STRING (SIZE(16) Application to be configured. In\this version, only the
value ‘50F0’H is allowed, indicating the EETS application.
Memoryprea INTEGER-0-1B Indicates the memory area where the write operation is
performed. Allowed yalues are
— 0, indicating Master Core,
— 1, indicating Master Record, and
— 2, indicating Application Core.
All otherwvalues are reserved.
Offset INTEGER-0-1B Pointer in the addressed data structure where the write
operation is to start from.
ActualLength INTEGER-1-1B Length of the actual data to be stored. This length can

be different from the transmitted data when encryption
is used.

EncrLength

INTEGER-1-1B

Length of the encrypted data. This is the length of the
transmitted data, which can be different from the actual
length of data to be stored when encryption is used.

Data OCTET STRING Data to be stored. If encrypted, encryption is as specified
in C.2.6.2.

AccessCriedentials OGTET STRING Access credentials of the PE in 8 octets, calculated ac-
cording to C.2.6.1.

Mode INTEGER-0-1B Indicates how data are transferred. Allowed values are
— 0, encrypted, and
— 1, not encrypted.

RndPE INTEGER Random number generated by the PE on 16 octets, to be

USed To decrypt encrypted data (if encryption is used)
and to calculate OBE authenticator for the Config-Set-Rs
protocol message.

PersonalizationKeyRef

INTEGER-1-1B

Integer indicating the personalization key to be used to
encrypt/decrypt data.

The Config-Set-Rq protocol message is used at least as many times as many different memory areas are
to be personalized, keeping in mind that one memory are can be personalized in one single request by

using wisely Offset and ActualLength parameters.

26
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On receipt of a Config-Set-Rq protocol message the OBE:

1) verifies the support of the personalization application and the possible encryption (indicated by
the Mode parameter). If either of the two is not supported, the OBE terminates the session with a
negative Ack (see C.2.5);

2) verifies the access credentials of the PE by implementing the algorithm in C.2.6.1. If access
credentials are not valid, the OBE terminates the session with a negative Ack (see C.2.5);

3) if access credentials are valid, the OBE checks the value of the Mode parameter. If Mode indicates
encryption and—the—O6BEdoes ot supportencryption; the—OBEtermimates—the—session with a
negative Ack (see C.2.5). Note that the use of Mode parameter allows a personalizatiorn process
where encrypted data are intermixed with not encrypted data;

4) if controls on access credentials and Mode are passed, and the Mode parameter |ndicates
encryption, the OBE then uses the RndPE parameter value to decrypt data. Thedecryptior keys for
personalization are initially stored in the OBE at manufacturing time, and can be modified|by using
the services offered by the protocol message Config-Key-Set-Rq (see C.2.4);

5) the length of decrypted data is then checked with the length “provided by the parameter
ActualLength. If the two lengths do not match, the OBE terminatés the session with a negative Ack
(see C.2.5);

6) iflength checkis passed, data is written in the addressed themory area, and the OBE termihates the
session with a positive Ack (see C.2.5).

C{2.4 Writing of keys

C|2.4.1 General

Personalization writing of keys is performed\by means of the following messages:

— Config-Key-Set-Rq: to write configuration parameters onto the OBE memory, which is dgtailed in
C.2.3.2;

— Config-Set-Rs: to answer to configuration requests, which is detailed in C.2.5.

C|2.4.2 Config-Key-Set-Rq protocol message

The Config-Key-Set-Rd.protocol message and its parameters are defined in the following Table|C.2.

Table C.2 — Config-Key-Set.Rq
parametei-name ASN.1 type Limits and allowed values
(onfig-Key-Set.Rq Bit-String-1B Directive code is ‘4D’Hexadecimal
AppToConfig BIT STRING (SIZE(16) |Application to be configured. In this version, only the value
‘50F0’H is allowed, indicating the EETS application
Key type INTEGER-0-1B Indicates the memory area where the write operation is to
be performed. Allowed values are
— 0, indicating Authentication Key,
— 1, indicating Access Key, and
— 2, indicating Personalization Key.
All other values are reserved.

KeyRef INTEGER-1-1B Integer indicating the key to be modified.

KeyLength INTEGER-1-1B Length of the key to be modified.

Key OCTET STRING Encrypted key value to be stored. Encryption is as specified

in C.2.6.2.
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Table C.2 (continued)

parameter name ASN.1 type Limits and allowed values
AccessCredentials OCTET STRING Access credentials of the PE in 8 octets, calculated accord-
ingto C.2.6.1.
RndPE INTEGER Random number generated by the PE on 16 octets, to be

used to decrypt encrypted data and to calculate OBE au-
thenticator for the Config-Set-Rs protocol message.

PersonalizationKeyRef |INTEGER-1-1B Integer indicating the personalization key to be used to

encrupt/decrunt data
)7 o

On receipt of a Config-Key-Set-Rq protocol message the OBE:

1y

2)

3)

4)

C.2.5 Termination

The ternpination phase is performed by means of the Configuration-Set-Rs protocol message, which
used to gnswer to both write of data and(wyrite of keys functions.

The Confliguration-Set-Rs protocol message can carry an authenticator if the following conditions appl

1y
2)

Authenticator in responsé€’is calculated as specified in C.2.6.4. In case of no success, only result cod
and actign code are transferred.

The used result.codes and action codes are listed in the following Table C.3.

28

ig-Key-Set-Rq protocol message is used as many times as many different keys are-to t

verifies the support of the personalization application and of the encryption (inthe case of key
encrlyption is mandated). If either of the two is not supported, the OBE terminates the session wif
a negative Ack (see C.2.5);

verifies the access credentials of the PE by implementing the algerithm in C.2.6.1. If acce
credentials are not valid, the OBE terminates the session with a negative Ack (see C.2.5);

if coptrols on access credentials is passed, the OBE then can iisé the RndPE parameter value 1
pt the received key. The way keys are stored in the OBE)(encrypted or not encrypted) is le
plementation choices, the only requirement is that they.can be retrieved and used by means
the felated KeyRef. If the received key is not acceptable for whichever reason, the OBE terminatg
the dession with a negative Ack (see C.2.5).

If the received key is safely stored, the OBE terminates the session with a positive Ack (see C.2.5)

perspnalization with encryption was used (see C.2.2);

the qperation terminatéd,correctly.

wn
~

bS

o
ft
hf
S

IS

le

Table C.3 — Acknowledgements of a personalization operation

Condition Result code Diagnostic
code
Success ‘06’'H ‘00’H
Personalization application not supported or encryption ‘15’H ‘06'H
not supported
Invalid access credentials ‘15’H “11'H
Data length mismatch ‘15’H ‘04'H
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C.2.6 Security calculations

C.2.6.1 Access credentials

Calculation of access credentials is performed according to the algorithm in A.2.3, where the random
number to be used is the result of the Get-TBA-Random-Rq protocol message issued at initialization

phase (see C.2.2).

C.2.6.2 Calculation of the personalization access key

Chlculation of the Personalization Access Key is performed according to the algorithm in A.3¢2

2.6.3 Data Encryption and decryption

sed is provided by the PE in the PersonalizationKeyRef parameter of the Config-Set-Rq or Co

C
Dpta encryption is performed according to the algorithm specified in A.4.3, where.the KeyRef
u
S¢t-Rq protocol message.

C|2.6.4 Authenticator in response calculation

phrameter value.

(@]

2.6.5 Calculation of encryption/authentication Keys

Ehcryption and authentication keys are derived from Master keys using the algorithm specifig

Enc to be
hfig-Key-

Apthenticators in response are calculated according to the algorithms specified in A.6.3, by @ising the
r¢ceived data (either Data or Key, according to the function perfermed) concatenated with tH

e RndPE

dinA.7.
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Annex D

(informative)

Transaction example

D.1 Overview

This anrex presents an example of a personalization transaction where the personalization)data
transferfed to an OBE from a PE using the Option set 4 as defined in 7.3.4.

EquipmentOBUID is in this example used as an identifier for the OBE and is retrieved by-a GET commar

before tHe SET_SECURE is submitted by the PE.

The overjview of the transaction is given in Table D.1.

Table D.1 — Transaction overview

is

d

Personalization
equipment

On-board
equipment

Remarks

INITIALIZATION.request
(BST)

The PE is asking for information of EFC
applications in not yet connected OBEs.

AID = EFC
INITIALIZATION.response The OBE sends an application list to the
(VST) PE with information over available EFC
T applications and also security related in
gppllilc(tjttilgrrllsllst APEFC formation in order for the PE to calculat¢
pp the access credentials.
EFC.context mark
AC_CR key reference
RndOBE
GET.reqyest The PE calculates access credentials
. . and submits a GET.request in order to
AttribpteldList retrieve information about the OBE
AC_CR identity.
GET.response The OBE answers with a GET.response
. . that contains the requested Equipment
Attribute list OBU ID.
Equipment OBU ID

30
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