TECHNICAL ISO/TR
REPORT 19669

First edition
2017-10

Health informatics — Re-usable
component strategy for.use case
development

Informatique de santé — Stratégie de composants réutilisalles pour
le développement de cas pratiqlies

Reference number
ISO/TR 19669:2017(E)

©1S0 2017



https://standardsiso.com/api/?name=8c6f17ffcdda4717aa913ce2f5f2a574

ISO/TR 19669:2017(E)

COPYRIGHT PROTECTED DOCUMENT

© IS0 2017, Published in Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +41 22 749 01 11

Fax +41 22 749 09 47
copyright@iso.org

www.iso.org

ii © ISO 2017 - All rights reserved


https://standardsiso.com/api/?name=8c6f17ffcdda4717aa913ce2f5f2a574

Contents

ISO/TR 19669:2017(E)

Page
FOT@WOT ... et eeeeeeeeeeeeeeeeeeereeseeeee v
0010 00 Y6 0 ot o (0) o VS0 vi
1 S0P ... 1
2 NOIINATIVE TEEFCITEIICES ...........oooooeeeeeee et eeeee e st 1
3 Terms and AefiNTTIONIS ...............ooooo oo 1
4 Symbols and abbreviated terms .3
5 Objectives for the re-usable component Strategy ... Q'\ ......................... 4
6 USE CASE DASICS ...t @q/ ................................ 4
6.1 (TS 0 U= o= ng .......................................... 4
6.2 Use case scenarios, events and aCtions ..o
6.3 Use case actorsQ~ ......................................
7 Use case component candidates................icss \\ ..................................................................... 4
7.1 (€3 4 T=) 2= | (00 ....................................................................... 4
7.2 [dentify-ability . ...
7.3 Catalogue-ability .. »
7.4 ComMMONALILY ... N errrrerseeseses s esess s e
7.5 ComPUtabIliLY oo
8 Use case components
8.1 General ...
8.2 Requirements........
8.3 Actors and roles ...,
8.4 Scenarios, events and actions.......
8.5 Data objects and elements....... e N
9 Use case scenarios...... \{:\' ..................................................................................................................................................... 7
9.1 General....................................’\\C).. 7
9.2 Events and event steﬁs. ................................................................................................................................................................... 7
9.3 F N Ko oI VoV B 00) (=TI S N 7
9.4 Actions taken @
9.5 Inputs and ts
10 Use case requi ients template
10.1  Pref d introduction
10.2  Initi e overview..........
1 General...ooooeeeee,
.2.2 Initiative challenge statement
1@ USE CASE SCOPI .o
v 10.3.1 General...
é 10.3.2 Background...
103 3—Inscope—

10.4
10.5
10.6
10.7
10.8
10.9
10.10
10.11
10.12
10.13

10.3.4 Out of scope...
10.3.5 Stakeholders.
VAU STATEIMIEIIT ..ot
Use case assumptions
Pre-conditions
POSE-CONAITIONS .....oooooe et
ACEOTS AIIA TOLES ..o
Use case diagram.........
Use case scenario(s)...
User story ...
Activity diagram...

© 1S0 2017 - All rights reserved iii


https://standardsiso.com/api/?name=8c6f17ffcdda4717aa913ce2f5f2a574

ISO/TR 19669:2017(E)

10.14 Risks, issues and obstacles

10.13.1 Base flow.....
10.13.2 Alternate flow
10.13.3 Functional requirements
10.13.4 Information interchange reqUIr€mMENtS . ... 13
10.13.5 SySTemM TE@QUITEIMEIITS ...oocccevriiririieiieeestisiessses oot 13
10.13.6 Sequence diagram

10.15 DAtASEE TEQUITEIMIEIITS....ooo oot
11 Methodology for component capture, cataloguing and re-use
114 General
11{2  Component — REQUITEIMEIITS ... e e
11}3  Derivation of common requirements from existing use case template ... (320 14
L1301 GEIMETAL et s 14
11.3.2 Re-use of common requirements in new USe CasSe SCENATIO...........cc..coGourmerrreerrn 14
1114  ComPONENt — ACLOTS/TOLES ... s
0 T €Y 1= i ) OO -
11.4.2 Derivation of common actors/roles from existing use case tetaplate...........c.....
11.4.3 Re-use of common actors/roles in new use case SCeNAario. \. Y]
115  COMPONENT —— SCEMNATTIOS ..o f oo
0 000 O €Y 1= i OO <SS
11.5.2 Derivation of scenarios from existing use case template
11.5.3 Re-use of common SCeNarios in NEW USE CASE .t
11{6  ComPONENt — EVENES......ooiiiiiiciiiicssiinicsiencssiinees sl Moo
T1.6.1  GENETAL oo S e
11.6.2 Derivation of events from existing use case template
11.6.3 Re-use of common events in NeW USE CASE SCENATTO........cccuvrreerrserisersserssieers e
1117 COMPONENTE —— ACTIONS oot et
T1.7.1  GENETAL oo o e
11.7.2 Derivation of actions from existing use case template
11.7.3 Re-use of common actions in new use case scenario event Steps......... 20
11}8 Component — Data 0bjectS/ElERUEIITS ... 21
T1.8.1  GEIMETAL .o s 21
11.8.2 Derivation of data objects/elements from existing use case template.............cc...... 21
11.8.3 Re-use of commen data objects/elements in new use case data requirements...[21
12 Prpgression — Use case development to implementation
12)1
12|2  Use case requirements phase
T2.2.1 GEIEEAK ..o
12.2.2 Subject matter experts
12.2.3 <Usé case analysts. ...
12.2.4\Initial sketch of the clinical /bUSINESS CASE ... 24
12.2.5 Comprehensive statement of the clinical/business case ... 24
12:2.6 Components of the clinical /business case
12.2.7 Finalization of clinical /business case reqUuIr€mMents ... 24
12B83—=Aneherfor-traceabiiyrmmr—rr—---—+-+--——ww--—-————— 24
12.4 Fulfilment of clinical /business case reqUIremMents.. ... 25
BIDIHOGTAPIY ...t 26

© ISO 2017 - All rights reserved


https://standardsiso.com/api/?name=8c6f17ffcdda4717aa913ce2f5f2a574

ISO/TR 19669:2017(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

Use cases are often utilized to establish key objectives and requirements for software design and
development, system testing, certification and implementation. This document offers a methodology
for use case development that discovers common components of use case scenarios, then establishes
a component catalogue for subsequent re-use and re-purposing of those components in new use case
scenarios. The methodology establishes re-use as a key foundation for consistent infrastructure and
build-out of software application systems in healthcare (and potentially other industries). Re-use of
requirements often leads to re-use of software solutions (to those requirements). The methodology
leads to ur . L , : freation : on
guidance,| software development, testing and certification and ultimately implementation. \The
methodolpgy establishes the basis for requirements traceability, at each progression step, and end-to-
end (use dase to implementation).
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Health informatics — Re-usable component strategy for
use case development

the methods of component identification, capture, cataloguing and re-use. Thisdé¢ument als

Thlere are no normative references in this document.

For the purposes of this document, the following terms‘and definitions apply.

IS(

3.1
ac
act

Note 1 to entry: A use case event is comprised of one or more actions occurring in sequence.

Nofe 2 to entry: It can also’be defined as an element of an event (step) that a user performs during a
(see ISO/IEC 26514).

3.2

actor
heplth professional, healthcare employee, patient/consumer, sponsored healthcare provider, |
organjsation, subject of care, device, system or application that acts (performs a role) in a heal
coanunication or service

{usable components. Use cases are a basic tool in describing requirements for health ad\}

tings, service provision, information technology and software products. Use case developr]
ows a uniform template with components such as actors, roles, scenarios, event steps, act

ralogue of
lealthcare
hent often
ions, data

ects/elements and requirements statements. This document includes a basic use,case tenjplate and

dance for software designed to implement the methodology in the form of a‘uSe case auth

Normative references

Terms and definitions

o includes
ring tool.

and [EC maintain terminological databases for‘use in standardization at the following addlresses:

ISO Online browsing platform: available atHttps://www.iso.org/obp

IEC Electropedia: available at http://Www.electropedia.org/

[ion
ivity or task performed by an‘entity at a given point in time

procedure

lealthcare
th related

[SOURCE: ISO 17090-1:2013, 3.1.3, modified]

3.3
assumption
condition that is accepted as true

Note 1 to entry: It can also be defined as factors that, for planning purposes, are considered to be true, real, or
certain without proof or demonstration (see ISO/IEC/IEEE 24765) or a statement that describes the expected
behaviours of a system or actors who will use the system (see Reference [20]).

© IS0 2017 - All rights reserved
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3.4

data element
data concept represented by a specific value domain and that describes a single atomic property about
an object class

[SOURCE:
3.5

[SO 14817-1:2015, 4.17, modified - Note 1 to entry deleted]

data object
collection of data that has a natural grouping and may be identified as a complete entity

Note 1 to ¢ntry: It can also be defined as a collection (set) of logically related data elements, e.g. “patient\v
signs typidally comprise heart rate, respiration rate, temperature and blood pressure”.

[SOURCE:
3.6

electroni
repository of information regarding the health of a subject of care, in computer processable form

Note 1 to entry: It can also be defined as comprehensive, structured set of clinical, demographic, environmen
social, and financial data and information in electronic form, documenting the“health care given to a sin|

individual
computer-

[SOURCE:

3.7
event
performa

Noteltoe

by a health care provider or be provided as a servicel21,

[SOURCE:

3.8
entity
legal (e.g.

[SOURCE:
been dele

39

health/cq
health andl/or healthcare

EXAMPLE
3.10

[SO/TS 27790:2009, 3.20, modified - Note 1 to entry has been added]

c health record

(ASTM 1769) or information relevant to the wellness, health and-healthcare of an individual
brocessable form and represented according to a standardized information model (ISO 18308).

ISO 13606-2:2008, 4.7, modified - Note 1 to entry replacéd]

hce of a specified set of functions or operations

htry: It can also be defined as a health care interaction that involves a patient and that may be delive

[SO/IEC 23006-2:2016, 3.1.6, modified - Note 1 to entry has been added]

h corporation, labour unidn,)state or nation) or natural person or system (e.g. device, softwa

ed]

re

Health/care providers support individual health and provide healthcare services.

tal

tal,
gle

red

re)

ISO 15782-1:2009, 3335, modified - text has been added to the definition and the example has

initiative
collaboration of business/clinical experts to develop one or more use cases

3.11

pre-condition

condition

3.12

which must be true prior to undertaking use case action(s)

post-condition

condition

which must be true after undertaking use case action(s)

© ISO 2017 - All rights reserved
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3.13

requirement

requirement statement
declaration of necessary condition(s)

Note 1 to entry: “specified requirement” is a need or expectation that is stated (requirements are intended to
define some feature of a real implementation and offer the possibility of testing) (see ISO/IEC 17007:2009, 3.4).

3.14
re-usable component

Seq

No
red

3.1
su
on

No
I1S(

[SC

3.1
us
set

No
to
org

3.1
us
sin

juence of event (steps) necessary to complete a business/clinical process

Le 1 to entry: It can also be defined as a description of high level business agtivities defining p!
uirements (see ISO/IEC 19501:2005).

6
bject of care
e or more persons scheduled to receive, receiving, or having received a health service

Le 1 to entry: It can also be defined as any person who uses, oris.a potential user of, a health care s
/TS 22220:2011).

URCE: ISO 18308:2011, 3.47, modified - definition has been amended and Note 1 to entry J

7
P case
of scenarios which address a particular business/clinical domain or topic

Le 1 to entry: It can also be defined as a.specification of interactions between external actors and
pattain particular goals (technopedia:dam) or methodology used in system analysis to identify, ¢
anize system requirements (whatis.com).

8
pr story
ple narrative illustrating the user goals that a software function will satisfy

ined (in a

rocess and

ervice (see

dded]

the system
larify, and

[SQURCE: ISO/IEC/IEEE 26515:2011, 4.16]

4 | Symbols-and abbreviated terms

EHR electronic health record

EHR-S electronic health record system

HIT health information technology

SKMT ISO TC215 Standards Knowledge Management Tool
SME subject matter expert

UCR use case requirements

UCA use case analyst

UCAT use case authoring tool

©lI
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5 Objectives for the re-usable component strategy

The re-usable component strategy (for use case development) is based on the following objectives.

a) To formalize a process of identifying and cataloguing common use case components and patterns
of re-use from developing use cases.

b) To save new resource investment by allowing business requirements analysts to quickly identify
and re-use catalogued use case components already specified or to add new ones, when appropriate.

c) To formalize a process of identifying and cataloguing implementable software modules and data

objec

identified software functionality, data/record management and exchange.

d) To sa

e) To fadilitate and promote uniformity in requirement specification, standards and\implementat
guidapnce.

f) To lay the foundation for uniform and consistent information infrastructure and build-out.

g) Toen

6 Use ¢ase basics

6.1 General

In healthdare, use cases typically describe scenarios involving patient flows (with the patient as

actor), pr

devices a§ actor(s)]. Use cases resolve to actors taking actions in sequence, as a progression of ste
EHR (or ofher) systems capture record entries resulting from actions taken, as persistent evidencd
their occurrence.

6.2 Usd case scenarios, events and actions

A use casg has (is specified in terms-of) one or more scenarios. Each scenario has (is specified in ter
of) one orf more events (in step=wise sequence) to support individual health and to provide healthca
Each evenlt/event step has (is“specified in terms of) one or more actions (in step-wise sequence).

6.3 Usdq case actors

s, either commercial or open source, which implement various aspects of required use.ca

sure requirements traceability step-by-step and end-to-end (use case to implementation).

bvider/work flows (with provider(s) as detor(s)) and information flows [with systems

se-

e new resource investment by allowing software developers to readily identify and re-yse
catalggued software modules and data objects in their solutions.

on

an
or

of

ms

Use caseq have business and clinical actors, as individuals or organizations acting in roles (¢.g.

performe
devices, a

[, assistant, observer, author, scribe, attester). Use cases have technical actors, as systems a
so‘acting in roles (e.g. originator, sender or receiver).

nd

7 Use case component candidates

7.1 General

Use case components are a vital part of a typical use case narrative, but don’t necessarily include all
elements (e.g. all sections of the use case requirements template). As specified in this document, use
case components candidates have four distinctions, in arbitrary order: 1) identify-ability, 2) catalogue-

ability, 3)

commonality and potential for re-use, 4) computability.

© ISO 2017 - All rights reserved


https://standardsiso.com/api/?name=8c6f17ffcdda4717aa913ce2f5f2a574

ISO/TR 19669:2017(E)

7.2 Identify-ability

The use case component is consistently evident (identifiable) in the use case scenario or narrative.

(Cl

Clause 10).

7.3 Catalogue-ability

The use case component is readily captured and retained as entry in a catalogue or registry, allowing it
to be queried and selected then re-used or re-purposed in subsequent use cases.

7.
T

rejuse in new or revised scenarios. Note that re-use often extends to the solutionyand th

re
us

7.
Th

stg

8

8.

Ba
caf
an

8.

Us
sat

criteria. (See examples in Tables 6 and 7.)

a)

b)

)

5 Computability

1 General

Commonality

use case component is evident in existing use case scenarios and has a significant po

rential for
IS, once a

uirement has a designated software or dataset solution re-selecting that samg.-componenit in a new

b case or scenario offers potential for re-use of the same solution.

e use case component has characteristics which may be computablé-and thus may be imple
ndard software modules and/or data constructs.

Use case components

ed on distinctions identified in Clause 7 and.review of the use case template in Clause 10,
egories of use case components are evident:'d) requirements, 2) actors and roles, 3) scenar
[ actions, 4) data objects and elements.

. Requirements

b case requirements are statements of necessary conditions, which must be determined
isfy fulfilment. Use case requirements may be offered as proof statements and/or cor

Requirements state-necessary conditions which occur before, during and/or after eacl
scenario.

Requirements’ may take the form of assumptions (10.5), pre-conditions (10.6), post (
(10.7) or.system functional requirements (10.13.3).

Reguirements may be applicable (and accountable) to particular actors, at specific ever
actions.

mented as

four basic
0s, events

“true” to
formance

Il use case

onditions

t steps or

d)

f)

©lI

As aresult, discrete requirements may be fulfilled by, and are thus traceable to, particular use case

actors and actions.

Requirements are typically stated as SHALL (required), SHOULD (preferred) or MAY (optional).

Common requirements statements are catalogued as re-usable components.

SO0 2017 - All rights reserved
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8.3 Actors and roles

In the use case requirements template (Clause 10), use case actors are enumerated (10.8) and shown
taking/performing actions in scenario events (10.10). (See examples in Table 8.)

a) Actors are individuals or organizations whose actions are often facilitated by EHR or other system
software.

b) Actors (in roles) perform (and are typically accountable for) use case actions.

c) Inseparate actions, an actor may play a different role.

d) Actorp may fulfil established requirements by performing specific actions (showing requirements
tracedbility).

e) Comnpon actors and roles are catalogued as re-usable components.

8.4 Scepharios, events and actions

In the us¢ case requirements template, use case scenarios, events and actiops,are specified in 10.[L0.

(See exanples in Tables 10 and 11.)

a) Scendrios are comprised of discrete event steps in a typical sequencé.

b) Scendrios have a base flow and may have one or more alternate,flows.

c) Evenfsteps are broken into discrete action(s) taken.

d) Actiofs are taken/performed by actor(s) in role(s).

e) Actorp and actions may invoke EHR or other system:functions.

f) Actiops may be auditable at each occurrence.

g) Actiofis may be attestable (with signature);

h) Events and actions have discrete data inputs and outputs.

i) Inputp and outputs may be specified in terms of required data objects and elements (8.5).

j)  Common actions are catalegued as re-usable components.

8.5 Data objects and-elements

In the usg¢ case requirements template (Clause 10), data requirements are specified in 10.15. (See

examplesfin Tablef1.)

a) Data fequirements resolve to data objects and elements essential to undertake events and actigns
in usq éase scenarios.

b) Data requirements typically include data objects and elements specified as, data/record inputs to
and/or outputs from, use case events and actions.

c¢) Common data objects and elements are catalogued as re-usable components.

6 © IS0 2017 - All rights reserved
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Use case scenarios

9.1 General

Use case scenarios describe a typical health/care work flow interwoven with
provider/practitioner and information flows. Use case scenarios describe a sequence of event steps
with actors taking actions.

9.2 Events and event steps

patient,

Re
a)
b)
‘)
d)
e)
Ev|
9.

Ea
co

9.4

Ea
ha
de

Sy
NO

9.

Ea

Inputs and outptits resolve to data requirements in the form of data objects and elements. D4

an

NO

parding events and event steps

Each event step comprises one or more action(s) taken.

Each event step is initiated by an actor performing [taking action(s)] in a role;
Each event step has inputs and outputs.

Inputs include data/records required to take/initiate action(s).

Outputs are new data/records produced by action(s) taken/performed.

bnts and event steps may be re-usable components.

B Actors and roles

Ch event step is initiated by an actor performing in a particular role. Actors and roles arg
nponents.

Il Actions taken

Ch action is a discrete task, operation,or-process initiated or performed by an actor. Each 4
e inputs and outputs. An action:may be designated as auditable (at run-time). An actig
bignated as attestable with signature (at run-time). An action may invoke one or more EHR
tem functions. Actions are re-uisable components.

TE See ISO/HL7 10781'and ISO/HL7 16527.
b Inputs and outputs
Ch event and action has specified data as inputs to or outputs from specified functions and |

1 elements,are re-usable components and may be drawn from a formalized information mo

TE See Reference [18].

re-usable

ction may
n may be
(or other)

hrocesses.
ta objects
Hel.

10 Use case requirements template

10.1 Preface and introduction

The preface and introduction explains the purpose of use case development. A use case focuses on a
topic area for software development, typically with the intent to promote consistency and uniformity.
A new scenario might fit within an existing use case or might be better included in a new use case. This
may be a subjective decision. Format is paragraph(s).

©lI
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10.2 Initiative overview

10.2.1 General

The initiative overview articulates the overarching subject area(s), business case(s) and issues that the
initiative aims to address. The initiative’s goal is generally at a higher level than those of the use case
and are distinguished as such in this section. When an initiative has multiple use cases, this initiative
overview should be consistent for each use case. A recommended starting point for this content
is the project charter and related research collected during the pre-development phase. Format is
paragraph(s).

10.2.2 Initiative challenge statement

The initiaftive challenge statement states the current challenge or problem, on a healthcare indusfry
level, that|the initiative seeks to address. Related issues should be included within this ¢lause, with the
exception|of risks, which are outlined later in the use case. Format is paragraph(s).

10.3 Usq case scope

10.3.1 General

This section describes the scope of the use case. Most use cases in. healthcare informatics focus [on
informatipn processes and flows, step-wise and integral to health eare/business processes, often tightly
interwovgn with patient flows and provider/practitioner work:flows. The scope statement outl;:Ees
flows and|processes pertinent to this use case. If there are multiple use cases within the same Initiative,
this sectign can be used to explain how the scope of this use-¢ase relates to the others. Subclauses 10.4.2
to 10.4.4 fhurther define scope at a more granular level. Diagrams and other supplemental data/examples
often help|to provide context and clarify the basis for the'use case. Format is paragraph(s), with optiopal
diagrams

10.3.2 Background

The background section goes into more, detail than the initiative overview to describe the relevance
of the use{ case in terms of gaps and niisalignments in health care/business flows and processes. Also
describe key policy and/or regulatony issues as well as dependencies that may impact the use case.
Format is[paragraph(s).

10.3.3 In scope

The in scqpe section offers the opportunity to further define and refine the scope, adding details. The
section cdn further_elaborate how health/care data/records are captured, retained and conveyed in in
a particulpr business context. It can describe exchange transactions and data content to be included. It
can describe specific aspects that need to be in place to enable the information to be sent, received gnd
understoqd-the same at both ends of the transmission. Format is bulleted list.

10.3.4 Out of scope

This section indicates what is out of scope for the use case. This section may highlight dependencies on
the feasibility, implement-ability, and usability that result in limitations of the use case. It is not intended
to be an exhaustive enumeration of all possibilities. At a higher level, that which is not declared “In
Scope”, is by definition, “Out of Scope”. Format is bulleted list.

10.3.5 Stakeholders
The stakeholder section identifies particular individuals and organizations that are potentially affected

by content of the use case. It is not intended to be an exhaustive enumeration but rather focus on those
with most direct impact. Format is a table of identified communities (see Table 1).

8 © IS0 2017 - All rights reserved
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Table 1 — Stakeholders (example)

Stakeholder

Working definition

Patient

Healthcare consumers who are recipients of healthcare services and
products.

Health Care Provider

A person or organization that's licensed to offer healthcare services.

10.4 Value statement

T

value statement provides a high level description of values and/or anticipated benefits

f this use

ca
be

10.5 Use case assumptions

Thiis section describes use case assumptions or those characteristics, functiors,or processes
ablish the circumstances within which use case requirements are properly met or realiz
Compassing privacy and security framework). These points may be more functional in njature and
y be stated in terms of broad overarching concepts of the Initiative/Success metrics for
5ign, development, testing, certification and implementation immay include criteria basq
e assumptions. Format is bulleted list. Assumptions are re<tisable components (as req
tements). (See examples in Tables 6 and 7.)

esf
en
m4
de
ca
st

10.6 Pre-conditions

T

e to the healthcare community. This section also identifies anticipated outcomes and mettid
used to assess success factors. Format is paragraph(s) followed by a bulleted list of values

is section describes use case pre-conditions or thesstate of the health/care environment
that must be true before use case operations, proeesses, activities or tasks can be execute

sthatwill
benefits.

needed to
bd (e.g. an

software
rd on use
hirements

or system
. Success

mdtrics for software design, development, testing, certification and implementation m4g

y include

criteria based on pre-conditions. Format is-bulleted list. Pre-conditions are re-usable comp

re

10

uirements statements). (See examples.it Tables 6 and 7.)

.7 Post-conditions

Thlis section describes use case Post-Conditions or the state of the health/care enviro
system that will be true aftey*successful execution of use case operations, processes, acti
tagks. Success metrics for_software design, development, testing, certification and imple
mdy include criteria based on Post-Conditions. Format is bulleted list. Post-Conditions are
components (as requirements statements). (See examples in Tables 6 and 7.)

10.8 Actors androles

is sectionvdescribes business actor(s) who participate (play a role) in use case scenarios, ¢
actions (see Table 2). A Business actor (person or organization) typically uses an EHR or oth

pnents (as

nment or
vities and
mentation
re-usable

vents and
er system
brmat is a

to [perform/fulfil health/care functions and processes including information interchange. F
tatble e 2 es-are

a aVa ad a a aVa " Q

a A

damples in

Table 8))
Table 2 — Actors and roles (example)
Actor System Role
Primary Care Physician EHR System Sender
Specialist EHR System Receiver
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10.9 Use case diagram

This section describes the use case conceptually as a use case diagram. The diagram offers an overview
use case scenarios as described in user stories and shows interactions between business actors and
EHR or other systems. This section includes a use case diagram and, if applicable, a context diagram
(examples are shown below in Figures 1 and 2). The context diagram uses inputs and outputs to provide
a pictorial representation of the environment. Format is graphic diagram(s).

Speciallst

L.

Specialist

10.10 Us

This secti
case scen
an applicg
achieve tH
one or md

A
Requests a Patient’s O
Clinical Care Summary Primary Care
Provider (PCP)

Sends a Patient’s Clinical
Care Summary

Figure 1 — Use case diagram (example)

| Requests Patient’s Receives Request for Patient’s
Clinical Care Summary Clinical Care Summary
] ] EHR System |
Receives Patient’s Sends Patient’s Primary
Clinical Care Summary """ Clinical Care Summary Care
Provider (P

Figure2 — Context diagram (example)

je case scenario(s)

irio. It offers@ prototypical sequence of interactions in a business or clinical collaboration|
ition context. Use case scenarios may describe different paths (actors, sequences, steps)
e samé&purpose or may cascade: first sequence, second sequence, etc. A scenario may incly
reAlser stories, each with an activity diagram, base flow table and alternative flow table

cP)

on describes health/care actors, interactions, actions and requirements in the form of a yse

or
to
de
(if

applicablg

) “Format is paragraph(s).

EXAMPLE

10

Specialist requests patient information from Primary Care Provider (PCP).
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10.11 User story

User stories describe the interaction between various actors of the use case. User stories also describe
key patient, provider (work) and information flows. These interactions are further described in
subsequent sections. User stories are often used to provide clinical context. Format is paragraph(s).

EXAMPLE A specialist receives a referral and requires more information to treat the patient properly at
the point of care. Using an EHR System, the specialist sends a request to the PCP for the patient’s clinical care
summary. The PCP successfully receives the requests, understands the requests, and sends the patient’s
clinical care summary back to the specialist via the EHR System. The specialist successfully receives the patient
information, understands it, and makes an informed decision that can provide better quality of care to the
patient.

10.12 Activity diagram

Anl activity (or behaviour) diagram is a special form of a state transition diagramin which gll or most
of the states are action states. An action state represents the fulfilment of assaociated responsibilities in
regponse to the information received from the previous step. The activity didgram (Figure 3) [llustrates
the¢ use case flows graphically, and represents the events/actions and the€ flow of informatiof between
the actors.

\
Specialist EHR System / QCP EHR System

1, Specialist EHR system sends 2, PCP EHR system receives the

&9 request for Patient’s Clinical Care . &9 request for Patient’s Clinical Care
Summary Summary
)

4. Specizlist EHR system i@to 3. PCP EHR system sends Patient’s

&9 access and view the Paﬁ@ linical &9 Clinical Care Summary to the

Care Sumrhary Specialist EHR system

Figure 3 — Activity diagram (example)

10.13 Flow

10.13.1Base flow

The base flow describes step by step use case events and actions within a use case scenario (see Table
3). Each row is an event step and includes the actor, the role played by the actor, event description,
inputs (records/data required to undertake the event) and outputs (records/data resulting from event),
and discrete actions taken. Format is a table. Actors, roles, use case scenarios, events and actions are
re-usable components. (See examples in Table 9.)
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Table 3 — Base flow with event steps (example)

Step | Actor | Event/description | Inputs | Outputs Action(s)
Transitions of Care (TOC) - Transitions of Care - Scenario 1A - Exchange of discharge summary to sup-
port transfer of care

Pre EHR Reference/Set Reference consistent time
System(s) consistent time
1 Provider Trigger generation of START Discharge Identify patient, provider,
discharge summary for instructions EHR system
Patient A ﬂviginafp/qffncf/rnfnin —
discharge summary
Set data access permissions
2 Hospital EHR |Send discharge summary |Discharge Discharge Transmit - discharge sum-
sygtem to PCP’s EHR system or instructions instructions mary
other provider EHR system
3 PCP or other |Receive discharge sum- Discharge Discharge Identify, (EHR) system
prqvider mary instructions instructions Recéive/retain - discharge
EHR system s mar
y
4 Prqvider Trigger generation of Discharge Discharge Identify patient, provider,
discharge summary for summary summary EHR system
Patient A Originate/attest/retain
- discharge summary +
instructions
Set data access permissiohs
5 Hospital EHR |Send discharge summary to|Discharge Discharge Transmit - discharge sum-
sygtem PCP’s EHR system or other |[summary summary mary + instructions
provider organization
6 PCP or other |Receive discharge sum- Discharge Discharge Identify (EHR) system
prqvider mary sunrmary summary Receive/retain - discharge
EHR system summary + instructions
7 Prqvider View discharge summary/ |Discharge END Identify/authenticate
instructions summary provider
Check user data access
permission
Access/view - discharge
summary + instructions
10.13.2 Alternate flow:
The alterpate floiis optional and describes alternate step by step use case event steps and actiops.
An alterngtive flow might be offered in contrast (or as an option to) the base flow or might be betfer

included inca.new scenario. ThlS may be a sub]ectlve dec1510n For example alternatlve flows mlght be
used to capte
a table structured as per base flow (1n the previous sectlon) (See examples in Table Table 9.)

10.13.3Functional requirements

The functional requirements section identifies the capabilities a system must have in order to enable
functionalities described in the user story (see 10.11), base and alternate flows (see 10.13.1 and 10.13.2).
This section provides a detailed breakdown of requirements in terms of intended functional behaviours
of the application systems involved in the capture, verification, attestation, retention, management
and exchange of health data/records. Functional requirements include information interchange
requirements, system requirements and dataset requirements as specified in 10.13.4, 10.13.5 and
10.15. Format is paragraph(s). Functional requirements are re-usable components (as requirements
statements). (See examples in Tables 6 and 7.)
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The information interchange requirements section identifies system to system interchanges described
in the user story (10.11), base and alternate flows (10.13). Format is a table (see Table 4).

Table 4 — Information interchange requirements (example)

Initiating system Action I 1fopmatlon Action Receiving system
interchange
Send Receive
Send Receive

10.13.5System requirements

The system requirements section lists system capabilities to support functiénalities (bg
depcribed in the user story (10.11), base and alternate flows (10.13), including“work and in

flows and data/record interchange. Format is a table. (See examples in Tablés.6 and 7.)

10L13.6Sequence diagram

The sequence diagram (Figure 4) shows interactions in the segiiential order that they o
representation can make it easy to demonstrate how sepatate components interact in

Horizontal lines are used to identify the specific activity betyween the systems.

¥ 1Specialist EHR System

¥ PCP EHR S

1: Request Patient’s Clinical Care Summary

1.1: Send\Patient’s Clinical Care Summary

Figure 4 — Sequence diagram (example)

haviours)
formation

ccur. This
sequence.

stem

10.14 Risks, issues and obstacles

The risks, issues and obstacles section describes any concerns that might interfere with meeting the

requirements of the use case. Format is paragraph(s) with a bulleted list.

10.15 Dataset requirements

The dataset requirements section describes data objects and elements that are required (or optional)
in the course of each use case scenario (see Table 5). The designation of required versus optional
may occur at a later stage of development (after use case requirements are specified). However it is
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important that these dataset requirements be as fully specified as possible. Each data element specified
is necessary for some aspect of the use case but does not specify exactly how they may be used together.
Each data element set may contain multiple data elements unless otherwise stated. Data elements
should be specified at their most granular level. For example, if it is necessary to specify a mailing code,
do not use the less specific data object ‘address’. For coded data elements it is important to specify the
base standard from which they are chosen, e.g., a specific vocabulary, coding or classification scheme,
and the organization who maintains these schemes. Format is a table including sections for each data
objects followed by columns for data element name, description/definition, sample representation and
source vocabulary. Data objects and elements are re-usable components. (See examples in Table 11.)

Table 5 — Dataset requirements (example)

Data elenjent |Element description |Sample representation |Terminolog3qg )

<data objdct name/description>

<data elehent name> |<data element description> | |

11 Methodology for component capture, cataloguing and re-use

11.1 General

As noted in Clause 8, use cases components are a) requirements, b) acters and roles, c) scenarios, events
and actiops, d) data objects and elements. Depending on the situation, certain use case components
may be ogtional.

11.2 Component — Requirements

Common fise case requirements are derived from, or re=used as, assumptions, pre- and post-conditiopns,
and systen functional requirements.

11.3 Derivation of common requirements from existing use case template

11.3.1 General

Capture ¢ach assumption, pre--and post-condition (from 10.5 to 10.7), and system functional
requirements (from 10.13.5) in the existing (completed) use case template. Format each as: <actar>
<SHALL/§HOULD/MAY> <verb>'<requirement statement>. Check catalog for existing same or closgly
matching|requirement. Ifnew, determine if requirement is likely to be re-used in future use cgse
scenariosfand if so, add @s\new core component candidate.

NOTE1 [Actors mayVvary depending on specific application of a requirement within a use case scenario.

NOTE 2  [Required-ness (SHALL/SHOULD/MAY) may vary depending on use case scenario.

11.3.2 Re-use of common rpqnirpmpnfc in new use case scenario

When considering a new use case assumption, pre- or post-condition, or system functional requirement,
search/review catalog for desired requirement component. If found, select for inclusion in new use case
scenario, specifying actors to whom applicable and required-ness (SHALL/SHOULD/MAY). If not found,
add new requirement to use case scenario then determine if the new requirement is likely to be re-used
in future use case scenarios and if so, add as new core component candidate.
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Table 6 — Common requirements (first example)

SHALL
ID Who SHOULD Requirements derived from Assumptions,
[Rxxx] |[Typical actor] Pre/Post Conditions
MAY
R1-R16 A p01pt GO ey Baseline Requirements for Data at Rest
or retention...
R1 Capture and maintain HR Entries documenting
actions taken.
RZ Manage and protect patient HR at rest.
R3 Manage patient identity.
R4 Identify patient as subject of care.
RS Identify patient when subject-of HR Entry.
R4 Identify patient when authot)of HR Entry.
R Manage patient data access consents and permis-
sions.
RS Manage provider identity: individual and ¢rganiza-
tion.
RS Identify provider of healthcare.
R10 Identify provider when subject of HR Entry.
Identity provider (or other system user) when au-
R11 The System... SHALL thor'of HR Entry.
Manage lifecycle and version audit for HR gntries,
R12 including: origination, verification, attestgtion,
amendment, view/access, retention.
Manage provenance details for HR Entries}, includ-
ing:
e Who - patient - individual
e Who - provider - individual and/or orgarnization
R13 e Who - author of HR Entry
e What - action taken
e When - date, time, duration of action
e When - date, time of authorship
e Where - location, system, network addrejss, device
R14 Identify system (as source or receiving EHRS/PHRS).
r1s Manage user access to system resources, ipcluding
PHI and HR Entries.
r16 Manage data de-identification and/or aliaging as
necessary.
R17 Manage data re-identification as necessary.
A .
: Corresponding
RI'@J A e polut @il e g Baseline Requirements for Data in Motion

R1.1

R2.1

R4.1

R5.1

R6.1

Identify HR information corresponding to actions
taken in exchange instances.

Protect Patient HR information in transit (during
exchange).

Identify patient as subject of care in exchange
instances.

Identify patient when subject of HR information in
exchange instances.

Identify patient when author of HR information in
exchange instances.

© IS0 2017 - All rights reserved
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Table 6 (continued)
SHALL
ID Who SHOULD Requirements derived from Assumptions,
[Rxxx] |[Typical actor] Pre/Post Conditions
MAY
Convey patient data access consents and permis-
R7.1 sions along with and corresponding to patient HR
information exchanged.

R9.1 The System SHALL Identify provider of healthcare in exchange in-
R10.1 Identify provider when subject of HR information fin

’ exchange instances.
R11.1 Identify provider (or other system user)ivhen au-

' thor of HR information in exchange instances.
R12.1 Include lifecycle and audit of HR information in

) exchange instances.
R13.1 Include provenance of HR information in exchangg

' instances.
R14.1 Identify system in excharnge instances (as source @r

' receiving EHRS, PHRS or Intermediary).
R16.1 Exchange de-identified HR information as necessaty.

Table 7 — Common requirements (anether example)

SHALL ©
ID Who SHOULD R %\irements derived from Assumptions,
RXXX ical actor . /Post Conditions
[Rxxx] | [Typ 1 iy
1. Individual (provider) 1. Be a clinician in a care delivery setting; OR
R101 o : SHALL : o
2. Organization (provider) 2.Be a Provider organization.
1. Be capable of producing a structured summary
1. Individual (provider) document using C32/CCD and/or CCR standards
R102 2. Organization (provider) SHALL [with] properly coded data elements; AND
3. EHR System (provider) 2. Be capable of exchanging [a summary document]
with another EHR system or PHR system.
Be capable of ensuring that content of the Sum-
1. Individual (provider) mary Record (as exchanged) maintains its fidelity
R103 2. Organization-(provider) SHALL to source, as well as assured identity, provenance,
3. EHR System (provider) completeness, audit/traceability, full context, along
with permissions and qualifications.
Enable consistent, appropriate, and accurate in-
formation exchange across clinician systems, data
R104 o : . :
repositories and locator services, including but noft
A Mo daczada ol (oo orzid o) llmltEd tO:
ndividuat{previders . . .
R105 2. Organization (provider) SHALL Implement methods to identify and authenticate
3. EHR System (provider) USers;
R106 4. Network Implement methods to identify and determine pro-
viders of care;
R107 Implement methods to enforce data access authori-
zation policies.
1. Individual (provider) Implement security and privacy policies to support
R108 2. Organization (provider) SHALL acceptable levels of patient privacy and security;
3. EHR System (provider) i.e.,, HIPAA, HITECH and EHR certification criteria.
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Table 7 (continued)
SHALL
ID Who Requirements derived from Assumptions,
SHOULD o
[Rxxx] |[Typical actor] Pre/Post Conditions
MAY
R109 Individual (patient) SHALL Has and use a PHR.
1. Individual (provider) Enable data transmission via Health Information
R110 2. Organization (provider) SHALL Exchanges - as data may be transmitted to multiple
3. EHR System (provider) HIEs and providers.
1. Individual (provider) Ensure Sumng‘_ydRecprd maintains its tlde{lty to
2. Organization (provider) source, assured identity, provenance, eompleteness,
R111 ' . SHALL audit/ traceability, full context, along with permis-
3. EHR System (provider) : d lificati both it ¢
4. PHR System (patient) sions and qualifications-both asapré-congdlition o
transmittal/disclosure (sourcé/sending EHRs/PHR
11.4 Component - Actors/roles
1114.1 General
Common actors and roles are derived from, or re-used in, use case-Scenario event steps.
1114.2 Derivation of common actors/roles from existinguse case template
Capture each actor/role from the existing (completed)\xse case template (10.12). Check catalog for
ex]sting same or closely matching actor/role. If newdétermine if actor/role is likely to be re-used in
fufure use case scenarios and if so, add as new core'Component candidate.

11{4.3 Re-use of common actors/roles in neéw use case scenario

When considering a new actor/role, review catalog for desired actor/role component. If foynd, select

for

defermine if the new actor/role is likely to be re-used in future use case scenarios and if so, a|
cofe component candidate.

inclusion in new use case scenarig: If not found, add new actor/role to use case and sce

Table 8 — Common actors/roles (example)

ario then
d as new

Adtor . c§) Role Participation
e Subject of care
Infividual Patient i
e Subject of health record
e Performer
Inflividual Provider e Author of data/record content
e Verifier, Attester
Orgamization Provider Accourntable Care Orgarnization
e Capturer of data/record content
] * Retainer of health record
System, device or software
e Transmitter
e Receiver

11.5 Component — Scenarios

11

.5.1 General

Common scenario(s) are derived from, or re-used in, use cases.

©lI
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11.5.2 Derivation of scenarios from existing use case template

Capture each scenario from the existing (completed) use case template (10.12). Check catalog for
existing same or closely matching scenario. If new, determine if scenario is likely to be re-used in future
use cases and if so, add as new Core component candidate.

11.5.3 Re-use of common scenarios in new use case

When considering a new scenario, review catalog for desired scenario component. If found, select for
inclusion in new use case. If not found, add new scenario to use case then determine if the new scenario
is likely t

11.6 Cor

11.6.1 G

Common

11.6.2 D

Capture e
same or d
scenarios

11.6.3 R

When conl
in new us
eventis lil

be Te-used In future use cases and 1f 50, add as NEW COT'e COMpOoNent candidate.
nponent — Events

bneral

bvents(s) are derived from, or re-used in, use case scenarios.

erivation of events from existing use case template

hch event from the existing (completed) use case template (10.42). Check catalog for exist
losely matching event. If new, determine if event is likely €0 be re-used in future use c:
and if so, add as new core component candidate.

b-use of common events in new use case scenario

sidering a new event, review catalog for desired’event component. If found, select for inclus
e case scenario. If not found, add new event-fo use case scenario then determine if the n
xely to be re-used in future use case scenaries’and if so, add as new core component candidg

Table 9 — Common s¢enarios and events (example)

ng
ise

|Act DI |Event/description |Inputs Outputs |Sample action(s)
Transitiops of Care - scenario 1A - Exchange of Discharge Summary to Support Transfer of Patient In-
formation from One Provider to An Provider
Pre |EHR System(s) ?;&Iﬁfgence/ Sexbnsistent Reference Consistent Time
Identify Patient, Provider, EHR
Trigger Generation of Discharge System
1 Proyider Discharge Summary for |START I & Originate/Attest/Retain - Dis-|
: nstructions
Patient A charge Summary
Set Data Access Permissions
Send Discharge sum-
2 Hospital EHR |mary to PCP's EHR Sys- Discharge Discharge TransmitDischaree Summary
System tem or other Provider [Instructions [Instructions ® 7
EHR System
Identify (EHR) System
3 Eggv?geo:}];.ier Receive Discharge Sum- |Discharge Discharge - y( ) Y -
mary Instructions |Instructions |Receive/Retain - Discharge
System Summary
Identify Patient, Provider, EHR
Trigger Generation Discharge Discharge ystem
4 Provider of Discharge Summary 8 § Originate/Attest/Retain - Dis-
. Summary Summary .
for Patient A charge Summary + Instructions
Set Data Access Permissions
18 © IS0 2017 - All rights reserved
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Actor

| Event/description

|Inputs |

Outputs

Sample action(s)

Transitions of Care - scenario 1A - Exchange of Discharge Summary to Support Transfer of Patient In-
formation from One Provider to Another Provider

ist's EHR System

Pre |EHR System(s) ?ier;e;ence/Set Consistent Reference Consistent Time
Send Discharge sum-
5 Hospital EHR |mary to PCP's EHR Sys- |Discharge Discharge Transmit - Discharge Summary
System tem or other Provider |Summary Summary + Instructions
Organization
Identify (EHR) System
6 ECP 03 OtEgR Receive Discharge Sum- |Discharge Discharge - y( ) A -
rovider mary Summary Summary Receive/Retain -/Discharge
System Summary # Istructiops
Identify,yAuthenticate Provider
. View Discharge Summa- | Discharge Cl?eck User Data Accegs Per-
7 Provider . END nrissions
ry/Instructions Summary
Access/View - Discharjge Sum-
mary + Instructions
Transitions of care - scenario 1B - Exchange of clinical summaries(gn gupport closed loop referral of pa-
ti¢ent from one provider to another <
Pre |EHR System(s) ?ierfr:ence/Set Consistent Reference Consistent Time
Identify Patient, Provifer, EHR
Trigger Generation of Generated Syéte.:m - —
1 Provider Consultation Request | c.pp oo Consultation |Originate/Attest/Retajin - Clini-
Clinical Summary for Request Clini- |cal Summary
Patient A cal Summary |Verify - Clinical Summiry
Set Data Access Permigsions
Send Cops_ultatlon Be- Consultation |Consultation
PCP EHR Sys- |quest Clinical Summary - - . L
2 T Request Clini- [ Request Clini- | Transmit - Clinical Surhmary
tem to specialist's EHR
S cal Summary |cal Summary
ystem
- Receife,Consultation Re-|Consultation |Consultation |ldentify (EHR) System|
Specialist EHR fini - - - - —
3 System quest Clinical Summary |Request Clini- |Request Clini- | Receive/Retain - Clini¢al Sum-
frem PCP's EHR System |cal Summary |cal Summary |mary
View Consultation Re- Consultation Identify Provider
. quest Clinical Summa- - Check User Data Access Per-
4 Provider . R Request Clini- |END S
ry in specialist's EHR 1S missions
System cal Summary . —
Access/View - Clinical{Summary
) ) Identify Patient, Provider EHR
_ Trigger ngeratlon of Generated_ System
5 Provider Consuttation-Summary—START Constitation
for patient A Summary Originate/Attest/Retain - Con-
sultation Summary
Specialist EHR Send Consultatlo’n Consultation |Consultation |Transmit- Consultation Sum-
6 Summary to PCP's EHR
System Summary Summary mary
System
Receive Consultation . . Identify (EHR) System
. Consultation |Consultation - - -
7 PCPEHR System | Summary from special- Summary Summary Receive/Retain - Consultation

Summary

© IS0 2017 - All rights reserved

19


https://standardsiso.com/api/?name=8c6f17ffcdda4717aa913ce2f5f2a574

ISO/TR 19669:2017(E)

Table 9 (continued)

Actor

| Event/description |Inputs | Outputs Sample action(s)

Transitions of Care - scenario 1A - Exchange of Discharge Summary to Support Transfer of Patient In-
formation from One Provider to Another Provider

Pre |EHR System(s) rféierf;zgence/Set Consistent Reference Consistent Time
Identify, Authenticate Provider
View Consultation C ltati Check User Data Access Per-
8 Proyider Summaryin PCP's EHR | consuitation gy missions
System Sumimary - -
y Access/View - Consultatigh
Summary
11.7 Component — Actions
11.7.1 General
Common gction(s) are derived from, or re-used in, use case scenario event steps:
11.7.2 Derivation of actions from existing use case template
Capture epch action from the existing (completed) use case templat€ (il0.12). Check catalog for existing
same or dlosely matching action. If new, determine if action is likély to be re-used in future use case
scenario gvent Steps and if so, add as new core component candidate.
11.7.3 Re-use of common actions in new use case scenario event steps
When cornsidering a new action (see Table 10), review’catalog for desired action component. If found,
select for Inclusion in new use case scenario event step. If not found, add new action to use case scenafio
event stef] then determine if the new action is likely to be re-used in future use case scenario events gnd
if so, add 4s new core component candidate,
Table 10 — Common actions (example)

Action category Action ID (-Q‘ Action

A.IDA1 Identify, Authenticate Individual Patient

A.ID:2 Select Individual Patient

) A1D3 Identify, Authenticate Provider

Identity -

A:1ID.4 Select Provider

A.ID.5 Identify System

A.ID.6 Validate Identity Certificate
Consistent Fime ATIME Reference Current Time

A.FERMIT.1I dELl Ddld ACCESS FErmiSSIOIlS, mdudlng Fdaticernit Consent

Data Access Permissions

A.PERMIT.2 Determine/designate Scope of Data Access Permissions
A.ACCESS.1 Check User Data Access Permissions

Access Control -
A.ACCESS.2 Access/View Record, Document or Message

Audit A.AUDIT Audit action and/or Record action

Query A.QUERY Query

Encrypt A.ENCRYPT Encrypt Record or Exchange Content

De-Crypt A.DECRYPT Decrypt Record or Exchange Content

Signature A.SIGN Apply Signature
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Table 10 (continued)

Action category Action ID Action

A.XFER.1 Transmit Record, Document or Message
Exchange :

A.XFER.2 Receive Record, Document or Message
Acknowledgement A.ACK Acknowledgement

A.REC.1 Originate

A.REC.2 Retain

A.REC.3 Verify

A.REC.4 Attest

A.REC.5 Amend

A.REC.6 De-Identify or Alias

A.REC.7 Re-Identify
Rgcord Lifecycle A.REC.8 Extract

A.REC9 Translate

A.REC.10 Output/Report

A.ACCESS.2 Access/View

A.ENCRYPT Encrypt

A.DECRYPT Decrypt

A.XFER.1 Transmit, Disclose

A.XFER.2 Receive

11.8 Component — Data objects/elements

1118.1 General

Eafh data object is comprised of data object(s) and elements are derived from, or re-used in,

data requirements.

1118.2 Derivation of data objects/elements from existing use case template

Capture each data object/element from the existing (completed) use case template (Secf
Check catalog for existing same or closely matching data object/element. If new, determi
obJect/element is likelj’to be re-used in future use case data rRequirements and if so, add as
component candidate.

1118.3 Re-use of common data objects/elements in new use case data requirements

When , considering a new data object/element, review catalog for desired data objed

use case

ion 10.x).
ne if data
new core

t/element

component (see Table 11). If found, select for inclusion in new use case scenario data requirement. If

no

component candidate.
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