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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

|

The procedures used to develop this document and those intended for its further mainter
d¢scribed in the ISO/IEC Directives, Part 1. In particular the different approval criteria ng
the different types of document should be noted. This document was drafted in aceordance
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be th
off patent rights. ISO and IEC shall not be held responsible for identifying any or all sud
rights. Details of any patent rights identified during the development of the document will
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y trade name used in this document is information given for the convenience of users and
nstitute an endorsement.

r an explanation on the meaning of ISO specific terms and expressions related to cg
sessment, as well as information about ISO’s adherence to the WTO principles in the
irriers to Trade (TBT) see the following URL: Foreword - Supplementary information

e committee responsible for this documentiis ISO/IEC JTC 1, Information technology,
curity techniques.

0/1EC 27006 was prepared by the Joint-Technical Committee ISO/IEC JTC 1, Information te
bcommittee SC 27, IT Security technigues.

nis third edition cancels and replaces the second edition (ISO/IEC 27006:2011), which
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Introduction

ISO/IEC 17021-1 sets out criteria for bodies operating audit and certification of management systems. If
such bodies are to be accredited as complying with ISO/IEC 17021-1 with the objective of auditing and
certifying information security management systems (ISMS) in accordance with ISO/IEC 27001:2013,
some additional requirements and guidance to ISO/IEC 17021-1 are necessary. These are provided by
this International Standard.

The text in this International Standard follows the structure of ISO/IEC 17021-1 and the additional

[SMS-speificTequiTenents and guidarnce on tire apptication of 1ISO/EC 17021 for tSMSTertificatipn

are identjfied by the letters “IS”.

The term “shall” is used throughout this International Standard to indicate those provisions/whigh,
reflecting the requirements of ISO/IEC 17021-1 and ISO/IEC 27001, are mandatory. The term¢should”[is
used to ipdicate recommendation.

The primjary purpose of this International Standard is to enable accreditation bodies to‘more effectively
harmonize their application of the standards against which they are bound to asseSs certification bodigs.

Throughput this International Standard, the terms “management system®_and “system” are us¢d
intercha;tgeably. The definition of a management system can be found in ISO 9000:2005. The
managenjent system as used in this International Standard is not to be confused with other types jof
systems,|such as IT systems.

vi © ISO/IEC 2015 - All rights reserved
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INTERNATIONAL STANDARD
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Information technology — Security techniques —
Requirements for bodies providing audit and certification
of information security management systems

1—Secope
This International Standard specifies requirements and provides guidance for bodies providing
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quirements contained within ISO/IEC 17021-1 and ISO/IEC 27001. It is primarily-intended t
e accreditation of certification bodies providing ISMS certification.

ie requirements contained in this International Standard need to be,demonstrated in

is International Standard provides additional interpretation of these Tequirements for
oviding ISMS certification.

her audit processes.

Normative references

e following documents, in whole or in part, aresxnormatively referenced in this documen

indispensable for its application. For dated references, only the edition cited applies. For

ferences, the latest edition of the referenced’document (including any amendments) applies.

management systems — Part 1: Requirements

O/IEC 27000, Information technglogy — Security techniques — Information security ma
stems — Overview and vocabulary

0/IEC 27001:2013, Information technology — Security techniques — Information security ma
stems — Requirements.
Terms and-definitions

r the purposes of this document, the terms and definitions given in ISO/IEC 17021-1, ISO/I

and the following apply.

(o

rtification documents

dit and certification of an information security management system (ISMS), in.additign to the

b support

terms of

mpetence and reliability by any body providing ISMS certification, add the guidance confained in

any body

DTE This International Standard can be used as a criteria document for accreditation, peer assgssment or

F and are
undated

0/1EC 17021-1:2015, Conformity assessuieént — Requirements for bodies providing audit and centification

ragement

lagement

EC 27000

documents indicating that a client’s ISMS conforms to specified ISMS standards and any supplementary
documentation required under the system

4

Principles

The principles from ISO/IEC 17021-1, 4 apply.
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eral requirements

5.1 Legal and contractual matters

The requirements of ISO/IEC 17021-1, 5.1 apply.

5.2 Management of impartiality

The requirements of ISO/IEC 17021-1, 5.2 apply. In addition, the following requirements and

guidancg

521 1

Certificat
or having

a) arra

apply-
5 5.2 Conflicts of interest

ion bodies may carry out the following duties without them being considered as*Censultan
a potential conflict of interest:

nging and participating as a lecturer in training courses, provided( that, where the

cour
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b) mak
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The cert

subject t
bodies (i

5.3 Lig

The requjirementsef ISO/IEC 17021-1, 5.3 apply.

ivlities shall not result in the provision of recommendations or advice that would contravene th

Ges relate to information security management, related management<ystems or auditin
ication bodies shall confine themselves to the provision of genericiinformation and advi
is publicly available, i.e. they shall not provide company-specific-advice which contraven
quirements of b) below;

ng available or publishing on request information deséribing the certification body

e and the certification body shall be able to cénfirm that such activities do not contravel

duration;

rming second and third-party audits aecording to standards or regulations other than tho
b part of the scope of accreditation;

g value during certification audits and surveillance visits, e.g. by identifying opportunities fj

fication body shall not_provide internal information security reviews of the client’s ISN
b certification. Furthermore, the certification body shall be independent from the body
wcluding any individuals) which provide the internal ISMS audit.

bility and financing

b requirements and that they are not used toJjustify a reduction in the eventual certificatign

ovement, as they become evident during the audit, without recommending specific solutions.
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6 Str

ctural requirements

The requ

irements of ISO/IEC 17021-1, 6 apply.

7 Resource requirements

7.1 Competence of personnel

The requirements of ISO/IEC 17021-1, 7.1 apply. In addition, the following requirements and
guidance apply.

© ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=11f09ce683e0274799f75ea2e9845fdd

7.

7.

ISO/IEC 27006:2015(E)

1.1 IS 7.1.1 General considerations

1.1.1 Generic competence requirements

The certification body shall ensure that it has knowledge of the technological, legal and regulatory
developments relevant to the ISMS of the client which it assesses.

The certification body shall define the competence requirements for each certification function as
referenced in Table A.1 of ISO/IEC 17021-1. The certification body shall take into account all the
requirements specified in ISO/IEC 17021-1 and 7.1.2 and 7.2.1 of this International Standard that are

rqg

N
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7
7,

7,

Tl
b

a)
b)

e)

T]
of

Tl

levant for the ISMS technical areas as determined by the certification body.

rtification functions.

J1.2 1S 7.1.2 Determination of Competence Criteria

1.2.1 Competence requirements for ISMS auditing

1.2.1.1 General requirements

ne certification body shall have criteria for verifying the background experience, specific tr
iefing of audit team members that ensures at least:

knowledge of information security;

technical knowledge of the activity to be audited;

knowledge of management systems;

knowledge of the principles of auditing;

NOTE Further information on the.principles of auditing can be found in ISO 19011.
knowledge of ISMS monitoring, measurement, analysis and evaluation.

nese above requirements a)ita'e) apply to all auditors being part of the audit team, with the §
b), which can be shared-among auditors being part of the audit team.

e audit team shall be ¢ompetent to trace indications of information security incidents in th

I

T
0
i
Cq

S back to the apprepriate elements of the ISMS.

e audit teanp shall have appropriate work experience of the items above and practical ap
these itenis~(this does not mean that an auditor needs a complete range of experience of al
formation/security, but the audit team as a whole shall have enough appreciation and expe
ver the\I[SMS scope being audited).

DTE Annex A provides a summary of the competence requirements for personnel inyelved in specific

ining or

bxception

e client’s

plication
| areas of
rience to

Collectively, all members of the audit team shall have knowledge of:

a)
b)
c)
d)
e)

©

ISMS specific documentation structures, hierarchy and interrelationships;

information security management related tools, methods, techniques and their application;

information security risk assessment and risk management;
processes applicable to ISMS;

the current technology where information security may be relevant or an issue.
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Every auditor shall fulfil a), c) and d).

7.1.2.1.3 Information security management system standards and normative documents
Auditors involved in ISMS auditing shall have knowledge of:
a) all requirements contained in ISO/IEC 27001.

Collectively, all members of the audit team shall have knowledge of:

1y
2)

3)
4) gsset management;

5) 4ccess control, including authorization;
6) (¢ryptography;

7) thysical and environmental security;

8) Iperations security, including IT-services;

9) ¢ommunications security, including network security management and information transfer

10) qystem acquisition, development and maintenatice;

11) gupplier relationships, including outsougeed services;

12) :Eformation security incident management;
13) information security aspects of business continuity management, including redundancies;

14) ¢ompliance, including infofmation security reviews.

7.1.2.1.4{ Business management practices
Auditorsfinvolved in ISMSauditing shall have knowledge of:
a) indujtry information security good practices and information security procedures;

b) polidies and:business requirements for information security;

c) genefal business management concepts, practices and the inter-relationship between poligy,

3 43 | 14+
Ob]e\, tivesantatrestrts;

d) management processes and related terminology.

NOTE These processes also include human resources management, internal and external communication
and other relevant support processes.

7.1.2.1.5 Client business sector
Auditors involved in ISMS auditing shall have knowledge of:
a) the legal and regulatory requirements in the particular information security field, geography and

jurisdiction(s);

4 © ISO/IEC 2015 - All rights reserved
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b)

‘)
d)
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NOTE Knowledge of legal and regulatory requirements does not imply a profound legal background.

information security risks related to business sector;
generic terminology, processes and technologies related to the client business sector;

the relevant business sector practices.

The criteria a) may be shared amongst the audit team.

7

1216 Clientnroducts-nprocesses-and-organization
entproaucts,p e ) t

In
w|

a)
b)

7.

7

P4
th

a)
7,

P
sq

a)

7

llectively, auditors involved in ISMS auditing shall have knowledge of:

the impact of organization type, size, governance, structure, functions angd. relation
development and implementation of the ISMS and certification activities, including outsoy

complex operations in a broad perspective;

legal and regulatory requirements applicable to the product or service;

1.2.2 Competence requirements for leading the ISMS audit team

addition to the requirements in 7.1.2.1, audit team leaders, shall fulfil the following requ
hich shall be demonstrated in audits under guidance and supervision:

knowledge and skills to manage the certification audit process and the audit team;

demonstration of the capability to communicateeffectively, both orally and in writing.

1.2.3 Competence requirements for conducting the application review

J1.2.3.1 Information security management system standards and normative documenits

rsonnel conducting the application review to determine audit team competence required,
e audit team members and to deteérmine the audit time shall have knowledge of:

1.2.3.2 Client business sector

rsonnel condueting the application review to determine the audit team competence req
lect the auditteam members and to determine the audit time shall have knowledge of:

generic terminology, processes, technologies and risks related to the client business secto

J1,2.3.3 Client products, processes and organization

relevant ISMS standards'and other normative documents used in the certification procesy.

ships on
rcing;

rements,

to select

uired, to

Personnel conducting the application review to determine audit team competence required, to select
the audit team members and to determine the audit time shall have knowledge of:

a)

©

client products, processes, organization types, size, governance, structure, functions and
relationships on development and implementation of the ISMS and certification activities, including

outsourcing functions.
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7.1.2.4 Competence requirements for reviewing audit reports and making certification decisions

7.1.2.4.1 General

The personnel reviewing audit reports and making certification decisions shall have knowledge that
enables them to verify the appropriateness of the scope of certification as well as changes to the
scope and their impact on the effectiveness of the audit, in particular the continuing validity of the
identification of interfaces and dependencies and the associated risks.

Additionally, the personnel reviewing audit reports and making the certification decisions shall have
knowledge of:

a) management systems in general;
b) audit processes and procedures;

c) audit principles, practices and techniques.

7.1.2.4.2| Information security management terminology, principles, practices and techniques

™

The perspnnel reviewing audit reports and making the certification decisiofs shall have knowledge g
a) theitemslisted in 7.1.2.1.2 a), c¢) and d);

b) legalland regulatory requirements relevant to information seetirity.

7.1.2.4.3| Information security management system standards and normative documents
Personngl reviewing audit reports and making certification decisions shall have knowledge of:

a) releyant ISMS standards and other normative decuments used in the certification process.

7.1.2.4.4) Client business sector
Personngl reviewing audit reports and making certification decisions shall have knowledge of:

a) genefic terminology and risks related to the relevant business sector practices.

7.1.2.4.5| Client products, processes and organization
Personngl reviewing audit reports and making certification decisions shall have knowledge of:

a) client products,{processes, organization types, size, governance, structure, functions amnd
relatjonships,

7.2 Personnel involved in the certification activities

-

ARG raalilranannt o oo

Th H¥amaante AFf TCA/IDC~ 17091 1 7D gy T S ddiein b o £01 o d
e req.,lll\.uu.ut.a OTTOU/ TG IT79Z 1T X, 7.z appry. it atatrerot;, ot oo Ittg— T CqurT CrCres—atl

guidance apply.

7.2.1 IS 7.2 Demonstration of auditor knowledge and experience

The certification body shall demonstrate that the auditors have knowledge and experience through:
a) recognized ISMS-specific qualifications;

b) registration as auditor where applicable;

c) participation in ISMS training courses and attainment of relevant personal credentials;

d) up to date professional development records;

6 © ISO/IEC 2015 - All rights reserved
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[SMS audits witnessed by another ISMS auditor.

7.2.1.1 Selecting auditors

In addition to 7.1.2.1, the criteria for selecting auditors shall ensure that each auditor:

of which

udits and

issuming
hined by

me from
essment,

through

11 ensure

l include
entation

bnts and

AN

nents for

a) has professional education or training to an equivalent level of university education;

b) has atleast four years full time practical workplace experience in information technology,
at least two years are in a role or function relating to information security;

c)| has successfully completed at least five days of training, the scope of which covers ISMSa
audit management;

d] has gained experience in the entire process of assessing information security(prior to
responsibility for performing as an auditor. This experience should have been g
participation in a minimum of four ISMS certification audits, including re-certificdtion and
surveillance audits, for a total of at least 20 days of which at most, 5 days may co
surveillance audits. The participation shall include review of documéntation and risk asg
implementation assessment and audit reporting;

e)| has relevant and current experience;

f)] keeps current knowledge and skills in information security and auditing up to date
continual professional development.

Tgchnical experts shall comply with criteria a), b) and.e):

7{.1.2 Selecting auditors for leading the teani

In| addition to 7.1.2.2 and 7.2.1.1, the criteria.for selecting an auditor for leading the team shg

that this auditor:

a)l has actively participated in all stages of at least three ISMS audits. The participation sha
initial scoping and planning;'review of documentation and risk assessment, imple
assessment and formal audit reporting.

7]3 Use of individual external auditors and external technical experts

The requirements eof\ISO/IEC 17021-1, 7.3 apply. In addition, the following requirem

guwidance apply.

7.1 IS 7.3'Using external auditors or external technical experts as part of the audit te

Tgchnical-eéxperts shall work under the supervision of an auditor. The minimum requirer

technicalexperts are listed in 7.2.1.1.

7.

4 Personnel records

The requirements of ISO/IEC 17021-1, 7.4 apply.

7.

5 Outsourcing

The requirements of ISO/IEC 17021-1, 7.5 apply.

©
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8 Information requirements

8.1 Public information

The requirements of ISO/IEC 17021-1, 8.1 apply.

8.2 Certification documents

The requirements of ISO/IEC 17021-1, 8.2 apply. In addition, the following requirements and

guidancg

821 1

Certificalf

version df the Statement of Applicability shall be included in the certification documents:

NOTE
scope of ¢

Identifica

8.3 Re

The requjirements of ISO/IEC 17021-1, 8.3 apply.

8.4 Co

The req
guidancg

841 1

Before th
informat
made av4
The certi

apply-
5 8.2 ISMS Certification documents

ion documents shall be signed by an officer who has been assigned such respansibility. T}

A change to the Statement of Applicability which does not change the coveragé of the controls in t
brtification does not require an update of the certification document.

tion of the sector-specific standard(s) used may also be included in ghe-certification documenf

ference to certification and use of marks

nfidentiality

apply.
5 8.4 Access to organizational records

e certification audit, the certification body shall ask the client to report if any ISMS relatg
on (such as ISMS records or information about design and effectiveness of controls) cannot |
lilable for review by the audit-team because it contains confidential or sensitive informatio
fication body shall deterimine whether the ISMS can be adequately audited in the absence

without feviewing the identified confidential or sensitive information, it shall advise the client that tl

such inf?mation. If the certification body concludes that it is not possible to adequately audit the ISN
certificafion audit cannottake place until appropriate access arrangements are granted.

8.5 In1ormation exchange between a certification body and its clients

The requ

irements.of [SO/IEC 17021-1, 8.5 apply.

hirements of ISO/IEC 17021-1, 8.4 apply. In “addition, the following requirements and

ne

bd
he
n.
of
1S
he

9 Pro

Cess rpqnirnmpnfc

9.1 Pre-certification activities

9.1.1 Application

The requirements of ISO/IEC 17021-1, 9.1.1 apply. In addition, the following requirements and
guidance apply.

© ISO/IEC 2015 - All rights reserved
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9.1.1.1 1S9.1.1 Application readiness

The certification body shall require the client to have a documented and implemented ISMS which
conforms to ISO/IEC 27001 and other documents required for certification.

9.1.2 Application review

The requirements of ISO/IEC 17021-1, 9.1.2 apply.

9.1.3 Audit programme

Tfe requirements of ISO/IEC 17021-1, 9.1.3 apply. In addition, the following requirempnts and
gliidance apply.

9/1.3.1 1S9.1.3 General

The audit programme for ISMS audits shall take the determined information security controls into
adcount.

9/1.3.2 1S9.1.3 Audit Methodology

The certification body’s procedures shall not presuppose a pafficular manner of implemerjtation of
anp ISMS or a particular format for documentation and recopds. Certification procedures shall focus on
eqtablishing that a client’s ISMS meets the requirements<{pecified in ISO/IEC 27001 and th¢ policies
and objectives of the client.

NOTE Further guidance on auditing is given in ISO/IEC 27007.

9{1.3.3 1S 9.1.3 General preparations for. the initial audit

The certification body shall require thatc@ client makes all necessary arrangements for the pccess to
infternal audit reports and reports of independent reviews of information security.

Atleast the following information §hall be provided by the client during stage 1 of the certificatjon audit:
a)l general information coneerning the ISMS and the activities it covers;

b) a copy of the requited ISMS documentation specified in ISO/IEC 27001 and, where fequired,
associated documeéntation.

9/1.3.4 1S 9.13Review periods

The certification body shall not certify an ISMS unless it has been operated through at |east one
mjanagement review and one internal ISMS audit covering the scope of certification.

9113.5 1S9.1.3 Scope of certification

The audit team shall audit the ISMS of the client covered by the defined scope against all applicable
certification requirements. The certification body shall confirm, in the scope of the client ISMS, that
clients address the requirements stated in ISO/IEC 27001, 4.3.

Certification bodies shall ensure that the client’s information security risk assessment and risk
treatment properly reflects its activities and extends to the boundaries of its activities as defined in
the scope of certification. Certification bodies shall confirm that this is reflected in the client’s scope of
their ISMS and Statement of Applicability. The certification body shall verify that there is at least one
Statement of Applicability per scope of certification.

Certification bodies shall ensure that interfaces with services or activities that are not completely
within the scope of the ISMS are addressed within the ISMS subject to certification and are included
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in the client’s information security risk assessment. An example of such a situation is the sharing of
facilities (e.g. IT systems, databases and telecommunication systems or the outsourcing of a business
function) with other organizations.

9.1.3.6 1S 9.1.3 Certification audit criteria

The criteria against which the ISMS of a client is audited shall be the ISMS standard ISO/IEC 27001.
Other documents may be required for certification relevant to the function performed.

9.1.4 Determiningaudittime

The requiirements of ISO/IEC 17021-1, 9.1.4 apply. In addition, the following requirements“and
guidanceg apply.

9.1.4.1 |(IS9.1.4 Audit time

Certification bodies shall allow auditors sufficient time to undertake all activitiesrelating to an initijal
audit, sufveillance audit or re-certification audit. The calculation of overall addit time shall inclugle
sufficient time for audit reporting.

The certification body shall use Annex B to determine audit time.

NOTE Further guidance and examples on audit time calculation are prévided in Annex C.

9.1.5 I‘]Ilulti-site sampling
q

The reqiiirements of ISO/IEC 17021-1, 9.1.5 apply. In addition, the following requirements and
guidanceg apply.

9.1.5.1 [IS9.1.5 Multiple sites

9.1.5.1.1] Where a client has a number of sites meeting the criteria from a) to c) below, certificatign
bodies mpy consider using a sample-based-approach to multiple-site certification audit:

a) all sites are operating under thé.same ISMS, which is centrally administered and audited and
subject to central management review;

b) all sifes are included within,the client’s internal ISMS audit programme;

c) allsifes are included @ithin the client’s ISMS management review programme.

9.1.5.1.2| The certification body wishing to use a sample-based approach shall have procedures fin
place to gnsure the following:

a) The Initialicontract review identifies, to the greatest extent possible, the difference between sites
such|that an adequate level of sampling is determined.

b) Arepresentative number of sites have been sampled by the certification body, taking into account:
1) theresults of internal audits of the head office and the sites;
2) theresults of management review;
3) variations in the size of the sites;
4) wvariations in the business purpose of the sites;
5) complexity of the information systems at the different sites;

6) variations in working practices;
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7) variations in activities undertaken;

8) variations of design and operation of controls;

9) potential interaction with critical information systems or information systems processing

sensitive information;
10) any differing legal requirements;

11) geographical and cultural aspects;

)

gu

qu

i
t;Te audit shall not be adversely affected by the combination of the audits.

The audit shall address the client’s head office activities to ensure that a single ISMS applies to all
d¢livers central management at the operational level:The audit shall address all the issues outlin|

9/1.6 Multiple management systems

The requirements of ISO/IEC 17021-1529.1.6 apply. In addition, the following requirem

9{1.6.1 1S9.1.6 Integrationof ISMS documentation with that for other management sys

The certification body may/accept documentation that is combined (e.g. for information
the appropriate interfaees to the other systems.

9{1.6.2 1S9.1;6 Combining management system audits

The ISMS audit may be combined with audits of other management systems, provided that
d¢monstrated that the audit satisfies all requirements for certification of the ISMS. All the

12) risk situation of the sites;
13) information security incidents at the specific sites.

A representative sample is selected from all sites within the scope of the client’sISMS; this
shall be based upon judgmental choice to reflect the factors presented in item'b) above as
random element.

Every site included in the ISMS which is subject to significant risks is’audited by the cer
body prior to certification.

The audit programme has been designed in the light of the-above requirements an
representative samples of the scope of the ISMS certification@ithin the three year period

In the case of a nonconformity being observed, eithef\at the head office or at a single
corrective action procedure applies to the head office and all sites covered by the certificg

idance apply.

ality, health and safety'and environment) as long as the ISMS can be clearly identified toge

portant to an ISMS shall appear clearly and be readily identifiable in the audit reports. The

selection
well as a

tification

d covers

site, the
te.

sites and
ed above.

ents and

tems

security,
ther with

it can be
elements
quality of

9.2 Planning audits

9.2.1 Determining audit objectives, scope and criteria

The requirements of ISO/IEC 17021-1, 9.2.1 apply. In addition, the following requirements and

gu

©lI

idance apply.
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9.2.1.1 1S9.2.1 Audit objectives

The audit objectives shall include the determination of the effectiveness of the management system to
ensure that the client, based on the risk assessment, has implemented applicable controls and achieved
the established information security objectives.

9.2.2 Audit team selection and assignments

The requirements of ISO/IEC 17021-1, 9.2.2 apply. In addition, the following requirements and
guidance apply.

9.2.2.1 |[IS9.2.2 Audit team

The audit team shall be formally appointed and provided with the appropriate working documents. The
mandate|given to the audit team shall be clearly defined and made known to the client.

An audit feam may consist of one person provided that the person meets all the criteria/set outin 7.1.2{1.

9.2.2.2 |1S9.2.2 Audit team competence

1°2)

The requirements listed in 7.1.2 apply. For surveillance and special ‘audit activities, only thope
requirenjents which are relevant to the scheduled surveillance activity and special audit activity apply.

When selecting and managing the audit team to be appointed fér)a specific certification audit the
certification body shall ensure that the competences brought to each assignment are appropriate.
The team shall:

a) have|appropriate technical knowledge of the specificzactivities within the scope of the ISMS fpr
which certification is sought and, where relevant, with associated procedures and their potential
infoymation security risks (technical experts may fulfil this function);

©

b) have|understanding of the client sufficient td_conduct a reliable certification audit of its ISMS given
the IEMS’ scope and context within the organization in managing the information security aspedts
of itd activities, products and services;

c) have| appropriate understanding, of the legal and regulatory requirements applicable to the
clienft’s ISMS.

NOTE Appropriate understanding does not imply a profound legal background.

9.2.3 Audit plan

The reqiiirements ©f{ISO/IEC 17021-1, 9.2.3 apply. In addition, the following requirements ampd
guidance apply.

9.2.3.1 [1S9.2.3 General

The audit plan tor ISMS audits shall take the determined information security controls into account.

9.2.3.2 159.2.3 Network-assisted audit techniques

The audit plan shall identify the network-assisted auditing techniques that will be utilized during the
audit, as appropriate.

Network assisted auditing techniques may include, for example, teleconferencing, web meeting,
interactive web-based communications and remote electronic access to the ISMS documentation or
ISMS processes. The focus of such techniques should be to enhance audit effectiveness and efficiency
and should support the integrity of the audit process.
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2.3.3 1S9.2.3 Timing of audit

A certification body should agree with the organization to be audited the timing of the audit which will
best demonstrate the full scope of the organization. The consideration could include season, month,
day/dates and shift as appropriate.

9.3 Initial certification

The requirements of ISO/IEC 17021-1, 9.3 apply. In addition, the following requirements and

gl

lidance apply.

9

9,

In
c(

TI

3.1 1S 9.3.1 Initial certification audit

3.1.1 1S9.3.1.1 Stage 1

this stage of the audit the certification body shall obtain documentation en the design of
vering the documentation required in ISO/IEC 27001.

e certification body shall obtain a sufficient understanding of the design of the ISMS in th

of
i

the client’s organization, risk assessment and treatment (including the controls detg
formation security policy and objectives and, in particular, of the €lient’s preparedness for

This allows planning for stage 2.

The results of stage 1 shall be documented in a written report. The certification body shall re
sthge 1 audit report before deciding on proceeding with-stage 2 and for selecting the stage 2 ax

Tl
m|

9

9,
dé
of

a)
9,
a)

mbers with the necessary competence.

ne certification body shall make the client aware'of the further types of information and rec
ay be required for detailed examination during stage 2.

$3.1.2 159.3.1.2 Stage 2

3.1.2.1 On the basis of findingsidocumented in the stage 1 audit report, the certificaf]
velops an audit plan for the conduct of stage 2. In addition to evaluating the effective implen
the ISMS, the objectives of stage 2 are:

to confirm that the client adheres to its own policies, objectives and procedures.

3.1.2.2 To do this,the audit shall focus on the client’s:

top management leadership and commitment to information security policy and the inf]
security‘objectives;

doctimentation requirements listed in ISO/IEC 27001;

the ISMS

e context
rmined),
he audit.

view the
hdit team

ords that

ion body
nentation

prmation

assessment of information security related risks and that the assessments produce cd

nsistent,

f)

©

vatidand comparabie Tesuits if repeated;

determination of control objectives and controls based on the information security risk assessment

and risk treatment processes;

information security performance and the effectiveness of the ISMS, evaluating against the

information security objectives;

correspondence between the determined controls, the Statement of Applicability and the results of
the information security risk assessment and risk treatment process and the information security

policy and objectives;
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g)

h)

9.4 Co

The req
guidancg

94.1 1

implementation of controls (see Annex D), taking into account the external and internal context
and related risks, the organization’s monitoring, measurement and analysis of information security
processes and controls, to determine whether controls are implemented and effective and meet

their

stated information security objectives;

programmes, processes, procedures, records, internal audits and reviews of the ISMS effectiveness
to ensure that these are traceable to top management decisions and the information security policy
and objectives.

dm‘ting audits

apply.

5 9.4 General

The certification body shall have documented procedures for:

a) thei
b) surv
on a
reco
94.2 1

pitial certification audit of a client’s ISMS, in accordance with the provisiens of ISO/IEC 17021

billance and re-certification audits of a client’s ISMS in accordafice with ISO/IEC 17021

'ding that a client takes corrective action on a timely basis t@ correct all nonconformities.

5 9.4 Specific elements of the ISMS audit

The certification body, represented by the audit team, shall;

a)

b)

The cert
sound an

943 1

9.4.3.1
provide t

a)
b)

requ
reley

ant and adequate for the ISMS operation withih the ISMS scope;

inforimation security related risks and thé-results of their implementation are consistent with tl

esta:[lish whether the client’s proceduresxfor the identification, examination and evaluation

clienf’s policy, objectives and targets,

an aq

an aq

fication body shall also establish whether the procedures employed in risk assessment a
d properly implemented.

5 9.4 Audit report

In addition tocthe’requirements for reporting in ISO/IEC 17021-1, 9.4.8, the audit report sh
he followinginformation or a reference to it:

count ofthe audit including a summary of the document review;

count of the certification audit of the client’s information security risk analysis;

hirements of ISO/IEC 17021-1, 9.4 apply. In addition, the following requirements\amd

periodic basis for continuing conformity with relevant requiréments and for verifying and

re the client to demonstrate that the assessment of information security related risks |i

1
-1

e

11

c) deviations from the audit plan (e.g. more or less time spent on certain scheduled activities);

d) the ISMS’ scope.

9.4.3.2 The audit report shall be of sufficient detail to facilitate and support the certification decision.
It shall contain:

a)

signi

ficant audit trails followed and audit methodologies utilized (see 9.1.3.2);

b) observations made, both positive (e.g. noteworthy features) and negative (e.g. potential

14

nonc

onformities);
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c) comments on the conformity of the client’s ISMS with the certification requirements with a clear
statement of nonconformity, a reference to the version of the Statement of Applicability and, where
applicable, any useful comparison with the results of previous certification audits of the client.

Completed questionnaires, checklists, observations, logs, or auditor notes may form an integral part
of the audit report. If these methods are used, these documents shall be submitted to the certification
body as evidence to support the certification decision. Information about the samples evaluated during
the audit shall be included in the audit report, or in other certification documentation.

The report shall consider the adequacy of the internal organization and procedures adopted by the
clfentto give confidence i the ISMS:

Inf addition to the requirements for reporting in ISO/IEC 17021-1, 9.4.8, the report shall cover:

— a summary of the most important observations, positive as well as negative, regaiding the
implementation and effectiveness of the ISMS requirements and IS controls;

— the audit team’s recommendation as to whether the client’s ISMS should be certified or pot, with
information to substantiate this recommendation.

9/5 Certification decision

The requirements of ISO/IEC 17021-1, 9.5 apply. In additién, the following requirements and
guwiidance apply.

9/5.1 IS 9.5 Certification decision

The certification decision shall be based, additionally to the requirements of ISO/IEC 1702111, on the
cdrtification recommendation of the audit team as provided in their certification audit report (4ee 9.4.3).

The persons or committees that take the\decision on granting certification should not normally
oyerturn a negative recommendation of the audit team. If such a situation does arise, the certification
bg¢dy shall document and justify the basisfor the decision to overturn the recommendation.

Certification shall not be granted to the client until there is sufficient evidence to demonstrate that
afrangements for management reviews and internal ISMS audits have been implemented, are|effective
and will be maintained.

9/6 Maintaining certification

9.6.2.1 1S9.6.2 Surveillance activities

9.6.2.1.1 Surveillance audit procedures shall be consistent with those concerning the certification
audit of the client’s ISMS as described in this International Standard.

The purpose of surveillance is to verify that the approved ISMS continues to be implemented, to consider
the implications of changes to that system initiated as a result of changes in the client’s operation and
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to confirm continued compliance with certification requirements. Surveillance audit programmes shall
cover at least:

a) the system maintenance elements such as information security risk assessment and control
maintenance, internal ISMS audit, management review and corrective action;

b) communications from external parties as required by the ISMS standard ISO/IEC 27001 and other
documents required for certification;

c) changes to the documented system;

d) area

e) seledted requirements of ISO/IEC 27001;

f) other selected areas as appropriate.

9.6.2.1.2| Asa minimum, every surveillance by the certification body shall review the following:

a) the gffectiveness of the ISMS with regard to achieving the objectives of the/client’s informatign
secutity policy;

b) the functioning of procedures for the periodic evaluation and review of compliance with releva
infojmation security legislation and regulations;

c¢) cha

d) implementation and effectiveness of controls according te the audit programme.

9.6.2.1.3| The certification body shall be able to adapt,its surveillance programme to the informati
security issues related to risks and impacts on the client'and justify this programme.

Surveillapce audits may be combined with audif$ of other management systems. The reporting shd
clearly indicate the aspects relevant to each management system.

During sjurveillance audits, certification _bodies shall check the records of appeals and complailr:lts
efore the certification body and, where any nonconformity or failure to meet the requiremenits

brought
of certifi

appropri

A surveillance report shall gontain, in particular, information on clearing of nonconformities revealg

previous

the repor

9.6.2.1.2

9.6.3 Re-certification

5 subject to change;

es to the controls determined, and resulting changes to{th€ SoA;

ration is revealed, that the'client has investigated its own ISMS and procedures and tak
hte corrective action.

y and the version.ef the SoA and important changes from the previous audit. As a minimul

hbove.

ts arising from surveillance shall build up to cover in totality the requirements of 9.6.2.1.1 and

nt

n

—_—

11

PN

bd
n,

The req1|1irements of ISO/IEC 17021-1, 9.6.3 apply. In addition, the following requirements a1|1d
guidance apply:

9.6.3.1

IS 9.6.3 Re-certification audits

Re-certification audit procedures shall be consistent with those concerning the initial certification

audit of t

he client’s ISMS as described in this International Standard.

The time allowed to implement corrective action shall be consistent with the severity of the
nonconformity and the associated information security risk.

16
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9.6.4 Special audits

The requirements of ISO/IEC 17021-1, 9.6.4 apply. In addition, the following requirements and
guidance apply.

9.6.4.1 1S9.6.4 Special cases

The activities necessary to perform special audits shall be subject to special provision if a client with a
certified ISMS makes major modifications to its system or if other changes take place which could affect
the basis of its certification.

9/6.5 Suspending, withdrawing or reducing the scope of certification

The requirements of ISO/IEC 17021-1, 9.6.5 apply.

9]/7 Appeals
The requirements of ISO/IEC 17021-1, 9.7 apply.

9/8 Complaints

The requirements of ISO/IEC 17021-1, 9.8 apply. In addition, the following requirements and
gliidance apply.

9.8.1 IS 9.8 Complaints

Complaints represent a potential incident and an imdication to possible nonconformity.

9/9 C(lient records

The requirements of ISO/IEC 17021-1, 9.9apply.

1D Management system requirements for certification bodies

10.1 Options

The requirements of\ISO/IEC 17021-1, 10.1 apply. In addition, the following requiremgents and
guiidance apply.

10.1.1 IS 10.XISMS implementation

Itfis reconuriended that certification bodies implement an ISMS in accordance with ISO/IEC 27/001.

102)Option A: General management system requirements

The requirements of ISO/IEC 17021-1, 10.2 apply.

10.3 Option B: Management system requirements in accordance with ISO 9001

The requirements of ISO/IEC 17021-1, 10.3 apply.
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Annex A
(informative)

Knowledge and sKills for ISMS auditing and certification

A.1 Overview

Table A.
certificalf
specific ¢

The competence requirements for each function are stated in the main text of this International
and this table gives the reference to the specific requirement.

Standard

I provides a summary of the knowledge and skills required for ISMS auditing and
ion but is informative because it only identifies the areas of knowledge and. skills f|
ertification functions.

Table A.1 — Knowledge for ISMS auditing and certification

pIr

Certification functiens

Conducting the application
review
(Con_cluctlng the appllcatlc_m Reviewing audit reports - .
review to determine audit . NI Auditing and leading
. and making'eertification .
team competence required, deoiki the audit team
. ecisions
to select the audit team
members and to determine
the audit time)
Knowledge

Informatl_or security management termi- 71.2.4.2 71.2.1.2
nology, pringiples, practices and techniques D T
Informatiorfsecurity management system 1
standards/hormative documents 2124 Zl2d.s L1t
Business mpnagement practices 71.2.1.4
Client busirfess sector 71.2.3.2 71.2.4.4 71.2.1.5
Client produfts, processes and organization 71.2.3.3 71.2.4.5 71.2.1.6

A.2 General competence considerations

There ar
experien
under a
experien
with the

e several ways-by which auditors can prove their knowledge and experience. Knowledge and
e can be-gvaluated, for example, by using recognized qualifications. Registration recor
personnel certification scheme can also be used to evaluate the required knowledge amnd
ce. The-required competence level for the audit team should be established, correspondij
prganization’s industry/technological field and complexity of the ISMS.

s

g

A.3 Specific knowledge and experience considerations

A.3.1 Typical knowledge related to ISMS

In addition to the requirements in 7.1.2 the following should be considered. Auditors should have
knowledge and understanding of the following auditing and ISMS subjects:

— audit programming and planning;

— audit type and methodologies;

— auditrisk;

18
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continual improvement;

internal auditing of information security.
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Auditors should have knowledge and understanding of the following regulatory requirements:

intellectual property;

content, protection and retention of organizational records;

data protection and privacy;

regulation of cryptographic controls;

electronic commerce;

electronic and digital signatures;

workplace surveillance;

telecommunications interception and monitoring of data (e.g. e;n1ail);
computer abuse;

electronic evidence collection;

penetration testing;

international and national sector-specific reqifirements (e.g. banking).

© ISO/IEC 2015 - All rights reserved
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Annex B
(normative)

Audit time

B.1 Introduction

This Anmmex contains further requirements related to ISO/IEC 17021-1, 9.1. This Annex (prevides
minimunp requirements and guidance for a certification body on the development of its own-procedurgs
for determining the amount of time required for the certification of client’s ISMS scopésyof differing
sizes and complexity over a broad spectrum of activities.

Certification bodies shall identify the amount of audit time to be spent on initial certification, surveillanfe
and re-c¢rtification for each client and certified ISMS. Using this Annex at the‘audit-planning phage
leads to & consistent approach to the determination of appropriate audit tirhe!*Additionally, the audit
time may be adjusted based on what is found during the course of the audit/especially during stagel 1
(e.g. diffgrent assessment of the complexity of the ISMS scope, or additional sites to in the scope).

This Annex presents:
— concppts that are used for audit time calculation (B.2);

— requjrements for the procedures for determining audit;time for the different stages of the audit
(B.3}o B.5);

— requjrements related to multi-site audits (B.6).

Example$ for audit time calculation to illustrate‘the application of Annex B can be found in Annex C.
A basic agsumption of this approach is that'a-calculation scheme for determining audit time should:
a) cons|der only substantiated attributes that can be determined;

b) be edsy enough to be applied-efficiently by certification bodies;

c) be cqmplex enough to enable sufficient distinction.

The determination of the.audit time is based on the numbers provided in Table B.1 (“Audit time chart”)
below anld shall considercontributing factors for modification.

B.2 Concepts

B.2.1 umber of persons doing work under the organization’s control

The total number of persons doing work under the organization’s control for all shifts is the starting
point for determination of audit time.

NOTE The term “persons doing work under the organization’s control” is referred to as personnel in
ISO/IEC 17021-1.

Part-time persons doing work under the organization’s control contribute to the number of persons
doing work under the organization’s control proportionally to the number of hours worked as compared
with a full-time person doing work under the organization’s control. This determination shall depend
upon the number of hours worked as compared with a full-time employee.
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B.2.2 Auditor day

“Audit time” as referenced in the chart is stated in terms of “Auditor days” spent on the audit. The basis
of the calculation of Annex B is an 8 h working day.

B.2.3 Temporary site

A temporary site is a location other than the sites identified in the certification documents where
activities, within the scope of certification, are implemented for a defined period of time. These sites
could range from major project management sites to minor service/installation sites. The need to visit
Z:th sites and the extent of sampling should be based on an evaluation of the risks of the failure to

et the IS objectives due to a nonconformity originated at the temporary site. The sample of such
sites selected should represent the range of the organization’s competency needs and senvice viariations
hgving given consideration to sizes and types of activities and the various stages of projects in progress.
Fgr general sampling see 9.1.5.1.

B{3 Procedure for determining audit time for initial audit

B|3.1 General

The calculation of audit time shall follow a documented procedure;

B|3.2 Remote audit

If| remote auditing techniques such as interactive: web-based collaboration, web ineetings,
teleconferences and/or electronic verification of the,organization’s processes are utilized to [interface
wijith the organization, these activities should be‘identified in the audit plan (see 9.2.3) an¢d may be
cdnsidered as partially contributing to the totalon-site audit time”.

Ifthe certification body develops an audit plan for which the remote auditing activities repregent more
than 30 % of the planned on-site audit time) the certification body shall justify the audit plan apd obtain
specific approval from the accreditation-body prior to its implementation.

NQTE On-site audit time refers to’/the on-site audit time allocated for individual sites. Electroni¢ audits of
remote sites are considered to be.remote audits, even if the electronic audits are physically carried ¢ut on the
orjganization’s premises.

B|3.3 Audit time calculation

The audit time chart'provided below sets out the starting point for an average number of initial audit
ddys (here and in the following, this number encompasses the days for an initial audit (Stage 1 and
Stlage 2)), which experience has shown to be appropriate for an ISMS scope with a given number of
p¢rsons deing work under the organization’s control. Experience has also demonstrated that| for ISMS
sdopes ofa'similar size, some will need more time and some less.

The audit time chart below provides the framework that shall be used for audit planning by identifying
a starting poimntbased-omthetotat mumber of persoms doimg-work under the orgamnizationr’scontrol for
all shifts and adjusting this based on the significant factors applying to the ISMS scope to be audited
and attributing to each factor an additive or subtractive weighting to modify the base figure. This Audit
time chart shall be used, taking account the contributing factors and restrictions of maximal deviation
(see B.3.4 and B.3.5 below). The terms used in this chart are explained in B.2 above and Annex C
provides examples of how this can be done.
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Table B.1 — Audit time chart

Number of persons

QMS audit time for

EMS audit time for

ISMS audit time for

fl:’;‘("gr;‘:lrl';;‘l‘flf‘; initial audit initial audit initial audit Addittii‘; Z?;‘gtf,‘r"s’“ac' auI?tt;lme
control (auditor days) (auditor days) (auditor days)
1~10 1.5-2 2.5-3 5 SeeB.3.4
11~15 2.5 3.5 6 See B.3.4
16~25 3 4.5 7 SeeB.3.4
26~45 4 5.5 8.5 SeeB.3.4
46165 5 6 10 See B.3.4
66185 6 7 11 SeeB.3.4
86125 7 8 12 See B.3.4
126{-175 8 9 13 See B.3.4
1764275 9 10 14 See B.3.4
2761425 10 11 15 See B.3:4'
4261625 11 12 16.5 SeeB.34
6261875 12 13 17.5 See B.3.4
876~1175 13 15 18.5 See B.3.4
117641550 14 16 19.5 See B.3.4
155142025 15 17 21 See B.3.4
202612675 16 18 22 SeeB.3.4
267613450 17 19 23 See B.3.4
345114350 18 20 24 See B.3.4
435115450 19 21 25 See B.3.4
545116800 20 23 26 See B.3.4
680118500 21 25 27 SeeB.3.4
8501410700 22 27 28 See B.3.4
~1d700 Followap}aor:‘,;ggession Followapt;";)ég;’ession Follow;)bré)vg;"ession See B.3.4
B.3.4 Factors for adjustmentof audit time
The audif time chart shall ngPbe used in isolation. The time allocated shall also consider the following
factors which relate to the’eomplexity of the ISMS and therefore to the effort needed to audit the ISM$:
a) complexity of theISMS (e.g. criticality of information, risk situation of the ISMS, etc.);
b) the type(s)efbusiness performed within scope of the ISMS;
c) prevjously demonstrated performance of the ISMS;

d) extent and diversity of technology utilized in the implementation of the various components of the
ISMS (e.g. number of different IT platforms, number of segregated networks);

e) extent of outsourcing and third party arrangements used within the scope of the ISMS;

f) extent of information system development;

g) number of sites and number of Disaster Recovery (DR) sites;

h) for surveillance or re-certification audit: The amount and extent of change relevant to the ISMS in
accordance with ISO/IEC 17021-1, 8.5.3.
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Annex C provides examples how these different factors can be taken into account when calculating
audit time.

Additional example factors requiring additional audit time are:
— complicated logistics involving more than one building or location in the scope of the ISMS;

— staff speaking more than one language (requiring interpreter(s) or preventing individual auditors
from working independently) or documentation provided in more than one language;

— _activities that require visiting temporary sites to confirm the actjvities of the permanent sites(s)
whose management system is subject to certification (see paragraph below next list);

— high number of standards and regulations that apply to the ISMS.
Example factors permitting less audit time are:

— no/low risk product/processes;

— processes involving a single general activity (e.g. service only);

— high percentage of persons doing work under the organization’s gontrol performing the same tasks;

— prior knowledge of the organization (for example, if the organization has already been cefrtified to
another standard by the same certification body);

— high client preparedness for certification (for example; already certified or recognized by another
3rd party scheme);

— high maturity of the management system in place.

Ir| situations where the certification client or certified organization provides their product(s) ar service
afl temporary sites it is important that evaluations of such sites are incorporated into the certification
aydit and surveillance programmes.

The above factors shall be consideréd and the adjustments made for those factors that justify more
o1f less audit time for an effectivé audit. Additive factors may be off-set by subtractive factgrs. In all
cdses where adjustments are made to the time provided in the audit time table sufficient evidence and
rgcords shall be maintained-{e;justify the variation.

B{3.5 Limitation ofdeviation of audit time

Inf order to ensure’effective audits being performed and to ensure reliable and comparable results, the
aydit time provided in the audit time chart shall not be reduced by more than 30 %.

Appropriate reasons for deviation shall be established and documented.

B|3.6 \On-site audit time

It icavnactad that the time calculataed for nlanninag and renaort writing caomhined chaoanld nat typically
isexpected-that the time-caleulatedforplanning and-report-writingcombined-should-net

reduce the total on-site “audit time” to less than 70 % of the time shown in the audit time chart. Where

additional time is required for planning and /or report writing, this shall not be justification for reducing

on-site audit time. Auditor travel time is not included in this calculation and is additional to the audit

time referenced in the chart.

NOTE 70 % is a factor based on experience of ISMS audits.
B.4 Audit time for surveillance audit

For the initial certification audit cycle, surveillance time for a given organization should be proportional
to the time spent at initial audit with the total amount of time spent annually on surveillance being
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about 1/3 of the time spent on the initial audit. The planned surveillance time should be reviewed from
time-to-time to account for changes that affect audit time. The time spent for a surveillance audit shall
be increased to allow for audit of changes in the ISMS (such as audit of new or changed controls).

B.5 Audit time for re-certification audit

The total amount of time spent performing the re-certification audit shall depend upon the results of any
prior audit as defined in 9.4.3 and ISO/IEC 17021-1, 9.6.3. The amount of time spent at re-certification
audit should be proportional to the time that would be spent at initial certification audit of the same

organizaflon and should be at least 2/ 3 of the time that would be required for initial certification gudit
of the saine organization at the time that it is to be audited for re-certification.

B.6 Audit time of multi-site
The numper of auditor days per site, including the central office, shall be calculated for each site.

Reductiops may be applied to take into account the parts of the audit that are‘not relevant to the
central office or the local sites. Reasons for the justification of such reductions.shdll be recorded by the
certification body.
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Methods for audit time calculations

C|1 General

p1

C

lis
g

This Annex provides further guidelines on deriving a formula for calculation of audititime.
an example of classification of factors that can be used as a base for calculation ofaudit tim
ovides an example for calculation of audit time.

2 Classification of factors for calculating audit time

Tgdble C.1 gives examples for the classification of the main factors forthe calculation of audi

Table C.1 — Classification of factors for.calculating audit time

C.2 gives
b and C.3

[ time, as

ted in B.3.4, a) to h). This classification can be used by certification bodies to derive an apdit time
lculation scheme in line with 9.1.4.1:

Impact on effort

Reduced effort

Normal effort

Increased eff

Factors (see B.3.4)

QO

)|complexity of the ISMS:

rdquirements [confidential-
ity, integrity and availability,
(qra)]

humber of critical assets

humber of processes and
drvices

7]

information security

¢ Only little sensitive or confiden=
tial information, low availability
requirements

e Few critical assets (in terms of CIA)

» Only one key business process with
few interfaces and few business units
involved

¢ Higher availability requirements
or some sensitive / confidential
information

e Some critical assets

e 2-3 simple business processes
with few interfaces and few business
units involved

e Higher amount of sensjtive or con-
fidential information (e.g. health,
personally identifiable information,
insurance, banking) or high availa-
bility requirements

* Many critical assets

e More than 2 complex processes
with many interfaces apd business
units involved

rformance of the ISMS

* Not certified but ISMS fully imple-
mented over several audit and
improvement cycles, including doc-
umented internal audits, manage-
mentreviews and effective continual
improvement system

b) the type(s) of business |e Low risk business withoutregula- | ¢ High regulatory requirements ¢ High risk business with (only) lim-
pé¢rformed within scope of | tory requirements ited regulatory requirements

the ISMS

c)|previously demonstrated|e Recently certified ¢ Recent surveillance audit ¢ No certification and no fecentaudits

» Not certified but partially imple-
mented ISMS: Some management
system tools are available and imple-
mented; some continual improvement
processes are in place but partially
documented

» ISMSisnew and not fully established
(e.g.lack ofmanagementhystem spe-
cific control mechanismf, immature
continual improvement processes,
ad hoc process executign)

d

extent and diversity of

¢ Highly standardized environment

e Standardized but diverse IT plat-

 High diversity or complexity of IT

technology utilized in the
implementation of the various
components of the ISMS (e.g.
number of different IT plat-
forms, number of segregated
networks)

with low diversity (few I'T-platiorms,
servers, operating systems, data-
bases, networks, etc.)

TOTMS, SETVers, Operating Systems,
databases, networks

(e.g-many diiferent segments of net-
works, types of servers or databases,
number of key applications)

e) extent of outsourcing and
third party arrangements
used within the scope of the
ISMS

* No outsourcing and little depend-
ency on suppliers, or

* Well-defined, managed and mon-
itored outsourcing arrangements

e Qutsourcer has a certified ISMS

¢ Relevant independent assurance
reports are available

« Several partly managed outsourcing
arrangements

» High dependency on outsourcing
or suppliers with large impact on
important business activities, or

¢ Unknown amount or extent of out-
sourcing, or

e Several unmanaged outsourcing
arrangements
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Table C.1 (continued)

Impact on effort

Reduced effort | Normal effort Increased effort

Factors (see B.3.4)

f) extent of information sys- | ¢ No in-house system development |e Use of standardized software plat- | « Extensive internal software devel-

tem development ¢ dardized sof 1 forms with complex configuration/ [ opmentactivities with several ongo-
* Use of standardized software plat- | )5 -3 meterization ing projects for important business
forms purpose

e (Highly) customized software

a-So ept—a-ectivitias

(in-house or outsourced)

g)number of sites and number | e Low availability requirements and | e Medium or High availability require- | « High availability requirefitents e|g.
of Disaster] Recovery (DR) |no or one alternative DR site ments and no or one alternative DR |24 /7 services
sites site . g
e Several alternativeDR sites

» Several Data,Centers

h) for survefllance or re-cer- |« No changes since last re-certifi- | ¢« Minor changes in scope or SoA of| e Major changes in scope or SoA fof

tification aydit: The amount | cation audit ISMS, e.g. some policies, documents, | ISMS, e.g. new processes, new bugi-
and extent of change relevant etc. ness dnits; areas, risk assessmept
tothe ISMSipaccordance with . . mahagement methodology, policigs,
ISO/IEC 17¢21-1, 8.5.3 * Minor changes in the factors above | ygsymentation, risk treatment

oMajor changesin the factors aboye

C.3 Expmple for audit time calculation

The following example illustrates how a certification body may use the factors provided in B.3 fo
calculate|audit time. The calculation of audit time in the example below works in the following way:

Step 1: Determination of factors related to business and organization (other than IT): Identify the
suitable grade for each of the categories given in Table*€.2 and sum up the results.

Step 2: Determination of factors related to IT environment: Identify the suitable grade for each of the
categorigs given in Table C.3 and sum up the results.

Step 3: Hased on the results of step 1 ang 2 above, identify the impact of factors on audit time by
selecting|the appropriate entry in Table'C.4.

Step 4: Final calculation: The number of days determined by applying the audit time chart (Table Bfl)
is multiplied by the factor resulting from Step 3. Where multi-site sampling is utilized, the audit days
calculated are increased based on the efforts needed to execute the multi-site sampling plan.

This resylt is the final number of audit days.

Table-C;2 — Factors related to business and organization (other than IT)

Category Grade
1. Organization works in non-critical business sectors and non-regulated sectorjsa
Type(s) of bustressamd Tegutatory TequiTenents | 2. OTZaNiZatioN Tas CUSTOIMETS T Critical buSIMess Sectors =
3. Organization works in critical business sectors 2
1. Standard processes with standard and repetitive tasks; lots of persons doing
work under the organization’s control carrying out the same tasks; few products or services
2. Standard but non-repetitive processes, with high number of products or services
Process and tasks
3. Complex processes, high number of products and services, many business units

included in the scope of certification (ISMS covers highly complex processes or relatively
high number or unique activities)

a  (ritical business sectors are sectors that may affect critical public services that will cause risk to health, security,
economy, image and government ability to function that may have a very large negative impact to the country.
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Table C.2 (continued)

Category

Grade

Level of establishment of the MS

1.
2.
3

establishe

ISMS is already well established and/or other management systems are in place
Some elements of other management systems are implemented, others not

No other management system implemented at all, the ISMS is new and not
d

a

Critical business sectors are sectors that may affect critical public services that will cause risk to health, security,
economy, image and government ability to function that may have a very large negative impact to the country.

Table C.3 — Factors related to IT environment

Category

Grade

~

1

infrastructure complexity

1.

networks, etc.

Few or highly standardized IT platforms, servers, operdting systemg, databases,

Dependency on outsourcing and suppliers, including
Ipud services

Q

3.

2. Several different IT platforms, servers, operatingsystems, databasgs, networks
3. Many different IT platforms, servers, operating systems, databasels, networks
1. Little or no dependency on outsourcihg'ef suppliers

important business activities

ness activities

Some dependency on outsourcing or suppliers, related to some but not all

High dependency on outsourcing or suppliers, large impact on impprtant busi-

~
=

formation System development

1.
2.

3.

tant business purposes

business purposes

None or a very limited in-house system/application development

Some in-house routsourced system/application development for fome impor-

Extensivednshouse or outsourced system/application development fgr important

Table C.4 — Impact of factors on audit time

IT complexity
Low (from 3 to 4) Medium (from 5 to 6) High (from 7 to 9)
. +5% +10 % +20 %
(froglgl;o 9) to to t
+20 % +50 % +109 %
5% +10 %
Business complexity Medium (from 5 to 6) to 0% t
-10% +50 %
-10 % 5% +5|%
Low (from 3 to 4) to to t
-30% -10 % +20 %

EXAMPLE ¥

al
to,

The organization to be audited has 700 employees, thus according to Table B.1, 17.3 days are
relquired€erthe initial audit. The organization does not work in a critical business sector, has highly stahdardized

d repetitive tasks and has just established the ISMS. According to Table C.2 this would yield a factor related
business and organization of 1+1+3 = 5. The organization has very few IT-platforms and databasef but uses

ou

tsourcing extensively There ic nag develanment within the graanization or outsourced Accordina td Table C.3
tSetH-ERg-extensivery——Here s Ho-aeveropment-wWitiii+th FEHHZHOR o4 HH- G FeHRE-+ .

this would yield a factor related to IT environment of 1+3+1 = 5. Using Table C.4 this would yield no adjustment
for the audit time.

EXAMPLE 2

The same organization as in the previous example except that several management systems

are already in place and the ISMS is already well established. This would change the calculation according to
Table C.2 to 1+1+1 = 3. According to Table C.4 this would yield a reduction of 5 % to 10 % of the audit time, i.e. the
audit time would be reduced by 1 day to 1.5 days yielding a total of 16 to 16.5 days.
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