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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
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Introduction

Anonymous digital signature mechanisms are a special type of digital signature mechanism in which, where
a digital signature is present, an unauthorized entity cannot discover the signer's identifier yet can verify
that a legitimate signer has generated a valid signature.

The ISO/IEC 20008 series specifies anonymous digital signature mechanisms. ISO/IEC 20008-1 specifies
principles and requirements for two categories of anonymous digital signatures mechanisms:

1) signature mechanisms using a group public key;

2) signature mechanisms using multiple public keys.
This dgcument specifies a number of anonymous signature mechanisms in the second category:

Anonymous signature mechanisms in the second category allow a signer to form a group.spentaneojusly by
combirfing the public keys of the relevant users with the signer’s own public key. The ¥eFifier can donfirm
that a dignature is generated by one of the users within this group but cannot find outwho the actual signer
is. Unlike the first category described in ISO/IEC 20008 series, mechanisms in thé sé€cond category|do not
requir¢ a group manager, and the private key and public key are generated individunally by each user.

Some mechanisms described in this document are unlinkable, where 10,'\one can determine whether
two signatures are generated by the same signer or not. Some mechanisms have a linking capability,
making it possible to be determined whether two signatures were generated by the same signert under
certair| conditions. Some mechanisms have a tracing capability, where, given two (message, sighature)
pairs generated by the same signer within the same ring setting))the true signer can be identified. Some
mechahisms have a threshold setting, where the verifier can confirm a signature is generated by subgets (of
specifigd size) of group users, but cannot determine which users were involved.

© ISO/IEC 2024 - All rights reserved
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Information security — Anonymous digital signatures —

Part 3:
Mechanisms using multiple public keys

1 Scppe

This dgcument specifies anonymous digital signature mechanisms in which a verifier uses»multiplg public
keys to verify a digital signature.

This dgcument provides:
— ageneral description of an anonymous digital signature mechanism using multiple public keys;
— avjariety of mechanisms that provide such anonymous digital signaturesy

For eadh mechanism, this document specifies the process for:

— generating the private key and public key of each user;
— prIducing signatures;

— verifying signatures;

— linking signatures (if the mechanism supports linking);
— trdcing signatures (if the mechanism supports'tracing);
— producing signatures with threshold capability (if the mechanism supports a threshold capabilitly);
— verifying signatures with threshold capability (if the mechanism supports a threshold capability).

This dgcument does not define the implementation of a public key infrastructure (PKI) and the means for
distincl entities to exchange, extract and verify their respective public key certificates.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content congtitutes
requir¢ments of this-document. For dated references, only the edition cited applies. For undated references,
the latgst editign of the referenced document (including any amendments) applies.

[SO/IEC 1046, Information technology — Security techniques — Modes of operation for an n-bit block dipher

ISO IE C 10110 1 Tl by tonlpn oo 00 Caonyiey a2 tankhni oo Llach £1i0c0finnc Doyt 1
w 1U11071L, lllle IMUucivrr cCuririviyv, ./V Jouour lLJ/ LCLI(I([%MCJ 11 Jlljullbblulh) I urc L.

VAP ST e ]
ToCricTul

ISO/IEC 10118-2, Information technology — Security techniques — Hash-functions — Part 2: Hash-functions
using an n-bit block cipher

ISO/IEC 10118-3, IT Security techniques — Hash-functions — Part 3: Dedicated hash-functions

ISO/IEC 10118-4, Information technology — Security techniques — Hash-functions — Part 4: Hash-functions
using modular arithmetic

ISO/IEC 18033-2:2006, Information technology — Security techniques — Encryption algorithms — Part 2:
Asymmetric ciphers

© ISO/IEC 2024 - All rights reserved
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ISO/IEC 18033-3, Information technology — Security techniques — Encryption algorithms — Part 3: Block ciphers

ISO/IEC 18033-4, Information technology — Security techniques — Encryption algorithms — Part 4: Stream ciphers

ISO/IEC 18033-5:2015, Information technology — Security techniques — Encryption algorithms — Part 5:
Identity-based ciphers

ISO/IEC 29192-2, Information security — Lightweight cryptography — Part 2: Block ciphers

ISO/IEC 29192-3, Information technology — Security techniques — Lightweight cryptography — Part 3:

Stream
ISO/IE
ISO/IE
ISO/IE

ISO/IE
Part 2:

ciphers

. 18032, Information security — Prime number generation

[ 20008-1, Information technology — Security techniques — Anonymous digital signatures-= Part 1:

[ 20008-2:2013, Information technology — Security techniques — Anonymous_ digital signat
Mechanisms using a group public key

RFC 9380, Hashing to Elliptic Curves, Internet Research Task Force (IRTF)

3 T

rms and definitions

For the purposes of this document, the terms and definitions given inh ISO/IEC 20008-1, ISO/IEC 1803
the following apply.

[SO andl IEC maintain terminology databases for use in standardization at the following addresses:

— IS Online browsing platform: available at https://wdw.iso.org/obp

— IE

3.1
symm

[ Electropedia: available at https://www.electtopedia.org/

ptric encryption system

encrypftion system based on symmetric cryptographic techniques

[SOUR

[E: ISO/IEC 18033-1:2021, 3.29, modified — the admitted terms “symmetric encipherment g

and “symmetric cipher” were remeved.]

4 Symbols and abbreviated terms

For the purposes of this-document, the following symbols and abbreviated terms apply.

(General

jures —

B-4 and

ystem”

Bsn Lintking base, either a special symbol 1 or an arbitrary string.

@ Bitwise exclusive OR (XOR) operation.

\ Set subtraction operation.

Enc (m) A symmetric-key encryption function taking a secret key k and a variable-length message m
as input and giving a ciphertext c as output, e.g. the encryption function for one of the sym-
metric encryption systems specified in ISO/IEC 18033-3, ISO/IEC 18033-4, ISO/IEC 10116,
ISO/IEC 29192-2 or ISO/IEC 29192-3.

Dec (C) A symmetric-key decryption function taking a secret key k and a ciphertext C as input and
giving a message m or a decryption failure symbol L as output.

C A ciphertext generated from a symmetric-key encryption function.

© ISO/IEC 2024 - All rights reserved
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N The size of the ring, i.e. the number of entities in the set consisting of the true signer and the
potential signer (or signers).

4 Index of the true signer, where 1<z <N.If =N, w+1 issetto 1. Similarly, if z=1, 7 -1 is
setto N.

Ib(x) The base 2 logarithm of x.

max (X) The largest integer within the integer set X .

gcd(a,b) The greatest common divisor of the integers a and b.

H A hash-function taking an arbitrary string as input and giving a fixed-length bit 'string as
output, e.g. one of the dedicated hash-functions specified in ISO/IEC 10118-3.

Il X || Y denotes the result of the concatenation of octet strings X and Y in the-order specified. In
cases where the result of concatenating two or more octet strings is inpit'to a cryptographic
function as part of one of the mechanisms specified in this document, this result shall he com-
posed so that it can be uniquely resolved into its constituent octet.sttings, i.e. so that there is
no possibility of ambiguity in interpretation. This latter property ean be achieved in a ariety
of different ways, depending on the application. For example,\it¢an be guaranteed by fixing
the length of each of the octet strings throughout the domain/of use of the mechanism, or by
encoding the sequence of concatenated octet strings using-a method that guarantees|unique
decoding, e.g. using the distinguished encoding rules defined in ISO/IEC 8825-1[21.

5 General model and requirements

5.1 (eneral

This clause specifies the general model and requirenients for the anonymous digital signature mechpnisms

specifigd in this document. Some of the contents ofthis clause are taken from ISO/IEC 20008-1. In adldition,

specifi¢ requirements applying to mechanismsusing multiple public keys are addressed.

5.2

An ang
mecha
signaty
indepe

Model

same sfignature process..Fo)create a ring signature, one of them is the true signer and the others

potent

signerd. The true signer may select only one potential signer and, in this case, N=2.

Some 11

signatyres, trace a signature back to its true signer or apply thresholds to the signing process.

A ring signature mechanism is defined by the specification of the following processes:

nymous digital signature mechanism using multiple public keys is also known as a ring sig
hism. A ring signature mechanism involves a set of possible signers. Each possible signe
re key pair in the samé form as in a conventional signature mechanism. These possible signers are
hdent of each other inthe sense that it is not necessary for them to agree on being involved

al signers. The true signer chooses one or more potential signers and forms a ring of N g

nature
" has a

in the
hre the
ossible

ing signature mechanisms have special capabilities. These mechanisms make it possible to link two

key generation process;
signature process;
verification process;

linking process (if supported);
tracing process (if supported);

threshold signature process (if supported);

© ISO/IEC 2024 - All rights reserved
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— threshold verification process (if supported).

The security properties of a general ring signature include unforgeability and anonymity. Other specific
properties such as linkability, traceability and threshold are associated with ring signatures with special

capabil

ities.

The anonymous digital signature mechanisms using multiple public keys specified in this document involve
arange of types of entity. Some of these entities exist in every mechanism whereas others exist only in some
mechanisms. The following list defines the role of each entity:

— True signer: an entity generating a digital signature.

— Po
pu
sig

— Ve

— Linq
lin

—  Trd
arg
mg

5.3 R
In ordg
— Ea
— Aq
— Aj
— Aj

— Sy
IS(

— Object identifiers described inyAnnex A shall be used.

— Co

Numer

6 M;q

6.1 (

fential signer: an entity whose public key is used in creating a digital signature, which me
blic key is used in both the signature process and signature verification process, although the p
ner is not involved in these two processes.

Fifier: an entity verifying a digital signature.

ker: an entity that checks whether two signatures have been generated by the’same signer
king base. This entity exists in some of the mechanisms.

\cer: an entity that identifies the true signer when given as input two (méssage, signature) pair
both generated by the same signer within the same ring setting. This entity exists in somg¢
chanisms.

lequirements

I to use any of the mechanisms specified in this document, the following requirements shall b
Ch verifier shall have access to an authentic copy of the public key of each entity in the ring.
ollision-resistant hash function shall be as specified in accordance with the ISO/IEC 10118 sef
obust random bit generator shall be as specified in accordance with ISO/IEC 18031.
obust prime number generator shall be\as specified in accordance with ISO/IEC 18032.

mmetric-key encryption and degryption functions shall be as specified in accordanc
/IEC 18033-3, ISO/IEC 18033-4, TSO/IEC 10116, ISO/IEC 29192-2 or ISO/IEC 29192-3.

hversion functions desScribed in Annex B shall be used.

jcal examples ofmechanisms in this document are provide in Annex C.

pchanisms without special capability

teneral

hns the
tential

with a

t which
p of the

e met.

ies.

e with

This clause specifies three digital signature mechanisms without any special capabilities such as linking,
tracing or threshold.

NOTE 1

NOTE 2

NOTE 3

The mechanism given in 6.2 is based on the scheme originally specified in Reference [7].
The mechanism given in 6.3 is based on the scheme originally specified in Reference [1].

The mechanism given in 6.4 is based on the scheme originally specified in Reference [1].

© ISO/IEC 2024 - All rights reserved
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6.2 Mechanism 1

6.2.1

Symbols

The following symbols apply in the specification of this mechanism.

— b:
— d

1

— k:

integer
integer in the range [0,(p; —1)(q; —1)—-1]

[, -bit string

|
=

ing

int
6.2.2

The ke

a) Ch
Co

b) Ch

¢) Co

d) Output the following:

6.2.3

:|1, -bit string
44i,p;,q; e;: prime numbers
Xi,y;: b-bitintegers

: p hash function that outputs an [}, -bit hash-code as defined in Annex B

integer equal to or greater than 160
integer equal to or greater than 256

integer equal to or greater than 2048

’ ’

L. symmetric-key encryption function that takes a secretiKey k and a variable-length mes
ut and outputs an integer in the range [O,Zb —1}

C,: symmetric-key decryption function taking a secrétkey k and a ciphertext as input and out
eger in the range [O,Zb —1}

Key generation process

 generation process involves each user‘i(1<i<N) independently performing the following st

pose prime numbers p;’,q;” withil’/2 bits such that p; =2p;,"+1,q; =2q;"+1 are prime ny
mpute modulus n; =q;p; .

pose a number e; € [0,(p; #1)(q; —1)—1] such that ged(e;,(p; —1)(q; —1))=1.

mpute d; :e,-_1 mod (p; =1)(q; -1).

Public key S vk; =(n; ,e;);

Privatekey = sk; =d; .

bage as

puts an

eps.

mbers.

Ring signature process

In the ring signature process, a true signer first chooses a set of N—1 potential signers. The true signer also
chooses a random integer 7 satisfying 1<z <N, which denotes the index of the true signer. The true signer
then signs a message using its private key and the public keys of the potential signers, without requiring
their approval or assistance. In this process the potential signers are arranged in random order.

© ISO/IEC 2024 - All rights reserved
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When inputting a private key (n,,d, ), a randomly ordered set of public keys L={(n;,e;),...,(ny,ey)}

[including (n,,e;)], and a message me {0,1}* to be signed, the ring signature process involves the

followi

ng steps.

a) Compute b=[lb(max({ny,...,ny})+1)|+1,.

b) Compute k=H(m,nq,eq,...,ny,ey).

c) Choose arandom integer ve [O,Zb —1].

d) Chposerandom integers x, el02? 1l forallic[t N\ x

e) Compute y; =g;(x;) forall ie[1,N]\7, where g; (x) is defined as g; (x)=|x/n; |n; +(xei modn,-) if
(Lx/n; |+1)n; <22, and g; (x)=x otherwise.

f) Compute
YA =Decy (V41 ®Decy (...(...®Decy (yy ®Decy (v))...))) DEncy (y,_1 ®Enc, (...(...®Ency (y{ ®v)
when we[2,N-1], or
YA =Decy (v)®Ency (y,_1 ®Ency (...(...®Ency (y; ®Vv)...))) wheh =N, or
VA =Decy (Vi1 ©Decy (...(...®Decy (yy ®Decy (v))...)))®v when 7 =1.

i) Compute x, :g;1 (¥z), where g,_r1 (y) is defined as g,;l (»)=|ly/n; |n, +(yd” mod ﬂﬂ) if

(L.

j) Output the signature 6 =(v,xq,..., Xy ) with the ordered set of public keys L.

6.2.4

In the Y
the sig
of the

When
L={(n
a) Co
b) Co

(L
c) Co
d) If

y/n, |+1)n, <2?,and g,_r1 (y)=y otherwise.

Ring signature verification process

rerification process, a verifier uses the*public keys of the true signer and potential signers invqg
hature process to verify the signature: The verifier checks whether the signature was signed
igners in the set without learning who the true signer is.

inputting a message m,\a signature (v,xq,...,Xy), and an ordered set of publi
,e1),...,(ny ,ey)} , the yérification process takes the following steps.

mpute b=1b(max ({ng)..,ny })+1)+1,.

mpute y; =g,4x) for all ie[1,N] where g;(x) is defined as g; (x):Lx/niJni+(xe"mo
K /n; |+1)n; £2b,and g; (x)=x otherwise.

mputek=H (m,ny,eq,...,ny,ey ).

vi=Ency, (yy ©@Ency (yy_1 @Ency (...®Ency (y; ®v)...))) then return 1 (valid), else re

lved in
by one

c keys

in, ) if

turn 0

(in

valid).

6.3 Mechanism 2

6.3.1

Symbols

The following symbols apply in the specification of this mechanism.

— Ui

: a generator in group G;

© ISO/IEC 2024 - All rights reserved
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— G

— q;

— Ji
— H;

6.3.2

ISO/IEC 20008-3:2024(en)

:a cyclic group with order g;

: prime number

X;,¢;,S;, 0 integers in the range [0,q; —1]

,e; : group elements in G;

: a hash function that outputs an integer in the range [0,q; —1] as defined in Annex B

Key generation process

The ke

a) Ch

b) Output the following:

6.3.3

In the 1
choose

 generation process involves each user i (1<i<N) independently performing the followings

pose a random x; €[0,g; —1], and compute y; =g;" €G; .

Publickey = y; =g, € G;;
Private key = x; €[0,q; —1].
Ring signature process

ing signature process, a true signer first chooses a set of N -1 potential signers. The true sigj
5 a random integer & satisfying 1<z <N, which denotes the\index of the true signer. The truse

then signs a message using its private key and the public keys of'the potential signers, without re
their approval or assistance. In this process the potential signers are arranged in random order.

When inputting a private key x,, a randomly ordered setof public keys L={y;,..,yy} (including y

a mess
a) Ch

b) Ch
i

¢) Co

d) Output the signature o =(¢y,51,.., Sy ) -

6.3.4

In the ¥
the sig
of the 9

When

hge me {O,1}>k to be signed, the ring signatureprocess involves the following steps.
bose a random € [0,q, —1], and compute‘e, =g, €G, and ¢, =H 1 (L,m,e,).

pose a random s;€[0,q; —1],.and compute e;=g;" y;"e€G; and c¢; 1 =H;q(L,m,é¢
n+1,...,N,1,...,m—1,where index' N+1 is equivalent to 1.

mpute s; =0 —c, X, mod gy

Ring signature-verification process

rerification process, a verifier uses the public keys of the true signer and potential signers invd
hature pregess to verify the signature. The verifier checks whether the signature was signed
igners.inthe set without learning who the true signer is.

nputting a message m, a signature o =(cq,S1,..Sy) and a set of public keys L={y;,.., y|

eps.

er also
signer
quiring

), and

) for

lved in
by one

v}, the

verific

IR oo taleacthn Follorazing cbanc
3 Y I I

CIOTT PTroteo s tanCo Tt TOTMTO VW I 5 STtC St

a) Compute e¢; =g;" y;“l € G; and ¢;,; =H;,1 (L,m,e;) for i=1,...,N-1.

b) Compute ey =gy°N yyN €Gy.

c) Ifcy=H;{(L,m,ey) return1 (valid), else return 0 (invalid).
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6.4 Mechanism 3

6.4.1 Symbols

The following symbols apply in the specification of this mechanism.

d;

, f; - integers in the range [0,(p; -1)(q; -1)—-1]

[, : integer equal to or greater than 2048

n;
Di

H.

1

6.4.2

Oujtput the following:

The ke
a) Ch
Co
b) Ch
¢) Co
d)
6.4.3

In the 1fing signature process, a true signerfirst chooses a set of N—1 potential signers. The true sigr

choose|
then si

their approval or assistance. In this-process the potential signers are arranged in random order.

When jnputting a private key sk, , a randomly ordered set of public keys L={vkq,..,vky} (includin

and a message me {0,1}* fo be signed, the ring signature process involves the following steps.

a)
b)

9
d)

Ch

Ch
i

Co

: I, -bit integer

’ ’

q;,p;,q; : prime numbers

: a hash function that outputs an integer in the range [0,n; —1] as defined in Annex B

Key generation process
 generation process involves each user i (1<i<N) independently performingthe following s

pose prime numbers p;’,q;” with [, /2 bits such that p; =2p;"+1,q; £2q;"+1 are prime ny
mpute modulus n; =q;p; .

pbose a number f; €[0,(p; —1)(q; —1)—1] such that ged(f;,(p; -1)(g; —1))=1.

mpute d; =f,-_1 mod (p; —1)(g; —1).

Public key = vk; =(n;, f;);

Private key = sk; =d;.

Ring signature process

5 arandom integer 7 satisfying(l <7 <N, which denotes the index of the true signer. The trug
gns a message using its private key and the public keys of the potential signers, without re

pose a random_e,."e [0,n, —1], and compute c, .1 =H,,1(L,m,e,).

pose a ¢random s;€[0,n; —1], and compute e,-=c,-+sl-f" modn;and c¢; .4 =H,; 1 (L,m,€
r+1,5,N,1,...,m—1,whereindex i=N+1=1.

eps.

mbers.

er also
signer
quiring

s vk, ),

) for

mpute s_ =(e, —c. )d” modn,. .

Output the signature o =(cy,51,.. Sy ) -

6.4.4 Ring signature verification process

In the verification process, a verifier uses the public keys of the true signer and potential signers involved in
the signature process to verify the signature. The verifier checks whether the signature was signed by one
of the signers in the set without learning who the true signer is.

© ISO/IEC 2024 - All rights reserved
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When inputting a message m, a signature o =(cq,5q,..,Sy ), and a set of public keys L={vky,..,vky}, the
verification process takes the following steps.

a) Compute ¢; =c; +s;// modn; and ¢;,; =H;,; (L,m,e;) for i=1,...,N—-1.

b) Compute ey =cy +stN mod ny .

c) Ifc;=H;(L,m,ey) return1 (valid), else return 0 (invalid).

7 Mechanisms with linking capability

7.1

This clpuse specifies one digital signature mechanism with linking capability (as known as “linkal
signatyre”).

Linking capability allows any verifier to know if two signatures are generated by the.same signer. H

it doe

type (the signer can be linked if the signer has generated two signatures and the group is the same fq
two sig

agree
NOTE

NOTE
slande

Linkability ensures any signatures produced by one signer to be linkable. Any public verifier knows if &
signatufes are generated by the same signer. Non-slandérability prevents any malicious party from sla
an hongst user for generating two linked signatures. While the original paper in Reference [6] does not spe]
non-slapderability property of the mechanism (it was first defined in Reference [5], a year after the public
Refererjce [6]), non-slanderability is considered an important property of linkable ring signature if it is dep
many applications such as blockchain. The non-slanderability property of Reference [6] is later proven in Refer

7.2

7.2.1

The following symbols apply-in-the specification of this mechanism.

— C

J— g:

i |s; u,x; : integers.inthe range [1,q—1]

General

s|not allow the verifier to know the identity of the actual signer. Linkability’ can be group-l

gn consistent event tag or string that is used in signing.
1| The mechanism given in 7.2 is based on the scheme originally-specified in Reference [6].

2|  Security properties of a linkable ring signature include tnforgeability, anonymity, linkability a
rpbility. Unforgeability and anonymity are the same as in the general ring signature described in Cj

Mechanism 1

Symbols

a generatorin'group G
{a cyclic group with order q

:[prime’humber

le ring

wever,
nkable
r these

natures) or event-linkable type (the signer can be linked if the signer'has generated two signatures
and th¢ event is the same for these two signatures). For the latter, signers’patrtaking in the same eve

nt shall

nd non-
lause 5.
ny two

ndering

cify the
ation of
oyed in
ence [4].

— Hjy:ahash function that outputs an integer in the range [0,q—1] as defined in Annex B

— H,: a hash function that outputs an element in G as defined in Annex B. It shall be statistically
independent to Hq

© ISO/IEC 2024 - All rights reserved
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Key generation process

The key generation process involves each user i (1<i< N) independently performing the following steps.

a) Choose arandom x;€[0,q—1], and compute y; =g €G.

b) Output the following:

Publickey = y; =g €G;
Private key = x;€[0,q—1].

7.2.3

Ring signature process

In the ffing signature process, a true signer first chooses a set of N —1 potential signers. The true sigr
choosep a random integer 7 satisfying 1<z <N, which denotes the index of the true signer. The true
then signs a message using its private key and the public keys of the potential signers,\without re
their approval or assistance. In this process the potential signers are arranged in randem order.

When i
a mess
a) Co

foq
b) Co
c) Ch
d) Co
e) Ch
f) Co
g) Co

putting a private key x, , a randomly ordered set of public keys L={y;,(.;yy} (including y

hge me {0,1}* to be signed, the ring signature process involves the following steps.

mpute the linking base h. h can be generated as h=H, (L) if it is'gréup-linkable type. (Refer
event-linkable type).

mpute the linking tag y=h"7 .

pose a random integer u in [0,q—1].

mpute ¢, =H; (L,j/,m,g“ ,h“).

pbose random integers s; € [0,q—1] where {&J1,N]\ 7 .

mpute ¢; .1 =H, (L,j"/,m,gs"yic" RN ) fori=n+1,...,N,1,...,mt—1.

mpute s, =u—x,c, modq.

h) Ouftput the signature o =(cq,$4%.-, Sy, ) with the ordered set of public keys L.

7.2.4

In the Y
the sig
of the 9
When

verific:

Ring signature verification process

rerification process,d verifier uses the public keys of the true signer and potential signers invd
hature processto-verify the signature. The verifier checks whether the signature was signed
igners in the’set without learning who the true signer is.

nputting.@ message m, a signature (cq,81,...,Sy,y), and a list of public keys L={y;,...,y
ition process takes the following steps:

er also
signer
quiring

- ), and

to 7.2.6

lved in
by one

V}' the

a) Co

mpute the linking base h as in the signing process.

b) Compute z, = g% yit, z, =h%i'y

C

" and ¢;,4 =H; (L,j/,m,z;,z;-,) fori=1,...,N-1.

&) Compute zy =g°V vV and zy =hSN §N

d) Ifcy=H; (L,j/,m,z;v ,z;,) return 1 (valid), else return 0 (invalid).
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Ring signature linking process

’ ’

Given two valid signatures o =(cy,sq,...,Sy,y) and 6’2(01 181 5--SN ,j/’), the linking process takes the

following step:

a) If y=y’,output1 (linked), else output 0 (not linked).

7.2.6

Event-linkable type

In case of event-linkable type (the signer can be linked if the signer has generated two signatures and the

event is the same for these two signatures), some changes shall be made. In the signing process 7.2.3

step a),

the cor

hash in
in step

8 My

8.1 (

This cl
signaty

Tracing
same s
signatuy
are sar
issues

NOTE

8.2 Mechanism 1

8.2.1

The fol
— G
J— q:
— Ji
— H

nputation of h shall be changed to h=H, (event) and the description event shall be put_ins

step d) and step f). In the verification process 7.2.4, the description event shall be put insid€ t}
b) and step d).

pchanisms with tracing capability

teneral

re”).
r capability allows any verifier to know who the actual signeris, if two signatures are generated

res and the issue is the same for these two signatures).Iracing algorithm outputs ‘traced’ i
ne and messages are different, ‘linked’ if issues are same'and messages are same, and ‘indepen
hre different and messages are different or same.

The mechanism given in 8.2 is based on the schenmie originally specified in Reference [3].

Symbols

lowing symbols apply in the specification of this mechanism.
s;, o, x; : integers in the range [0,q—1]

a generator in group G

a cyclic group with order g

prime numbeér

h,o; :group elements in G

H”:hash functions that output an elementin G as defined in Annex B. These two hash functio

ide the
e hash

huse specifies one digital signature mechanism with tracing capability (as known as “tracealyle ring

| by the

gner. Tracing capability is issue-traceable (the signer canlbe traced if the signer has generated two

Fissues
dent’ if

ns shall

be

PaE s S Par Hazindanan

e dant
JSLALlIS leqll)’ lllubybllu\;llb-

— H” : a hash function that outputs an integer in the range [0,q—1] as defined in Annex B. The hash
function shall be statistically independentto H,H’.

8.2.2

Key generation process

The key generation process involves each user i (1<i<N) independently performing the following steps.

a) Choose arandom x; €[0,q—1], and compute y; =g*i €G.

© ISO/IEC 2024 - All rights reserved
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b) Output the following:

8.2.3

Publickey = y; =g €G;
Private key = x;€[0,q—1].

Ring signature process

In the ring signature process, a true signer first chooses a set of N—1 potential signers. The true signer also
chooses a random integer 7 satisfying 1<z <N, which denotes the index of the true signer. The true signer
then signs a message using its private key and the public keys of the potential signers, without requiring

When
), and 3
NOTE
Referen
a) Co
fon]
b) Ch
c¢) Co
d) Ch
e) Co
f) Co

g) Output the signature o =(A4y,c1,.,Cy,S1 55y ) -

8.2.4

In the ¥
the sig
of the

When
L={iss|

a) Ch

b) Co

inputting a private key x, ,arandomly ordered set of public keys L={issue, y;,...,yy } (iQclad

message m, issuee {0,1}* to be signed, the ring signature process involves the following step

ce [3]. The description in the following step b) is correct and the original description is not correct.

mpute h=H (L) and o, =h*" . Compute A, =H’(L,m) and 4; =(0, /Ao)l/”. Compute o
all j=2m.

pose arandom ae[0,q—1].

mpute a, =g%,b, =h*.

pose random s;,¢; € [0,g—1] where i€ [1,N]\ 7 . Compiite a; = g% i ,b; =h*io;" where ie[1
mpute c=H"(L,m,Ay,A;,0ay,..,ay by ,..,by ) andic, =c—2imcimodq.

mpute s; = —c,x,; modq.

Ring signature verification process

rerification process, a verifieriuses the public keys of the true signer and potential signers invd
hature process to verify the signature. The verifier checks whether the signature was signed
igners in the set withoutlearning who the true signer is.

e, y1 ,..., ¥y 1< the verification process takes the following steps:
eck ¢;,2;€[0,q—1], and check g,4;,y;€G.
mpute-h=H (L), Ay =H’(L,m),and o; = 4yA} for i=1,...,N.

N

ing yy

.

The computation of a; =gsi yI-Ci in the following step b) is differ from the.oniginal description of

= AOA{

NJ\~x.

lved in
by one

inputting a message m, a signature cs:(Al,cl,...,cN,sl,...,sN), and a list of public keys

c) Co

bntte g —a5ivbi b —RSig.Si for i—1 VA
) od l J 4 I I 7 7

71

d) Compute c=H"(L,m,Ay,4;,a1,-0ay,by,..hy). If c=2,~c,~modq return 1 (valid). Else return 0

(in

valid).
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8.2.5 Ring signature tracing process

Given two pairs of valid signature and message (6=(4;,..),m) and (¢’=(4;’,..),m’) with the same list of
public keys L={issue, y;,...,yy }, the tracing process takes the following step.

a) Compute h=H(L), Ay =H’(L,m),and o, = AyAL, 6,"= A A] for i=1,...,N.
b) Set TList as empty list.
c) If o; =0;" thenappend y; to TListfor i=1,...,N.

d) If TList ={y.}, output y. (traced) Else if TList ={y. ... yy}. output 1 (linked). Otherwise output 0
(independent).

9 Mechanisms with threshold capability

9.1 (eneral

This clause specifies two digital signature mechanisms with threshold capability.

NOTE The mechanisms given in 9.2 and 9.3 are based on the schemes originally\specified in Reference [2].

9.2 Mechanism 1

9.2.1 | Symbols
The following symbols apply in the specification of this me¢hanism.

s;,0, : integers in the range [0,q; —1]

— F;} afinite field of order t, where ¢t is prime n@mber of the same bit length as g;
— g;} agenerator in group G;

— G} acyclic group with order g;

— q;| prime number

— Jy;}e;: group elements in G;

— H({{: ahash function thdt outputs an element in finite field F, as defined in Annex B

: a hash functiofithat outputs an integer in the range [0,q; —1] as defined in Annex B

9.2.2 | Key generation process

The ke} generation process involves each user i (1<i< N) independently performing the following steps.

a) Chbosé arandom x;e[0.q;—1]. and compute y; =g eG;

b) Output the following:
— Publickey = y; =g;" €G;;
— Private key = x; €[0,q; —1].
9.2.3 Ring signature process

In the k -out-of- N threshold ring signature process, k true signers choose a set of N—k potential signers.
S={ij,...,iy }={1,...,N} denotes the indices of the true signers and signs a message by using the private

© ISO/IEC 2024 - All rights reserved
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keys of true signers and the public keys of the potential signers without requiring their approval or
assistance.

When inputting a set of private keys {Xi1 e Xy }, a randomly ordered set of public keys L={y;,..yy}

(including Vig reor Vi ), and a message me {0,1}* to be signed, the k -out-of-N threshold ring signature

process involves the following steps.
a) ForieS,choosearandom ¢;€[0,q; —1], and compute e; = g;* € G;.

b) Forie[1,N]\S, chooserandom z;€F,,s;e[0,q; —1], compute ¢;=H,(z;),and e;=g,* v, €G,.

c¢) Compute ZO:HO(L,m,k,el,ez,...,eN) and find a polynomial P over F, of degree N—K)surh that
P(ji)=z; for ie[0,N]\S by Lagrange interpolation[&l.

d) ForieS§,compute c; =H; (P(i)), s; =0,; —c;x; mod g, .

e) Ouftput the signature o =(P,sq,...Sy)-

9.2.4 | Ring signature verification process

In the yerification process, a verifier uses the public keys of the true signers‘and potential signers involved
in the dignature process to verify the signature. The verifier checks whethet the signature was signed by the
signerd in the set without learning who the true signers are.

When |nputting a message m, a signature o =(P,sq,..,Sy ), aiid)a set of public keys L={y;,.,y}}, the
verificgtion process takes the following steps.

a) Fori=1,...,N,compute ¢; =H; (P(i)), and e; = g;"i 35 € G;.
b) If P(0)=Hy(L,m,k,eq,ey,...,ey) and P is E¥coefficient degree N—k polynomial, then rqturn 1

(vdlid). Else return 0 (invalid).
9.3 Mechanism 2

9.3.1 | Symbols

The following symbols apply inthe specification of this mechanism.

— fild;:integer in the range'[0,(p; —1)(q; —1)—1]

— F,} afinite field of efder t, where ¢t is prime number of the same bit length as g;
integer equal to or greater than 2048

— ;| I,-bitinteger

— pildyp; »q; : prime numbers

— Hj: ahash function that outputs an element in finite field F, as defined in Annex B

— H;:ahash function that outputs an integer in the range [0,n; —1] as defined in Annex B
9.3.2 Key generation process
The key generation process involves each user i (1<i<N) independently performing the following steps.

a) Choose prime numbers pi/,qi’ with [, /2 bits such that p; :2pl-/ +1,q; :Zqi/ +1 are prime numbers.
Compute modulus n; =q;p;.

© ISO/IEC 2024 - All rights reserved
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b) Choose anumber f;€[0,(p; —1)(q; —1)—1] such that ged(f; (p; —1)(q; -1))=1.

) Compute d; = f;" mod (p; —1)(q; -1).

d) Output the following:

— Publickey = vk; =(n;, f;);

— Private key = sk; =d;.

9.3.3

Ring signature process

In the f -out-of- N threshold ring signature process, k true signers choose a set of N—k potentiabgigners.

S={iy|....iy }={1,...,N} denotes the indices of the true signers and signs a message by using the

keys

assistalnce.

When inputting a set of private keys {ski1 e .,skl-k }, a randomly ordered set of publickeys L={vk,,

of true signers and the public keys of the potential signers without requiring their“appr

private
bval or

-Vky }

(includjing Vi Vi ), and a message me {0,1}* to be signed, the k -out-of>N_threshold ring signature

proces§ takes the following steps.

a) ForieS,choosearandom e; e[0,n; —1].

b) Fo

¢ C
P(i)=z; for i=0,ie[1,N]\S by Lagrange interpolationls.

d) ForieS,compute c; =H;(P(i)), s; =(e; —¢; )d" modn; .

e) Output the signature 6 =(P,sq,.., Sy ).

9.3.4

In the yerification process, a verifier uses the public keys of the true signers and potential signers i
in the dignature process to verify the signature. The verifier checks whether the signature was signed
signerd in the set without learning who the true signers are.

When |nputting a message 4 ,-a signature o =(P,s;,..,Sy ), and a set of public keys L={vkq,..,vk
verificgtion process takestthe following steps.

a) Fori=1,...,N,eompute c; =H; (P(i)),and e; =c; +s,-ff modn; .

b) If [P(0)=Hg(L,m,k,e;,e,,....,e5y) and P is F, -coefficient degree N—k polynomial, then re
(vdlid). Else return 0 (invalid).

ompute ZO:HO(L,m,k,el,ez,...,eN) and find a polynomial P over F, of degree N—k su

Ring signature verification process

- ic[1,N]\ S, choose random z; € F, ,s; € [0,n; —1], compute‘¢; = H; (z; ), and e; =c; +s;/ mod n;

i

ch that

1wvolved
| by the

v}, the

turn 1
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Annex A
(normative)

Object identifiers

This annex lists the object identifiers assigned to the mechanisms specified in this document.

AnonympusSignaturedoinghuteinlebk [ ioo(d) ctondard(0) cmorumous digital signotus

part3(B) asnl-module(l) mechanisms-using-multiple-public-keys (0) }
DEFINITIONS EXPLICIT TAGS ::= BEGIN
-— EXPPRTS All; --

-— IMPPRTS None;

OID ::F OBJECT IDENTIFIER -- alias
-— Synpnyms -
id-as-ppk OID ::= { iso(l) standard(0) anonymous-digital-signatu®es (20008) part3(3)

algorighm(0) 1}

—-- Assfignments --
id-as-ppk-rs-m-1 OID
id-as-ppk-rs-m-2 OID

|
—

id-as-mpk rs-mechanisml (1) }
id-as-mpk rs-mechanism2 (2) }
}

Il
—

id-as-ppk-rs-m-3 OID ::= { id-as-mpk rs-mechanism3(3)
id-as-ppk-lrs-m-1 OID = { id-as-mpk lrs-mechanisml¥%) }
id-as-ppk-trs-m-1 OID ::= { id-as-mpk trs-mechaniswd (5) }
id-as-ppk-thrs-m-1 OID ::= { id-as-mpk thrs-mechanisml (6) }
id-as-ppk-thrs-m-2 OID ::= { id-as-mpk thrs-meg¢hanism2(7) }

END

(2000
Y
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Annex B
(normative)

Conversion functions

B.1 General

This almex specifies the conversion functions and hash-functions that shall be used with this, st

where

B.2 (

The fo
where

— 12(
— FE
— EC
— OS
— OS
— OS

cpecified.

onversion functions

lowing conversion functions described in ISO/IEC 18033-2:2006 shall be tised with this st
kpecified.

SP: conversion function from integers to octet strings.

POSP: conversion function from extended filed to octet strings.

POSP: conversion function from points on elliptic curve to o€tet strings.
PIP: conversion function from octet strings to integers.

PFEP: conversion function from octet strings to extended filed.

PECP: conversion function from octet strings to points on elliptic curve.

B.3

ash functions

The following hash functions described i ISO/IEC 18033-5:2015 shall be used with this standard
specifigd.

— [HF1: hash function from bit strings to integers.

— PHIF1: hash function from bit strings to points on supersingular elliptic curve.

The fo
specifi

— HBE
— HBE
The fol

lowing hash functiens described in ISO/IEC 20008-2:2013 shall be used with this standard
bd.

S2PF: hashfunction from bit strings to prime field.
S2ECP:-hash function from bit strings to points on elliptic curve.

lowing hash functions described in RFC 9380 shall be used with this standard where specified

andard

andard

where

where

— Ha
— Ha

sh functions from bit strings to finite field.

sh functions from bit strings to points on elliptic curve.

Hash functions used in this standard are assumed to be random oracles to satisfy the security proofs for the
mechanisms.
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Annex C
(informative)

Numerical examples of mechanisms in this document

C.1 Recommended parameters

Recom
128-bif
128-bif
Recom
128-bif
128-bif

mended parameters for the mechanisms specified in 6.2, 6.4, and 9.3 are as follows.
security RSA, e.g. 3072-bit RSA.
security hash function, e.g. SHA-256.

mended parameters for the mechanisms specified in 6.3, 7.2, 8.2, and 9.2 are-as’follows.

security elliptic curve, e.g. secp256r1 or secp256k1.

security hash function, e.g. SHA-256.

C.2 Numerical examples

C.2.1

Numer

C.2.2
Param

secp25
Param
expand

dst=Q

Param

General
jcal examples using hash function to elliptic curves.in'RFC 9380 are provided in C.2.2 to C.2.6.

Parameters

eters for elliptic curve.

pk1.
bters for expand_message defined in RFC 9380.
_message_xmd is used.

JUX-V01-CS02-with=secp256k1_XMD:SHA-256_SSWU_RO_

bters fordiash_to_field defined in RFC 9380.

leter.

L= ceilr[ceil(logz(p)) + k] / 8), where p is characteristic of the finite field and k=128 is security paran

count=IL—_the number of outputs

Parameters for hash_to_curve defined in RFC 9380.

suit = secp256k1_XMD:SHA-256_SSWU_RO_

Conver

sion function from EC point to octet string.

EC20SP((x,y)) = 120SP(4,1)||120SP(x,32)||[I20SP(y,32)
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