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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields o

technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Othef
international organizations, governmental and non-governmental, in liaison with ISO and IEG; als¢
take part in the work.

The procedures used to develop this document and those intended for its further maintenance ar¢
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed fo
the different types of document should be noted. This document was drafted in aceordance with th
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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Attention is drawn to the possibility that some of the elements of this document may be the subjec
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such paten
rights. Details of any patent rights identified during the development of the document will be in th
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents) or the IE(
list of patent declarations received (see https://patents.iec).
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Any trade name used in this document is information given forth€é convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms andl
expressions related to conformity assessment, as well as information about ISO’s adherence to the
World Trade Organization (WTO) principles in the Techinical Barriers to Trade (TBT), see www.iso.org)
iso/foreword.html.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology, SC 27,
Information security, cybersecurity and privacy protection.

Alist of all parts in the ISO/IEC 11770-series can be found on the ISO website.

=

Any feedback or questions on this~document should be directed to the user’s national standards body. /
complete listing of these bodies can be found at www.iso.org/members.html.
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Information technology — Security techniques — Key
management —

Part 4:
Mechanisms based on weak secrets

AMENDMENT 2: Leakage-resilient password-authenticated key
agreement with additional stored secrets

Introduction
Insert new list item e) as follows:

e) Leakage-resilient password-authenticated key agreement with additional stored secrets
Establish one or more shared secret keys between two eiitities A and B, where A has a weak secref
and a (possibly, insecure) stored secret that might be revéaled to or altered by adversaries and B ha
verification data derived from A’s weak secret and stored secret. In a leakage-resilient password}
authenticated key agreement with additional storéd secrets mechanism, the shared secret keys ar¢
the result of a data exchange between the two entities; the shared secret keys are established if;
and only if, the two entities have used the weak secret, the stored secret and the corresponding

verification data; and 4, B and an adversary,who has obtained and altered the stored secret are all
unable to predetermine the values of the shared secret keys.

UT

NOTE4  Here, “leakage-resilience” means security against either compromise of stored secrets held by clienft
A or compromise of verification data held by server B, but not both. This type of key agreement mechanism ip
able to protect A’s weak secret from being discovered by B, as well as preventing an adversary from getting A’
weak secret from B. Also, this type éf)key agreement mechanism prevents an adversary from performing onlin
dictionary attacks unless the adyersary obtains A’s stored secret. In other words, an adversary who obtains A’
stored secret is restricted to performing online dictionary attacks, and the security level in this case is the sam
as that of the other mechanisms in this document. A typical application scenario would involve use between
client (4) and a server (B), where a client user employs a portable device such as a smart phone, USB memory o
smart card to save thetuser’s stored secret, or where a client terminal shares a network-attached storage devic
in an office environment.

UT

137

T

Clause 2
Replace Clause 2 with the following:

The following documents are referred to in the text in such a way that some or all of their conteng
constitutes requirements of this document. For dated references, only the edition cited applies. Fo
undated references, the latest edition of the referenced document (including any amendments) applies

)

[SO/IEC 10118 (all parts), Information technology — Security techniques — Hash-functions

ISO/IEC 29192-5, Information technology — Security techniques — Lightweight cryptography — Part 5:
Hash-functions

ISO/IEC 9797 (all parts), Information technology — Security techniques — Message Authentication
Codes (MACs)

© ISO/IEC 2021 - All rights reserved 1
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ISO/IEC 29192-6, IT Security techniques — Lightweight cryptography — Part 6: Message Authentication

Codes (MACs)

ISO/IEC 11770-6, Information technology — Security techniques — Key management — Part 6: Key
derivation

ISO/IEC 18033-2, Information technology — Security techniques — Encryption algorithms — Part 2:

4

]

lsymmetric ciphers

SO/IEC 19772, Information technology — Security techniques — Authenticated encryption

[lause 3

i

nsert new term 3.40 as follows:

40

amming weight

umber of non-zero elements in a bit string

[lause 4

(x, Lg)

nac(k, m)

GG,

’I 91; gal gb

Replace definitions as follows:

a collision-resistant hash-function-taking an octet string as input and giving a bit
string as output. One of the hash:functions specified in ISO/IEC 10118 (all parts) or
ISO/IEC 29192-5 shall be used

a collision-resistant hash-function taking an octet string x and an integer Ly as input
and giving a bit stringef length Ly (in bits) as output. One of the hash-functions spec-
ified in ISO/IEC 10118 (all parts) or ISO/IEC 29192-5 shall be used

a message authentication code (MAC) function taking a key k and a variable-length
message m as input and giving a fixed-length output. One of the MAC algorithms
specifiedin ISO/IEC 9797 (all parts) or ISO/IEC 29192-6 shall be used

points of order r on E over F(q), where the relative discrete logarithms of G,G,,G,
are unknown

elements of multiplicative order r in F(q), where the relative discrete logarithms of
9,91 9o 9p are unknown

a function for deriving a key from a secret value and a key derivation parameter. One
of the key derivation functions specified in ISO/IEC 11770-6 shall be used

Add the following definitions:

© ISO/IEC 2021 - All rights reserved
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@ bit-wise exclusive-or operation on bit-strings of equal length

AE an authenticated encryption, (reversible) transformation of data by a cryptographic
algorithm to produce ciphertext that cannot be altered by an unauthorized entity
without detection, i.e. that provides data confidentiality, data integrity, and data or-
igin authentication. One of the authenticated encryption methods specified in ISO/

HEE€-19772 strattbeused

Clause 5
Replace the last sentence with the following:

It is also assumed that the entities are aware of a common hash-function H, ‘one of the hash}
functions specified in ISO/IEC 10118 (all parts) or ISO/IEC 29192-5.

Clause 9

Add new Clause 9 as follows:

9 Leakage-resilient password-authenticated key agreementwith additional stored secrets
9.1 General

This clause specifies two mechanisms (LKAM1{and LKAM2) for leakage-resilient password}
authenticated key agreement with additional storéd)secrets. These mechanisms, specified in 9.2 andl
9.3, require one of the two entities to possess verification data for a weak secret and a stored secref
known to the other entity.

The two mechanisms share the followingiinitialization and key establishment processes.

Initialization process: The two entities involved agree to use a set of valid domain parameters, a set off
key derivation parameters and a sef,of functions, all of which may be publicly known. The two entitie
also agree to use shared password:based information, i.e. one entity has a password-based weak secref
and a stored secret, and the other entity has the corresponding verification data.

establish a secure channel by performing the key establishment process. In the case of LKAM2, the server firs|
sends an RSA parameter n. Through the established secure channel, the two entities can register verificatio
data and stored segrets.

NOTE In the initialization process, the two entities who only share password-based information caE

Key establishment process:

a) Generdbe and exchange key tokens. The two entities involved each randomly choose one or mor¢
key token factors associated with the domain parameters, create the corresponding key tokensg,
which may be associated with the password and the stored secret or verification data (a key token
associated with the password and the stored secret or verification data is called an “entangled key
token”), and then make the key tokens available to the other entity.

b) Check validity of key tokens. Depending on the operations for producing key tokens in step a), the tw¢

entities involved each choose an appropriate method to validate the received key tokens based on
the domain parameters. If any validation fails, the entity involved shall output “invalid” and stop.

c) Derive shared secret keys. The two entities involved each apply certain secret value derivation
functions to their own key token factor, the other entity’s key tokens and/or shared verification
data to produce a shared secret value. Each entity further applies a key derivation function to the
shared secret value and the key derivation parameters, to derive one or more shared secret keys.

© ISO/IEC 2021 - All rights reserved 3
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d) Check key confirmation and update stored secrets. The two entities involved use the shared secret
keys established using the above steps to confirm their awareness of the keys to each other, and to
update their stored secrets. This step is mandatory.

9.2 Leakage-resilient key agreement mechanism 1 (LKAM1)
9.2.1 General

m

[his mechanism is designed to achieve leakage-resilient password-authenticated key agreement with

additional stored secrets, and establishes one or more shared secret keys between entities A and B:
n the mechanism, 4 has a password-based octet string  and a stored secret s;, and B has verificatioh

}ata W; corresponding to m and s;. This mechanism provides unilateral explicit key authenticationcand,
ptionally, mutual key authentication.

This mechanism works in both the DL setting and the EC setting.

INOTE1 In applications using leakage-resilient password-authenticated key agreement with-additional stored
decrets, A can play the role of a client and B can play the role of a server.

INOTE 2  This mechanism is based on the work of Shin, Kobara and Imail35].

.2.2 Prior shared parameters

ey agreement between two entities A and B takes place in an environiment consisting of the following
arameters:

1 a set of valid domain parameters (either DL domain parameters or EC domain parameters) as
specified in Clause 5;

1~ acounter which stores the value of i (initially i = 1);

1+ thelength Ly of a shared secret key K;

1+ apassword-based octet string  and a stored secret s;, which is an integer of Ly bits used by 4;
1 averification element derivation functiow/, used by 4;

1+ averification element W;=J(m, s;), ased by A and B;

1- akey token generation functionB, used by 4 and B;

1 an entangled key token generation function C, used by 4;

1- akey token check funection T, used by A and B;

1+ two secret value derivation functions V, and Vj, one for each entity;

1 akey derivation function K, used by 4 and B;

1+ one or more key derivation parameter octet strings {P;, P, ...}, where A and B shall agree to use the
sameg.values.

.2,3 \Functions

The verification element derivation function J takes a password-based octet string  and a stored secret
s; as input and produces an element of F(g), written J(m, s;), as output. Leakage-resilient key agreement
mechanism 1 can be used with either of the following two functions Jj,; and Jg:

— Jpy, is suitable for use when the mechanism is used with the DL domain parameters, i.e. it operates
over the multiplicative group of elements of F(q). Given the DL domain parameters (including g, and
q), a password-based octet string  and a stored secret s;, Jp; is defined as in Formula (40):

4 © ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=27ec29f197b8d583c8a38c375fcdd977

ISO/IEC 11770-4:2017 /Amd.2:2021(E)

]DL (TC, SI' ) — gbBSZI(H(TC)}I-Si mod r mOdq (4_0)

— Jgc is suitable for use when the mechanism is used with the EC domain parameters, i.e. it operates
over the additive group of elements in an elliptic curve of F(q). Given the EC domain parameters
(including G,), a password-based octet string mand a stored secrets;, Jy is defined as in Formula (41):

Jec(m, s) = [BS2I(H(m)) + s, mod r] x G, (41

Function BS2I (Bit String to Integer conversion) is described in Annex A.
9.2.3.2 Key token generation function D

The key token generation function D takes an integer x from {1, ..., r — 1} as input)\and produces amn
element written D(x) as output. Leakage-resilient key agreement mechanism 1 can\be used with eithef
of the following two functions Dpy; and Dgg:

— Dy, is suitable for use when the mechanism is used with the DL domaithparameters, i.e. it operateg
over the multiplicative group of elements of F(q). Given the DL domaih parameters (including g andl
q) and an input x from {1, ..., r - 1}, Dy is defined as in Formula (42):

Dp(x) = g*mod q (42
— Dg( is suitable for use when the mechanism is used with’the EC domain parameters, i.e. it operate

over the additive group of elements in an elliptic cutve of F(gq). Given the EC domain parameter
(including G) and an input x from {1, ..., r - 1}, Dgis defined as in Formula (43):

Dpc() = [x] x G (43

T

UT

9.2.3.3 Entangled key token generation function C

The entangled key token generation funetion C takes two inputs, an output W; of function Jand an output
X of function D, and produces an elémént written C(W;, X) as output. Leakage-resilient key agreemen|
mechanism 1 can be used with either of the following C functions Cp; and Cgg:

— Cpy, is suitable for use whefrthe mechanism is used with the DL domain parameters, i.e. it operateg
over the multiplicative group of elements of F(q). Given the DL domain parameters (including q) andl
two inputs, the output W, of function J and the output X of function D, Cy is defined as follows:

— compute Oy (W, X) = W; x Xmod g;
— ifCp (W;X) is 0,1 or q - 1, output “invalid” and stop; otherwise, output Cp (W, X).

— (g iscsuitable for use when the mechanism is used with the EC domain parameters, i.e. it operateg
over the additive group of elements in an elliptic curve of F(g). Given the EC domain parameters andl
two inputs, the output W; of function J and the output X of function D, Cg is defined as follows:

— compute Cpc(W, X) = W, + X;

— if [2"] x Cgc(W,;, X) = 0, output “invalid” and stop; otherwise output Cg(W;, X).

9.2.3.4 Key token check function T
The key token check function T is the same as that defined in 6.2.3.3.
9.2.3.5 Secret value derivation functions V, and V,

a) The secret value derivation function V, takes two inputs, an integer x from {1, ..., r - 1} and an
output Y of function D, and produces an element written Vj(x, Y) as output.

© ISO/IEC 2021 - All rights reserved 5
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b) The secretvalue derivation function V takes three inputs, an integer y from {1, ..., r - 1}, an output X’
of function C and an output W; of function /, and produces an element written Vz(y, X, W)) as output.

c) V,and Vgsatisfy the condition V,(x, Y) = Vz(y, X', W).

Leakage-resilient key agreement mechanism 1 can be used with either of the following two functions
V.5 and Vi, and either of the following two functions Vg, and Vg

3) Vypy is suitable for use when the mechanism is used with the DL domain parameters, i.e. it operates
over the multiplicative group of F(q). Given the DL domain parameters (including q), an integer ¥
from {1, .., r - 1} and an integer Y from {2, ..., g - 2}, V;p, is defined in the following steps:

— compute Vyp, (x, Y) = ¥¥*mod g;
— output Vyp, (x, Y).

) Vppy is suitable for use when the mechanism is used with the DL domain parameters) j-e. it operates
over the multiplicative group of F(g). Given the DL domain parameters (including g), an integer y
from {1, ..., r - 1}, an integer X’ from {2, ..., ¢ - 2} and an integer W, from {2, ...,¢-=> 2}, Vg, is defined
in the following steps:

— compute Vgp (v, X, W) = (X' / W)Y mod g;

¢) Vygcis suitable for use when the mechanism is used with the E€Cdomain parameters, i.e. it operates
over the additive group of elements in an elliptic curve of F(g). Given the EC domain parameters, an
integer x from {1, ..., r - 1} and a point Y(# 0g) on E, Vg iS-defined in the following steps:

— compute Vypo(x, V)= [x] x V;
— output Vygc(x, Y).

¢) Vpggcis suitable for use when the mechanismis used with the EC domain parameters, i.e. it operates
over the additive group of elements in anielliptic curve of F(q). Given the EC domain parameters,
an integer y from {1, ..., r - 1}, a point X'#¥ 0;) on E and a point W;(# 0;) on E, Vg is defined in the
following steps:

— compute Vgee(y, X, W) = [y X (X' - W);

— output Vg (y, X, W)).

9.2.3.6 Key derivation function K

The key derivation fufigtion K is the same as that defined in 6.2.3.6.

9.2.4 Initialization operation

n the initialization operation, A chooses an integer s; randomly from {1, ..., r - 1}, computes W, = J(, s,),
nd then seguirely transfers W, to B. While A has the password-based weak secret t and the stored secret
1 (alongwith the counter i = 1), B has the corresponding verification data W; and the counteri=1.

OTE Entity A can update the password-based weak secret by performing the initialization operation.

9.2.5 Key agreement operation

In the i-th (i 2 1) key agreement operation, this mechanism involves both A and B performing a
sequence of up to three steps, numbered Al to A3 and B1 to B3 (for the steps to be followed by A and B,
respectively).

a) Entangled key token construction (A1)

A performs the following steps:

6 © ISO/IEC 2021 - All rights reserved
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1) compute W, =J(m, s;) as its verification element;
2) choose an integer x randomly from {1, ..., r — 1} as its key token factor;

3) compute X = D(x) as its key token, and X’ = C(W, X) as its entangled key token (if the output of
function Cis “invalid”, go back to the above item to choose a different x value at random and try again);

2] MmaRe1and X available to B.
b) Key token construction (B1)
B performs the following steps:

1) receiveiand X' from 4;

2) check the validity of i: if the received value of i is not the same as the value B has, output “invalid|
and stop; otherwise, continue;

3) check the validity of X" using T(X'): if T(X") = 0, output “invalid” andstop; otherwise, continue;
4) choose an integer y uniformly at random from the range {1, ..., n—\1} as its key token factor;
5) compute Y = D(y) as its key token;
6) compute z = Vg(y, X', W) as an agreed secret value;
7) compute og = H(I20S(1)||A||B||120S(i)||GE20Sx(X)INGE20S4(Y)|| GE20Sy(W))|| GE20S4(2));
8) make Y and og available to A.

c¢) Key confirmation (mandatory) and shared secret key derivation (A2)

A performs the following steps:
1) receive Yand og from B;
2) check the validity of Y using TfY): if T(Y) = 0, output “invalid” and stop; otherwise, continue;
3) compute z = V,(x, Y) as anagreed secret value;
4) compute o' = H(120S(1)||A||B|[120S(i)||GE20S(X")|| GE20S(Y)|| GE20Sy(W})|| GE20Sx(2));
5) ifog# 0p', output*“invalid” and stop; otherwise, continue;

6) computeo,= H(120S(2)||A||B|[120S(i)||GE20S,(X")|| GE20S,(Y)|| GE20S,(W,)|| GE20S (2));

==

7) compute K; = K(A||B||120S(1)||GE20Sy(X")|| GE20Sx(Y)|| GE20Sy(W))|| GE20Sy(2), P » L) as
shared secret key for each key derivation parameter P; (j =1, 2, ...);

8J amake o, available to B.
d)\_Key confirmation and shared secret key derivation (B2)

B performs the following steps:

T Teceive o, from#;
2) compute o' = H(120S(2)||A||B||120S(1)||GE20Sx(X")|| GE20S(Y)|| GE20S(W))|| GE20S4(2));
3) ifo, # 04, output “invalid” and stop; otherwise, continue;

4) compute K; = K(A||B||120S(1)||GE20Sx(X")|| GE20S4(Y)|| GE20Sy(W))|| GE20Sy(2), P » Li) as a
shared secret key for each key derivation parameter P; (j =1, 2, ...).

e) Update of stored secrets (A3 and B3)

© ISO/IEC 2021 - All rights reserved 7
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A performs the following step (A3):

1) compute s;,q) = s; + BS2I(H(120S(3)||Al|B[[120S(1)||GE20Sx(X)|| GE20Sy(Y)|| GE20Sy(W))||
GE20Sy(z))) mod r.

B performs the following step (B3):

1) compute U = BSZIH(IZOS)ANBITZOSTGEZOS (X JIT GEZOS (Y )T GEZOS (W1
GE20Sy(2))) mod r;

2) compute W4y = W;x (g,)" mod g in the DL setting;
3) compute W)= W;+ [u] x Gy in the EC setting;
4) check the validity of W;,;y using T(W;,q)): if T(W(;,4y) = 0, output “invalid” and stop.

Entity A shall verify the entity B’s proof of knowledge of the agreed key before revealing anyinformation
erived from the agreed key. Therefore, A2 shall be done before B2 if the latter is performed.

unctions BS2I (Bit String to Integer conversion), I20S (Integer to Octet String cgnversion) and GE20Sy
Group Element to Octet String conversion) are described in Annex A where Anhex A shall be referenced
or the details of the conversion functions.

umerical examples can be found in D.1.

OTE1 A group element in this mechanism is a point on the curve E-in the EC setting, or an integer in the
ange {1, ..., g - 1} in the DL setting.

OTE2 Inthis mechanism, X and Y can be computed before the key agreement operation.

OTE3  This mechanism can be extended to provide synchronization, randomized ID and security against
erver compromise impersonation attacks in the same way.as in Section 6 of Reference [36].

.3 Leakage-resilient key agreement mechanism 2 (LKAM?2)
.3.1 General

his mechanism is designed to achieve teakage-resilient authenticated key agreement with password
nd untrusted storage using the RSA_public key cryptosystem and establishes one or more shared
ecret keys between entities A and:Bwith joint key control. In the mechanism, A remembers a password
denoted by T when rendered as'an octet string), and has, in an untrusted storage device that might be
odified or copied by adversaries to impersonate A or B or to reveal the agreed keys, the RSA parameter
, a stored secret u; wheresubscript j denotes a counter and a random pseudo identity A" of A. B has
assword verification data v, corresponding to both m and u, a hash value A" of A’, and RSA private key
arameters d, p, q andyso on. These RSA private and public key parameters shall be generated using
SO/IEC 18033-2:2006, 11.1, and the additional requirement and recommendations for e to be used in
his mechanism.are'explained in 9.3.3. This mechanism provides unilateral explicit key authentication,
nd optionally, mutual key authentication.

OTE1 (In'applications using leakage-resilient authenticated key agreement with password and untrusted
toragesA€an play the role of a client and B can play the role of a server.

@TE'2  This mechanism is based on the work of Shin, Kobara and Imail36l.

9.3.2 Prior shared parameters

Key agreement between two entities A and B takes place in an environment consisting of the following
parameters, in which Ly, e, H, mac, K, {P4, P,, ...} are shared as system parameters among all or a subset
of the users of this mechanism:

— thelength of a shared secret key Ly which must be a multiple of 8;

8 © ISO/IEC 2021 - All rights reserved
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— aset of RSA public key parameters, namely a prime integer e and a composite number n generated
as specified in ISO/IEC 18033-2:2006, 11.1, where e is specialized for this mechanism as explained
in 9.3.3;

— a cryptographic collision-resistant hash-function H giving a 2Lg-bit output, that shall be chosen
from amongst the functions standardized in ISO/IEC 10118 (all parts) or ISO/IEC 29192-5, being

truncated as necessary:

— a message authentication code generation function mac, that shall be chosen from amongst|th
functions standardized in ISO/IEC 9797 (all parts) or ISO/IEC 29192-6;

A1

— acounter which stores the value ofj (initially j =1);

— astored secret u;and corresponding v; = J(m, u)) where u;is an octet string of random\Zx bits and J is ¢
password verification element derlvatlon functlon in9. é 4.1.Both u; and v;are sefin the initialization
operation in 9.3.5, and then used by A and B, respectively;

— apseudo identity A’; and a corresponding hash value A” = H(120S(0)|]A” ) of the entity A, where A|;
is an octet string ofiength L/8 whose constituent bits are generated umformly atrandom. Both AJ;
and A” are set in the initialization operation in 9.3.5 and used by A.and B, respectively;

— a key derivation function K, that shall be chosen from amofigst the functions standardized if
ISO/IEC 11770-6;

— one or more Key derivation parameter octet strings {P;¢P5;...}, where A and B shall agree to use th
same values.

Ay

9.3.3 Additional requirement and recommendations for RSA public key parameter e

The following requirements on the choice of the parameter e, additional to those specified in
ISO/IEC 18033-2:2006, 11.1, apply.

a) eshallbeaprimeande= 2k ;

A1

b) the sum of the Hamming weight @f the binary representation of e and the bit-length of e should b
as small as possible, subject to requirement a);

c) eshould be as large as possible within b).

1y~

NOTE1 Requirement a) énsures that the e-residue attack[36], which applies when an adversary can modify th
parameter n, is not feasible:

NOTE2 Recommendation b) is intended to help minimize the computational cost for entity A.

NOTE3 Recommendation c) is intended to make e-residue attacks as difficult as possible for a given
computationalcost on A.

NOTE 4,\./Examples of choices for e satisfying requirement a)-c) are given in C.4.
9.34 Functions

9.3.4.1 Password verification element derivation function J

The paccurnrd verification element derivation function ,’ takes o paccurnrﬂ-hncpﬂ octet cfring mand 4

random Lg-bit stored secret u; as input, and produces as output an octet string password verification
data v; = H(120S(4)]||||A||B) & u

9.3.4.2 Key token generation function D
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The key token generation function D takes password verification data v, RSA public parameters n, e and
lntegers Xy, X, in {1, .., n - 1} as input, and produces as output Z = D(e, n, xl, Xy, vj), an integer in the range
{0, ..,n-2}.Dis calculated as follows:

— compute y; = (x1)¢ mod n;

— compute W= BS2I(H(120S(7)||v,||120S(x,)));

+ computeZ=((y; - 1) + W)mod (n - 1);
1- outputZ.
9.3.4.3 Password-entangled key token generation function C

The password-entangled key token generation function C takes, as input, password verification data v
gninteger Zin {1, .., n - 2}, integers y,, d, p, g in {1, ..., n - 1} respectively, and produces an'integer x; in
1, .., n - 1} as the output of C(v; Z, y,, d, p, q). Cis calculated as follows:

+ compute x, = (¥,)9 mod n;

- compute W = BS2I(H(120S(7)||v;l| 120S(x,)));
+ computey; =((Z- W) mod (n-1)) +1;

1+ compute x; = (y,)¢ mod n;

1 outputx;.

INOTE y9mod n can be calculated efficiently using p and q and‘Garner’s algorithm[38] with (((Cx, — x4)/q) mod
§q) + x, where x,, = y(dmod (P =1) mod p and x, =yl med @~ 1) modg.

9.3.4.4 Key derivation function K
The key derivation function K is the same as that.défined in 6.2.3.6.

9.3.5 Initialization operation

n the initialization operation, 4 securely transfers the hash value A"”; associated with the pseudo
identity and the password verification ‘element v; to B, and B securely transfers the RSA public key
parameters e and n to A. While A:Hjas the password m, the pseudo identity A’; and the stored secret
§,, B has the corresponding password verification data v, the hash value A”; and the RSA private key
parameters d, p, ¢ and so on.

OTE Entity A can update’the password-based weak secret by performing the initialization operation.
9.3.6 Key agreementoperation

his mechanism.(for j = 1) involves A and B performing sequences of steps numbered A1l to A6 and B1 to
B5 (for the stepsto be followed by A and B, respectively). Steps A4 and B3 and later are optional.

1) Key token construction (A1)

|l petforms the following steps:

2) compute v; = J(m, uj), y, = (x,)* mod nand Z = D(e, n, x4, X, v)) as its key token;
3) make A’ Zand y, available to B.

b) Shared secret key derivation (B1)

B performs the following steps:

1) receive A', Z and y, from 4;
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2) compute A";= H(I120S(0)]| A");

3) look for an entry corresponding to A”j in the server’s database; if it does not exist, output

“invalid” and stop; otherwise, continue;

4) delete other entries for A that do not match with A”j since they are garbage when communication

is cut in the middle of the sequence;

5) choose an Lg-bit random string ry, and then make r; available to 4;
6) compute x; = C(v; Z, y,,d, p, q);
7) compute K, = H(120S(1)|[120S(x,)||A[|BI|A’||r1|[120S(2)|v;|[120S(y2));

8) compute K; = K(K,, 120S5(11), L) as a shared secret key for the following communication;

9) compute K,, = K(K,, [205(10), Lg) as the MAC key if the key confirmation below completeg

successfully.
c¢) Shared secret key derivation (A2)
A performs the following steps:
1) compute K, = H(120S(1)[|120S(x,)[|A||B[|A’j|Ir4|[120S(Z) | A1¥20S (y,));

2) compute K; = K(K, [20S(11), L) as a shared secret key for the following communication;

3) compute K,, = K(K, 1205(10), Lg) as the MAC Key if the key confirmation steps in d) belov

complete successfully.
d) Key confirmation (B2 and A3) (mandatory)
B performs the following steps (B2):
1) compute og = mac(K,,, 120S(2)||K|{120S(1));
2) make op available to A.
A performs the following steps, (A3):
1) receive og from B;
2) compute og’ ='mac(K,,, 120S(2)||K,||120S(1));
3) if og # 0gl output “invalid” and stop.
e) Key confisrmation (A4 and B3) (optional)
A performs’the following steps (A4):
1) compute o4 = mac(K,,, 120S(2)||K,||I120S(0));
2) make o4 available to B.

B performs the following steps (B3):

=

1) receive o, from 4;
2) compute 04" = mac(K,, 120S(2)||K|[120S(0));
3) ifoy # 04, output “invalid” and stop.

f) Storage update (A5, B4, A6 and B5) (optional)

A performs the following steps (A5):

© ISO/IEC 2021 - All rights reserved
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1) choose an Lg-bit random str1ngA1+1, and then compute H(IZOS(0)||A’J-+1);

j+1_

2) make AE(K;, A" j+1) available to B where AE(K;, *) is a symmetric authenticated encryption
function using K; as the symmetric key.

B performs the following steps (B4):

1) tecelve AE(K; A 7,7 TTom A, and then extract A .7 [rom 1G;

2) compute Vi =V @ H(I120S(2)||Ky);

3) add {A"” +1» Vis1, A} to the server’s database;

4) make AE(K,, reply1) available to A where reply1 is a reply message.

4l performs the following steps (A6):

1) receive AE(K; reply1) from B;

2) if the result of decrypting AE(K;, reply1) is not the same as reply1, output#invalid” and stop;
3) compute u;,; = u; @ H(120S(2)[|K);

4) update {B, A’} uj} to {B, A'j,1, Uj1};

5) make AE(K;, reply2) available to B where reply2 is a reply message.

B performs the following steps (B5):

1) receive AE(K, reply2) from 4;

2) if the result of decrypting AE(K;, reply2) is not the same as reply2, output “invalid” and stop;

3) delete all A’s records {*, * A} except {4 &> Vis1, A} from the server’s database. The deleted
records include old records {A A} and those tflat might remain as a result of communication
errors between A and B.

[Numerical examples can be found in Annex D.2.

NOTE1 r; canberemoved if it is acceptable for K; to be a function only of inputs from 4, and joint key control
roperty is not required.

OTE2  x,canberemoved and e'can be 3 if nis stored in a location in which adversaries cannot modify it even
if they can copy it.

OTE3 A’ canbe replaced with A if anonymity of A against eavesdroppers is not required.

OTE4  The octet'string of A can be the concatenation of an octet string identifying the user and an octet
tring identifyingthe storage or the client terminal.

OTE5 _Afrer the key agreement, the RSA parameters can be updated by sending a new value of n from B to A
ncryptedusing AE().

OPE6  This mechanism can be extended to provide security against server compromise impersonation
ttaoks as in Section 6 of Reference [36].

Annex B

Add the fO]]OWil’lg before -- Balanced Key Agreement Mechanism 1 —--:
id-km-ws-1KAM-1 OID ::= { id-km-ws leakageResilientKeyAgreementMechanism-1(9) }

id-km-ws—-1KAM-2 OID ::= { id-km-ws leakageResilientKeyAgreementMechanism-2(10) }
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Annex B

Add the following before END -- KeyManagement-WeakSecrets —-:

-- Leakage-Resilient Key Agreement Mechanism 1 --

verificationElementDerivation-9 OID ::= {
id-km-ws-—1KAM—] erificationFlementDerivationFunction (1) 1)
keyTokenGeneration-9 OID ::= {

id-km-ws-1KAM-1 keyTokenGenerationFunction (2) }

entangledKeyTokenGeneration-9 OID ::= {
id-km-ws-1KAM-1 entangledKeyTokenGenerationFunction (3) }

keyTokenCheck-9 OID ::= {
id-km-ws-1KAM-1 keyTokenCheckFunction(4) }

secretValueDerivation-9 OID ::= {
id-km-ws-1KAM-1 secretValueDerivationFunction (5) }

keyDerivation-9 OID ::= {
id-km-ws-1KAM-1 keyDerivationFunction (6) }

-- Leakage—-Resilient Key Agreement Mechanism 2 --

passwordVerificationElementDerivation-10 OID ::= {
id-km-ws—-1KAM-2 passwordVerificationElementDerivagiersFunction(l) }

keyTokenGeneration-10 OID ::= {
id-km-ws-1KAM-2 keyTokenGenerationFunction (2), }

passwordEntangledKeyTokenGeneration-10 OID {J=v{
id-km-ws-1KAM-2 passwordEntangledKeyTokanGenerationFunction (3) }

keyDerivation-10 OID ::= ({
id-km-ws-1KAM-2 keyDerivationFunctdeon (4) }

Annex C
Add new Clause C.4 as follows:
C.4 Parameters in leakage-resilient key agreement mechanism 2 (LKAM2)

Examples of the parameter e chosen to meet requirements a)-c) of 9.3.3 are as follows for L=112, 12§,
192, 224 and 256, respectively:

e=2113429931=020000040000000000000000000001 for Ly=112,
e=2129412741=0280000000000000000000000000000001 for L,=128,
ez2393+213241=02000000000000001000000000000000000000000000000001 for L=192,
©=22254218241=0200000000004000000000000000000000000000000000000000000001 for L,=224,
e=2257+213241=020000000000000000000000000000001000000000000000000000000000000001
for Ly = 256.

Annex D

Add new Annex D as follows:
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Annex D
(informative)

Numerical examples

This clause lists numerical examples of leakage-resilient key agreement mechanism 1 (LKAMR\%th
¢lliptic curve domain parameters.[371 e
/\\

secp224r1 (SHA224), Ly =112, HMAC

A (= Irpakeuser1@aist.go.jp) = 6C7270616B65757365723140616973742E676F2E6AT0 1/ ,V
B (= Irpakeserver@aist.go.jp) = 6c7270616}36573657276657240616973742E676F2E6;‘x€9'v
password (= zokangl) = 7a6F6B616E6731 ,\/\ R

H (1) (= SHA512(120S(0)||A]||B||password)) = 64C0F6239CCA16866612D8EL1 DA038D88B2A1376CC24E
3B54F308DCBF18256AOO8ED70342EB5F32BAB141717BEB59B46EAE36D8E5OEB} 287CFA66DDB

Gb = 038C9C85F629134BEED14Al 665662BBFC7F517BDFEO7OC1E47OD2BD9,2Q\\‘</

51 = 77A29359EA58A369D5F49519334A91C82E2D04ATBAY7D56B4B28FIEL) ™
N
W, = o33440F47720D2AA5B138452DEA433A33080E6CE8448148135F§§44DD1E

K = B7F03B2A8293504BCBE4D10593216B4 6EOFE3EC3DFAO474E}&F;99E
X = 02OBBDFA7ODD45BC4C547E76CE7FFO3B4AB32ADA12A5%6Q¥2F91ODOC
Y’ = O39C4956l46DF3453OCB82503AO925497761402B77&®\71F26COBOD4FC
y = 915186FF1942FCC764FEZ—\417CD728909F5029419’E\@2\73BF05EBE02A
Y = O34E5F87BEE7955EOAFFO18DAOD77A12FFFB6£\1&‘3OE95602821252304

7 = 020A386B68808E33B6DE6A5DF9AF8FA29DK®?‘128CCC2D5E7 6D6C2FBF7

K, (= HMAC(A||B||... P1 (= 1), L) = B49@@;?‘5943D6C8A1F8EF04866F43}36}389A70959681DC8A13C0AB494
Pp = E2 6Dcoo43AA90EBDF33CF4C5B:LB})QE.3'348D56D2226D0383ED62356C9

0, = D2F7F179F71D62}39DA5033A5@~1\;®)6F4EA75E5E24AA6D0A432EE8DD0A

ot
5o = O5F627B8FA25380326AD5¥536BA467C8C5B989D4A7B7CE2A163F802

N
WZ = OZAF9DFB335866BF6@§1FBFOF791D195D2EBE6AOFBO7AE514E483298

secp256r1 (SHA256), Ly = 128, HMAC

A (= lrp@ﬁserl@aist.go.jp) =6C7270616B65757365723140616973742E676F2E6AT0

B (= l@(eserver@aist.go.jp) = 6C7270616B6573657276657240616973742E676F2E6AT0

I:@ =SHAS512(120S(0)||A]||B||password)) = 64C0F6239CCA16866612D8E1115B5ADA038D88B2A1376CC24E

Enlo¥a¥el-ValotnkMeRal~ JaVWa¥okmh nla Nato I/ Kok nk n il = r ko 1o ki i N n e B, M By B B & % ok o = 0 & W Wk e N R Wk m Y O il = AT ruk i W = B, RO W Rar Wk rul. ¥ DER

D.1 Numerical examples of LKAM1 ‘l/

N
3V

TOoTTS Em) \SF SRV A S Sy v A A g 50 L n g o . o e i iy ey w0 T B e o e A BT . W AR O @ oA T T U T C oo DD

Gb = 03836362FFBO02357EFF24F4881D96618B2128F55791A445D67E301A5A67B57146B

§1 = 08B637BA75234719211718326BE28CB3CA5EF4EA366DEEBADZ2AL738D6ATTE32T

Wl = 03EDA13583FB00976FA641B29F1DA37DI95EC4E38328A3E645A522637C635F7AFB7

X =36B80344B46ACC4185A40A740D8008C47BCF6F5C183787DD3E8SCFF1CA38A26EC

X =025460E3BA90D478232E64786C016CDCICA31B67F9C876CRFFS5E59CADS0F417896

X' =02CA2646F82997E01610F25B2BA8858557A193FEF31C4360DBES1537CI6DAECAD3
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Y = 78574F0E3861B458291DF3D3935624E873FFO9ABSFECD7FB731E8E4E28312C53A

Y = 02A509BBD2DCA18C790960A7D6A616A29E9361C5B3E8EDCD5474EDDCO3F4FF680A

Z=02903FB52457300DC360EES8E29E35C8E2AF029EE2ES552F9ACT79CT7D7414A09BFDAF

Kl = 642B8E2BAF69CE15311D89111403F530239D324B597998C2E6468F153545BF68

Op = EAOC1114DA052C9946016F3E13E5071F687CO0F397FCE48395EB417854F13FA43

04 =T7TE44ACTA41FT74B739B4119288C00117CAEF697E38E4B4CFICCATSAF48A220633 r\'\
§9 = 8674A52EC629B2DB1CA283E9F3C1IBAB79A060CA25F8FCB3EFCI940EC3AS5A6DEF9 (\QV
WZ = 02ECCBC141COBD5663378F7F71DD846ADDD11DFEE0160DB8863583680A014A21E7 q‘/.V

secp384r1 (SHA384), L, = 192, HMAC N
A (= Irpakeuserl@aist.go.jp) = 6C7270616B65757365723140616973742E676F2E6§fq>)

B (= Irpakeserver@aist.go.jp) = 6c727o616136573657276657240616973742E67@g§é6mo

H(m) (= SHA512(120S(0)||A||B||password)) = 64COF6239CCA16866612D8EM‘5 SE5ADAQ038D88B2A1376CC24H
3B54F308DCBF18256A008ED70342EB5F32BAB141717BEB59B46EAE36D8E50E’&5 14287CFA66DDB

Gb =032795D71E027B79FBD173E29AFECIFEAO12EA8E949261351B1B55 57BA2AEB486DAE7864567E2 954551
02A36E80FFABC O

§q=172728FF24A8DACAT 6CB35CD452A5B2965566765284188B17(@\Q\B308087F694BA5BE9096646BD841A38
CDBF303BA36

Wl = O387B53DFD61DBCA7B713EEE1CD97F906BDDDB515456%&}2047180ED861A334816B9280C680B7DOO6CE
16A791E6D34052

X=06E32720C444DB089BOFB133C4B76BCBY999AF85B EEEOO828F3D2C8F6F461B6C59DD6C5OD221BF62893
DAE34D170E

\Y
X= 024F7E422FAF3CE9B6C4lDl52810Fl219275%{&09C2B773FDDA831042547079A81D6422C333l76E4BBEA3
3B1177A91A29

X'_'O245E1A1AEF8670486FOCEB1B64365C6§§BOEF523B74ADB8FBA8E98E8B7262479342852EACBE59C97A5B4
43DA391F84DBC

y = O4AA9BED6A08OFEBIAA1989C879& 9FCEOSEODDF31ACE2AD6AAFI9B1B74801E5BF4A47FDS5C88FC6D340AA
A4510D3C2A »0

Y= 02D07l70771E78C29960CD8€.2C4BF84C68OEOE634D626B4354A29E608746AAF6EFOEE8F6F3916D46AEEO54
2D0A64945539 ’_\\

Z= OZCA358BBFC9048EDEA‘5-?584105E3461F9DE6BE68F8D6FD36A35C206DF9E83AFC9D84D8EEBFC6A9B5AF261
66D5324A2B93 k\ ‘

\
Kl =F053027E048 \47DCBD91922C523DB14936475839FOB5DO3FE9D93A6D6012 9E5CT77DEB2219BFC8404
BE35805487286

Op =786C70 8.E9E9CEABOC2EO32596E5E7OSECE7AD3BA38CD998DE574DF65C413494922D50D2D869D572A5
CF563EA6

0y = w{EV23856EA8A9051C1C1AE5B9DBCBF5B71235874C03AFD9FF8A7119BOOlA87E453lO899F44314426
0487 C2A

\6792 6DC8FOC6DD5C833A9BAC88CBC7B10540C3FD6ED95522C14DFO50BFDDE4AS55B551D50747EBBO3DDEBB
9 AD11FAS8B

&?WZ = 026B99C3D3216E128D04FCACFBE3BD54BA6D60226406EE9789B6040743302C6A916287178C7EOA9CE3AA
% 1CBCBEF63BF7B7

secp521rl (SHA512), Ly = 256, HMAC
A (= Irpakeuserl@aist.go.jp) = 6C7270616B65757365723140616973742E676F2E6AT0

B (= Irpakeserver@aist.go.jp) = 6C7270616B6573657276657240616973742E676F2E6AT0

H(m) (= SHA512(120S(0)||A||B||password)) = 64C0F6239CCA16866612D8E1115B5ADA038D88B2A1376CC24E
3B54F308DCBF18256A008ED70342EB5F32BAB141717BERBS59B46EAE36D8ES0EBAS14287CFA66DDB
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Gb = 0301FCT7EASFABE261338268E4D869C85792F696FEDOC4ES8DF2C5CC2E1IAQ058870AD34F2075F6AA9EB345E5
C7E389A1F6DACDC6I9ETF2E23E2E6F4FE634B7AF04B96C0000

§14=0145C5774E00ECF1B110F2830121B25AF54DC20AB69DCABIEBL178A8503F9BB0149584FAAF65643FEBSD3D
7TADBAB368DCCD7F516D01B1225016EDCE45DD3D35A222A4

Wl =02001641396A47DF8E7904722C402F3CF28D0195A9ESF01CO9F8587E21DFO00EASFEOF8F5AC1I90B8433A6
78D977802A06F54773D2D703DC7C70A31F86CFDE98456B7B6F

K = 3415721DBA0048D8FFAOBS5AE61ASA26FDFED7ED27338B57CCB727821DAEFF7ADE71FF07696940EDE7C6F0
FCE64CC528CBFA2B1719AATEC87A7203701BF28974F2

X = 0201789EDE6B436290240CD0560C417E02 6CFC40189E01E7D6OFA8B34104D841F59528A5FB26A5B5BA08DA‘
PLSEO731FAA9517D676E8CC6FD18B3423D472CD02417FB32C

~¢

AN

X' = 0201E1254B57E3B19B58E5AC4E8C69951695B67B1A6F871ABELIAO9FOEF22531624E6676136F88279
FCEB6AOCB8C2699FAS2A8185A1387F061E51951322F662DABS

A\
\J
y = 34 9E027B11682752968B5F81D2A0011AEAC948D879E059DD24FAC570459C431B742D6087ACF§,@C\7EF3OD1
BAAEC6312A799E8A4408B81BC5CAB320F543DF6B0F96

Y = O3OOCCBD31FFE‘6AD192125F1166FA8315F0862DAODDFA602A4C16AA285042C1357A9141%{8@F94F1AAA23O
96807205CEC8A88FTE49CCB3FE3E2E99687BC000036A0381

/. = 0201DCCEC1D4104F63ECES5733667130E51994AD9AE332 6E90778C4DO33F24881CL@§ 12 9FE7188D2A809ED
6A200B2B889ATALO0FEB2EALICB6B66C20A61BAE34D29D5FCF x'\

MY
Kl = 784C12720D21CFOABE1863130308C215E77A48F33885DAFD0418C18CASBA DBB77B4D1C6CAD146E84BA
PA09397C4396375A6203C00E658B99680BDE7483442

Op = AE16DBDB229E54E861BES25F5FA454348D15DA22 68D323FE98F8B59@\8\5FF938F875130116C4l672F4AF
FE74E93769A1FE092A71BC04C5868F4C2139E798E86

P, = 3EEE97 98B58D8416432B59BFE2718EDE5B928FC2FB2879883D88&\5§65ACFC47OD3DA362 0CBO9A4B5C74D56
3779F116651AF7/EELIOD6EF6E4FA3B006F6D4909CC58 Z,

So = O146OB413E44AC23OCAD3226FZ—\37EF303Z—\C5F4BBB25376164A74410F89E53B4DF5F4Z—\AB621EA5876

5738FF1D622DO6CC8DO92BC11549E4F457A799AO9B6C50E

\
WZ = 02009C79B87EBOFF1AB99F4E58EC7D73181B67502§§ AOCE34A60F2AEC8FD7346F6156454C88D473120
AO21C45EC1105487FB4A5FAD01DCF081455E1F05CC3A&6 462

R
&
sect233r1 (SHA256), L = 128, HMAC
A (= Irpakeuserl@aist.go.jp) = 6c727\q§}\6j1365757365723140616973742E676F2E6A70
B (= Irpakeserver@aist.go.jp) = W\0616136573657276657240616973742E676F2E6A7o

H(m) (= SHA512(IZOS(0)||A||B|lp\ér§sword)) = 64COF6239CCA16866612D8E1115B5ADA038D88B2A1376CC24E
BB54F308DCBF18256A008ED7084 2EBSF32BAB141717BEB59B4 6EAE36D8ES0EBA514287CFA66DDB

NS
Gb = O300lCOCBE86CE48§£®1E3OAE144FA2 6FBA67A84B9430DAABD6EE81608D2

51 = 80CD565B1397 90m¥D2B733B7C67F8998C8DFCE1CFC7AA2ADAC34ADF

Wl = 02017FD2181@0AE35D6F95604E7D31DF4B9F1734F8618507CAE552E7AC4C
X = BEFE05840@§QDB83D76A374442F9D83E473E87E7583A57D41E386ODA3

X = O30121Q¥772E77EDE1OZBE7FOD87FE4554432B72B418DC464OF28C13DCBO4
X' = 030®§925C51COFDB139A3B9C983A182271AE94BO3186AB76C92EODOCD615

)/ =f®498C6E9C433DE2 602BDFDEBCB501D67C54A418D53DCA5A2D39F5AF
Y@b01A7B1C1E33EA306523FBACO978109606B3801C9EEF25FO 6EEFT79EFC4074

Z = 0200EFD59D2776243486B7F8A6D70C48901A12737CC8524F016FEB89FDB138

Kl = OE3BBDCF9C27AAC8157485433D96CEA88F1195645A7C6B86CT79D8B2A4DA8AF20

Op =ET7AB8215C6C8113E86197130021D1B3510624B2ACAES5168B6833B143163C92D5F

0y = 9CBF4ADCD3FC4DES526F520DA805520526AE4162562B8D279AC4F8191953C2BCB

Sy = SEC18601AEEC38217E68A867C2FC8F66A0FDOEO65F246792C2AAA3F07C
WZ = 0301ED6A3947172912BC8DBB893691DDFAEAASAA3CE378F6DE825838B09782
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sect283r1 (SHA384), Ly =192, HMAC
A (= Irpakeuserl@aist.go.jp) = 6C7270616B65757365723140616973742E676F2E6AT0

B (= Irpakeserver@aist.go.jp) = 6C7270616B6573657276657240616973742E676F2E6AT0

HFH=SHASTZHZOS O A B Hpassword =t R e e e
3B54F308DCBF18256A008ED70342EBS5F32BAB141717BEB59B46EAE36D8ES0EBAS14287CFA66DDB n'\
Gb = 0300A28B50B8139FE286B2D2E2C0472F226C08A73E5B46410DC3A855A95E51FC5936EE4CBA (\QV
§1=0189B967F2EQ0578BFF8FF7A91E86ABO6CS5B8FEEE98755F650C785858977FACF1EACB3566 q‘/.V

W1 = 020134C6FOD6432C45E17344F56AC1BD32E4773EE5E7FC154B615F7OE9232884A6ED89AFC’Q\0

= 6D6EA2F06155FB6EFOAS01F700E2D5564168A42A04D0982313155CA99F0DE873858272 A\?‘
A
X= 020797C2BD11D4B68D95C9339B844137C727112l124DE28EFB74591E8E960DFOOCBD{QDQ§D8
X' = 0304A03C7473B46D6BD7F317BFDE936D12840118C33CF87CFD42EAS5D6C0592 9C‘6E%8846F

y = O31C8259C15815B83B5821D6769DE7D1A5749B8F336914EDBBO73EB67F26CA%§B?%6BED4

O
Y= 02OOD87675C56855A645233E8732CBCD2DOAEFEFB7F432887517A10186A@¥?€D750BOD3A13

Z=02077C8D10FB2ECT7E26F5A25DB4875D9C31B8 9C9OD5609BDOEEDDE956@M5DA42371E4E

Kl =B54 951F161350F5DB64CC5C9BZ—\5D8B504C8D11F53622779AA75B@5582C647D288FADEEO74199AO38EE

88976EA8093 NN
Op= 8A4lODE35B583BD661518CF98D953684E97CCOFAB6149452%@77F842D25606C5485C20A27662EBCO6F2
97C37329BC2

04 =BD7CDO09CEE8185B7C6D22513F2BE610A69CIAFEAD 6]@‘4 936EEE61073CFE6BS5DOESFB22A865F1F62808
86745AD24AC

Sy = 02805D7E24ACBC7677DA4489A68EABDD7649FEFQM369BF2CAAA17A7619BBE65135DFD9
WZ = 0200B77B97EE94A9D75530C47059A6B3BC§§§8 1F86ECC2B7DD4611E7C0B02619CB6501
N

x°

sect409r1 (SHA512), Ly = 256, HMAGS,
A (= Irpakeuser1@aist.go.jp) = 672 0616B65757365723140616973742E676F2E6AT0
B(= lrpakeserver@aist.go.jp}\ﬁ}\&27o616B6573657276657240616973742E676F2E6A7o

H(r) (= SHA512(120S(0)|}A}}B||[password)) = 64C0F6239CCA16866612D8E1115B5ADA038D88B2A1376CC24H
3B54F308DCBF18256A008ER70342EB5F32BAB141717BEB59B4 6EAE36D8ES0EBAS514287CFA66DDB

Gb = 0200708C13AFA 04D56E9E96049E700352D76249BB30AC28EFAC3046B62A03D909FBA4DOB0416A1ATS
EFB48EC1DFEC46A4 99

Sl = E22E2D88 M31EE6C9DDF3A5BC7lD5833D48ECB2AD63E3OCOB3F3242F4AD712AE3AB5325D5A3E22474A
536E0AT7522 F22

Wl = 05?@@%649F2 6205F689C2C8C860CA3BI5SA2DAFEDS5867C306D3540A9ADF1BDA229BCFBAGBAA46AOBDCL

OFD3E 3B472639538F

V
X= 1481A83B9C19CD4C3DF3B029419A2DBCFA934AB26594981206629F3C6EE9B6110EE91B547A5C85E0BB
5 8A12A65548FF

‘%‘ 03010D5C610DD654DD3A39ED05SCAAG6CBASB75E720F06AFEAODS4CC31C93414230E7673FFD945C755873B55
&VTDAO40530460013313C3

% X' =02017330B65524EB502E5C818954320AFE000C39DB6EICFDDC57E73E20ED5BAOE6CD3F8BSE4EFS8F3EAQDB

15D62025FD16E52ADFB1D

Y = 6E67CB1AE43571006FD3005657B8409926F40BBA28EIE3FAL71B31D125CO9AEA35F6374D95821526482EE57
B81CDDCC4DD2CFA2

Y =0300879FA329295CA8581F878B7A8945868C223F00E007B2C587A0ED727BD06CB845D2D76F9F0B3113E0DS
40A94B685851C8F944DF

Z=03005B1A6089322D7754BE58303F775967263E113DBA277A12F485FA067FFO93139F78F526B58AFB5ES54B4E
81E4D85CB85BA6C306E3
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Kl = E30D0863036B3EBFIOE271ABOF8A32219368E5D946054F57E97DE368F8CEFB3D23519BCBB16B3CA09FCT757B
EC803877FCD44703F2346327F319128F6A7TF923CFEF95

Op = 0CA98948DI9D7F2A9A05EB156AD51B4CA6389D78AB2FBE3069389C3BBBDD6D290C275EE504E50C4D4B2FDB
709954B9BECCBEFB65F84FD34036CD0OCB294AEES13F4

0y = 14E97ACSFD6F0C4A43EI07E7O0F505E6CBD70C1F/ADESESB4EIEBCOCESCEE883E14E65AD49A154E2641652
35D9E15BFOESESBF34024ED3124D10D80141D6BD863

57> = D95CI91FCA449ED36273C6708A132DB34CT7FI3DF3DDFCBECID21C99313397FB308E8DACACS53DOF8CEF4ABD3
B5E91BD2DASBE 7766

WZ = 0200986D96C4D23EB65C8915EC257C29AOF35A2EC5B4DO7B6ECOF80l75636421BC023AD2FAA3F6CAA297.(
8B68D5F5D6E09500A71191F

~

AN
&
A
sect571rl (SHA512), L, = 256, HMAC (.\'\\
A (= Irpakeuserl@aist.go.jp) = 6C7270616B65757365723140616973742E676F2E6AT0 k.‘],\’
B (= Irpakeserver@aist.go.jp) = 6C7270616B6573657276657240616973742E676F2E6§&Q/\)‘

7\ &~
H () (= SHA512(120S(0)||A||B||password)) = 64C0F6239CCA16866612D8E1115B5 $38D88B2A1376CC24E
BB54F308DCBF18256A008ED70342EB5F32BAB141717BEB59B4 6EAE36D8ES0EBAS142B7CFA66DDB

N
Gb = 0207BBB9AB624978D634EAB74C381AE69EDE5377095CDB8F68E111FBCB4D@]898C37E32A8E50B3CC1AF5
1 77E6876EC5A56C953C493DB21603EC8DCBEFB210F0354824B6173D2550FDD

R\ ¢4

\Ng
51 = 026OZ—\C86F64047E5607OB76A0345DFB594AB33BFDF2335542—\A8BOB94®F6620A2D4E50639DDO886FDD17
7DA5E7DC7353E5AB8AOB3B31699FOAO697742DCD2C6OCEE20C3312197@%

N\
Wl = 020349A54418ADAE8F71EB4F5339023FEF1922C2FB5AFF86AE@1AFBDC9FAC2AC82ACDDCEB259BB74OC
6EEE53OB189777215CD4AEA995C706OA15D795042266DAAC4BO3@8 DFBC8

N\
K = 017E33C05B015B4A1E7ADD458C08BCCBECA494525987BF ®8BB2F570E28AC5OC9DC1A6E1A688F9D7E4CB
P 1DE6177C8EC4B88DC293FD6E36684BOFFF91163133E4 935\4 A75761E

N
X = 0204E4 685B756105248DB2D3187OE8162C3488B620%&CFA9A484EB15677582036132B21C1099A2OBE927
21F6BD070CB2 6C53584A5BF9CEC2C6FA7AEAFOB4849@266FA3E99EBAF9

N\
X' = 03013417D0989691E426E081AF15E177518 &B37A57496B6342616BD5968CB7DBC47F4OA24451E018A
61F3F73A56C4E816C784D6F3712018CCFD1F8C8’5 A75618E36B81FEB6BTF

A\
) = 025A9F76667645F39A4B2EBDDEBF5524 9R§§35D7EDABECB69C8EZO89E5BC2B17E1 6FBCDF1F61F4CO07F310A
AE6FAE4236FF2FB5B01870777ABAEBOFFW6FF65CCDFE9FDFF05E3E9

~
Y = 03004A4DF3A5337772EAC17EOB4D§B4AF52 93C74868C8EAQ0859FB1867FA9C567A8B49EF877646420A8230
39E446D2EE4EC461A577TFEBEFDCA 350401 6A37A258356FCI5AD746D56786

= 020252EE4OOS9B7DF364A6OS~7¥EFADD349495D85DAADBAF82C334OE369AD6A520053C2BB1EO973228D521
698F83CE83E6856C9OD8BO5A&§C6’CD9877299226769CB1BB807D6DC7A01F

N
Kl = BA7D4 94A38608999£J3 5C2064AFDD263AFB4038B5A2E2AEBI9875F0409A5606C8B18064C1F288C4FACD6

436FCC449FCACE6856%§ A5C3C635DB50FC79AEF4

Pp = F3BFC7CD8CAZ EABES89BDES570D524808473DE20C6A679FF4C142D959BF47ECT6F06E83A9ES5854F054
O5966FAEO7FCAD% 3DE3A1887C42A70A4D8D5C4F

v
P04 = C715CEL 379F71AFCE59198128184A51FA2EB31F621317CAF0B248F9BAD30D0C65DA73814F2BEAS5458
3DF97OC5F§\ 195CF97440EFA9EO06CS5ED84ABABSD

S) = 026 X6F64047E5C18A0497B18FDF47BD60F821B7BA96A7F6D18E2 6D1FFO9CEAE8CDC1756BDCA316DAEB
2E01§\ 25BDOAF5DET7140F4944872604FA1DCB1ES556369203B20C3834

V. XEO6390807781A7BCOC8BEEO76C8 8B321DEDCAD6BCAEDD76BFFA6EB67011ED4E77B950B3C040A615C482
i 57C4CF304FDOD606859ACABA891BD4A2810C2292B4C261F1447F99CADE

D.2 Numerical examples of LKAM2

This clause lists numerical examples of leakage-resilient key agreement mechanism 2 (LKAM2) with
the parameters in C.4.

€=020000040000000000000000000001 for L, =112 (RSA-2 048, SHA224), HMAC |
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A (= lkamZ2user1@aist.go.jp) = 6C6B616D32757365723140616973742E676F2E6AT0
B (= lkam2server@aist.go.jp) = 6C6B616D3273657276657240616973742E676F2E6AT0

password (= zokangl) = 7A6F6B616E6731
H(120S(4)||password||A||B) = 45AEDB90B740E9DE9CAT7526ATEFDADDBD6E40F6628BF15DE14288687

AH = 87E73FDEF41F684342D1A1B898AEFB7E7DSCBA39ACS5AB757EA194B36

A"{=DE1AD38862B96C40FB702F3539644EAFDD5116DB4D32C60A81F6110E PN

n==BBODDDDE835EB966COFO3A215ABFA7998AAC9SB9C2C72245C6FEE4CIB7lCOBA39BBF6D20D3CA39CD §B&6B
EE89A490DOECE2DF87CC6FF6FI9DCA313543DB3A61E14FBF4C10187A15A4C6A69E7B35B3211C1A3741 4BC
26C82F665B27F70122F4OCAOEDB13CE1DO4809FB2DA53D4BFC1lO65696DC36A2F8466E7DC7C741D§ 1474F3

66BE172757350A3C15D41FF78EB163101414DDCBD3001BE93B0B348D4FCBCEF59C902CC76893FFC 277F6C5
FE86BEIFF69CEBOC05648977ACEB6OF169741F08B64F7983B2331364C0EE274FB521BB6BAD4 3BI9F6EC65
82B61B6636EBADIEASATT7247E16E80C4BB228D4A5B62BACADT716EB249343E683CA3ESL /1\

d"9OOBC7F2D74OFCOZBB42204DB6DA1465BB8782C28EB66FO7OD8EF151B9A3BDDAEA77 832C5DE693118E
A4C66F3F4D252E6FB47F6997E7CO0E0232251FD6AD0OF363CD53AA4BE2BE7C60ADDSE 8B 76B9964F7999E586
EE7D5B49B43F72887A4D917EBE5C96DA5D22D7B7BBA6D26EBAA687FD7AD7B24A563C§§ 403D29F475C3705AAC
F39331E39A6876F85D621F5853D4BEC23198100CBEE39417A4593CEFB97A64DB 4FD237CBEEFC8DCC649
4BE22952DAF68F64543C347D090A8327A5A66183CD1ESESDES6CTES9A67CS5EO E§§§310094856369315534F94
025AD3E731467D241B301D56DCD2A3CABOF12379E1E72E82821247A4F57OC%¥§@ CD99

N
u, = DEFF10A3DCEAS53BI9CDA7C210C1E9AAODEFS590FF8F96A4E280772D2 95_5 '\
V1==9B51CB336BAABA67510O9O7ABF14O7D62374FOE9BE1BF75E63O5KP>?
Xl—-9OA25DFA4B7011F513794F8DC539CAF8296D1AC5734BO3%§g§§i%15F1BAB4B95AO6EC95046C4E15DFOFC6

TD67E63EAD2F4A85DF121481944CED4CDBDESFF4DF40CCOFEES 16B4017E1D49D86AA29B34EBBBED4253E
9A516F4D2DD17D6FESD92D6782497A45F583AE96F708588EB 382E7AD520786A6C1FE398F9038984E5C6
FF76DAB893002A2197C41F7D6768F6E24E69EDA12336FCEB]§>67C59E640l6B88C26BAC81D443A6B92378B8A5
67BCB38840801CE3C10B2CC1lE14D27FEA87E724A1E60D 066A2E46858629C827D0526BD8FI981315A34A4F
226C31C9E3D782722BBA6394650ECESEIB6F7TF31541¢€ 52EB408C7215A5AA860028C

Xy = 49BD832F7E7782027BD193619BA875A472CF6 58EBFAQO8E49FD74A382D858366D199922743817D72C4
DC628ED3700FEB4AOODBSFD78CC871E48941A1E Q§§EDD5A242317F7D7288A43FF791C31BBD6967A1568EO777
39781842A5307082471117A3452E8842F7898C DO1CC57B28ABOEF92B3942EB3ED76856074CC8DC428B97
ElADEC4CBD8CBEB4F86D4285BAD8FF950F3DQ§§%D4188FFF9E6381CB2BC463E4463E413F01B77AB969D7B5627
A61BFE88F541EAC8B89A8549A3926402C4 §@ TAC57A5978C89B550FAB723E09ED0484906909232293AB76EAA

935ED4A50959D6AD2A307FD6EO454279§> 24D0785E4911FBB83822BAFB5CT7FOCBO31F

V1= 96E8259D67F21A85678E8C1E5D§§E§47CC4E29562A8838C18409A94DF453FC72EE02ACECDC7812A5E4BF5
E31CBE6595B76269COE9F5DF5BC§§§DO5625C7822F41B4569A57ElODB612FE4127275E59BEEOF80BF34B9DFD6
5846A65E87BB9D33250E579 C24994A9B3F236F3A1DA1C84044183596A464C61C2F9BDOCYO5E221C4987861
D7197F6B35FBE14B9B7B5B45§§§§7813EAC3D8264A762D2FAE28AlBDOD94DECF98CDAA954BEA25AE9621A4054
3301FF9D35971C83928B5Q§? 7469ABED085141E834CFB93910E50CA238CD289F105210033778DDD836B8B96
35B821260BB73B002D78E6F2C4A870D7DB253848AFDO530BC1IFCCC5E10ADE7713C4850A

yz"7DF9DC446A69é§§§3514A5OZDAOF733A6EE3C3C59899A8E6345BDED78B8AOC737D564718042D95BO55575
2

6868010E2A63DF B28D585F96E6F85DF7976ED8B2713D61B08E0817225B4EDE3BEE7791A0947CA4D4F0
61281AED58BDOC 3E850D64841AD322AB9DCD4BC3083D490F1A9BSESCEF75CFOFFC999139D3716BCA406111
C3B1AD7F6D5QEQCEOF7IOO61C442E5FB10AO9F279CF210CE499D19241529E380CC4BD5930B5D8B888110FO96
8AAFE1EF2 746B2059997B8437ED77A0A17987D2AA874BAT53C3B82F7TAB12DB242FA1BI9C18317ABE4E6L
DB93522Q§A 68A274F362699FC87AAA9D454EDEBDD1I3C1ES33805FD1831084CF858745E52

W= §5£DBDE93A7E376A5OBO54l7B35C62E92C5777CBDAF44FBE90926F

E6595B76269C0ESF5DF5BCE86D05625C7822F41B4569A57E10DB612FE4127275E59BEEOF80BF34B9DED65
65E87BB9D33250E57952DBC24994A9B3F236F3A1DA1C84044183596A464C61C2F9BD0CO5E221C4987861D
/<5?Wl97F6B35FBE14B9B7B5B4F2E537813EAC3D8264A762D2FAE28A1BDOD94DECF98CDAA954BEA25AE9621A40543
301FF9D35971C83928B5F2AF27469ABED085141E834CFB93910E50CA238CD289F105210033778DDD836B8B963

% LRO21 90 cNDD I D NN E L IO NT EQOENEAATONDANOASD N1 () CACOAA T ENO N N1 770
DU T O DO DT DT O U U o T T S U U T U T OT TUOT STTo T TS o o oo

9

Z"§%§8259D67F21A85678E8C1E5D5DE247CC4E29562A8838C18409A94DF453FC72EE02ACECDC7812A5E4BF5E
8o

==

30655322A2C0EF24383D7C067E5604C31734F2496ACCE4B82EC69367

r
K

S

987D985F935BCAIB8ASAOBOSTFES86ELTA54258C6709B452FFEE98ABB

Ki = BA8DASF8E2AS5A423D7241EDSA75A098FC2BA4ASAE4F4BC6FO03F915F02CEASABC
Khlz 129E32E1A344038C10A4CO0F362F8EESSE4EEB17D060010ES56E62D415A7995060

04 =BD5031C6826659E0E67B013D14BEF2A46C235DD8816B9564DABBE2F2
Op=1822C7497A6D1C62001ED42017279C28430BF9259E7E9D16DF75CCI9B
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AE==33634OFCA1772464BC9207FA5FA634EA8D57C6DZC6A8FA537DD3A267

A"Z==AABElBE5A6C8OOEAC7F3567105DEBC6B7106A23F6501BDA248FE35EF

Uy = 7D2CT7CLlFS5E92D8797D41DD1IA3C5ECB54CFA3AS432D2E1988737A5933

V, = 9B51CB336BAABA675100907ABF1407D62374F0E9BELIBF75E6305AF22
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