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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The preecedures—tsed—to—developth ment-and-these—ntendedfor-its—further-maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria ‘needed for the
different types of ISO documents should be noted. This document was drafted in acéordapce with the
editdrial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all sueh*patent rights. Details of
any patent rights identified during the development of the document willbe in the Introdu¢tion and/or
on tHe ISO list of patent declarations received (see www.iso.org/patents);

Any trade name used in this document is information given for the'éonvenience of users gnd does not
consfitute an endorsement.

For an explanation of the voluntary nature of standards; the meaning of ISO specifi¢ terms and
exprgssions related to conformity assessment, as well ‘as’information about ISO's adhefence to the
World Trade Organization (WTO) principles in the Téthnical Barriers to Trade (TBT) see www.iso
.org fliso/foreword.html.

This[document was prepared by Technical Commiittee ISO/TC 268, Sustainable cities and communities.

In the development of this document, ISO“Guide 82 has been taken into account in| addressing
sustdinability issues.

Any feedback or questions on this document should be directed to the user’s national standprds body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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ction

This document helps cities deliver their vision for a sustainable future, by providing a toolkit of “smart
practices” for managing governance, services, data and systems across the city in an open, collaborative,
citizen-centric and digitally-enabled way. It defines a “smart operating model” for cities, which enables
them to operationalize their vision, strategy and policies at a faster pace, with greater agility and with
lower delivery risk.

This means,
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in particular, a focus on enabling cities to:

and delivery of all city spaces and systems;

e physical and digital planning;
anticipate and respond to emerging challenges in a systematic, agile and sustainable

step-change in the capacity for joined-up delivery and innovation across organizat
Fies within the city.

hny of the principles and methodologies established by this document are relevant w
tical sectors of cities (e.g. water, waste, energy, urban agriculture, transport, IT)
y much on the issues and challenges involved in joining@l] of these up into a wholg
proach to the use of smart data, smart ways of working and smart technologies. Cent

and the active role played by citizens, businesses and civil society in the creation, del
ty spaces and services.

ent is aimed at city leaders. Much in the’guidance can also be helpful to leade
s other than at city-scale, including both<smaller urban areas and larger, regional-
ut the prime intended audience, with whem the guidance has been developed and valid|
s, including:

or executives oftoeal authorities (including chief executives, chief information officer
ctors of key départments);

or executives of other public bodies with a city-wide remit;

other interested parties interested in leading and shaping the city environment, including:

vay;

jonal

ithin
, the
-city
ral to

nt is therefore a strong emphasis on leadership and governance, culture, business npodel

very

rs of
scale
ated,

sign,

evelopers in city authorities - beth those responsible for the authority’s service deg
sioning and delivery role, and also those responsible for its community leadership rdle, in
ar:

ted leaders;

5 and

or_executives in the private sector who wish to partner with and assist cities ip the

transformation of city systems to create shared value;

leaders from voluntary sector organizations active within the city;
leaders in the higher and further educations sectors;

community innovators and representatives.

In addition to this leadership audience, the document will be of interest to all parties engaged in smart
cities, including individual citizens.

Vi
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The working definition of a smart city used for the purposes of this document is that approved by
[SO TMB:

A smart city should be described as one that ‘dramatically increases the pace at which it improves
its sustainability and resilience... by fundamentally improving how it engages society, how it applies
collaborative leadership methods, how it works across disciplines and city systems, and how it uses
data and integrated technologies... in order to transform services and quality of life to those in and
involved with the city (residents, businesses, visitors).’

NOTE This is deliberately presented as a working definition rather than intended as a definit
which all cities are to follow. While there is a strong degree of commonality among the smart city strategies that

areb
ofas

aing Hpvp]npad aroundthe mrnrlr‘], thereisalso cignifir‘nnf divprcify All cities amhqu(ing onthe

ive definition

development

mart city strategy can define their own reasons for doing so, in their own language; the procéss

»ou

and debate between interested parties to define what, for them, is meant by “Smart Paris’‘Sm

“Sma

© ISO

't Toronto” is an important one.

of discussion
irt Tokyo” or

2018 - All rights reserved

vii


https://standardsiso.com/api/?name=70cbe81157950207e53f7a9793ff6189



https://standardsiso.com/api/?name=70cbe81157950207e53f7a9793ff6189

INTERNATIONAL STANDARD

ISO 37106:2018(E)

Sustainable cities and communities — Guidance on
establishing smart city operating models for sustainable
communities

1 Scope
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NOTH
and 1

Normative references

Terms and definitions

Foluntary sectors) on how to develop an open, collaborative, citizen-centric and-digit
hting model for their city that puts its vision for a sustainable future into operation.

document does not describe a one-size-fits-all model for the future of cities. Rather,
e enabling processes by which innovative use of technology and data, ceupled with or
ge, can help each city deliver its own specific vision for a sustainable future in mg
tive and agile ways.

document provides proven tools that cities can deploy when operationalizing the visi
bolicy agenda they have developed following the adoption-of ISO 37101, the manager|

not committed to deployment of the ISO 37101 managément system.

following documents are referred to in théctext in such a way that some or all of t
Fitutes requirements of this document..For dated references, only the edition cited
ted references, the latest edition of the'referenced document (including any amendme

7100, Sustainable cities and communities — Vocabulary

he purposes of this document, the terms and definitions given in ISO 37100 and the foll
nd IEC maintainiterminological databases for use in standardization at the following g

SO Online bfewsing platform: available at https://www.iso.org/obp

EC Electropedia: available at http://www.electropedia.org/

17\ The term “smartness”, defined in ISO 37101 as a “quality of contributing to sustainable

document gives guidance for leaders in smart cities and communities (from the pu|blic, private

hlly-enabled

the focus is
banizational
re efficient,

on, strategy
hent system

istainable development of communities. It can also be us€d;either in whole or in part, hy cities that

heir content
applies. For
hts) applies.

bwing apply.

ddresses:

development

esilience, through soundly based decision making and the adoption of a long- and short-term

perspective”,

is particularly relevant to this document. Smartness is embedded in the process of sustainable development,
i.e. sustainable development is the overarching process, while smartness is a characteristic. It implies a holistic
approach, including good governance and adequate organization, processes and behaviours, and appropriate
innovative use of techniques, technologies and natural resources.

NOTE 2  The term “smart community infrastructure”, defined in ISO/TS 37151 as “community infrastructure
with enhanced technological performance thatis designed, operated, and maintained to contribute to sustainable
development and resilience of the community”, is also relevant when referring specifically to infrastructure.

31

innovation ecosystem

complex system of interdependent components from the public and private sectors that work together
to enable innovation within a city or community
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group of individuals/teams/organizations that collaborate to deliver a specific function within a city

EXAMPLE

3.3

Education, energy, transport.

citizen-centric
<design and delivery of city services> driven by the needs of citizens rather than the functional
structures of a city’s silos

Note 1 to ent

4 Qverv

4.1 Trans

The traditio
operate as

defines best
innovation 4
and policies

Traditionall
within vert
functions, n

dataangd
and inn

the indji
for therJ;/selves rather than receiving seamless and\connected service that meets their needs;

rv: The term citizen in this context includes residents, visitors and businesses within the cijty.

NS
0
«\Q%
Inal operating model for a city is based around functionally-oriente(@rvice providerg
inconnected vertical silos, which are often not built around ux?eeds. This docu
i

practices in moving to a “smart city operating model” - one 35\ enables cities to
ind collaboration across these vertical silos and hence operationalize their vision, strg

at a faster pace, with greater agility and with lower delive@ isk.

y, budget-setting, accountability, decision-making argé)%rvice delivery have been embe
ically-integrated delivery chains inside cities - ivery silos which are built ar
bt user needs. This is illustrated in Figure 1: \\'QQ

ew of this document

sforming the traditional operating model for cities

idual citizen or business has had to engage separately with each silo, making connec

linformation hastypicallybeenlocke s‘ftt(‘Bin thesesilos,limiting the potential for collabor]
pvation across the city, and limiting\\ potential to drive city-wide change at speed.

Cit' Business

»@"é

Impact:
pbmer e Unconnected
ery o

Not customer-focused

that
ment
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itegy

dded
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ation

[}
g
-
o0 g 21,
£ =] B .
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4= a7 3
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_9__ 1<l 1Zlsl | lel lol® to externally-led innovation
— —_— A — e
9=z = s 1] =N kel a1 .
< oy g = Sls5lsls e No ability to drive cross-
Data = < gs =8 =l P I ) ]
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— = et | —t S 145) — s
and Sls = B E B Y A scale change at speed
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infrastructure

Figure 1 — Traditional operating model: where cities have come from

Figure 2 summarizes the change to this traditional way of operating, which smart cities are seeking to

implement.

© ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=70cbe81157950207e53f7a9793ff6189

Customer
delivery

Integrated
city-wide

and

a)

Technology

infrastructure

@
Citizenw Business

-

City information marketplace
[e) o} o Charities O

Social o) [e)
entrepreneurs

Smarter and more
citizen-centric
services from

“establishment”
city delivery
channels

SMEs

Citizens

¢]
Start-ups OO O O O
oo Community
groups

Wholesale marketplace ¢ummmmmp Retail marketplace

—_—_————

Universities

> _1

IS0 37106:2018(E)

Impact:

e (City data unlocked from individual
silos

Logical separation of data, service
and customer delivery layers
Externally-driven innovation:

— Enablement of new

Strategy management

| INNEEEEEEEEEEN |

Digital and physical resource management

governanc <

Economyand finance
Healthand wellbeing
Housing &urban planning
Recreation
Telecommunication
Agricolture &food security
Watersanitationand

Transportation

Environment

Figure 2 — A smart city operating model: where cities are moving to

Key :|:atures of this shift to a smart city operating model include:

mrarketpiaeefor-ei-nfejmation

and services
— Citizens, SMEs and. social
entrepreneurs.énabled to
co-create public services pnd
create-iew value with city data
Internally-driven innovation:
—Iniproved and integrated
service delivery
— Resource optimization
Ability to drive city-wide change at
speed

investing in smart data, i.e. ensuring/that data on the performance and use of the citly’s physical,
gpatial and digital assets is available-in real time and on an open and interoperable bgsis, in order
o enable real-time integration ahd optimization of city resources;

b) 1managing city data as an asset in its own right, both within the local authority and in cpllaboration

yith other significant data-owners across the city;

c) ¢nabling externally=driven, community-led innovation by citizens, businesses and civil society, by

opening up city dataand services for the common good:

1) both at altechnical level, through development of open data platforms; and

2) at a‘business level, through steps to enable a thriving market in reuse of public data together
with release of data from commercial entities in a commercially appropriate way;

d) ¢nabling internally-driven, city-led innovation to deliver more sustainable and citizen-centric

services, by:

1) providing citizens and businesses with public services, which are accessible in one stop, over
multiple channels, that engage citizens, businesses and communities directly in the creation of
services, and that are built around user needs, not the city’s organizational structures;

2) establishing an integrated business and information architecture which enables a whole-of-
city view of specific customer groups for city services (e.g. commuters, elderly people, troubled
families, disabled people);

e) setting holistic and flexible budgets, with a focus on value for money beyond standard departmental
boundaries;
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f) establishing city-wide governance and stakeholder management processes to support and evaluate
these changes.

4.2 Struc

ture of this document

The content of this document can be seen schematically in Figure 3. At the top-level, it is made up of
four components needed to support this shift to a smart city operating model:

[A] Delivery principles: a statement of values which city leaders can use to steer decision-making
as they seek to operationalize their vision and strategy for the city;

[C] Ben
investments
the intendeq

[D] RisK
is effectively

These comp
each of the {
pattern lang

For ease of 1
These are th

ges of joining-up across city silos;

pfit realization strategy: guidance on how to ensure clean line of sight between,smar
and the social, economic and environmental outcomes the city aims to achieve, and
| benefits are clearly articulated, measured, managed, delivered and evaluated in prac

management: a checklist of issues which a city should regularly monitor to ensure t
' managing the major risks to delivering its vision and strategy.

onents are described in more detail in Clauses 5 to 8. Detailed ‘guidance notes are giv¢
ubcomponents illustrated in Figure 3, with each guidancemdte structured using a conj
uage.

en described in more detail in the subsequent clauses of this document.

city-

[ city
that
tice;

hat it

E1l ONn
imon

eference, in 4.3 there is a summary of all the recommendations contained in this docuipnent.
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Figure 3 — High-level structure of this document

4.3 Summary of recommendations

Smart city leaders should do the following:
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[A] Delivery principles

a)
b) Usethe
[B] Key cro

[B1] City vi

Create a vis

a)

b)

e)

f)

[B2] Leade
Establish le:

a)
b)

<)

d)
€)
f)
g)

Collaborate with interested parties to develop and agree a set of delivery principles that include, as
a minimum, the need to:

1) establish a clear, compelling and inclusive vision for the sustainable future of the city;

2) take a citizen-centric approach to all aspects of service design and delivery;

3) enable a ubiquitous, integrated and inclusive digitization of city spaces and systems;

4) embed openness and sharing in the way the city works.

is align
prioritig

delivery principles given in Annex A as a key input and starting point for that procgss)
ks-city delivery processes

5ion

on of “what good looks like” for the city, today and in the future, that:

bd with the purposes for sustainable communities set out in ISO-37101, reflecting
PS;

is developed in an iterative and collaborative manner (that is, inclusive of all interested p4

and infd
enable [

embrac
does so
vision 4
city’s cd

uses dig
like to 1

is meas

rmed by user research and engagement, with social media and other technologies us
ublic participation in the process);

in a way that integrates these with the core;socio-economic, political and environm
nd purpose for the city’s future, rather than seeing them as somehow separate fron
re strategic objectives;

ital modelling, data visualization-atid/or other technologies to “bring to life” what it w
ve and work in the city's vision for the future;

irable.
'ship and governance

dership and governance arrangements that ensure:

a clear focus of accountability within the local authority;

a broad

based leadership team across the city;

city leadlers:are brought together on a cross-sectoral basis into effective governance arrangem

at both

local

rties
ed to

s the opportunities opened up by smart technolagies, smart data and smart collaboraftion;

ental
h the

ill be

ents,

[he-strategic and delivery levels;

deployment of formal programme management disciplines;

the right skills mix in the leadership team;

the possibility of evolution over time among stakeholder organizations;

an open and transparent governance process, including through digitally-enabled public
participation.

[B3] Collaborative engagement
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Establish, and give high priority and adequate resources to, a formal managed engagement programme
with all interested parties. This should be led by a senior executive and integrated into the roles of all
those involved in delivering the smart city programme, and should cover:

a)
b)

)

awareness and participation of interested parties;
cross-sectoral partnership;

engagement with other cities to learn lessons and exchange experience.

[B4] Procurement and supplier management

a)
b)

)

[B5]|Mapping the city’s interoperability needs

Use the smart city interoperability matrix as a tool to:

a)
b)

[B6]|Establishing a common terminology and reference model

b)

[B7]|Smart city roadmap

ake an integrated view of the city’'s procurement requirements.

n outcomes, open data, incentives for innovation and collaboration, avoidance ‘oflock-

Work to nurture an innovation ecosystem across the city and its suppliers.

lhelp identify key barriers to interoperability in the city;

establish policies and actions to address these, drawing“on international, European 4§
gtandards where possible;

iromote commonality of approaches and easierlinkages with other cities and oth
ational authorities.

an be formally modelled; and how such models can be leveraged and integrated i

|

¢oncepts involved in smart city dévelopment; how these concepts relate to each othg
q

existing information architectures.

$eek agreement among interested parties to establish and maintain an agreed and sha
lerminology and reference model.

Establish a phaséd smart city roadmap.

Work with)interested parties to identify a set of services and initial smart city deliy
fepresent quick wins for the city.

[ive priority to changes that can be delivered quickly, at low cost and low risk.

:Eeview procurement policies to ensure they align with smart city contracting principles (i.e. focus

n).

ind national

br local and

insure that all interested parties haye a clear, consistent and common understandinjg of the key

r; how they
to new and

red common

erables that

Establish systems to learn from early customer experience, to improve services in the
and then to drive higher levels of take-up.

Work with early adopters within the local authority and partner organizations
create exemplars and internal champions, and thus learn from experience and drive
transformation.

[B8] Empowering the city community through city data

light of this

in order to
longer-term

Empower interested parties of all sorts across the city to create new sorts of services and value, by
opening up city data via open platforms, and by driving forward the internal culture changes and the
external market enablers that are needed to create a flourishing city information marketplace.
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[B9] Delivering integrated citizen-centric services

a)

b)

c)

[B10] Identiity and privacy management

Embed an approach to identity and privacy management that is based on:

a)
b)

<)

[B11] Digital inclusion and channel management

Establish a dligital inclusion and channel management strategy, whichyincludes:

a)

b)

[B12] Mandging smart city developments and infrastructures

Provide citizens and businesses with public services that are accessible in one stop, over multiple
channels, and built around user needs rather than the city’s organizational structures.

Establish an integrated business and information architecture to support this, enabling a whole-of-
city view of specific customer groups for city services.

Do so in a phased, low-cost and low-risk way, by rolling out a number of agile, cross-city, virtual
franchise businesses that are based around specific customer segments and that sit within the
existing delivery structures of the city.

an open and federated business model;
a service-oriented IT architecture; and

a citizen-centric trust model.

a clear qudit of what existing channels are currently used to.deliver city services, and the cost$ and
service |evels associated with these;

the visipn and roadmap for developing a new channel.management approach, which:
1) is centred on the needs and behaviour of citizeéns and businesses;

2) identifies the opportunities for current services to be engineered out through the introduftion
of new smart connectivity directly between city assets and digital devices;

3) encpurages access and use of digital services by citizen and business groups currently excluded
froin these for whatever reasoix

Work collaboratively with allVrelevant interested parties to ensure that all development| and

infrastructyre projects acress’the city:

a)
b)

c)

build smart delivery-principles into project planning from the outset;
take a hiolisticapproach across all types of city infrastructure;

build partnerships and new business models.

[B13] IT and data resources mapping and management

Map out major information and IT system resources across the city, prioritize those with the greatest
potential for reuse, and establish governance processes and usage policies aimed at maximizing asset
reuse by city partners.

[B14] Open, service-oriented, city-wide IT architecture

Work with interested parties (including IT suppliers, SMEs and academic partners) to establish an
open, service-oriented, city-wide IT architecture, and to develop a phased migration plan towards that
architecture.
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[C] Benefit realization

Establish a benefit realization strategy to ensure a clear line of sight between actions and vision, and
that the intended benefits from the smart city programme are delivered in practice. The strategy should
be built around the three pillars of:

a) Dbenefit mapping;
b) Dbenefit tracking; and

c) benefit delivery.

[D] Kisk management

Establish processes to ensure that the key risks to successful implementation of the.€ity’s ptrategy are
identified, measured and managed.

5 Component A — Delivery principles

5.1 | Context

Managing the shift to a smart city operating model requires collaboration and change agross a wide
range of individuals, communities and organizations over aysustained period of time. An approach
that |s rooted in a set of clearly stated principles can help ensure that business decisions across those
orgahizations align.

5.2 | The need

Putting a strategy for city-wide change inte~ practice requires a principle-based gpproach to
implementation.

Leadgers of smart city programmes face significant challenges. These include:
a) the scope of the programme, which touches on all aspects of city life;

b) the scale of ambition for the)programme (which typically will be aiming at achieving clhange that is
fransformational, not incremental);

c) the wide range of interested parties and delivery partners involved in the programme;

d) vyulnerability to external change and uncertainties that can impact on programme deliyery;

e) 1managing-the tension between the desire, on the one hand, to move faster by learning from
juccessfulvapproaches in other cities and, on the other hand, the need to develop bottom-up
dpproaches that have strong local ownership and buy-in.

3 A cannot work.
Success cannot be dellvered by planmng in detall all elements of the change at the outset Rather, it can
be delivered by setting out a clear and agreed vision, and then underpinning this with a roadmap that
does not overplan but that provides a framework for an organic, inclusive process of change to deliver
the vision over time. Key elements of this are explored in other guidance notes within this document.
But the starting point should be clarity about the delivery principles that key actors in the city will seek
to work towards throughout this process.

The term “delivery principles” in this document means an agreed and enduring statement of values
which can be used on a consistent basis to steer business decision-making by multiple city organizations
over the long term, and which are:

— used to inform and underpin the smart city strategy;
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— understood, agreed and owned by all key organisations across the city with a stake in delivering the
strategy.

In developing such principles, each city does not need to start from scratch. A one-size-fits-all approach
to city transformation and simplistic approaches to good practice transfer between one city and another
are unlikely to work. That said, there is an increasingly rich body of knowledge about the underlying
principles that inform successful smart city strategies. Figure 4 provides a summary of the delivery
principles recommended in this document, drawing on: i) a literature review of smart city publications
by governments, industry, NGOs and academia; and ii) extensive peer review and consultation with
smart city practitioners. These principles are set out in full in Annex A.

We believe t
a) visiona
b) citizen-
c) digital,

d) openan

As we work

oot VP B
1Idl d SIlldl U Lll._y IS5,

Y,

Centric,

d collaborative.

towards becoming a smart city, we will use the following princéles to guide our work

Visionary

®
(]9'\
6 .
S
,\'\
o2
O

A vision for our city’s future
which is clear, compelling and jointly
owned by all key stakeholders

Resilience Preservation and improvement Responsible
Well-being Attractiveness of environment Social adhesion resource use
Citizen-centric Digital Open and
collaborative
We beljieve: C)\JWe believe: We believe:
¢ in detailed and %(: ¢ in enabling the ubiquitous ¢ in creating spaces and
segmental \ digitization of our city, opportunities for new
understanding of our % with connectivity and collaboration
citigens’ and busine@_@ integration between « in opening up the city’s
neefls people, places, and data to drive innovation
« inshaces and &\ things across the city and create new value
built around@ens' needs e in building city systems
neels ?\ » ensuring the inclusive that are flexible and
o thatt /%rmation is digitization of our city, adaptable
do % citizens and with no stakeholder «_in sharing and reuse of
businesses. not to them group left behind city assets and services

The city’s physical, spatial and ecological environment

10

Figure 4 — Summary of smart city delivery principles
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Recommendations

The following are recommended.

a) Smart city leaders should collaborate with interested parties to develop and agree a set of delivery
principles that include, as a minimum, the need to:

1) establish a clear, compelling and inclusive [B1] city vision;

2) take a citizen-centric approach (in which the needs of citizens, rather than the structures of

the city’s organisations, drive all aspects of service design and delivery);

Vi

b)

5.4

Deve
invol
deve

6 ¢

6.1

This
is on

—_— q

—

3) enable a ubiquitous, integrated and inclusive digitization of city spaces and systeni

}) embed openness and sharing in the way the city works.

mart city leaders should use the delivery principles given in Annex A as akey input

point for that process.

Linkages

loping, agreeing and acting as guardians of the delivery principles is a core tash
ved in smart city [B2] leadership and governance, and shiould be addressed at an e
opment of the [B1] city vision and [B7] smart city roadmap.

Component B — Key cross-city delivery processes

General

clause brings together guidance on howto deliver the [A] delivery principles in pract
addressing city-wide challenges of joining-up across city silos, in three areas:

gtrategy management, covered in guidance notes [B1] to [B7];

itizen-centric service management, covered in guidance notes [B8] to [B11];

— digital and physical resdurce management, covered in guidance notes [B12] to [B14].

6.2

This
decid
centl

a) ¢

Strategy management

subclause foecuses on strategy management, i.e. the key aspects of governance, p
ion making’that need to be managed at a whole-of-city level. This does not mean
ally planned and managed approach; it does mean taking a city-wide approach to:

stdblishing an integrated vision, strategy and benefits realization plan;

4

hind starting

¢ for people
hrly stage in

ice. Its focus

anning and
h top-down,

b) underpinning this with an operating model which balances the need for city-wide management on
the one hand and local innovation on the other;

c) taking an organic approach to implementation: establishing the business processes, capacity and
structures that can drive transformation and create and grow sustained improvements over time,
even if all the steps of that transformational journey cannot be planned in detail at the outset.

The subcomponents of the strategy management component of this document are:

— [B1] City vision;

— [B2] Leadership and governance;

— [B3] Collaborative engagement;
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[B4] Procurement and supplier management;
[B5] Mapping the city’s interoperability needs;
[B6] Establishing a common terminology and reference model;

[B7] Smart city roadmap.

6.3 Subcomponent [B1] — City vision

6.3.1 Context

First among]
and shared

6.3.2 The
An agreed V|
As previous
cities. Cities
wish to buil

That said, t
on in order

Uision for their city.

ision of what a “sustainable future” looks and feels like for the city is.esséntial for sucd

 on these for their futures.

here is increasing consensus on the purposes that citi€s and communities should

the [A] delivery principles is the need for smart city leaders to develop a clear, comp

need

y stated, this document does not seek to describe a one-size-fits-allvision for the futy
are rooted in local place and local culture, and are developing different visions of how]

lling

ess.

re of
they

ocus

to ensure sustainable development. ISO 37101 desctibes six purposes for commurmities

to consider|when developing their vision and strategy for the future, as illustrated in Table 1{ The
associated implementation guidance for ISO 37101 sets ouf a four-stage process for cities to ufse in
developing g strategy to deliver these sustainability purposes: 1) baseline review; 2) strategy definjtion;
3) establishing and implementing the action plan; and 4) performance evaluation and continfuous
improvemernt.
Table 1 — Community purposes
Purpose Including
Attractivendss Appeal to cjtizens and other interested parties, e.g. investors; belonging; culfure;
place; sense of identity
Preservation and improve- | Improyed environmental performance, including reducing greenhouse gas emisjsion;
ment of envifonment protéetion, restoration and enhancement of biological diversity and ecosysten) ser-
viCes; including protection of ecosystems, plant and animal diversity and migration
aswell as genetic diversity; reduced health hazard
Resilience Anticipation; climate change mitigation and/or adaptation; economic shockg4 and
stresses preparedness, social evolution
Responsible|resource use |Consumption; distribution; improved land management; reducing, reusing and re-
cycling of materials; respect for scarcity of all types of resources (natural, human,
financial); sustainable production, storage and transport
Social cohesion Accessibility; culture; dialogue with external parties not limited by boundaries,
diversity; equity; heritage; inclusiveness; inequalities reduction; rootedness; sense
of belonging and social mobility
Well-being Access to opportunities; creativity, education; happiness; healthy environment;
human capital improvement; liveable city; prosperity; quality of life; security;
self-confidence; welfare

Source: ISO 37101:2016

Increasingly, cities wishing to deliver their vision and strategic objectives in a smart way also seek to
articulate within the vision how this will “feel” different from their city as it is now, and to bring this
to life through use of digital modelling, data visualization, social media and/or other technologies.
Common characteristics of the smart cities approach which cities articulate in their city visions are set
out in Table 2.

12
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Table 2 — Characteristics of “smartness” highlighted in city visions2

Connected to opportunities, spaces, places, markets

Transparent

Open minded, collaborative and

Academically rich

experimental
Joined up in our city thinking In harmony
Easy, friendly and attractive place to come together| Intelligent

Better information, more choice,
more convenience, less waste

Liveable and sustainable

Inclusive

Interconnected

Flou

rishing creativity Confident, cosmopolitan, creative

Bala

nced demand/supply Outcome-focused/evidence-based decision ma

king

Agil

e and adaptive to changing needs Predictive of/resilient to future challengés

a

Strat

Draws on the 29 feasibility studies from the Future City Demonstrator Programme submitted to the U
gy Board in 2012(2], and on BSI stakeholder consultation during 2013.

K Technology

6.3.3

Smat
the f

a)

b)

f)

6.3.4

The

colla
mea

deli

Recommendations

t city leaders should therefore create a vision of “what good 16oks like” for their city,
iture, that:
is aligned with the purposes for sustainable communities set out in ISO 37101, ref
riorities;

is developed in an iterative and collaborative manner (that is, inclusive of all city
roups and informed by user research and engagement, with social media and other {
sed to enable public participation in the process);

embraces the opportunities opened up*by'smart technologies, smart data and smart cg

dloes so in a way which integrates-these with the core socio-economic, political and en
yision and purpose for the city’s-future, rather than seeing them as somehow separg
¢ity’s core strategic objectives;

uses digital modelling, data’visualization and/or other technologies to present what it
tlo live and work in theity's vision for the future;

ils measurable.
Linkages

City vision should be informed by the city’s [A] delivery principles, and developed t
borative engagement with all interested parties. The vision should be expressed
urable outcomes and a clear line of sight established between all activities in the r

now and in

ecting local

stakeholder
echnologies

llaboration;

yironmental
Ite from the

will be like

hrough [B3]
in terms of
badmap and

€Ty Of THESE OULCOIMES (0T the City ViSion. Guidance om now to do this effectivety 153

benefit realization.

6.4

Subcomponent [B2] — Leadership and governance

6.4.1 Context

et out in [C]

Development of a shared and compelling [B1] city vision requires significant leadership; delivery
of that vision then requires that leadership to be sustained over many years and embedded within
effective governance processes.
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6.4.2 The need

Smart cities need to find effective ways to empower and enable leadership on a distributed, city-wide
basis across all interested parties.

Smart city programmes cannot be delivered successfully through traditional top-down programme
structures.

There is no ideal leadership structure for a smart city programme: the optimal positioning of the
leadership team will depend on the context of each city. However, global experience suggests the
following factors are vital to address in whichever way is most appropriate for the specific city context.

a)

b)

d)

f)

g)

14

A clear [focus of accountability within the local authority. At both the political and administrptive
levels there should be an explicit functional responsibility for the smart city programme.wjithin
the local authority. These functions should be occupied by individuals with sufficient authority to
shape r¢source allocation and organizational priorities.

Building a broad-based leadership team across the city. It is not essential that all interested pqrties
are conmitted to the smart city programme from the very outset. Indeed,~a key requiremgnt of
building and managing a [B7] smart city roadmap is to work in ways_that nurture and grow
support for the strategy through the implementation process. However, itis important the smart
city programme is not seen as a centralized or top-down initiative led solely by the local authgrity.
Sharing|leadership roles for the design and delivery of a programmeé with senior colleagues agross
the othgr sectors and organizations across the city is therefore ifiiportant.

Bringing city leaders together in effective governance arxahgements. City-wide, cross-sedtoral
governgnce systems need to be established at two levels:

1) the|strategic governance level, focused on defining required outcomes of the smarf city
programme and ensuring effective [C] benefitrealization;

2) theldelivery governance level, focused on implementation of the [B7] smart city roadmap.

Deployment of formal programme management disciplines. To deliver effective cityqwide
transformation, it is vital to develop.and manage a portfolio of programmes and projects| that
togethef are intended to deliver the smatt city vision. While these can be managed by many different
actors ground the city, they shotld be brought together into an overall strategic programrme of
work with:

1) an ¢verall business case)supported by measurement of clear success indicators;

2) prioritization of @ctivities and programme changes, based on performance and feedback
criteria linked.tothe city’s [A] delivery principles;

3) common frameworks for managing strategic risks, issues and constraints, bought into by all
delijvery partners.

requires the senior accountable leaders to have access to a mix of key skills in the leadership team
which they build around them, including: strategy development skills, stakeholder engagement
skills, marketing skills, commercial skills and technology management skills. Deployment of a
formal competency framework, such as Skills Framework for the Information Age (SFIA), can be
helpful in identifying and building the right skill sets.

Allowing for organizations’ evolution over time. Contributions by private and voluntary organizations
are likely to be subject to engagement lifecycles. Organizations are created, evolve and eventually
merge or decline. The continuity of smart city assets and services needs to be actively managed
throughout this evolutionary process.

Ensuring an open and transparent governance process. Transparency is important in order to build
trust, strengthen accountability for delivery of the smart city programme, and facilitate openness
and collaboration with all interested parties. This means that the leadership of a smart city
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programme should aim to publish all key vision and strategy documents, make names and contact
details of programme leaders publically available, and publish regular updates of performance and
delivery against the [B7] smart city roadmap. This should explicitly include progress reporting
against commitments in the road map on [B3] collaborative engagement and [B11] digital
inclusion and channel management.

Increasingly, ICT-enabled tools - particularly ones enhanced by visualization - are available to cities to
help support the delivery of all of the above factors.

6.4.3 Recommendations

Smaffft city leaders should establish [eadership and governance arrangements that ensure;
a) aclear focus of accountability within the local authority;
b) 4 broad-based leadership team across the city;

c) ¢ity leaders are brought together on a cross-sectoral basis into effective'governance arrangements,
at both the strategic and delivery levels;

d) deployment of formal programme management disciplines and“prioritization of adtivities and
programme changes, based on performance and feedback critefia;

e) the right skills mix in the leadership team;
f) an ability to manage organizational evolution among.city partner organizations;

g) openness and transparency in the governance proeess, including through digitally-enabled models
¢of public participation.

a) 4rticulating and acting as guardians of the [A] delivery principles for the smart city programme;

b) é¢nsuring that the programmeis aligned to deliver a clear, compelling and agreed [B1] ¢ity vision;

c) acting as champions andambassadors for the smart city approach as part of [B3] cqllaborative
engagement, andCeinbracing citizen-centric and digitally-enabled policies for [B11] digital
nclusion and chiannel management;

targeted by

6.5.1 Context

Effective collaboration across a wide range of interested parties is critical. Establishing a process of
sustainable change requires a critical mass of actors inside and outside of the city administration to
be both engaged and supportive. Delivering a [B1] city vision cannot be done without meaningful
collaboration.

6.5.2 The need
Smart city programmes cannot be delivered successfully only by the local authority. The breadth of

change and need for long-term commitment requires investment (in time, money and encouragement)
from a critical mass of interested parties.
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Interested parties are considered to be any individual or organization impacted by the programme.

The mix of interested parties who need to be involved in planning, delivering and sustaining a smart
city programme is extensive and complex. There can be many different types of interested parties with
different objectives, requirements and levels of commitment. These can include:

a) Promoters. Those with an interest in actively promoting the programme, including: local elected
representatives; central government; consumer groups (such as business, suppliers to the
programme and the media). This category will also cover any stakeholder with a negative agenda
(negative promoters).

b) Investors_Thase investing resources into the programme, in(‘hlding' financial institutions: central

governipnent; businesses who stand to improve their return on investment through the progranme’s
outcomes (such as suppliers).

c) Beneficipries. Those involved in delivery of the programme, including: the local authdrity’s internal
businesp units; partners, such as business, education and not-for-profit sectors; suppliers.

d) Consumprs. Those who will be affected by the programme, including: residents (individuals,
commuhities and organizations); businesses; those who work and live in, as-well as visit, the cjty.

e) External. Those not directly involved in the programme but who will be affected by it directly or
indirectly, including: central government; other local government afd public-sector organizatjions;
busineskes with an interest in the impact of the programme; themedia.

This is not [meant to be an exhaustive set of categories. It is previded to illustrate the diversity of
interested parties in the city. Interested parties fall into different groups with different npeds,
expectationy and contributions to make, and moreover many interested parties can be expected [to fit
into more than one category, with different needs at different times during the programme.

This compl¢x and fluid landscape of interested parties needs to be actively managed through the
programme

The collaborative engagement workstream of\the [B7] smart city roadmap is also the mechajnism
through whjch the needs and aspirations of\interested parties can be distilled and represented ih the
programme

6.5.3 Recpmmendation

Smart city l¢aders should establish, and give high priority and adequate resources to, a formal marnjaged
programme| of collaborativeZengagement with all interested parties. This should be led by a senior
executive ald integrated)into the roles of all those involved in delivering the smart city prograjnme,
and should ¢over:

a) Awarenegss and-participation of interested parties: ensuring that all interested parties (e.g. ysers,
suppliers, delivery partners elsewhere in the public, private and voluntary sector, politiciang, the
media) hatve a clear understanding of the smart city programme and how they will benefit frgm it,
and have effective and inclusive routes (including through use of digital media) to engage with and
participate in the programme;

b) Cross-sectoral partnership: engaging effectively with interested parties from the private, public and
voluntary sectors to deliver the programme in a way that benefits all sectors;

c) Engagement with other cities to learn lessons and exchange experience.

6.5.4 Linkages

Collaborative engagement should be established as a formal workstream within the [B7] smart city
roadmap, with measurable performance metrics built into the [C] benefit realization framework.
Collaborative engagement with interested parties underpins all other parts of this document, because
anyone involved in the realization of the smart city vision (or receiving benefits as a result) is considered
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an interested party. However, collaborative engagement is particularly important for [B1] city vision,
[B2] leadership and governance, [B4] procurement and supplier management, [B8] empowering
the city community through city data, [B9] delivering integrated citizen-centric services and
[B10] identity and privacy management.

6.6 Subcomponent [B4] — Procurement and supplier management

6.6.1 Context

City authoritiesrely heav11y on suppllers a trend thatis 1ncreasmg aslocal authorities 1ncrea51ng1y define

the

6.6.2

Citie
than

Publ
smalf

indu
mutu

Equa
alreg

NOTH

The need

al benefit.

Table 3 summarizes some of the key elementsof this shift.

Table 3 — Towards smarter city procurement

and rocurement policies have often ralsed 51gn1flcant barrlers to smart c1ty development<.

c-sector procurement practices can represent a significant obsta¢l®to accelerating th
t cities. From both the public and private sector sides of the matket, there is strong e
traditional procurement of city services is stifling innovation ahd inhibiting the ability
5try jointly to undertake real-life research and developméntand to pool intellectual

elationships

5 need to develop procurement and supplier management strategies that*act as enaplers rather
blockers of their vision for more citizen-centric and integrated service‘delivery.

e growth of
vidence that
bf cities and
broperty for

lly, there is increasing consensus on new, smarter approaches to public procuremenlt, which are
dy starting to develop and should be more widely-adopted.

Trad

itional city procurement

Smart city procurement

SiloA
men

based procurement, with require-
's set by individual business units

withiin the city...

An integrated strategic approach to the commission}
vices, across the city council and in partnership with
service delivery organizations

ng of ser-
other city

...an|
bene

d with little ability to fundsolutions that
fit multiple organizations

Budget alignment mechanisms enable effective provisid
good platforms and services

n of common

The ¢
it w3
wan

ity defines the technology and other inputs
nts to buy, and theimmediate outputs it
s these to deliver

The city defines the outcomes and service levels it war

tsto achieve

the @

Reqiiirements-ate developed internally by

ity

Requirements are developed iteratively, in partners
customer, commissioner and supplier

hip between

The

ityMrings its requirements to the market

ina ]Piecemeal manner

Published pipelines of future requirements help to §
market and enable suppliers to propose new cross-cutt

timulate the
ing solutions

todetiver muttipte Tequirenents thotirwithimanmd across cities)

Citie

s define their requirements in isolation

from each other

Joint procurement initiatives, facilitated by shared pipelines, enable
shared services across more than one city and also stimulate the
market for standardized and replicable city solutions

Proc

urement and contracting is based around

purchaser-provider, client-agent relationships

Arange of more innovative delivery models are deployed, including
city companies, joint ventures, and partnerships between cities,
industry and academia that promote collaborative solutions while

safeguarding the intellectual property of each.
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Table 3 (continued)

Traditional city procurement Smart city procurement

Procurementdecisions focus primarily on price | Procurement decisions focus primarily on long-term value for
money, including:

— total cost of ownership (including costs of exit);
— the suppliers’ ability to innovate;

— confidence in delivering the expected business benefits.

IT as a capital investment IT as a service

13a-£] HN| £ £ Cl Yo' | | L 3
Long-term, ipHexible-contracts Shorttermrofdemandparehasths

Bespoke, vertically-integrated solutions for|Sharing and reusing standardized components, drawing.ow' pest-
each line of husiness of-breed building blocks and commercial-off-the-shelf pnodufcts

City systemg are unable to interoperate, due | Interoperability based on open standards is designied into all|pro-
to overreliarjce on proprietary systems curements from the outset

Important city data sets cannot be opened up | Standard contractual arrangements ensurethat all city suppliers
because they are owned by suppliers make city data available via open standards and either for fr¢e or,
where appropriate, on fair, reasonable andnten-discriminatory terms

No incentive$ on suppliers to share, collaborate | Contractual arrangements encourage collaboration with others
and innovate{with other city interested parties|to create new value, and the sharing’of common city assets, with
benefits being shared betweenthe city and its suppliers

The city buys from a limited pool of large|The city buys from a large pgol of small suppliers, plus stragegic
suppliers relations with one or a few platform suppliers who thems¢lves
integrate with many SMES

City leaders focus on managing relationships | City leaders focus onnurturing and managing an innovation ecosyjstem
with a few 1qrge vendors

There is a perception that there are barriers rootediin the legislative framework for procurement.
However, thiis is not primarily the case: smart, outeomes-based procurement can be compatible|with
the fundampntal premise of international law, on public procurement, which states that authorities
should specify outcomes, not technological selitions, in their procurement. The key barriers are rqoted
much more |n procurement culture and practice, which can and should be tackled at city level.

6.6.3 Recpmmendations
Smart city l¢aders should therefore:

a) Take ah integrated view of the city’s procurement requirements, establishing goverrnance
arrangements that enable a city-wide overview of major procurements by the city council and
other mlajor publicssector organizations operating in the city.

b) Review procurément policies to ensure they align with smart city contracting principles:

1) foc

bW it

$Con procuring business outcomes: specify what the supplier should achieve, not h

2) build open data into all procurements: be clear that all data are to be owned by the city, not
the supplier, or establish clear requirements for the supplier to make data available via open
standards and fair, reasonable and non-discriminatory terms;

3) incentivize innovation and collaboration: ensure that contractual arrangements encourage
collaboration with others to create new value, and the sharing of common city assets;
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4) avoid supplier lock-in, by integrating interoperability requirements into all ICT procurement,
using off-the-shelf products and open standards wherever possible, and factoring in the costs
of exit from the outset.

c) Work to nurture an innovation ecosystem across the city and its suppliers, including by:

1) publishing the city’s procurement policies, ensuring that all changes following the review are
widely known;

2) publishing and updating a pipeline of major city procurement opportunities;

3) early and iterative engagement with potential suppliers, including local and other SMEs, to
benefit from innovation and stimulate the market;

4) stimulating SME-led innovation, including through use of competitionscand placing SME-
engagement requirements on large suppliers;

%) driving forward the internal cultural and behavioural changes entailed by the recommendations
given in 1) to 4).

6.6.4 Linkages

The [need to nurture an innovation ecosystem of city suppliers should be a major th¢me of [B3]
collaborative engagement. In reviewing city procurement policies, city leaders should geek to align
contfacting principles with [B14] open, service-oriented;city-wide IT architecture.

6.7 | Subcomponent [B5] — Mapping the city’s-interoperability needs

6.7.1 Context

The [A] delivery principles (see Annex A)'focus on the need to enable sharing and reuse df city assets
and gervices, through interoperability enabled by open standards.

6.7.2 The need
Smart cities need to understand)and map out barriers to interoperability.

Genyine interoperability between city systems needs change not just at the technical level Cities need
to take a holistic approach to interoperability.

Over| recent years; significant work has been done by public authorities and industry to |help ensure
interjoperability:between systems. This work focuses on standards and specifications aimed at ensuring
techpical intéroperability and data (or semantic) interoperability. However, genuine interoperability
between city Systems faces a wide range of non-technical barriers (such as organizational barriers and
legal|baftiers), which cities also need to identify and address.

This document recommends that Cities use the matrix in Figure 5 to map out the full landscape of
barriers to interoperability which they face. This takes the three city-wide implementation processes
identified in this document (strategy management, service management, and technology and data asset
management), and maps them against the five commonly accepted dimensions of interoperability:
technical, semantic, organizational, legal and policy interoperability.

Interoperability barriers will vary from city to city, but some action is likely to be needed in each cell of
the matrix. Figure 5 sets out, for illustrative purposes, some of the key policy products that cities might
seek to use in tackling these barriers. Each policy product is cross-referenced to the component of this
document which provides guidance on the activities needed to develop that policy product.

NOTE For the purposes of this document, “policy product” is defined as any written document used to shape,
guide and deliver smart city activity. Examples include written policies, standards, guidelines and frameworks.
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I Guiding principles

|

Legal powers for
collaboration and data

Smart city roadmap
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Open, service-oriented

, city-wide IT architecture
[B14]

City vision B1 sharing between
I Y [B1] I organizations [B5] I Stakeholder engagement plan [B3]I
Common terminology
Governance model [B2] I and reference model
I KPI framework [c] I [B6]
Strategic business case for [C]
the overall programme I Benefits realization plan [c] I
Risk management strate; B7
I ° s gy [B7] I I Skills framework [BZ]I
VoY
S¢rvice transformation (B8] Privacy, data [B10] Customer segmentation framework [B9] City services [B11] Publishe&o [B8]
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K K . . Publishing guidance .
Identity and privacy [B10] Key services portfolio [BI] and standards
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e
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Shared vision & business [B8] Legal & policy [B8] Technology and data m“d’@ [B13] Common [B14] E-Government [B14]

o

dse for open city data

framework for open
city data
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A

data standards
and taxonomies

Interoperability
Framework
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N

Figure 5 — Smart ci{g’igeroperability matrix
O

6.7.3 Recpmmendation

Smart city l¢aders should therefore e)@ﬁe smart city interoperability matrix as a tool to:

a)
b)

establish policies an

standands where po&~ e;

c)

promot
nationa

6.7.4 Lin@

b comm
auth

@?ﬁy of approaches and easier linkages with other cities, and other loca

es.

and

help identify key barriers t%@éroperability in their city;

(%?\bns to address these, drawing on international, European or natfional

and

Further detail on technical and semantic interoperability is addressed in [B14] open, service-oriented,
city-wide IT architecture. Policies and actions to address barriers identified via this interoperability
mapping should be addressed as part of the [B7] smart city roadmap.

6.8 Subcomponent [B6] — Establishing a common terminology and reference model

6.8.1 Context

In any change programme of the breadth and complexity that this document supports, all interested
parties involved in delivering the programme need to have a common understanding of the key concepts
involved and how they interrelate, and have a common language to describe these in.

20
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6.8.2 The need

Leadership and communication both break down when interested parties understand and use terms
and concepts in very different ways, leading to ambiguity, misunderstanding and, potentially, loss of
organisational commitment.

Concepts do not exist in isolation. In addition to clear definitions and agreed terms, it is the broader
understanding of the relationships between concepts that gives them fuller meaning and allows us to
model, for example, our world, our business activities and our interested parties in a way that increases
the chance of our digital systems being an accurate reflection of our work. Any partners involved in
delivering a smart city programme should be able to use a common terminology without ambiguity and

b i A | - 1 e i S | 1 PR & | 1
€ SUTTtITat tITest teT IITs dre usca CUILSISICIILy LHHT OUgIIUUL dll WUILR.

6.8.3 Recommendations
Smaft city leaders should:

a) ¢nsure that all interested parties have a clear, consistent and commofnunderstandinjg of the key
¢oncepts involved in smart city development, how these concepts relate to each other, how they can
e formally modelled, and how such models can be leveraged and-integrated into new and existing
information architectures;

b) geek agreement among interested parties to establish and fnaintain an agreed and shafed common
lerminology and reference model.

6.8.4 Linkages

Detajled advice on smart city terminology and reference models is available in ISO/IE( 30182 and
ISO 37100.

6.9 | Subcomponent [B7] - Smart city roadmap

6.9.1 Context

Work towards delivering the [B1}'city vision in a smart way needs to be underpinned by|an effective
roadmap.

6.9.2 The need

Citiep need to develop'a smart city roadmap thatis practically deliverable, i.e. not some all-enicompassing
mastler plan (which is likely to be brittle and prone to failure) but a pragmatic framework fgr delivering
clearly identifiable results in achievable stages.

Different cities are at different stages of maturity in their evolution towards the sort of fransformed
operpting model described in the guidance in this document, and may have very differept outcomes
that they seek to achieve as part of their [BI] city vision. So there can be no one-size-Tits-all roadmap.

That said, an effective smart city roadmap for any city is likely to take a phased and incremental
approach, which does not overplan at the outset but provides a framework for an organic, market-based
process of change to deliver the vision over time. A typical smart city roadmap might therefore cover
five main phases, as illustrated in Table 4.
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Table 4 — Phases of a smart city roadmap

Plan

The preparation and planning needed to develop a tailored roadmap for the city, to ensure that the business case
is fully articulated, and that all key interested parties are on board. Key outputs from this phase should include:

[A] delivery principles: the agreed set of principles that interested parties and delivery partners seek to work

towards in d
[B1] city vis

elivering the smart city roadmap;
ion: a high-level document setting out the agreed future vision for the city;

[C] benefit realization framework, including:

— ahi
of the i

[B7] smart

emy
— a[

— dey
city d¢

wide I
— any

a I
[D] ke

Intended benefits from the transformation programme.

— pldns for mapping IT and digital assets, and moving towards the [B14] open, service-oriented,

gh-level benefits realization plan, setting out the actions needed to ensure full downstream del

City roadmap: a multi-year transformation plan, covering, among other things:
bedding the [B2] leadership and governance processes;
B3] collaborative engagement workstream;

relopment and delivery of a smart [B4] procurement and supplier management strategy;
velopments and infrastructures;

I architecture needed to support transformation of the city’scoperating model;
additional priority actions identified as a result of [B5] mapping the city’s interoperability ne

isk-management strategy, to ensure that the delivery-process effectively addresses the smar
p risks.

— astrategic business case, setting out the key costs and benefits associated with the smart city programme;

very

— inflegration of physical and digital planning for the city, as recommended in [B12] managing smart

city-

eds;

city

Initiate

In this first
minimum dg
benefits, usi
parties; and
all future iny

phase of delivery, the focus is on building thée'maximum momentum behind the roadmap fo
livery risk. This means focusing in partictilar on: a) quick wins to demonstrate progress and
ng little or no technology expenditure, in'order to accelerate belief and confidence across interg
b) embedding the roadmap in governance structures and processes which will be needed to in
restments.

I the
parly
sted
form

Deliver

In this phasd
platform to §
forms for pu
organization

, some of the more signifieantinvestments start coming on-stream - for example, an open dat
upport SME and community-led innovation with city data, one-stop customer-facing delivery
blic services, and theAfirst wave of smart services and applications from champion or early add
s within the city.

==}

plat-
pter

Consolidate
In this phasd

technology 4

learning frogn smart data'and user feedback, and using that feedback to specify changes to the business an

, the focus shifts towards driving take-up of the initial smart city services and applications,

rchitectures being developed as longer-term strategic solutions.

Transform

Finally, as t

er

range of smart city projects, and complete the transition to the full strategic IT platform needed to guarantee
future agility as business and customer priorities change.

6.9.3 Rec

ommendations

Smart city leaders should:

a) establish a phased smart city roadmap;

b) work with interested parties to identify a set of services and initial smart city deliverables that
represent quick wins for the city;

c) give priority to changes that can be delivered quickly, at low cost and low risk;
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and then to drive higher levels of take-up;

establish systems to learn from early customer experience, to improve services in the light of this,

work with early adopters within the local authority and partner organizations in order to

create exemplars and internal champions and thus learn from experience and drive longer-term
transformation.

6.9.4 Linkages

Implementation of the smart city roadmap should be pursued with due attention to risk management,
and should therefore include checkpoints at key stages to allow regular, independent review of

perfy

6.10

This
delivi
with

At th
twin

a) |
1

rmance against the [D] Key risKs.

Citizen-centric service management

subclause addresses the way in which city services for citizens and businesses are |

blanned and

ered. The focus is on the changes that are needed in cities to align seryice delivery more closely

the [A] delivery principles.

e heart of the approach to service management recommended dn\this document is a
Ltrack approach to the smart transformation of city services ne€ds to be taken:

First, the increasing digitization of city services and of €ity assets presents a huge
o make the city more open to externally driven inngyvation. So smart city prograni

q

q

b)
)i

eek to accelerate this by facilitating and incentivizing the development of a new °

ther data, and create new sorts of public value: This is addressed below in the guidan
bmpowering the city community through.€ity data.

$econd, the local authority itself (together with other major service deliverers in th¢

esponsibility to drive improvements;to its own services through the application of sm

ore citizen-centric ways of worKing. This is addressed below in the guidance note [B9
ntegrated citizen-centric services.

The pther two subcomponents of the service management component of this document z
supplorting both parts of this.twin-track approach, and are:

B10] identity and-privacy management; and

B11] digitalinclusion and channel management.

6.11f Subcomponent [B8] — Empowering the city community through city data

6.11|1_Context

belief that a

ppportunity
ymes should
information

marketplace” for the city, within which city systemys are opened up to SMEs, social entrepreneurs
gnd individual citizens to design and deliver eity services themselves, mash up cit

y data with
Ce note [B8]

e city) has a
art data and
| delivering

re aimed at

The [A] delivery principles highlight the importance of opening up the city’s data to drive innovation
and create new value, and empowering citizens and businesses within the city to create public value
themselves through city data.

6.11.2 The need

Smart cities seek to engage with citizens and businesses as owners of, and participants in, the creation
and delivery of city services, not as passive recipients of services.

Getting this right can be a powerful driver of service transformation, but significant barriers need to be
tackled.
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Service delivery in a smart city is not something that is done by the local authority to citizens but is
something in which they are active co-creators of services (or even where public services are delivered
directly citizen-to-citizen with no or minimal city involvement). Innovators in cities who are making
this shift are starting to develop a wide range of new ways to create public value and enhance services,

as illustrate

Such changg
adoption of
want from s
private sect

A lot of sm
technology

d in Figure 6.

Example: citizen monitors their own blood pressure at
home and uploads it directly to their own health record

Citizen
uploads

Stakeholder-
developed
city apps

Citizen-led
) service
uses it to create a new app to design

solve city problems

citizens to prioritize resources

. and decide service levels
Service

Innovation

Example: city opens up its data,
and a local SME mashes it up
with other data to create a new
commercial service

Example: a charity takesjonline
services from thé'city and
embeds themn its own
services to its users

Stakeholder-
developed
commercial
apps

Citizen
intermediaries

Citizen-to-
citizen
services

Example: citizens provide online ratings and quality assurance of
schools and hospitals enabling more informed chaqiceby others

Figure 6 — Service innovation through stakeholder empowerment

s are beginning to happen whether cities_plan for them or not, driven by the incre
social media and by rising expectations from citizens on the degree of interactivity
ervices (expectations that are constantly’being raised by the best digital offerings fro
pr globally).

art city projects will be carried/out by individuals, communities and businesses
hvailable to them on the opén market, but there is a lot that city leaders and instit

can do to help interested parties better access that market. For example, knowledge of how g

media and 3
poorly dissd
awareness g

Smart city
those illusty

martphones can be powerful enablers to community activities and business is still
minated throughout(the population. Many of the most effective programmes for spreg
re volunteer- or comimunity-led activities.

rogrammes can’seek to embrace and accelerate those changes through measures su
ated in Figure 7.

A key enabl
data in the

businesses.
innovation,

er is theséstablishment of an open data platform for the city, aimed at putting the
andsyof the city’s citizens, entrepreneurs, social enterprises, public service provider
However, while open data platforms have the potential to unleash significant amour

u]t

hsing
they
n the

sing
ions
ocial
very
1ding

ch as

City’s
b and
ts of
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change is critical, and this needs to be addressed at two levels, as illustrated in Figure 7.
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Internal culture chang

o City data partnership

* Data managment

(&

 Service-orientated

Open data platform
Enabling market demand

Stakeholder-
developed

First, cities need to drive change upstream of the data platform, i.e. work on inter
change with data owners across the city (from the public, private and-voluntary sector
a willingness and capability to provide data into the platform, and. to tackle barriers to
data| These barriers are as much cultural as they are technical (gien the strong traditiol
pased control of city data) and require sustained leadership-gver several years. [llustrative actions,
which may be built into a [B7] smart city roadmap, include:

silo-1

a)

b)

)

d)

principles city apps
* Map of data assets architecture » Clear policy- SeriEe
« Roadmap for data « Open data framework Innovation

opening standards * Plug and play Stakeholder-
« Demonstrators « Common business models developed
« Championship taxonomies * Data modeling and DTGl

apps
» Web APIs app development P Citizen-to-
tools ilizen

services

¢ Pump-priming

Figure 7 — Delivering stakeholder empowerment

establishing a coalition of the willing between the loc¢al authority and other major dat

uilding a shared vision and business casesfor the value that smarter, more ope
interoperable data can create in the city;

jgreeing a set of principles for the future-management of data that data owners commi
towards, including use of open data standards and the Five Star Rating for Open Datal3

developing a prioritized map of Key data assets across the city, and a roadmap for conv

IS0 37106:2018(E)

Citizen-led
service
design

Citizen
intermediaries

nal culture
s) to ensure
opening up
h of internal

a owners in

the city, committed to increasing the number of data sets provided and used on the plagform;

h and more

t to working
l;

brging these

yvith the agreed principles and.standards;
e) :E"omoting demonstratof projects and championing the benefits being achieved by early adopters.

Second, cities need to-drive change downstream of the data platform, i.e. enabljng market
demand from citizens,businesses and other interested parties. Illustrative actions whjch might be
built|{into a [B7] smart city roadmap include:

1) establishing’a clear and easily understandable policy framework of rights and responsibilities
dround-op¢én city data, which:

i) ~ puts protection of personal privacy at its heart;

ii) creates a level playing field between public, private- and voluntary-sector organizations that
develop services based on city data;

iii) provides citizens with assurance that their data is managed in compliance with all relevant
regulation;

2) developing and documenting a suite of sustainable business models for supply and use of data via
the platform (including publication of free public data, publication of public data with additional
charges to cover the cost of value-added services, and publication of data on a commercial
subscription basis);

3) enhancing the city open data platform so it provides tools to facilitate exploration and
experimentation with city data by application developers;
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4) pump-priming the market with seed-corn funding and/or incubation facilities to stimulate

innovative, service-related application development aimed at solving city challenges;
5) supporting stakeholder and community-led collaborations and programmes to enable individuals,
communities and businesses to learn about, use and benefit from digital technologies.

Developing a sustainable business model and funding approach for the establishment, maintenance
and development of such an open data platform is vital. There are a range of options, such as pooling
resources from public-sector bodies as a cost-effective, shared service route to complying with their
open data obligations, generating revenue from the platform itself through subscription and value-
added services, and leveraging investment on the basis of future efficiency savings in city authorities
and econo

6.11.3 Recpmmendation

vices
lture
htion

Smart city leaders should empower interested parties across the city to create new soxts of ser
and value bly opening up city data via open platforms, and by driving forward the internal cu|
changes and the external market enablers which are needed to create a flourishing city inform
marketplacg.

6.11.4 Linkages

The approa
towards thd

Ch to community empowerment described above is a/key element of the broader
smart city operating model described in this document: To succeed, the approach s}

be closely linked with work on [B10] identity and privacy management, and the more integ

approach to
manageme
support the
[B14] open

6.12 Subcq

specifying and purchasing city-wide services as sefout in [B4] procurement and sup
ht. Further details on the technology and datarasset management processes need¢
approach are set out in [B13] IT and data‘resource mapping and management
service-oriented, city-wide IT architecture.

bmponent [B9] — Delivering intégrated citizen-centric services

6.12.1 Co

ext

The [A] delivery principles highlight the importance of building services around customer need

organizatio

6.12.2 The

Smart citie|
services.

Service deli
are built arq

al structure.

need

need to develep new ways of working across vertical silos to deliver more citizen-cg

very tn-cities has traditionally been based around vertically-integrated delivery silog
urdispecific functions, not user needs (see 4.1). This document supports the develop

of new oper

ting models to drive innovation and collaboration across these vertical silos

shift
jould
rated
plier
ed to

and

5, not

ntric

that
ment

[B8] empowering the city community through city data is one vital element of this. Additionally, and
as illustrated in Figure 5, the local authority and other major service delivery organizations in the city
have a responsibility to use joined-up city data to improve services directly themselves (to act as best
practice retailers of data-rich, citizen-centric services, not just as wholesalers facilitating innovation by
others).

A smart city programme should therefore also involve a shift away from silo-based delivery of service
towards an integrated, multi-channel, service delivery approach - one that enables a whole-of-city view
of the customer and an ability to deliver services to citizens and businesses where and when they need
it most, including through one-stop services and through private- and voluntary-sector intermediaries.

While many cities have made progress in this direction at least in terms of physically bringing together
service delivery channels (via one-stop web services or single phone number initiatives), this is often
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not a fully citizen-centric approach. Many city departments and agencies have overlapping but partial
information about their citizen and business customers, but for the most part nobody takes a lead
responsibility for owning and managing that information across the city, let alone using it to design
better services.

This document recommends an approach which permits the joining-up of services from all parts of the
local authority and other public service providers in a way that makes sense to citizens and businesses
(yet without enforcing a restructure of the participating organizations). Conceptually, this leads to a
model where the existing service delivery organizations within the city continue to act as the suppliers
of services, but intermediated by a virtual business infrastructure based around customer needs.
Successfully implemented at city, state and national level in several countries around the world, this is a
low-IfTSK; Tow-cost, high-impact approach, which involves:

a) ¢stablishing new customer franchise teams, focused on specific customer groupsywithin the city
such as parents, commuters, disabled people, troubled families);

b) fesourcing these within the existing delivery functions of the city withouticreating additional costs;
c) ¢mpowering these teams, within a defined and quality-assured operating model to:

1) use customer insight research and city-wide data to understaiid the needs of thgir customer
groups;

2) deliver customer-centric, trusted and interoperable egntent and transactions to their citizens
and business customers;

3) act as champions of, and drivers for, a brand-led and customer-centric apprpach to the
development and delivery of public services:across the city.

d) providing a safe and quality-assured means’of allowing new business models and new types of
Eublic private partnership to flourish;

e) ¢stablishing a clear framework of petformance and impact measurement, to ensure [that service
leaders are monitored and challenged to achieve smarter and more user-centric ways g¢f working.

NOT]H Attention is drawn to the ‘OASIS Standard ‘Transformational Government Framewprklll, which
provides further details and global.case studies.

6.12{3 Recommendation
Smafft city leaders should:

a) provide citizefts and businesses with public services which are accessible in one stop, over multiple
¢hannelsyand built around user needs, not the city’s organizational structures; and

b) e¢stablish an integrated business and information architecture to support this, enabling a whole-of-
¢ity. view of specific customer groups for city services;

c) do so in a phased, low-cost and low-risk way, by rolling out a number of agile, cross-city, virtual
franchise businesses that are based around specific customer segments and that sit within the
existing delivery structures of the city.

6.12.4 Linkages

The approach to delivering integrated citizen-centric services described in this subclause is a key
element of the broader shift towards a smart city operating model. To succeed, the approach needs
to be closely linked with work on [B3] collaborative engagement, [B10] identity and privacy
management and [B11] digital inclusion and channel management. Further details on the
technology and data asset management processes needed to support the approach are set out in [B13]
IT and data resource mapping and management and [B14] open, service-oriented, city-wide IT
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architecture. Further guidance and global good practices on the customer franchise model and on
brand-led service delivery are set out in the TGFI[1].

6.13 Subcomponent [B10] — Identity and privacy management

6.13.1 Con

text

The [A] delivery principles highlight the importance of ensuring that all personal data are held
securely, and under the ownership and control of the individual citizen.

6.13.2 Th

A smart city

eed

requires trust.

Significant enefits can be achieved by ensuring the city shares data for the delivery of(ity sery

But it is ess

ential that a move to shared data retains the trust of citizens, by placing'the security

privacy of their personal data at the heart of the city’s approach to service management.

Identity is §
overlapping
even differe
keep them
joined-up, a
over and ov¢

Cities have @
inrelationt
secure acce
have in prag
wide efficiel

This docum|
pillars:

a) Federat
based (
governf
these o
b) Interopd
of data i
line wit|
to act a
trust m

and partial identities, each of which is associated with differént'rights and permiss
nt addresses. These identities often overlap, but in some cases-the individual may w4
eparate in order to protect privacy. At other times, the individual may want them
nd be frustrated at constantly having to furnish city autherities with the same inform
T again.

ften struggled to manage this complexity. Often, identity is defined and managed separ
different city services. Many of the tools that cityauthorities have put in place to guarz
5s to public services in the digital world, such'as passwords, PINs and digital signa]
tice acted as barriers to take-up of digital.services. Attempts to use city data to enable
\cies and service improvements can be met with mistrust and suspicion by users.

ent recommends an approach to;identity and privacy management based around f{

bd business architecture. First, a business architecture for identity management th
n federation between ,a‘\wide range of trusted organizations (e.g. the local auth
hent departments, banks, employers) and a clear model for establishing trust bet}
ganizations.

rabletechnicalaiehitecture.Second,atechnologyarchitecture tosupporttheinteropera

ind IT serviees, which does notrely on legacy siloed technical implementation, but whi
h the serviee-oriented architecture (SOA) paradigm, uses internet-based gateway ser
5 a brokerbetween the different data and IT services of the participants in the fedel
bdel.

Citizen-

rices.
r and

complex and, by definition, deeply personal concept. An individual can have multiple,

ions,
nt to
o be
htion

ately
Intee
ures,
city-

hree

at is
hrity,
veen

hility
Ch, in
vices
rated

rentric trust model. Third, and perhaps most importantly, a customer service modég

)l for

identity management that places individuals themselves directly in control of their own data, able
to manage their own data relationship with the city (and with clearly visible controls to reassure
them that this is the case). This citizen-centric approach to identity management is illustrated in

Figure 8.
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( ) ) )
No one can use my data without my ( I can check who uses my data ( I can choose from different identity
consent management options
« A clear regulatory framework protects my I have online access to record of: « I am able to choose from a range of devices to
privacy « which agencies have accessed or use my data authenticate myself (e.g. smart card, SIM card)
« [ am able to agree to cross-agency sharing ¢ and for what purpose « I am able to authenticate myself to government
of some of my data in return for value-add through ID management systems established
services by private sector (e.g. banks, Telcos)
Consent Checkability Choice
( ) , ) L ) N
I can manage my own data, or choose ( I don't need to make an effort ( I see personal benefits in exchange for
someone to do it for me. consent to data sharing
o[ can see all key data held on me by the eI'don'tneed multiple passwords «Alerts - e.g. T get emailed when my npighbour
government in one place submits a planning application
*Quick and simple - or invisible - registration ePersonalisation - government'servicps are
elam able to update (e.g. change of address) and environment automatically focused on iy Specific
one time for all of government circumstances
*Most services don't need any authentication, and «Services become "ipvisible". Joined-§p
el am able to nominate intermediaries to act on my those that do take a risk-based approach in order public-privet sectenSeryvices

behalf to ask the minimum necessary action by me
Control Convenience Content

Sour¢e  OASIS TGFI1], used with permission.

Figure 8 — Citizen-centric identity model

6.13|3 Recommendation
Smafft city leaders should embed an approach to identityand privacy management that is based on:
a) anopen and federated business model;
b) aservice-oriented IT architecture; and

c) {4 citizen-centric trust model.

6.13{4 Linkages

Thisguidance helps deliver integrated, customer-centric services as part of [B9] delivering integrated
citizen-centric services, as-well as to enable [B8] empowering the city community through city
data| Further detail on-the service-oriented IT architectures needed to support this recommended
apprpach to identity and-privacy management is given at [B14] open, service-oriented, gity-wide IT
archjitecture. Key actions to be taken to deliver the identity and privacy management strategy should
be built into the [BZ] smart city roadmap.

6.14 Subconmponent [B11] — Digital inclusion and channel management

6.14|1 _Context

The benefits that a city will derive from [B8] empowering the city community through city data
and [B9] delivering integrated citizen-centric services are magnified the more that citizens and
businesses engage with city services through digital channels.

6.14.2 The need

Channel management is often a weak spot in city service delivery, with widespread duplication,
inefficiency and lack of user focus.

Experience has shown that common pitfalls in channel management for public services in cities include:

a) lack of understanding of the barriers to take-up of digital services;
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b) managing new, digital channels as bolt-ons, with business and technical architectures which are
separate from traditional face-to-face or paper-based channels;

¢) nocommon view of customer service across multiple channels;

d) operational practices, unit costs and service standards for many channels which fall well below

standar

ds set for those channels in the private sector;

e) areliance on government-owned channels, with insufficient understanding of how to partner with
private- and voluntary-sector organizations who have existing trusted channels to government
customers;

f) costly duplication of IT and data assets across channels;

g) unprodj
h) anappr
Smart city

centred on {
of services 1
want to use
sector inter
shift service
up of digita
use them).

6.14.3 Rec

Smart city

which includles:

a) acleard
service

b) the visi

1) isc

2) identifies the opportuuities for current services to be engineered out through the introdu

of n

3) enc
the

i)

ictive and costly competition among service delivery channels;
pach that is incremental, not transformational.

programmes seek to avoid these pitfalls by building a channel mantagement appf
he needs and behaviour of citizens and businesses within the city. Thi$ means that del
eeds to be citizen-centric, with services accessible where and whelt¢itizens and busin

mediaries. Services should be offered over multiple channels, but with clear strategi
users into lower-cost digital channels (including a digitalin¢lusion strategy to enable
services by those segments of the customer populatiornf currently unable or unwilli

pmmendation

eaders should therefore establish a digitaléinclusion and channel management str:

udit of what existing channels are cutrently used to deliver city services, and the cost
levels associated with these;

pbn and roadmap for developifig a new channel management approach which:

bntred on the needs and behaviour of citizens and businesses;

ew smart connectivity directly between city assets and digital devices;

purages accéss-and use of digital services by stakeholder groups currently excluded
be for whatever reasons, by:

using-~the benefits from future universality to fund the costs of ensuring d
inclusion now;

them, including through both one-stop services and a wide rangé.of private- and Volun‘tary-

oach
very
bsses

s to
rake-
hg to

itegy

5 and

ction

from

gital

ii)

ensuring adequate assisted digital provision for the digitally excluded;

iii) taking a proactive approach to the digitally excluded in terms of training, access and
education, and the identification of channels to allow their views and voices to be heard

and incorporated into decision-making.

6.14.4 Linkages

This guidance helps with [B9] delivering integrated citizen-centric services, and enables [B8]
empowering the city community through city data. Further details on the technical and semantic
interoperability issues which need to be managed in supporting channel integration are given in
[B5] mapping the city’s interoperability needs and [B14] open, service-oriented, city-wide IT
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architecture. Key actions to be taken as part of the digital inclusion and channel management strategy

shou

1d be built into the [B7] smart city roadmap.

6.15 Digital and physical resource management

This subcomponent shows how changes to the way in which physical, technological and information
resources are managed in a city can help to accelerate, de-risk and lower the cost of smart city
programmes (and in particular to align service delivery more closely with the [A] delivery principles.

Ther

6.16

6.16

Comj
guid
This
integ
infra

6.16

City
stage
each

Smat
conc

It h3
infra
syste
desig

businesses and_€enimunity organizations are just as important. Place-making recogni:

phys
easy

Placd

(B2t M . tv-devet Hnf :

e are three main elements:

B13] IT and data resource mapping and management;

B14] Open, service-oriented, city-wide IT architecture.
Subcomponent [B12] — Managing smart city developments and infrastru

1 Context

ponent A of this document recommends that all aspects of'smart city implementatid
bd by four [A] delivery principles: visionary, citizen-gentric, digital, open and c
sub-component of the document focuses on the importance of ensuring that these pj
rated into the planning, construction and managementrof the city’s built environment
structures.

2 The need

development and infrastructure projects need to integrate smart principles from

other.

t city approaches build on and transform a key element of modern urban planning and
ept of place-making.

s long been recognized’ that urban planning and design cannot simply focus d
structures of buildings, roads and so on, but needs to give just as much attention t
ms that enable seciety to function. Buildings and infrastructures on their own, no mat
ned, cannot make an area attractive, vibrant and sustainable; the activities of servig

ical design, of a neighbourhood needs to facilitate positive interaction between people
for themuto use.

-making for smart cities needs to be:

ctures

n should be
bllaborative.
inciples are
hnd physical

the earliest

s of planning, and be managed in awdy that recognizes their synergy and interdependence on

design - the

n the hard
o the social
ter how well
e providers,
res that the
and make it

by all interested parties.

community organisations so that it works well for the people who live in it and use it.

visionary and citizen-centric places in innovative ways, including:

Visionary: Clearly rooted in an overall [B1] city vision that is clear, compelling and jointly owned

Citizen-centric: Designed in partnership with citizens, businesses, service providers and

Digital: Embracing the opportunities that are now opened up by digital technologies to create

— using digital modelling of the city to test and compare different options, evaluating their likely

impact on the city;

— using digital visualizations to engage interested parties in more meaningful consultation and
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— enabling much greater amounts of data, including real-time data, to be collected, integrated and

use

d to improve neighbourhood management and service delivery;

— embracing digital communications and social media to make the community safer and more

coh

esive, and to facilitate behaviour changes that make the community more sustainable.

— Openand collaborative: Developing new types of business models and public-private partnerships
that enable the sharing and joint development of assets across organizational and sectoral
boundaries.

Putting this approach into practice requires smart city leaders to establish systems to ensure that all

developmen

t and infrastructure projectsin the citv address the Fn]lm/ving three issues:

a) Builds

mart delivery principles into project planning from the outset

It is eagier and cheaper to put in place the foundations for a smart city within a developme|
infrastrjucture project at the initial planning and implementation stages than topseek to ret

them la

— dig
cos

fer. For example:

ring and retro-fitting communications networks can represent anything up to 80 % d
[ of installation, so it is likely to be cost-effective to ensure that.adequate provision is

intd new developments at the construction stage;

— sen
isb

sor networks can be installed much more cheaply when the development or infrastru
ping built;

— establishing common protocols for data sharing and. interoperability between develop

par
b) Takea

There i

tners and service deliverers is much easier to manage and gives greater benefits if done

holistic approach across all types of city infrastructure

water, Waste, telecoms and transportation.gervices. All of these infrastructures need to lin

every s

ngle part of the city and so they.tend to run in close proximity with each other. T

are alsq many similarities between the. ways they are planned, funded, developed, operateq

maintai

Ined. Because of the similarities-of these different infrastructures, there are many ber

in mandging them in a collaborative and synergistic way. It is true that in many cases some
of these infrastructures are outsideé the direct control and management of the city administra

Akeyr

ble for [B2] leadership-and governance is therefore to build links with the owner;

managelrs of all of these infrastructures and engage them in collaboratively developing a consi

and hol
ISO incl

— the

stic approach. Fer‘example, good practice documents being developed on this subje
ide:

agreement‘of a common assessment methodology, taking into account the impact g

infrfastructures and the services they support on all of the different stakeholders as well

the

— the

enyironment;

nt or
ro-fit

f the
built

rture

ment
parly.

a great deal of synergy between the citysinfrastructures that enable the delivery of energy,

k up
here

and
1efits
br all
tion.
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stent
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f the
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data of common interest, in order to provide better overall management;

— the

review of opportunities for synergies between the different infrastructures, such as:

the development of collaborative installation and maintenance protocols;

g of

— the use of joint sensor networks to monitor the integrity and performance of the different

— the

infrastructures;

review of opportunities for collaborative overall management. For example:

— how the growth in the use of electric vehicles can be managed in a way that takes account
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to be used to store some of the excess energy that might be supplied by renewable energy

soureces;

— how the use of waste incinerators to generate energy can be managed in a way that not only
takes account of the waste that needs to be disposed of, but also of the requirements of the

energy suppliers to meet the requirements of their users;

— the development of joint risk mitigation strategies to deal with the increasing interdependence

of the city infrastructures on each other.

c) Build partnerships and new business models

ew development and infrastructure projects often provide cost-effective opporturlities to test
nd trial smart city products and services, and the business models required to fund fand operate
hem, before rolling them out citywide.

owever, existing procurement processes used by city administrations,can often

e too rigid

o enable smart city solutions. When the city administration is procuring infrastriicture, such
s improvements to the public realm, street lighting and major refurbiShment progrtammes, the
rocurement processes are usually managed by one part only of the city administfration, with

6.16

Smat
deve

brief to achieve specific objectives at the least possible cost. This misses the op
rovide wider smart city benefits at little or no extra cost. It i§_therefore essential to
Il procurement for developments and infrastructure follews the smart procureme
escribed in [B4] procurement and supplier management.

3 Recommendation

t city leaders should work collaboratively with all relevant interested parties to en
opment and infrastructure projects across the city.

a) Build smart delivery principles into project planning from the outset.

b) Take a holistic approach across all types of city infrastructure.

¢) Build partnerships and new busineéss models.

6.16
Effed

4 Linkages

ortunity to
ensure that
nt practices

bure that all

tive delivery of these recommendations requires strong and inclusive [B2] leadership and

governance, and intensive [B3] stakeholder collaboration. All procurements activity

in d¢livering smarthcity developments and infrastructure should comply with the be
recommended in/{B4] stakeholder collaboration. Open, interoperable and discov|
acrogs smart.eity developments and infrastructure can be facilitated by following the bg

recommendedin [B13] IT and data resource mapping and management.

An individual smart city development or infrastructure project is likely to be a com

undertaken
st practices
erable data
st practices

plex change

amme in its own righf As such, prnjpr‘f leaders should

prog

— develop a project-level roadmap that applies the best practices recommended within the overall
[B7] smart city roadmap;

— apply the risk management practices recommended in [D] key risks.

Relevant detailed guidance includes ISO/TS 37151 and ISO/TR 37152. Work has also begun on
guidelines on data exchange between smart community infrastructures.
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6.17 Subcomponent [B13] — IT and data resource mapping and management

6.17.1 Context

Technology resources, and the digital data they incorporate, are often seen simply as a means to a
specific end, and so are procured and managed by a single organization for a single purpose. A smart
city operating model involves a set of significant changes to this silo-based approach to managing
technology and digital resources.

6.17.2 The need

Cities need|to establish a governance process which enables technology and digital assets-fo be

managed as|city-wide resources.

nted
kible,
hnds.
ocks
rloud
rvice

Major privafe-sector organizations are moving towards a model of company-wide, sefivice-orig
architectur¢, where common building blocks using open standards can be reused to. enable fle
adaptive and scalable use of technology to react quickly to changing customer peeds and dem
Increasingly, companies are gaining even greater efficiency benefits by managingthese building b
as a service| provided not only from within their own ICT architecture but al§e,from within the

(the dynamically-scalable set of private and public computing resources now being offered as a se
over the int¢rnet).

s the
very

Cities are increasingly taking this building block approach to technglogy deployment, both acros|
different departments of the local authority and in collaborationnwith other major service del
organizations in the city.

m to
ively,

A key starti
be managed
resources n

ng point is to map out key assets and establishxgovernance processes that enable thg
as assets separately from their original intéhded use. In order to be reused effect
bed to be:

— identifig

bd and managed as distinct, valued assets by explicitly designated owners;

— identifi{

hble across ownership domains;

associaf

ed with clear policies and priocesses for reuse, particularly across ownership domains}.

This need fqr cities to get a grip oncthe’effective management of their digital assets is being incrdased

dramaticallj
things and

sources of ¢
these data a

6.17.3 Rec

Smart city
prioritize th
policies aim

/ by the growth of the “Internet of Things”. Buildings, roads, places and a huge ran
devices are becomiilg smart and internet-connected, multiplying hugely the pote
ity data (but also-the potential for inefficiency, duplication and lack of citizen-centrid
fre not effectively managed).

pmmendation

leadefs should map out major information and ICT system resources across the

ge of

ntial
ity if

city,

ose with the greatest potential for reuse, and establish governance processes and U

sage

ed at maximizing asset reuse by city partners.

6.17.4 Linkages

Moving towards effective city-wide management of technology and digital assets will be an incremental
process over time, not a one-off change. This process should be built in as a core element of the [B7]
smart city roadmap. Priority in that process should be given to assets that interested parties identify
as critical for:

a)

opening up high-priority city data assets to wider use as part of [B8] empowering the city
community through city data;
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providing a city-wide view of the customer as part of the multi-channel, service delive

ry approach

required by [B9] delivering integrated citizen-centric services and subject to the citizen-centric

trust model within [B10] identity and privacy management;

[B14] open, service-oriented, city-wide IT architecture.

Further detail on the long-term architectural vision that this resource management process should aim
to move the city towards is described in [B14] open, service-oriented, city-wide IT architecture.

6.18 Subcomponent [B14] — Open, service-oriented, city-wide IT architecture

6.18

In order for [B13] IT and data resource mapping and management to be effectiye’in :
techmnology and digital assets with the integrated, non-silo-based approach demdnded by
operpting model, it is essential to have a top-level vision and architecture for future tec
acro

6.18

Techhological change is much more rapid than organizational ‘ehange, and yet cities
themlselves locked in to particular technology solutions.

Smaj
deve
chanjge and city priorities evolve.

Such
such

As sq
platfprm should include:

a)

b)

1 Context

bs the city.

2 The need

t cities need to protect themselves against the dewrside of rapid technology ¢

oping a strategic IT platform that guarantees futtire agility as markets develop, ¢

a platform cannot afford to be locked in to specific technologies or solutions that pre

provide an agreed architecture afi which city partners and suppliers can converge ove
establish a multi-level competitive landscape at the platform, services and application

t out in Annex A on smart city delivery principles (see A.6), key principles underpiy

¢pening up the city’s’data to drive innovation and create new value:
by
1)

3),- open data designed in to all city procurements;

all personal data held securely and under the ownership and control of the individ

allnen<personally identifiable public data open for reuse and innovation by third p

ligning city
A smart city
hnology use

often find

volution by
tizen needs

vent or limit

agility. This means that a city should establish a blueprint for an open, city-wide, service-oriented,
interjoperable IT platform. Such a blueprint is\not something that would typically be imple
big bpng or by a single IT supplier, but would:

mented in a

" time;
ayers.

ning such a

1al citizen;

arties;

4) commitment by private- and voluntary-sector partners to open up data where not commercially
or personally sensitive;
5) standards, metadata, tools, incentives and business models to facilitate a thriving market in

the use of city data by all interested parties.
sharing and reuse of city assets and services:

1
application interfaces, common delivery processes and core ICT infrastructure;

2) use of SOA principles to join up technology and services and reduce infrastructure

3) interoperability enabled by open standards.
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Key features of such a platform can include:

c¢) modular design, including the realization of discrete services that can perform work on behalf of
other parties, underpinned by clear service descriptions and contracts for any capability that is
offered for reuse by another party;

d) clear ownership and governance for all blueprint elements;

e) published standards to enable safe exchange of information between modules (all open,
exportable and based, wherever possible, on international standards) and which cover:

1) services;

2) datp outcomes;
3) rulgs;
4) KPIs;

5) intdroperability.

6.18.3 Recpmmendation

Smart city leaders should work with interested parties (including T suppliers, SMEs and academic
partners) toestablish and maintain an open, service-oriented, city-wide IT architecture, and to deyelop
a phased migration plan towards that architecture.

6.18.4 Lin]:‘ages

Shifting from the current set of legacy IT systems and:centractual arrangements to a more integrfated,
SOA-based platform for the city will be a multi-year process of change. That process should be built in
as a core el¢gment of the [B7] smart city roadmap-and, in particular, to work on [B4] procurement
and supplier management (which is essential|in order to ensure that new procurements establish
requirements and supplier relationships that help build towards the platform blueprint). City seryices
and data managed across the platform (and the standards that support them) should be made publically
available to| city interested parties for.teuse on the basis described in [B8] empowering the| city
community through city data. The process will also need proactive governance, as described in [B13]
IT and data resource mapping and-management.

NOTE Further guidance on setvice-oriented architecture is given in ISO/IEC 18384-2.

7 Component C < Benefit realization framework

7.1 Context

No progra if i i i 1efits
realization is therefore a core responsibility for the [B2] leadership and governance of a smart city
programme.

7.2 The need

Allintended benefits need to be delivered in practice, and this will not happen without proactive benefit
management

In the past, many cities have often failed to manage the downstream benefits proactively after an
individual project or programme has been completed, particularly where it touches on multiple
interested parties. ICT programmes in particular are often seen as completed once the technical
implementation is initially operational. Yet in order to reap the full projected benefits (e.g. efficiency
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