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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for whom a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and

non-governm

ental_in liaison with ISQ_also take part in the wark

ISO collabarates closely with the
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of conformity
development

International
The main ta
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This first edifjon cancels and replaces ISO/PAS 28003:2006,-which has been technically revised.
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aspects of o
modified whe

Electrotechnical Commission (IEC) on all matters of electrotechnical standardization. Inthg
assessment, the ISO Committee on conformity assessment (CASCO) is responsible) fd
of International Standards and Guides.

Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

5k of technical committees is to prepare International Standards. Draft nternational Stan
the technical committees are circulated to the member bodies for qigting. Publication 2
Standard requires approval by at least 75 % of the member bodies casting a vote.

rawn to the possibility that some of the elements of this documént may be the subject of

vas prepared jointly by the ISO Committee on cohfermity assessment (ISO/CASCO
pips and marine technology.

ncompasses the requirements from ISO/IEE 17021, Conformity assessment — Requiremern
ding audit and certification of management systems. When assessing security supply
agement systems, a number of requifements need to be met which go beyond what is reg
sment and certification of supply ¢hain security management systems covering other opera
rganizations. To formulate these additional requirements, ISO/IEC 17021 has been amend
re needed.
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Introduction

This International Standard is intended for use by bodies that carry out audit and certification of supply chain
security management systems. Certification of supply chain security management systems is a third party
conformity assessment activity (see clause 5.5 of ISO/IEC 17000:2004). Bodies performing this activity are
therefore third party conformity assessment bodies, named 'certification body/bodies’ in this International

Stan

ard _This waording should not be an obstacle to the use of this International Standard b

bodies with

other

designations that undertake activities covered by the scope of this International Standatd

Interpational Standard will be usable by any body involved in the assessment of supphly ¢

mang

Certif
assu
its po

Certif
by a

This

gement systems.

ication of supply chain security management systems of an organization isTone means
ance that the organization has implemented a system for supply chain secutity manageme
licy.

Indeed, this
nain security

of providing
nt in line with

ication of supply chain security management systems will be delivered by certification bodig¢s accredited

recognized body, such as IAF members.

nternational Standard specifies requirements for certification)bedies. Observance of these

requirements

is intended to ensure that certification bodies operate supply chain' security management systemg certification
in a fompetent, consistent and reliable manner, thereby facilitating the recognition of such bodies and the
acceptance of their certifications on a national and international basis. This International Standard will serve
as a foundation for facilitating the recognition of supply chain security management systems certification in the
intergsts of international trade.

Certification of a supply chain security management system provides independent verification that the supply
chain security management system of the organization

a) ¢onforms to specified requirements;

b) is capable of consistently achieving its stated policy and objectives;

c) ip effectively implemented:

Certification of a supply chain security management system thereby provides value to the ordanization, its
custgmers and interested parties.

This |nternational/Standard aims at being the basis for recognition of the competence of certification bodies in
their provision. of supply chain security management system certification. This International Stapdard can be
used|as the-basis for recognition of the competence of certification bodies in their provision of |supply chain
secufity” management system certification (such recognition may be in the form of notiflcation, peer
assessment, or direct recognition by regulatory authorities or industry consortia)

Observance of the requirements in this International Standard is intended to ensure that certification bodies
operate supply chain security management system certification in a competent, consistent and reliable
manner, thereby facilitating the recognition of such bodies and the acceptance of their certifications on a
national and international basis. This International Standard will serve as a foundation for facilitating the
recognition of supply chain security management system certification in the interests of international trade.

Certification activities involve the audit of an organization's supply chain security management system. The
form of attestation of conformity of an organization's supply chain security management system to a specific
standard (for example 1ISO 28000) or other specified requirements is normally a certification document or a
certificate.

© 1SO 2007 — All rights reserved
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It is for the organization being certified to develop its own supply chain security management systems
(including 1SO 28000 supply chain security management system, other sets of specified supply chain security
management system requirements, quality systems, environmental supply chain security management
systems or occupational health and safety supply chain security management systems) and, other than where
relevant legislative requirements specify to the contrary, it is for the organization to decide how the various
components of these are to be arranged. The degree of integration between the various supply chain security
management system components will vary from organization to organization. It is therefore appropriate for
certification bodies that operate in accordance with this International Standard to take into account the culture
and practices of their clients in respect of the integration of their supply chain security management system
within the wider organization.

Vi © IS0 2007 — Al rights reserved
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Requirements for bodies providing audit and certification of

Su

1

This

certif]

and

It de

need

Requ

this
man

syste

The
man

requi

This

NOT

certifi

NOT!

NOT!

pply chain security management systems

Bcope

International Standard contains principles and requirements for bodies providing th
cation of supply chain security management systems according to management -system
gtandards such as 1ISO 28000.
fines the minimum requirements of a certification body and its associated @uditors, recognizir

for confidentiality when auditing and certifying/registering a client organization.

irements for supply chain security management systems can afiginate from a number of
ggement systems that fulfil the requirements of ISO 28000,  Specification for security
tontents of this International Standard may also be used.'to support certification of supply @

gement systems that are based on other specified supply chain security manager
fements.

e
q

nternational Standard

provides harmonized guidance for the\accreditation of certification bodies applying for IS
q

defines the rules applicable forithe audit and certification of a supply chain security manage
¢omplying with the supply chain security management system standard’s requirements (or
gpecified supply chain security management system requirements);

provides the customers with the necessary information and confidence about the way certific
suppliers has beef-granted.
H
Cation bodies are sometimes called registrars.

B

ther specified supply chain security'mahagement system requirements) certification/registraft

2 A certification body can be nongovernmental or governmental (with or without regulatory authority).

a)
=

audit and
specifications

g the unique

sources, and

nternational Standard has been developed to assist in _the“certification of supply chain security

management

ms for the supply chain, and other supply chain security.management system Internationgl Standards.

hain security
nent system

O 28000 (or
ion;

ment system
other sets of

ation of their

1 Certification. of a supply chain security management system is sometimes also called registration, and
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audit processes.

2

Normative references

ment or other

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 17000:2004, Conformity assessment — Vocabulary and general principles

ISO

19011:2002, Guidelines for quality and/or environmental management systems auditing

© 1SO 2007 — All rights reserved
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ISO 28000:—"), Specification for security management systems for the supply chain

3 Terms

and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 17000 and the following apply.

3.1

certified client
organization whose supply chain security management system has been certified/registered by a qualified

third party

3.2
impartiality

actual and pérceived presence of objectivity

NOTE 1 Obijg
subsequent ad

NOTE 2 Othg
conflict of int

ctivity means that conflicts of interest do not exist or are resolved so as not to-adversely infl
tivities of the certification body.

bence

r terms that are useful in conveying the element of impartiality are objectivity, independence, freedonm from

brests, freedom from bias, lack of prejudice, neutrality, fairness, open-mindedness, even-handeq

detachment afd balance.

3.3
managemen
participation
conducting ri
EXAMPLES

a) preparing o

b) giving spec
management

¢) conducting
d) conducting

NOTE A
relates to sug

t system consultancy and/or associated risk assessments
n designing, implementing or maintaining a supply chain‘security management system and
5k assessments

[ producing manuals or procedures;

fic advice, instructions or solutions towards’the development and implementation of a supply chain se
bystem;

nternal audits;
Fisk assessment and analysis-

ranging training and.participating as a trainer is not considered consultancy, provided that where the g
ply chain security~management systems or auditing, the course is confined to the provision of g

information that is freely available’in the public domain, i.e. the trainer does not provide company-specific solutions.

4 Princi

4.1 Gene

L

es for certification bodies

ness,

>

curity

ourse
Bneric

4.1.1 The principles are the basis for the subsequent specific performance and descriptive requirements in
this International Standard. This International Standard does not give specific requirements for all situations
that can occur. These principles should be applied as guidance for the decisions that may need to be made
for unanticipated situations. Principles are not requirements.

4.1.2 The overall aim of certification is to give confidence to all parties that a supply chain security
management system, process or product (including services) fulfils specified requirements. The value of
certification is the degree of public confidence and trust that is established in a management system, process

1) To be published.

© 1SO 2007 — All rights reserved
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or product (including services) after it has been impartially and competently assessed by a third-party. Parties
that have an interest in certification include, but are not limited to:

a) the clients of the certification bodies;

b) the customers of the organizations whose management systems are certified:;

c) governmental authorities;

d) nongovernmental organizations;

€) copsumers and other members of the public.
4.1.3 Principles for inspiring confidence include:
a) impartiality,

b) competence,

c) regponsibility,

d) opgnness,

e) copfidentiality,

f) responsiveness to complaints.

4.2

4.2.1| Being impartial, and being perceived to besimpartial, is necessary for a certification body to
certiflcation that provides confidence.

4.2.2| It is recognized that the source of revenue for a certification body is its client paying for cert
that this is a potential threat to impartiality.

4.2.3| To obtain and maintain cenfidence, a certification body has to be able to demonstrate that i
are bpsed on objective evidence of conformity (or nonconformity) obtained by the certification bog
its dgcisions are not influenced by other interests or by other parties.

4.2 4| Threats to impartiality include:

c)

d)

Impartiality

$elf-interest\threats — threats that arise from a person or body acting in their own intereq
lated to.certification, as a threat to impartiality, is financial self-interest.

elf-review threats — threats that arise from a person or body reviewing the work done by

deliver

fication, and

s decisions

y, and that

t. A concern

themselves.
ication body

provided supply chain security management systems consultancy would be a self-review threat and

therefore is not acceptable.

Familiarity (or trust) threats — threats that arise from a person or body being too familiar or trusting of

another person instead of seeking audit evidence is a familiarity threat to impartiality.

Intimidation threats — threats that arise from a person or body having a perception of being coerced

openly or secretively, such as a threat to be replaced or reported to a supervisor.

© 1SO 2007 — All rights reserved
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4.3 Competence

Competence of the personnel supported by the organizational infrastructure is necessary for the certification
body to deliver certification that provides confidence. Competence is the demonstrated ability to apply
appropriate knowledge and skills effectively.

4.4 Responsibility

4.4.1 The client organization, not the certification body, has the responsibility for conformity with the
requirements for certification.

4.4.2 The cq
a recommen
if there is sU

conformity.
NOTE  Aud

confidence tha

4.5 Openness

4.5.1 A certi
about the a
suspending,
confidence ir

4.5.2 To gai
or disclosure
to complaintg

4.6 Confic

To gain the
requirementg
proprietary, g
system.

4.7 Resol

Parties that
should have
made to resd

rtification body has the responsibility to assess sufficient objective evidence upon whichto
Hation for certification. Based on audit recommendations it makes a decision to grant cértific
fficient evidence of conformity, or not to grant certification if there is not sufficient eviden

t can be placed in the audit conclusions.

fication body needs to provide public access or disclosure of ‘appropriate and timely inforn
Lidit process and certification process, and about the -gertification status. (i.e. the gra
reducing the scope of, or withdrawing of certification).of any organization, in order to
the integrity and credibility of certification. Openness s access to or disclosure of informatig

h or maintain confidence in certification, a certification body needs to provide appropriate ac
to, non-confidential information about the conglusions of specific audits (e.g. audits in resq
), to specific interested parties.

lentiality

privileged access to information, that is needed for the certification body to assess conforn
for certification adequatety,~a certification body needs to keep confidential any sen
nd/or vulnerability-related information about an organization's supply chain security manage

ition of complaints

rely on certification expect to have complaints investigated and, if these are found to be
confidence’ that the complaints will be appropriately addressed and a reasonable effort w
Ive the,complaints.

NOTE An

base
ation
ce of

t evidence shall be verifiable. It is based on samples of the information available;-since an adidit is
conducted durfing a finite period of time and with finite resources. The appropriate use of sampling is-Closely related

to the

ation
nting,

gain
n.

Cess,
onse

ity to
sitive,
ment

valid,
ill be

appropriate balance between the principles of openness and confidentiality, including resolutid

n of

complaints, is

necessary In order to demonstrate integrity and credibility 1o all users ot certification.

5 General requirements

5.1 Legal

511 Leg

and contractual matters

al responsibility

The certification body shall be a legal entity, or a defined part of a legal entity, such that it can be held legally
responsible for all its certification activities. A governmental certification body is deemed to be a legal entity on
the basis of its governmental status.

© 1SO 2007 — All rights reserved
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5.1.2 Certification agreement

The certification body shall have a legally enforceable agreement for the provision of certification activities to
its client organizations. In addition, where there are multiple offices of certification bodies or multiple sites of a
certified client, the certification body shall ensure there is a legally enforceable agreement between the
certification body granting certification and issuing a certificate, and the certified client, explicitly covering each
certified site of the client. The agreement shall clearly define to which standard(s) and/or other normative

documents the certification shall take place.

5.1.3

certif

5.2

5.2.1
mana
that i
certif
mana

5.2.2
from
not n
risk t
able

of cg
activi

5.2.3
a wh

Responsibility for certification decisions

ing the granting,
cation.

maintaining, renewing, extending, reducing, suspending and~wi

Management of impartiality

The certification body shall have top management commitment to impartiality in supply ¢
gement system certification activities. The certification body shall have-a publicly availal
understands the importance of impartiality in carrying out its supply. chain security manage
cation activities, manages conflict of interest and ensures objectivity of its supply ¢
gement system certification activities.

The certification body shall identify, analyze and document.the possibilities for conflict of int
provision of certification including any conflicts arising«rom its relationships. Having relati
ecessarily present a certification body with a conflict¢of interest. However, if any relations
b impartiality, the certification body shall document<how it eliminates or minimizes such risk
o demonstrate this to the committee specified in6.2. The demonstration shall cover all pots
nflict of interests that are identified, whether.they arise from within the certification body
ties of other persons, bodies or organizations:

When a relationship gives rise to a threat to impartiality that cannot be eliminated or minim

certification,
hdrawing of

hain security
le statement
ment system
hain security

brests arising
bnships does
Nip creates a
and shall be
ntial sources
or from the

zed, such as

blly owned subsidiary of the certification body requesting certification from its parent, thenp certification

shall jnot be provided.

5.2.4| A certification body shall not)certify another certification body for its supply chain security management
system certification activities.

5.2.5| The certification body and any part of the same legal entity shall not offer or provide supply chain
security management.system consultancy and/or associated risk assessments. This applies alsp to that part
of gopernment identified as the certification body.

5.2.6| The certification body and any part of the same legal entity shall not offer or provide interngl audits to its
certifled clients. This applies also to that part of government identified as the certification body.

5.2.7

The certification body shall not certify a supply chain security management system on whic

h a client has

received supply chain security management system consulfancy and/or associated risk assessments or
internal audits where the relationship between the consultancy organization and the certification body poses
an unacceptable threat to the impartiality of the certification body.

NOTE 1 Allowing a minimum period of two years to elapse following the end of the supply chain security management
system consultancy and/or associated risk assessments or internal audits is one way of reducing the threat to impartiality
to an acceptable level.

NOTE to 5.2.2 and 5.2.4 A relationship that threatens the impartiality of the certification body may be based on ownership,
governance, management, personnel, shared resources, finances, contracts, marketing, and payment of a sales
commission or other inducement for the referral of new clients, etc.

NOTE to 5.2.6 and 5.2.7 Internal audits in which auditors suggest solutions (to identified nonconformities or opportunities
for improvement) are considered an unacceptable threat to impartiality.
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5.2.8 The certification body shall not outsource audits to organizations which pose an unacceptable threat to

the impartiali

NOTE  This

ty of the certification body (see 7.5).

clause does not apply to individuals contracted as auditors covered in 7.3.

5.2.9 The certification body’s activities shall not be marketed as linked with the activities of an organization
that provides supply chain security management system consultancy and/or associated risk assessments.
The certification body shall take action to correct inappropriate claims by any consultancy organization stating
or implying that certification would be simpler, easier, faster or less expensive if the certification body is used.
A certification body shall not state or imply that certification would be simpler, easier, faster or less expensive

if a specified

5.2.10 To er
managemen
managerial g
following the

5.2.11 The {
actions of oth

5.2.12 All ce
certification
compromise

5.2.13 Certifi
that may pre
information &
organizationg
demonstrate

NOTE The

management
within two yea

5.3 Liabili

5.3.1 The certification body shall be~able to demonstrate that it has evaluated the risks arising fro

certification &
its operationg

5.3.2 The ¢

committee specified in 6.2.that initially, and on an ongoing basis, commercial, financial or other pressur

not compronm]

6 Struct

consultancy organization is used.

sure that there is no conflict of interests, personnel who have provided supply chain/se
system consultancy and/or associated risk assessments to the client, including those-actin
apacity, shall not be employed to take part in an audit or certification activities within, two
end of the consultancy.

ertification body shall take action to respond to any threats to its impartiality arising fror
er persons, bodies or organizations.

rtification body personnel, either internal or external, or committees; who could influenc
hetivities, shall act impartially and shall not allow commercial,, fifancial or other pressur
impartiality.

cation bodies shall require personnel, internal and external}.to reveal any situation known to
sent them or the certification body with a conflict of interests. Certification bodies shall us
s input to identifying threats to impartiality raised byzthe activities of such personnel or b

that employ them and shall not use such personnel, internal or external, unless they
that there is no conflict of interests.

fact that the organization employing the auditor is known to have provided supply chain se
bystem consultancy and/or associated risk assessments on the supply chain security management sy
s following the end of the consultancy, is likely to be considered as a high threat to impartiality.

ty and financing
ctivities and that it has-arrangements (e.g. insurance or reserves) to cover liabilities arising
in each of its fieldsqoftactivities and the geographic areas in which it operates.

briification body “shall evaluate its finances and sources of income and demonstrate t

ise its impartiality.

curity
j ina
years

h the

e the
es to

them
b this
y the
can

curity
stem,

m its
from

b the
ps do

iral requirements

6.1 Organizational structure and top management

6.1.1 The str

ucture of the certification body shall be such as to give confidence in its certification.

6.1.2 The certification body shall identify the top management (board, group of persons, or person) having
overall authority and responsibility for each of the following:

a) development of policies relating to the operation of the body;

b) supervision of the implementation of the policies and procedures;

c)

supervision of the finances of the body;
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d)
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performance of audits, certification and resolution of complaints;

decisions on certification;

behalf;

)]
h)

contractual arrangements;

providing adequate, qualified resources for certification activities.

delegation of authority to committees or individuals, as required, to undertake defined activities on its

6.1.3
authg
is a g
parts

6.1.4
any g

6.2

6.2.1
body

a) f

b) {

q

c)

NOTEH
comp

6.2.2
this @
toen

a)

Thc bclt;fibdtiull bUdy bhd” dUbuIIIUIIt thC UlydlliLat;Ul Id: btlubtulc, bilUVVillg duticb, I'esSpuUI
rities of management and other certification personnel and any committees. When the cert
efined part of a legal entity, the structure shall include the line of authority and the rélatior
within the same legal entity.

The certification body shall have formal rules for the appointment, terms of teference and
ommittees that are involved in the certification activities.

Commiittee for safeguarding impartiality

The structure of the certification body shall safeguard the impartiality of the activities of th
and shall provide for a committee:

p assist in developing the policies relating to impartialitytofits certification activities;

o counteract any tendency on the part of the owners of a certification body to allow comme
onsiderations to prevent the consistent objective‘provision of certification activities;

Other tasks or duties may be assigned-to the committee. However such additional tasks or duf
romise its essential role of ensuring impartiality.

The composition, terms of reference, duties, authorities, competence of members and resp
ommittee shall be formally(documented and authorized by the top management of the cert
Sure:

presentation of asbalance of interests such that no single interest predominates (interna
mployees of the.cértification body are considered to be a single interest, and should not pre

b)

c)

ccess to allthe information necessary to enable it to fulfill its functions (see also 5.2.2 and 5

at if.the top management of the certification body does not respect the advice of this cg
ommittee shall have the right to take independent action (e.g. informing authorities, accredit
takeholders). In taking independent action, committees shall respect the confidentiality req

sibilities and
fication body
ship to other

operation of

b certification

rcial or other

p advise on matters affecting confidence in-certification, including openness and public percgption.

es should not

pnsibilities of
fication body

| or external
Hdominate);
3.2);
mmittee, the

ation bodies,
uirements of

8.5 relating to the client and certification body.

NOTE

Although this committee cannot represent every interest, a certification body should identify and invite key

interests. Such interests may include: clients of the certification body, customers of organizations whose supply chain

security management systems are certified,

representatives of industry trade associations,

representatives of

governmental regulatory bodies or other governmental services, or representatives of non-governmental organizations,
including consumer organizations.
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7 Resource requirements

7.1 Competence of management and personnel

7.1.1 The certification body shall ensure all personnel involved in the audit and certification of supply chain
operating companies are competent for the roles they carry out.

They shall have processes to ensure that personnel have appropriate knowledge, skills and experience
relevant to types of supply chain security management systems and geographic areas in which it operates.

It shall determine for each technical area (as relevant for the specific certification scheme), and for each

function in th

It shall dete
Records of ti

7.1.2 In det¢g
body shall ag
directly perfo

7.1.3 The cé
directly relat
areas in whig
personnel.

7.2 Perso

7.2.1 The ce
for managing

7.2.2 The ce
audits as we
to maintain

breach. See

7.2.3 Persor
minimum pe
of ISO 19011

7.2.3.1 The

critical contrgl points, risk/management methodologies, and information confidentiality. This includes

not limited to

mine the means for the demonstration of competence prior to carrying out specifi¢_func|
e determination shall be maintained.

rmining the competence requirements for its personnel performing certification, the certifig
dress the functions undertaken by management and administrative personnel,in addition to
rming audit and certification activities.

rtification body shall have access to the necessary technical expértise for advice on m
ng to certification for technical areas, types of supply chain security elements and geogr
h the certification body operates. Such advice may be provided externally or by certification

hnel involved in the certification activities

tification body shall have as part of its own organization, personnel having sufficient compe
the type and range of audit programmes and other certification work performed.

tification body shall ensure that personnelassigned to perform supply chain security certifig
| as technical experts, as far as these have contact with confidential information, can be tr
onfidential information obtained during verification work and that they do not create a se
7.4.

nel assigned to perform.supply chain security management system audits shall have
sonal attributes, knowledge, skills and education as described in chapter 7.2, 7.3.1, 7.3.2 an
:2002 relevant to supply chain security management and risk analysis.

supply chain seeutity management auditor shall have competencies in risk analysis, analy

a) Underst;

ISO/PAS

Understanding—stpptychain—process—flow—anc
processes and practices within the supply chain.

hnding therequirement of the supply chain security management standard or specification
28000).

fions.

ation
hose

htters
aphic
body

ence

ation
Isted
curity

as a
d7.4

5is of
but is

Threat Identification:

Understanding threats, such as physical, biological, chemical, cyber, and radiological.

Risk Assessment and Analysis:

Understanding the principles of risk assessment and analysis.

Risk Minimization, Mitigation, and Control:

Understanding the principles of risk minimization, mitigation, and management.
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— Knowledge of security methodologies and technologies, especially preventative measures and

techniques.

f)  Incident Planning and Preparedness:

— Knowledge of the role of government and first responders.

— Knowledge of incident communications protocols.

— Knowledge of incident mitigation, response, and recovery.

7.2.3.
traini

2 Each supply chaln securlty management system auditor shall also have successfully completed

appligation of security methodologles and risk analysis and management principles and should pe a certified

mang

7.2.3
acco
traini

gement system auditor.

3 Each supply chain security management system auditor shall undertake appropriate continual training
ding to their specific qualification requirements. Certification bodies shall annually review a targeted
hg plan for their auditors on security methodologies, risk analysis and management principle, analysis of

critical control points, audit techniques, and in particular on the competenceritems mentioned ¢inder 7.2.3.1

abov

b. This training shall

a) be planned as the result of an analysis of needs on the subjects and.competence items given above;

b) be recorded;

c) i

nclude audit case studies allowing an auditor’'s competenge to be evaluated;

tandards, FAQs, workshop records, standard cefrection on case studies and this should bé¢ available to
e auditor;

d) 16 supported by information such as interpretation“of the application of applicable management system

e) i]e evaluated according to training requirements, and certification bodies shall take appropripte action on

f)  Be performed by qualified trainers.

7.2.3
relev
stand

7.23
pery

7.2.3
expe
recor

e basis of the training result; and

4 The supply chain security-management system auditor shall have a minimum of five yeals experience
Ant to risk analysis and_management, or two years when auditing against best industry practices and
ards.

5 The supply ehain’ security management system auditor shall perform a minimum of fiverdlevant audits
bar or carry out-a minimum of 10 on-site audit days per year to maintain his/her qualification|.

6 The Certification body shall be able to demonstrate that every auditor has appropriate| training and
fiencefor the particular categories for which they are considered competent. Competepce shall be
ded (clause 5.5 ¢ of ISO 19011:2002.)

7.24

The certification body shall employ or have access to a sufficient number of auditors, including audit

team leaders, and technical experts to cover all of its activities and to handle the volume of audit work
performed.
7.2.5 The certification body shall make clear to each person concerned their duties, responsibilities and
authorities.

7.2.6

The certification body shall have defined processes for selecting, training, formally authorizing and

monitoring auditors and for selecting technical experts used in the certification activity. The initial competence
evaluation of an auditor shall include observing an on-site audit undertaken by the person being evaluated.

©1S0
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7.2.7 The certification body shall have a process to achieve and demonstrate effective auditing, including the
use of auditors and audit team leaders possessing generic auditing skills and knowledge as well as skills and
knowledge appropriate for auditing in specific technical areas. This process shall be based on the guidance
provided in ISO 19011 transformed into appropriate documented requirements. (See in particular Clause 7 of

ISO 19011:2002 and Annex C.)

7.2.8
supply chain

7.2.9
demonstrate

and the industrial and business sectors they audit.

the competences described in Annex D.

Supply chain security auditors shall have knowledge and experience of security applicable to the

Supply chain security management system auditors shall have, or undertake training to acquire and

7.210 Co

that only th(;’Fe candidates that demonstrate a comprehensive understanding of the content of the mo
and have achieves the objective of the course will be allowed to pass.

7.211 Thec
certification
certification
procedures ¢

7.212 The
where they h

NOTE Ass
7.2.13 The d
to make its a
of certificatio

7.2.14 The
reducing, su
the audit pro

7.215 The ¢
and certificd
measuremer|
of risk linked
in the light of

7.2.16 The g
audit reports
ISO 19011 tn
a way as to
viewpoint.

petence shall be verified by written examinations. The examination pass mark should be s

brtification body shall ensure that auditors and, where needed, technical experts;yare familia
hctivities, certification requirements, audit methodology and other relevant ‘requirements
body shall give auditors and technical experts access to an up-to-date "set of docum
iving audit instructions and all relevant information on the certification dctivities.

ertification body shall use auditors and technical experts only, for those certification act
ave demonstrated competence.

gnment of auditors to teams for specific audits is addressed in Clause 9.

ertification body shall identify training needs and shallvoffer or provide access to specific tre
uditors, technical experts, and other persons involved in the certification activities, knowledg
h requirements and processes.

group or individual which takes the decision on granting, maintaining, renewing, exter
spending or withdrawing certification shallshave knowledge and experience sufficient to eva
cesses and related recommendations of'the audit team.

ertification body shall ensure the satisfactory performance of all personnel involved in the
tion activities. There shalk.be documented procedures and criteria for monitoring
t of the performance of all persons involved based on the frequency of their usage and the
to their activities. In particular, the certification body shall review the competence of its pers
their performance in.order to identify training needs.

ocumented monitoring procedures shall include a combination of on-site observation, revi
and feedback.from clients or from the market and shall be based on the guidance provid
ansformed into appropriate documented requirements. This monitoring shall be designed in
minimizé. the disturbance of the normal processes of certification, especially from the c

et so
dules

I with
The
ented

vities

ining
bable

ding,
luate

audit
and
level
bnnel

bw of
ed in
such
ent’s

7.217 The c

priification body shall periodically observe the performance of each auditor on-site. The frequ

ency

of on-site observations shall be based on need determined from all monitoring information available.

7.3 Use of external auditors and external technical experts

The certification body shall require external auditors and external technical experts to have a written
agreement by which they commit themselves to comply with applicable policies and procedures as defined by
the certification body. The agreement shall address aspects relating to qualification, confidentiality and to
independence from commercial and other interests, and require the external auditors and external technical
experts to notify the certification body of any existing or prior association with any organization they may be
assigned to audit.
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The certification body shall assure that all individual external auditors and external technical experts undergo
security clearance and are bound by all confidentiality agreements of the certification body.

NOTE

descri

7.4

ibed under 7.5.

Personnel records

Use of individual auditors and technical experts under such agreements does not constitute outsourcing as

The certification body shall maintain up to date records of relevant qualifications, training, experience,
affiliations, professional status and competence of each person involved in the certification activity.

7.41

Audif]

Accreditation bodies shall also ensure that their auditors meet these requirements.

The

applyfing for security certification or audit and, where applicable other relevant stakeholder organi:

Audi
inclu

7.4.2

Certif
who

throu
certif
of re
mang
audit
licen
vette

7.43

The qudit body shall establish a hierarchy of interviews which shall be overseen by top managem

Top management shallZappoint an accountable manager who has been verified by interview a

trusty
techrn
cand
charg

Security clearance

bodies shall establish and document a process for security vetting candidate security,audito

rocess for security vetting auditors shall be documented in a way that can be’accessed by

rs shall be security cleared by their respective audit bodies. The security clearance {
e the following.

Background checks
ication bodies shall carry out criminal background checks of all personnel; auditors and tech

gh national security checking agencies or police authorities. Where this is not practica
cation body shall check the suitability and integrity through an internal vetting process throu
cords checks and security clearance vetting assessment/interviews, overseen by the orga
gement. The vetting process shall include review of documented submissions by candi
personnel, interviews and reviews of documents such as passport, identity cards, work pe
es and work place references. Those conducting interviews of security auditors shall be a
 using the process in 7.4.3.

Interviews

vorthy and hayving the necessary competence and judgement to vet candidate security
ical experts;~The accountable manager shall assess through review of documentation,
dates, and'interviews and ongoing monitoring, the trustworthiness and appropriate
cteristics of candidate security auditors and technical experts.

r'S.

brganizations
rations.

rocess shall

nical experts

Lindertake supply chain security management system audits. Where practicable these chgcks shall be

ble then the
gh a process
nization’s top
Hate security
rmits, driving
bpointed and

ent.

nd vetting as
auditors and
submitted by
behavioural

7.4.4

Work history

Each candidate security auditor shall be able to provide evidence of at least 5 full years continuous work
history which shall be verified with current or previous employers. Self employed candidate security auditors
shall provide other appropriate documentation that demonstrates the same level of confidence and
trustworthiness as employment records.

7.4.5

Each

li

©1S0

ID cards

security auditor shall be issued with an ID card showing the following:

photograph;

irst and family name;

2007 — All rights reserved
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nationali

ty;

ID card number;
name and logo of the certification body;

a mark and feature which prevents alteration and falsification.

When requested confidentiality pledges by security auditors shall be made available to organizations
undergoing audit.

7.4.6

Records

The procedufe shall include the process that the audit body will implement for security auditors who)dqg

These shoul

include implementing the organization’s disciplinary procedure including suspending au

fault.
Hitors

while investigations are carried out. Records shall be retained for periods that certification bodies deem and

justify to be 3
determining
7.4.7  Aud

Auditors shg
disciplinary 3

ppropriate. National, international and other legal requirements should be taken.account of
ecord retention periods.

itor accountability

uld be made aware and give written understanding that breaches could subject the
ctions, civil liability and criminal prosecutions.

7.5 Outsourcing

7.5.1 The ce
(which is co
certification |

rtification body shall have a process in which it deseribes the conditions under which outsod
ntracting with another organization to provide part of the certification activities on behalf ¢
ody) may take place. The certification body shall*have a legally enforceable agreement coy

the arrangenjents, including qualifications, confidentiality and conflict of interests, with each body that pro

outsourced s
NOTE 1 This

NOTE 2 For
synonyms.

7.5.2 Decis
7.5.3 The cd

a) takeres

b) take res

ervices.
may include outsourcing to other certification bodies. Use of auditors under contract is addressed in 7

he purposes of this International Standard, the terms 'outsourcing' and 'subcontracting' are considered

on-making regarding certification shall never be outsourced.
rtification body shalk

bonsibility for@@l-activities outsourced to another body;

certifica

ion;

C) ensure

and als

at-the body that provides outsourced services uses individuals that conform to its requirer

when

m to

rcing
f the
ering
vides

w

to be

ponsibility, for granting, maintaining, renewing, extending, reducing, suspending or withdrawing

nents

y and

confidentiality;

d) ensure that the body that provides outsourced services uses individuals that are not involved, either
directly or through any other employer, with an organization to be audited, in such a way that impartiality
could be compromised;

e) obtain the consent of the client to use a given body that provides the outsourced services; and

f) take responsibility for handling complaints and appeals.

7.5.4 The certification body shall have documented procedures for the qualification and monitoring of all
bodies that provide outsourced services used for certification activities, and shall maintain records of the
qualifications of auditors.
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8.1
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Information requirements

Publicly accessible information

8.1.1 The certification body shall maintain and provide, upon request, information about the activities and
geographical areas where it operates.

8.1.2 Information provided by the certification body to any client or to the marketplace, including advertising,
shall be accurate and not misleading.

8.1.3 The certification body shall make publicly accessible information about certifications granted, suspended

or wifharawr.

8.1.4|On request from any party, the certification body shall provide means to confirm the, valid
certiflcate.

NOTH 1 If the total information is split between several sources (e.g. in printed or electreni¢c form or a
both)| a system ensuring traceability and absence of ambiguity between the sources should-be implementg
numbgring system, or hyperlinks on Internet).

NOTH 2 In exceptional cases, access to certain information may be limited on the‘request of the client (e
reasops).

8.2

8.21 The certification body shall provide by any means' it chooses (see Note 1 to 8.1.4
documents to the certified client.

8.2.2 The effective date on a certification document shall not be before the date of the
decisjion.

8.2.3| The certification document(s) shall‘identify:

a)

b)
c)
d)

e)

f)

)]

h)

Certification documents

the name and identifiable physical\lecation(s) of each site of the client organization whose
g$ecurity management system is\certified;

e dates of granting, extending, or renewing certification;
e expiry date consistent with the re-certification cycle;
unigque identification code;

e standard(§)-and/or other normative document including issue and/or revision used for a
e certified.¢lient;

e seope of certification applicable to activities undertaken within the client’'s supply ¢
anagement system including service, process, etc. as applicable at each site;

ty of a given

combination of
d (e.g. unique

g. for security

certification

certification

supply chain

ssessment of

hain security

NOTE If the certification body is entitled to do so, other marks (e.g. accreditation symbol) may be used
certification body as the issuing authority for the certificate should ensure that the meaning of the
misleading or ambiguous.

any other information required by the standard used for certification.

© 1SO 2007 — All rights reserved
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8.3 Directory of certified clients

The certification body shall maintain and make available to the public, by any means it chooses, a directory of
valid certificates that as a minimum shall show the name, relevant normative document, scope of the activities
and organizational elements, geographical location (city/town and country) for each certified client.

NOTE  The directory remains the sole property of the certification body.

8.4 Reference to certification and use of marks

8.4.1 A certification body shall have a policy governing any mark that it authorizes certified clients to use. This

shall assure,Jamong other things, traceability back to the certification body. There shall be no ambiguity, |n the

mark or accompanying text, as to what has been certified and which certification body has grantefl the

certification. [This mark shall not be used on a product or product packaging seen by the consumerior ip any

other way that may be interpreted as denoting product conformity.

NOTE  ISO}IEC 17030 provides guidance for use of third-party marks.

8.4.2 A certification body shall not permit its marks to be applied to laboratory test, ‘calibration or inspgction

reports, as slich reports are deemed to be products in this context.

8.4.3 The cqrtification body shall require that the client organization:

a) conformg to the requirements of the certification body when making feference to its certification stajus in
commurjication media such as the internet, documents, brochures or advertising;

b) does nof make or permit any misleading statement regarding-it§’ certification;

c) does not use or permit the use of a certification documentior any part thereof in a misleading mannet;

d) discontinues its use of all advertising matter that contains a reference to certification upon suspension or
withdrawal of its certification, as directed by the certification body (see 9.6.3 and 9.6.6);

e) amends|all advertising matter when the scope.lof certification has been reduced;

f)  does nof allow reference to its supply chain security management system certification to be used to jmply
that the Eertification body certifies any:supply chain or any element of a supply chain;

g) does notimply that the certification applies to activities that are outside the scope of certification;

h) does no} use its certificationZin~such a manner that would bring the certification body and/or certifi¢gation
system into disrepute anddose public trust.

8.4.4 The certification body-shall exercise proper control of ownership and take action to identify and deal

with incorrec] references fo certification status or misleading use of certification marks or audit reports.

NOTE  Such agtion- could include request for corrective action, withdrawal of certification, publication qf the

transgression pnd, if necessary, legal action.

8.5 Confidentiality

8.5.1 The certification body shall, through legally enforceable agreements, have a policy and arrangements to
safeguard the confidentiality of the information obtained ,created during the performance of certification
activities at all levels of its structure, including committees and external bodies or individuals acting on its
behalf.

8.5.2 The certification body shall inform the client, in advance, of the information (as defined in 4.5.1 and 8.3)
it intends to place in the public domain. All other information, except for information that is made publicly
available by the client, shall be considered confidential.
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8.5.3 Except as required in this International Standard, information about a particular client or individual shall
not be disclosed to a third party without the written consent of the client/individual concerned. Where the
certification body is required by law or statutory bodies to release confidential information to a third party, the
client or individual concerned shall, unless regulated by law or required by statutory bodies, be notified in
advance of the information provided.

8.5.4 Information about the client from sources other than the client (e.g. complainant, regulators), shall be
treated as confidential, consistent with the certification body's policy.

8.5.5 Personnel, including any committee members, contractors, personnel of external bodies or individuals
acting on the certification body's behalf, shall keep confidential all information obtained or created during the

erf anan ~Af thn Anartfi Aot AN A fe SAbh iAo
p ToaCC— o tCCC Mmoo ooty S attvitc ot

8.5.6| The certification body shall have available and use equipment/facilities that ensure the segure handling
of copfidential information (e.g. documents, records).

8.5.7| When confidential information is made available to other bodies (e.g. accréditation body, agreement

group of a peer assessment scheme) the certification body shall inform pertinént-regulatory bpdies and its
clienf of this action.

8.6 |Information exchange between a certification body and its clients

8.6.1 Information on the certification activity and requirements
The gertification body shall provide and update clients on the‘fellowing:

a) I detailed description of the initial and continuing<gertification activity, including the application, initial
udits, surveillance audits, and the process for-granting, maintaining, reducing, extending,| suspending,
vithdrawing certification and recertification;

b) the normative requirements for certification;
c) ipformation about the fees for application, initial certification and continuing certification;

d) the certification body’s requirements for the prospective client:
1) to comply with certification requirements;

) to make all necessary arrangements for the conduct of the audits, including provision fpr examining
documentatiof-and the access to all processes and areas, records and personnel for thg purposes of
initial certification, surveillance, recertification and resolution of complaints;

AO-

3) to makeprovisions, where applicable, to accommodate the presence of observers (e.g.|accreditation
auditors);

e) doecuments describing the rights and duties of certified clients including requirements when making

f) information on procedures for handling complaints and appeals.

8.6.2 Notice of changes by a certification body

The certification body shall give its certified clients due notice of any changes to its requirements for
certification. The certification body shall verify that each certified client complies with the new requirements.

NOTE  Contractual arrangements with certified clients may be necessary to ensure implementation of this clause.
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8.6.3 Notice of changes by a client

The certification body shall have legally enforceable arrangements to ensure that the certified client informs
the certification body, without delay, of matters that may affect the capability of the supply chain security
management system to continue to fulfill the requirements of the standard used for certification, e.g. changes
relating to:

a) legal, commercial, organizational status or ownership;

b) organization and management, e.g. key managerial, decision making, or technical staff;

c) contact address-and-sites:

d) scope of operations under the certified supply chain security management system;
e) major ctlanges to the supply chain security management system and processes.
8.6.4 Infgrmation about the supply chain security management system

The certificgtion body shall have procedures in place which ensure a secure~€xchange of information
regarding the functioning of the clients supply chain security management systém between the certifigation

body, its clignt and other parties which is permitted access to the information: The certification body|shall
ensure that dlients and these other parties are timely informed about these ¢rocedures.

9 Process requirements
9.1 Genenal requirements applicable to any audit

9.1.1 The addit programme shall include an audit comprising at least a 2 stages initial audit, surveillance
audits, and a recertification audit. The determination*of audit programme and any subsequent adjustments
shall considdr the size of the client, the scope and gcomplexity of its supply chain security management system
and processgs as well as demonstrated level of supply chain security management system effectivenes$ and
the results off any previous audits.

9.1.2 The cdtification body shall ensure that an audit plan, based on the guidance provided in ISO 19011,
transformed jnto appropriate documented requirements for preparing the audit plan. It is established for|each
audit to provide the basis for agreetment regarding the conduct and scheduling of the audit activities.

9.1.3 The cdrtification body _shall have a process for selecting and appointing the audit team, including the
audit team lgader, taking into’ account the competence needed to achieve the objectives of the audit| This
process shall be basedten the guidance provided in ISO 19011, transformed into appropriate documented
requirementq.

9.1.4 The cdrtification body shall have formal rules and/or contractual conditions to ensure that each [team
member acty in“an impartial manner. Each team member shall inform the certification body, prior to accepting
assignment of The audit, about any known exisiing, former or envisaged Nk 10 the organization 1o be audited
(see also0 5.2.9, 5.2.12 and 7.4).

9.1.5 The certification body shall determine, in accordance with documented procedures, the auditor time
needed to accomplish a complete and effective audit of the client’s supply chain security management system
at the locations included in the scope of certification.

9.1.6 Security threats are unique to each operational site; therefore all operational sites included in an
organization’s scope of certification/registration shall be subject to audit. The organization shall have carried
out a threat and risk assessment for each site and shall implement operational controls accordingly. Similarly,
security threats applicable to non operational sites, such as those providing support administrative services,
are also unique but by the nature of the activities undertaken may present a lower risk to supply chain
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security. All operational sites shall be subject to certification/registration body audits and the risks presented
by other non operational sites shall be evaluated and audited commensurate to those risks.

The auditor time determined by the certification body for each site/location, and the justification for the
determination, shall be based on the requirements in Annexes A and B and be recorded. In determining the

auditor time, the certification body should consider, among other things, the following aspects:

a)
b)
c)
d)
e)

f)

The

inforn
show

9.1.7
activi
there
mane
operational sites where the activities carried out are-mainly administrative and do not impact si
supp

risk

secu
requi

9.1.8
leads

9.1.9

and

a)

b)

c)

d)

the requirements of the relevant supply chain security management system standard;

complexity;

P1Ze,

fisks;
technological and regulatory context; and

mumber of sites and multiple site considerations. Requirements for organizations that op4q
gites are described in Annex B.
auditor mandays shall be based on the manday tables shownXin® Annex A. Although
hative the mandays for the audit of a supply chain operating company are unlikely to be les
n in Annex A.

Sampling is not appropriate for organizations that operate multiple operational sites, evs

may be a case for reducing the duration of the audit for some sites where the supply G
gement system and the activities at the variqus’ locations are the same or samplin

y chain security. In these cases the certification body shall undertake a risk assessment a
ased audit programme for each site. This"process shall ensure that a proper audit of the
ity management system operated by _the organization is audited by the certification
fement is further described in Annex:B.

t

In the event of the preparation of the audit plan being assigned to someone other than th
r, the audit team leader shallreview and approve the plan.

The tasks given to the.audit team shall be clearly defined and made known to the client
ghall require the auditteam to:

examine and vefify-the structure, policies, processes, procedures and related documents (rg
¢lient organization relevant to the supply chain security management system;

determine. that these meet all the requirements relevant to the intended scope of certification

rate multiple

Annex A is
s than those

n where the

ties are substantially the same. Each site included in thesscope of certification shall be audited, however,

hain security
j some non
pnificantly on
nd develop a
supply chain

body. This

e audit team

organization,

cords) of the

bffectively, to

q

brganization;

identify to the client organization, for its action, any inconsistencies between the client organization’s

policy, objectives and targets, and results.

9.1.10 The certification body shall provide the name and, when requested, make available background
information of each member of the audit team, with sufficient time for the client organization to object to the
appointment of any particular auditor or technical expert and for the certification body to reconstitute the team
in response to any valid objection.

9.1.11 The audit plan shall be communicated and the dates of the audit shall be agreed upon, in advance,
with the client organization.
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9.1.12 The certification body shall have a process for conducting on-site audits based on the guidance
provided in ISO 19011, transformed into an appropriate documented procedure.

NOTE 1

that contains information that is relevant to the assessment of the supply chain security management system.

NOTE 2 The term auditee as used in ISO 19011 means the organization being audited.

the genjral features of the applicant organization, including its name and the address(es) of its ph

9.2 Initial
9.21
The certifica
necessary in
a) thedesi
b)
location
c) general
such as
any;
d) the stan
e) informat

9.2.2 Application review

9.2.2.1 Befo

a)

b)

c)

d)

f)

Application

audit and certification

In addition to visiting physical location(s) (e.g. factory), 'on-site’ can include remote access to electronic site(s)

ion body shall require an authorized representative of the applicant organization to provid
formation to enable it to establish:

ed scope of the certification;
s), significant aspects of its process and operations, and any relevant legal'obligations;
nformation, relevant for the field of certification applied for, concerning the applicant organiz

its activities, human and technical resources, functions and relationship in a larger corporat

Hards or other requirements for which the applicant organization is seeking certification; and

e the

ysical

ation
on, if

on concerning the use of consultancy relating to thestpply chain security management system.

e proceeding with the audit, the certification body shall conduct a review of the applicatiop and
supplementalry information for certification to ensure.that:

the infofmation about the applicant organijzation and its supply chain security management systém is

sufficient for the conduct of the audit;

the req
applican

any kno

resolved;

the certi

the scoy
required
account

irements for certificatiop-‘are clearly defined, documented and have been provided t
t organization;

wn difference in understanding between the certification body and the applicant organizat

ication bodyshas the competence and ability to perform the certification activity;

e of certification sought, location and number of the applicant organization's operations,
to4camplete audits and any other points influencing the certification activity are taker

b the

on is

time
into

(language, safety conditions, threats to impartiality, etc.);

records of the justification for the decision to undertake the audit shall be maintained.

9.2.2.2 Based on this review, the certification body shall determine the competences it needs to include in its
audit team and for the certification decision (see 7.2.7).

9.2.2.3 Where a certification body is taking account of certification or other audits already granted to the
applicant organization, it shall collect sufficient, verifiable information to justify and record any adjustments to
the audit programme.

9.2.2.4 After having conducted the application review, the certification body shall notify the applicant that it is
accepting or not accepting the application. The reasons for non-acceptance shall be conveyed to the
applicant.

18
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9.2.2.5 Before commencing the audit, an agreement (see 5.1.2) shall be established between the certification

body

and the applicant organization which:

a) defines the scope of work to be undertaken, including the intended scope of certification and site details;

b)

c)

requires the applicant organization to comply with the requirements for certification.

requires the applicant organization to supply any information needed for its intended certification;

9.2.2.6 The certification body shall, in response to an application for extension to scope of a certification
already granted, undertake a feasibility review and audit activities necessary to determine whether or not the

extensiermay-begranted:

9.2.2|7 The audit team shall be appointed (see 9.1.3) and composed of auditors (and technical experts as
necegsary) who, between them, have the totality of the competences identified by the certificatiou: body as set
out i 9.2.2.2) for the certification of the applicant organization. The selection of the team shall be performed
with feference to the designations of competence of auditors and technical experts, made under Clause 7.2.5,
and may include use of both internal and external human resources.

9.2.2|8 The individual(s) who will be conducting the certification decisién)shall be appointgd to ensure
appropriate competence is available (see 7.2.9).

9.2.219 The audit team needs a background which ensures that the‘members understand the fequirements
relating to the system they are auditing. Each audit team shall have“a general understanding and background

in ea

Ch technological and industrial sector in which it operates:it shall be able to determine whe

ther or not a

partigular Supply Chain Security Management System Standard adequately complies with the fequirements
of thg standard.

9.2.2|10 The above requires that the audit team, deployed in each case by a certification body tp conduct an
audit| of an organization’s Supply Chain Security."Management System Standard, needs tq know what
elements, general to the processes and procedures, are essential to the supply chain in questipn. The audit
team|shall have the necessary competence, including sector or regulatory credentials, to deter{xine whether
the slystem covers these essential elementssin a manner that gives adequate confidence that th¢ system can

be ag

9.2.2
back
atten
does
up td
comg
profe

The
requi

sured to meet specified requirements.

11 In certain instances, particularly where there are critical requirements and special prd
ground knowledge of the-audit team may be supplemented by briefing, specific training
Hance. The certification.body may attach non-auditor experts to their audit teams. If a cert
use technical experts,-its management control systems shall provide for it and for keeping
date. The documentation shall include details of how technical experts are selected a

ssional institutions.

certification’ body shall ensure that personnel provided to perform this clause are bound
fements as auditors for confidentiality and impartiality.

9.2.3

cedures, the
br experts in
fication body
competence
nd how their

etence is assured. The certification body may rely on outside help, for example, fromp industry or

by the same

Initial certification audit

The initial certification audit of a supply chain security management system shall be conducted in two stages -
stage 1 and stage 2.

9.2.3

.1 Stage 1 audit

9.2.3.1.1 Stage 1 audits shall have an audit plan that addresses the points defined in 9.1.2 and 9.2.3.1.2.

9.2.3.1.2 Normally the audit team shall perform the stage 1 audit of a client organization’s supply chain
security management system on-site. In exceptional cases stage 1 could be carried out without a visit. The
decision not to visit the site shall be justified and documented and the client shall be informed it creates a risk
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for the stage 2 audit. Such justification should be based on the organizations size, location, risk
considerations, previous knowledge, etc.

9.2.3.1.3 The stage 1 audit shall be performed to:

a) evaluate the applicant organization's location and site-specific conditions and to undertake discussions
with the client organization's personnel to determine the preparedness for the stage 2 audit;

b) review the client organization’s status and understanding regarding requirements of the standard, in
particular with respect to the identification of key performance or significant aspects, processes,
objectives and operation of the supply chain security management system;

c) collect gnd review necessary information regarding the scope of the supply chain security managgment
system, | information about the risk assessment performed, processes and location(s) of“the [client
organizdtion, and related statutory, regulatory aspects and compliance, e.g., legal aspects of the
applicant organization's operation, identified risks, etc.;

d) review the allocation of resources for stage 2 and agree with the client organizatiom\on' the details ¢f the
stage 2 audit;

e) provide p focus for planning the stage 2 audit by gaining a sufficient understanding of the organization's
supply ¢hain security management system and site operations in the cenhtext of possible significant
aspects;

f) evaluatq if the internal audits and management review are being.planned and performed and thgt the
level of implementation of the supply chain security management system substantiates that the [client
organizdtion is ready for the stage 2 audit.

9.2.3.1.4 Stdge 1 audit results shall be documented and communicated to the client organization inclpding
identification|of any areas of concern that could be classified as nonconformity during the stage 2 audit.

9.2.3.1.5 Any part of the supply chain security management system that is audited during the stage 1|audit
and determirfed to be fully implemented, effective;.and in conformity with requirements, may not need to be re-
audited durirlg the stage 2 audit, however the certification body has to ensure that the already audited pgrts of
the supply chain security management system continue to conform to the certification requirements. Ip this
case the stage 2 audit report shall inClude these findings and clearly state that conformity has |been
established quring the stage 1 audit.

9.2.3.1.6 In determining the interval-between stage 1 and stage 2, consideration shall be given to the negds of
the client to ffesolve areas of concern identified during the stage 1 audit. The certification body may also|need
to revise its grrangements faf stage 2.

9.2.3.2 Stage 2 audit

9.2.3.2.1 Stage 2 audits shall have an audit plan (see 9.1.2). The plan shall follow the guidance in ISO 19011
transformed |nto appropriate documented requirements and take into account the information obtained dquring
the stage 1 audit

9.2.3.2.2 The stage 2 audit shall take place at the site(s) of the client organization. The purpose of the stage 2
audit is to evaluate the implementation and effectiveness of the client’s supply chain security management
system.

9.2.3.2.3 The audit team shall conduct the stage 2 audit to gather audit evidence that the supply chain security
management system conforms to the standard and other certification requirements.

9.2.3.2.4 The audit team shall audit a sufficient number of examples of the activities of the client organization

in relation to the supply chain security management system and activities to get a sound appraisal of the
implementation, including effectiveness, of the supply chain security management system.
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9.2.3.2.5 As part of the audit, the audit team shall interview a sufficient number of the staff, including top
management and operational personnel of the audited facility, to provide assurance that the system is
implemented and understood throughout the client organization.

9.2.3.2.6 The audit team shall analyze all information and audit evidence gathered during the stage 1 and
stage 2 audits to determine the extent of fulfillment with all certification requirements and decide on any
nonconformity. The audit team may propose opportunities for improvement but shall not recommend specific
solutions.

9.2.3.2.7 The stage 2 audit shall cover an examination of the organization’s supply chain security
management system which address at least the following:

a) ipformation and evidence about conformity to all requirements of the applicable normative’document;

b) performance monitoring, measuring, reporting and reviewing against key performance oljectives and
rgets;

c) e organization's supply chain security management system and performance as regarfds legal and
gulatory compliance;

d) ¢perational control;

e) ipternal auditing and management review;

f)  management responsibility for the client organization’s policies;

g) links betw_een the normative_ l_'gquirements, policy, .p&rformance ob_jectives and targets, a:||y applicable
legal requirements, responsibilities, personnel competence, operations, procedures, perfofmance data,

and internal audit results.

9.2.3|2.8 Action that shall be undertaken after’the completion of a stage 2 audit shall includg at least the
following:

a) &record of any identified and agreed nonconformities shall be left with the client prior to d¢parture from
e audit site;

b) establishing the audit report specified in 9.2.4.
9.2.3{2.9 Nonconformity shall be defined as the absence of, or the failure to implement and maintain, one or
more| quality managementsystem requirements, or a situation which would, on the basis of availgble objective

evidgnce, raise significant doubt as to the quality of what the organization is supplying.

The gertification/registration body is free to define different grades of deficiency and areas for jmprovement
(e.g. Major and*‘Minor Nonconformities, Observations, etc.).

9.24 Initial certification audit reports

9.2.4.1 The certification body shall have documented reporting procedures.

9.2.4.2 The stage 1 audit report shall include comments on the adequacy of the supply chain security
management system documentation, the organization’s analysis of key performance or significant aspects
and whether the level of implementation of the supply chain security management system indicates that it is
ready for the stage 2 audit. The stage 1 audit report shall report on the requirements in 9.2.3.1.3.

9.2.4.3 The stage 2 audit report shall be based on the guidance provided in ISO 19011 transformed into
appropriate documented requirements.
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9.2.4.4 The auditor’s internal audit report shall at least include or refer to the following:
a) identification of the audit client;

b) identification of the auditee representatives;

c) identification of the certification body;

d) identification of audit team leader and members;

e) the audit objectives;

f) the audit sg¢ope, particularly identification of the organizational and functional units or processes audite, the

time period dovered and the elements of the supply chain assessed;
g) the audit driteria;

h) the refergnce to the supply chain security management standards and/or othercnormative refefence

documents used;
i) the dates gnd sites where the on-site audit activities were conducted and the date of the previous audit

j) the audit findings:

1) summary of the most important observations, positive ‘as "well as negative, regarding the
implementation and effectiveness of the supply chain security.management system;
2) ovefview and summary of the most constructive/beneficial information, positive as well as negptive,
regarding the implementation and effectiveness of the'risk assessment methodology;
3) nongonformities raised during the audit against-specific standard requirements;
4) repdort on the clearing of each nonconformity revealed previously;
k) the audit gonclusions:
1) degfee of reliance that can be_placed in the supply chain security management system and risk
assessment methodology;
2) audjt team recommendations regarding certification status.
9.2.4.5 As a|minimum these-documented procedures shall ensure, after a stage 2 audit, that a written [client
audit report [s provided, within a mutually agreed period of time to the audited organization, including [audit
findings and| conclusions, positive and negative, on fulfiiment, including effectiveness, of the supply ghain
security marlagement system (in particular, referencing the effectiveness of the internal audit proces$ and
achievement] of “policy commitments) with all requirements of the standard, including identifying any

nonconformities

9.2.4.6 Ownership of the audit report shall be maintained by the certification body. Where the contents of
reports include security sensitive data then custody of the report may be delegated to the organization, but
ownership and the right to amend reports remains with the certification body.

9.2.5 Post-audit activities

9.2.5.1 The audited organization shall be requested to describe the specific correction and corrective actions

taken, or planned to be taken, to eliminate detected nonconformities and their causes, within a defined time, to
remedy any identified nonconformities.

9.2.5.2 The audited organization shall be informed if an additional full audit, an additional limited audit, or
documented evidence (to be confirmed during future surveillance audits), will be needed to ensure effective
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correction and corrective actions. This decision will be based on the types and number of nonconformities
identified.

9.2.5.3 Correction and corrective actions by the audited organization shall be reviewed by the certification
body to determine if the actions are sufficient and, if already implemented, effective.

9.2.6

Initial certification decision granting or extending certification

9.2.6.1 The information provided by the audit team to the certification body for the certification decision shall
include as a minimum:

a) thereportsindicated-in-9.2.4;

b) ¢omments on the nonconformities, and the correction and corrective actions taken-by| the audited
rganization;

c) ¢onfirmation of the information provided to the certification body used in the‘\application| review (see
.2.2); and

d) & recommendation whether or not to grant certification, along with any cenditions or observatjons.

9.2.6|2 The certification body shall make the certification decision on the basis of an evaluation of the audit

resulis and any other relevant information (e.g. public informatiom;»"comments on the audit report from the

client).

9.2.6|3 The certification body shall ensure that the person(s)or committees that participate in the certification

decidions are different from those who carried out the audits.

9.2.6|4 The certification body shall confirm, prior to making a decision, that:

a) me information provided by the audit teamis sufficient with respect to the certification requlrements and

e scope for certification;

b) i has reviewed and accepted the performance of satisfactory correction and corrective action, including
dctions to eliminate the cause to prevent recurrence, for all nonconformities that denote either:

) absence of, or failure-to,-implement and maintain the fulfiliment of one or more supply dhain security
management system requirements; or

DO
~

a situation that, on the basis of available objective evidence, would raise significant doubt as to the
capability of theé client organization to meet requirements consistently and the effectieness of the
supply chain’security management system;

c) for any.othér nonconformities, it has accepted the organization's planned activities of correction and
gorrective action including actions to prevent recurrence.

9.3 Surveillance activities

9.3.1 General

9.3.1.1 The certification body shall develop its surveillance activities so that representative areas and
functions covered by the scope of the supply chain security management system are monitored on a regular
basis, and take into account changes to its certified client and their supply chain security management
system.
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9.3.1.2 Surveillance activities shall include on-site audits assessing the certified client’s supply chain security
management system's fulfillment of specified requirements with respect to the standard(s) and other
normative documents to which the certification is granted. Other surveillance activities may include:

a) enquiries from the certification body to the certified client on aspects of certification;

b) reviewin

g any client's statements with respect to its operations (e.g. promotional material, website);

c) requests to the client to provide documents and records (on paper or electronic media);

d) other means of monitoring the certified client’s performance.

9.31.3 The'lfertification body shall have an established programme for carrying out periodic surveil

audits at su
continues to

9.3.1.4 The ¢
of stage 2 of

9.3.2  Sur

9.3.2.1 Survgillance audits are on-site audits, but are not full system audits and §hall be planned togethe

the other sur
chain securi
annual surve
a) internal

b) areview

c) treatment of complaints;

d) effective
client’s @

€) progress

f)  continuipg operational control;

g) reviewo

h) use of m

9.3.2.2 Survgillance aydits shall be conducted at least once a year

iciently close intervals to confirm that the certified supply chain security management)sy
Fulfill all certification requirements and to be effective.

ate of the first surveillance audit, following initial certification, shall be programmed from th
the initial audit (e.g. from the date of the closing meeting).

veillance audit

veillance activities, so that the certification body can maintain cdnfidence that the certified s
y management system continues to fulfill requirements in~petween recertification audits
illance audit programme shall include, at least:

budits, security assessment and planning, and management review;

of action taken on nonconformities identified during the previous audit;

ness of the supply chain security management system with regard to achieving the ce
bjectives;

of planned activities aimed at‘coritinual improvement;

f any changes; and

arks and/or any. other reference to certification.

9.3.2.3 Survg

9.3.2.4 The duration-of-a—surveiltance it-sh ake-accountof-thegtidance i
by the certification body with due regard to:

illance audits shall have a audit plan (see 9.1.2).

ance
stem

b end

I with
Lpply
The

tified

a) the risk category of the processes and elements of the supply chain;

b) the number of supply chain elements, sites, processes and products;

c) the number of employees related to supply chain security;

d) the size

of the random sampling;

e) the number of nonconformities observed at previous audits;

f) changes in the organization, products or processes.
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Surveillance audit report

9.3.3.1 For surveillance audits, the report from the audit team shall include:

a) the supply chain security management system standard requirements that were audited;

b) comments on the fulfillment of certification requirements, including effectiveness;

c) verification of the effective implementation of corrective action for every nonconformity from the audit; and
d) any new nonconformities.

This feport shall be based on the guidance provided in ISO 19011 transformed into appropriate|documented
requifements.

9.3.3|2 This report shall be provided to the certified client and to the certification body-

9.3.3|3 When, during a surveillance audit, instances of nonconformity or lack. of.evidence of cpnformity are
identffied, the certification body shall define time limits for correction and corrective actions to be implemented.
NOTH It is recommended that time limits be based on the severity of the nongonformity and its impact.

9.3.3}4 The audited organization shall be informed if an additional full audit, an additional limjted audit, or
documented evidence (to be confirmed during future surveillancel audits), will be needed to engure effective
correction and corrective actions. This decision will be basedyen the types and number of nopconformities
identffied.

9.3.4| Maintaining certification

The gertification body shall maintain certification-based on demonstration that the client continjies to satisfy

the r¢quirements of the supply chain security management system standard. It may maintain an g

certif]

prov

a)

ifled that:

or any nonconformity or otherisituation that may lead to suspension or withdrawal of cer
ertification body has a system' that requires the audit team leader to initiate a review by
ompetent personnel (seé 7:2.9), different from those who carried out the audit, to deterr]

f
(
g
¢ertification can be maintained;

rganization's

cation based on a positive recommendation by the audit team leader without further indepefdent review,

tification, the
appropriately
hine whether

b) the criteria to deal-with nonconformities and any subsequent corrective actions are known| by the team
lpader;
c) ppropriately competent personnel of the certification body monitor its surveillance activities, including
onitoring the reporting by its auditors, to confirm that the certification activity is operating effectively.
9.4 |Recertification
9.4.1 Recertification cycle

The time interval between the initial certification audit and re-certification audit or between two re-certification
audits shall not exceed 3 years.

9.4.2 Recertification audit plan

9.4.2.1 A recertification audit shall be planned and conducted to evaluate the continued fulfillment of all of the
requirements of the relevant normative document. The purpose of the recertification audit is to confirm the
continued conformity and effectiveness of the supply chain security management system as a whole, and its
continued relevance and applicability for the scope of certification.
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9.4.2.2 The recertification audit shall consider the performance of the supply chain security management
system over the period of certification, and include the review of previous surveillance audit reports (9.3.3).

9.4.2.3 Recertification audit activities do not need to have a stage 1 audit in situations where there have been
no significant changes to the supply chain security management system, the organization, or the context in
which the supply chain security management system is operating (e.g. changes to legislation).

9.4.2.4 In the case of multiple sites or multiple supply chain security management system certification being
provided by the certification body, the planning for the audit shall ensure adequate on-site audit coverage to
provide confidence in the certification.

9.4.2.5 The results—of recent-surveilance—audits—and-the certified-client's-internal anr’iif(e) should-be-taken into

account. The audit plan shall be based on the guidance in ISO 19011 transformed in appropriate docimented
requirementq.

9.4.2.6 The duration of recertification audits shall be based on the guidance in Annex A.
9.4.3 Redertification audit

The recertifi¢gation audit shall include an on-site audit (which may replace or exténd“a regular surveillance
audit). This [recertification audit shall address the following supply chain security management system
requirementq:

a) the effegtive interaction between the processes of the supply chain s€curity management system;

b) the effegtiveness of the supply chain security management systém/in its entirety in the light of interngl and
external|changes;

c) demonsjrated commitment to maintain the effectivenessiand improvement of the supply chain sefurity
management system in order to enhance overall performance;

d) that the operation of the certified supply chain security management system contributes t¢ the
achievement of the organization’s policy and-objectives.

944 Redertification audit report

9.4.4.1 For recertification audits, the report from the audit team to the certified client and to the certifigation
body shall cgqmment on the following:

a) the supgly chain security management system reviewed including risk analysis;
b) the fulfillment of certification requirements;

c) the review and wverification of the continued effective implementation of corrective action for pvery
nonconfprmity from the previous audit; and

d) the effedtiveness of the audited nrgnni7nfinn'c anply chain enmlrify management system

This report shall be based on the guidance provided in ISO 19011 transformed into appropriate documented
requirements.

9.4.4.2 When, during a recertification audit, instances of nonconformity or lack of evidence of conformity are
identified, the certification body shall define time limits for correction and corrective actions to be implemented.

NOTE Itis recommended that the time limits should be based on the severity of the nonconformity and its impact, and
not be so long as to have the credibility of the certification called into question.

9.4.4.3 The audited organization shall be informed if an additional full audit, an additional limited audit, or

documented evidence (to be confirmed during future surveillance audits), will be needed to ensure effective
correction and corrective actions.
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9.4.5 Recertification decision

9.4.5.1 The certification body shall ensure that the persons or committees that make the recertification
decisions are different from those who carried out the audits.

9.4.5.2 The certification body shall make decisions on renewing certification based on the results of
recertification audit as well as the results of the review of the system over the period of certification and the

complaints received from users of certification.

9.4.5.3 The certification body shall confirm, prior to making a decision, that:

a) rements and

b) i has reviewed and accepted the performance of satisfactory correction and corrective action, including
actions to eliminate the cause to prevent recurrence, for all nonconformities that denote eithey:

1) failure to maintain the fulfilment of one or more supply chain seclrity management system
requirements; or

2) a situation that, on the basis of available objective evidence, would raise significant doubt as to the
capability of the client organization to meet requirements consistently and the effectieness of the
supply chain security management system;

c) for any other nonconformities, it has accepted the organization's planned activities of c@rrection and
¢orrective action including actions to prevent recurrence:

9.5 |Special audits

It maly be necessary for the certification body to conduct audits of certified clients at short notice {o investigate

complaints (see 9.8) or in response to changes\(see 8.6.3). In such cases:

a) e certification body shall describe-and make known in advance to the certified clients (e.g. in documents

s described in 8.6.1) the conditionsunder which these short notice visits are to be conductef;

b) e certification body shall exercise additional care in the assignment of the audit team bgcause of the
lack of opportunity for the'arganization to object to audit team members.

9.6 [Suspending, withdrawing or reducing scope of certification

9.6.1| The certification’ body shall have a policy and documented procedure(s) for suspension, yithdrawal or

redugtion of the Seepe of certification and specify the subsequent actions by the certification body

9.6.2| The gertification body shall suspend certification in cases when, but not limited to:

a) thelélient's certified supply chain security management system has persistently or seriously fpiled to meet
certification requirements, including requirements for the effectiveness of the supply chain security
management system;

b) the certified client does not allow surveillance or recertification audits to be conducted at the required
frequencies; or

c) the certified client has voluntarily requested a suspension.

9.6.3 Under suspension the client’s supply chain security management system certification is temporarily
invalid. The certification body shall have enforceable arrangements with its clients to ensure that in case of
suspension the client refrains from further promotion of its certification. The certification body shall make the
suspended status of the certification publicly available (see 8.1.3) and take any other measures it deems
appropriate.
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9.6.4 Failure to resolve the issues that have resulted in the suspension in a time established by the
certification body shall result in withdrawal or reduction of the scope of certification.

NOTE In most cases the suspension should not exceed six months.

9.6.5 The certification body shall reduce the client’'s scope of certification to exclude the parts not meeting the
requirements, when the client has persistently or seriously failed to meet the certification requirements for
those parts of the scope of certification. Any such reduction shall be in line with the requirements of the
standard used for certification.

9.6.6 The certification body shall have enforceable arrangements with the certified client concerning

conditions of withdrawal (see 8 4 3 d) ensuring upon notice of withdrawal of certification that the client

discontinue ifs use of all advertising matter that contains any reference to a certified status.

9.6.7 Upon fequest by any party, the certification body shall correctly state the status of certification| of a

client's supplly chain security management system as being suspended, withdrawn or reduced.

9.7 Appedls

9.7.1 The cqrtification body shall have a documented process to receive, evaluate’and make decisions on

appeals.

9.7.2 A descfiption of the appeals handling process shall be publicly available.

9.7.3 The ceftification body shall be responsible for all decisions at alllevels of the appeals handling process.

The certification body shall ensure that the persons engaged in appeals handling process are differenf] from

those who cgrried out the audits and made the certification decisions.

9.7.4 Investigation and decision on appeals shall not result irrany discriminatory actions against the appeflant.

9.7.5 The appeal handling process shall include at least.the following elements and methods:

a) an outlirfe of the process for receiving, validating, investigating the appeal, and for deciding what agtions
are to bg taken in response to it, taking into-account the results of previous similar appeals;

b) trackingland recording appeals, including actions undertaken to resolve them;

c) ensuring that any appropriate correction and corrective action is taken.

9.7.6 The ceftification body shall*acknowledge receipt of the appeal and provide the appellant with progress

reports and the outcome.

9.7.7 The dqcision to{be communicated to the appellant shall be made by, or reviewed and approved by,

individual(s) hot previously involved in the subject of the appeal.

9.7.8 The ceftifieation body shall give formal notice of the end of the appeal handling process to the appellant.

9.8 Complaints

Clients and users of certification (see 4.1.2 and 4.7) can expect to have complaints investigated, and if
determined to be valid, have confidence that the complaints will be appropriately addressed and that a
reasonable effort will be made to resolve the complaint.

NOTE  The effective resolution of complaints is an important means of protection for the certification body, its clients,
the bodies authorizing certification bodies and other users of certification against errors, omissions or unreasonable
behavior. Confidence in certification activities is safeguarded when complaints are processed appropriately.

9.8.1 A description of the complaints handling process shall be publicly available.
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9.8.2 Upon receipt of a complaint the certification body shall confirm whether the complaint relates to
certification activities that it is responsible for, and if so shall deal with it. If the complaint relates to a certified
client then examination of the complaint shall consider the effectiveness of the certified supply chain security
management system.

9.8.3 Any complaint about a certified client shall also be referred by the certification body to the certified client
in question at an appropriate time.

9.8.4 The certification body shall have a documented process to receive, evaluate and make decisions on
complaints. This process shall be subject to requirements for confidentiality, as it relates to the complainant
and to the subject of the complaint.

9.8.5|The complaints handling process shall include at least the following elements and methods:

a)

b)

c)

NOTH ISO 10002 provides guidance for handling complaints.

9.8.6| The certification body receiving the complaint shall be ¢esponsible for gathering and
necegsary information to validate the complaint.

9.8.7

9.8.8| The decision to be communicated to the complainant shall be made by, or reviewed and
individual(s) not previously involved in the subjeet of the complaint.

9.8.9| Whenever possible, the certification. body shall give formal notice of the end of the compl
procgss to the complainant.

9.8.1P The certification body shall'determine together with the client and the complainant whethe
what|extent, the subject of the.'complaint and its resolution shall be made public. Any decisior
complaint confidential is subjectto appeal by any party to the complaint and shall be justified.

9.9

9.9.1| The certification body shall maintain records on the audit and certification activity for all clie
all ofganizatiohs ‘that submitted applications, and all organizations audited, certified, or with
withdrawn.

9.9.2 Records on certified clients shall include:

a)
b)
c)
d)
e)
f)
9)

n outline of the process for receiving, validating, investigating the complaint, and for d
ctions are to be taken in response to it;

tfracking and recording complaints, including actions undertaken to resolve theny,

ensuring that any appropriate correction and corrective action is taken.

Records on applicants and clients

eciding what

verifying all

Whenever possible, the certification body shall acknowledge receipt of the complaint, and provide the
complainant with progress reports and the outcome.

Approved by,

aint handling

r, and if so to
to keep the

nts, including
certification

application information and initial, surveillance and recertification audit reports;
justification of the methodology used for any reduction of audit durations;

justification for auditor time determination (see 9.1.5);

verification of correction and corrective actions;

records of complaints and appeals, and any subsequent correction or corrective actions;
committee deliberations and decisions, if applicable;

documentation of the certification decisions;
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h)
process

technica

as applicable; and

| expert qualifications and competency.

certification documents including the scope of certification with respect to product (including services) or

related records necessary to establish the credibility of the certification, such as evidence of auditor and

9.9.3 The certification body shall keep the records on clients secure to ensure that the information is kept
confidential. Records shall be transported, transmitted or transferred, in a way that ensures that confidentiality
is maintained (see 10.2.3).

9.9.4 The certification body shall have a documented policy and documented procedures on retention of

records. Rec

rds shall be retained for the duration of the current r‘yr‘lp Inluq ane full certification r‘yr‘lp

NOTE Ins

10 Manag

The certifica
demonstratin
its managen
requirementg

me jurisdictions the law stipulates that records need to be maintained for a longer time period.

ement system requirements for certification bodies

ion body shall establish and maintain a management system that is capable of supportin
g the consistent achievement of the requirements of this International-Standard. In establ
ent system the certification body shall implement a management system in accordance wi
contained in 10.1 or 10.2.

i
%} the

and
hing

10.1  Option 1 — Management system requirements in accordance with ISO 9001

The certificgtion body shall establish and maintain a management system, in accordance with the
requirementg of ISO 9001 that is capable of supporting and demiohstrating the consistent achievement ¢f the
requirementq of this International Standard, amplified by 10.1.4\o 10.1.4.

10.1.1 Scdgpe

For applicatipn of the requirements of ISO 9001 the-scope of the management system shall include the design
and development requirements for its certification,services.

10.1.2 Customer focus

For applicatipn of the requirements of ISO 9001, when developing its management system, the certifi¢ation
body shall etThance the credibility. of )certification and address the needs of all parties that rely upon its|audit
and certificatjon services (as set.out in 4.1.2), not just its clients.

10.1.3 Mamnagement review

For applicatipn of the‘requirements of ISO 9001 the certification body shall include as input for managgment
review, information_on relevant complaints and appeals from users and stakeholders of its certifigation
activities.

10.1.4 Design and development

For application of the requirements of ISO 9001, when developing a new management system certification
scheme, or adapting an existing one to special circumstances, the certification body shall ensure that the
guidance given in ISO 19011, and which is appropriate to third-party situations, is included as a design input.

10.2 Option 2 — General management system requirements

The certification body shall establish, document, implement and maintain a management system that is
capable of supporting and demonstrating the consistent achievement of the requirements of this International
Standard.
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The certification body’s top management shall establish and document policies and objectives for its activities.
The top management shall provide evidence of its commitment to the development and implementation of the
management system in accordance with the requirements of this International Standard. The top management
shall ensure that the policies are understood, implemented and maintained at all levels of the certification
body’s organization.

The certification body's top management shall appoint a member of management who, irrespective of other
responsibilities, shall have responsibility and authority that includes:

a) ensuring that processes and procedures needed for the management system are established,
implemented and maintained,;

b) porting to top management on the performance of the management system and\gny need for
improvement.
10.21 Management system manual

All applicable requirements of this International Standard shall be addressed “either in a rmanual or in
assogiated documents. The certification body shall ensure that the manual and relevant associated
documents are accessible to its personnel.
10.2. Control of documents

The ¢ertification body shall establish procedures to control the documents (internal and external)|that relate to
the fylfillment of this International Standard. The procedures shall define the controls needed:

a) approve documents for adequacy prior to issue;

b) review and update as necessary and re-approve documents;

c) ensure that changes and the current revision status of documents are identified;

d) ensure that relevant versions of applicable documents are available at points of use;

e) ensure that documents remain legible and readily identifiable;

f) ensure that documents(of,external origin are identified and their distribution controlled; and

g) prevent the unintended use of obsolete documents, and to apply suitable identification tq them if they

re retained for any-purpose.
10.2.83 Maintenance and destruction of documents of a sensitive nature

The ¢ertification body shall establish and implement procedures to ensure that clients’ documentg and records
of a pecurity sensitive nature and the information and data derived from audits such as auditors’ notes are
kept [s€eure at all times and are archived and subsequently destroyed with due regard to there security
classificatior:

Documents, data and records of a security sensitive nature shall only be made available to certification body’s
personnel and others external to the certification body on a need to know basis by those who are covered by
the appropriate level of security clearance.

NOTE  Documentation can be in any form or type of medium.

10.2.4 Control of records

The certification body shall establish procedures to define the controls needed for the identification, storage,

protection, retrieval, retention time and disposition of its records related to the fulfilment of this International
Standard.
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The certification body shall establish procedures for retaining records for a period consistent with its
contractual and legal obligations. Access to these records shall be consistent with the confidentiality
arrangements.

NOTE  For requirements for records on certified clients see also 9.9.

10.2.5 Management review

The certification body's top management shall establish procedures to review its management system at
planned intervals to ensure its continuing suitability, adequacy and effectiveness including the stated policies

and objectives related to the fulfilment of this International Standard. These reviews shall be conducted at
least once a year

10.2.5.1 ReView inputs

The input to management review shall include information related to:

a) results of audits;

b) feedback from clients and interested parties related to the fulfillment of this International Standard,;
c) status of preventive and corrective actions;

d) follow-up @ctions from previous management reviews;

e) fulfilment ¢f objectives;

f) changes that could affect the management system;

g) appeals apd complaints.

10.2.5.2 ReView outputs

The outputs from the management review shallinclude decisions and actions related to:

a) improvement of the effectiveness of the.management system and its processes;

b) improvement of the certification services related to the fulfiiment of this International Standard; and
C) resource rjeeds.

10.2.6 Intgrnal audits

10.2.6.1 The certification body shall establish procedures for internal audits to verify that it fulfills the

requirementy of .this" International Standard and that management system is effectively implemented and
maintained.

NOTE  ISO 19011 provides guidelines for conducting internal audits.

10.2.6.2 An audit programme shall be planned, taking into consideration the importance of the processes and
areas to be audited as well as the results of previous audits.

10.2.6.3 Internal audits shall be performed at least once a year. The frequency of internal audits may be

reduced if the certification body can demonstrate that its management system continues to be effectively
implemented according to this International Standard and has proven stability.
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10.2.6.4 The certification body shall ensure that:

a) internal audits are conducted by qualified personnel knowledgeable in certification, auditing and the
requirements of this International Standard;

b) auditors shall not audit their own work;

c) personnel responsible for the area audited are informed of the outcome of the audit;

d) any actions resulting from internal audits are taken in a timely and appropriate manner;
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operations. The certification body shall also, where necessary, take actions tofeliminate th
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7 Corrective actions

Certification body shall establish procedures for identification and management of ‘nonconfc

bnformities in order to prevent recurrence. Corrective actions shall be appropriate to the i
ems encountered. The procedures shall define requirements for:

ntifying nonconformities (e.g. from complaints and internal audits);

termining the causes of nonconformity;

[recting nonconformities;

bluating the need for actions to ensure that nonconformities do not recur;

termining and implementing in a timely mannerthe actions needed;

ording results of actions taken;

iewing effectiveness of corrective actions.

B Preventive actions

Certification body shall establish procedures for taking preventive actions to eliminate th
tial nonconformities. Preventive actions taken shall be appropriate to the probable impact of
ems. The procedures.for preventive actions shall define requirements for:
ntifying potential nonconformities and their causes;

hluating the heed for action to prevent occurrence of nonconformities;

ermining and implementing the action needed;

rmities in its
e causes of
mpact of the

b causes for
the potential

d = H 14 £ ' bl
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e) reviewing effectiveness of the preventive actions taken.

NOTE  The procedures for corrective and preventive actions do not necessarily have to be separate.
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Annex A
(informative)

Guide for process to determine auditor time

Table A.1 specifies the number of audit days of the initial audit (stage 1 and stage 2) depending on the
number of employees and complexity and/or risk of the organization (see note 8).

Table A.1 — Number of audit days for initial audit

Continuufn Average Minimum Typical Reduction if organizationyis.Certified to
number gf Mandays mandays mandays high another management system (M$)
effective (medium (low complexity complexity standard or security.code which is
employees. [See complexity and and/or risk) and/or risk) integrated with the security MS
note 2 belpw /or risk)

1 (see 9 belpw) 1 1 1 0

10 3 3 3 0

30 6 4 8 <20%

100 8 5 11 <20%

500 12 9 15 <20%

2000 15 10 20 <20%

Notes.

If the audit feam requires the help of translators with understanding written material then the time gbove
should be ingreased by 10% and a further 10% if verbal translators are required.

Typically the|stage 1 part of the audit will be about #/3-of the mandays above and the stage 2 the remaindler.
Guidance fgr calculating mandays

The starting point for mandays will be based on the number of effective employees in Table A.1.
1 All attriqutes of the organization’s facility, site, systems, processes, and products/services should be
considered gnd a fair adjustmentcan be made based on the justifiable factors in Table A.1. Additive factors
may be off-get by subtractive'factors. In all cases where adjustments are made to the time provided in the
Auditor Time|table, sufficient\evidence and records shall be maintained to justify the variation.
A site plan should be‘btained especially for large site and organizations to help with evaluating mandays for

the audit so that all features of the site and facilities can be considered. Consideration should be given tp site
vulnerabilitieg, néighbouring assets and the closeness of roads, rivers and other access points etc.

2 “Effective employees” are those individuals described in the organization’s management system and
covered by the scope of the certification including non-permanent (seasonal, temporary, and sub-contracted)
staff, whose work has the potential to affect security in the organization being audited. A certification body
should agree with the organization to be audited the timing of the audit which will best demonstrate the full
scope of the organization. The consideration could include season, month, day/date and shift as appropriate.

Part-time employees should be treated as full-time-equivalent employees. This determination will depend
upon the number of hours worked as compared with a full-time employee, see 7 below for calculation of the
impact of shifts. When calculating effective employees due consideration should be given to those persons
whose work impact on supply chain security. E.g. Those employed in the finance department may not impact
as much as those employed directly in manual processes.
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