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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proceglures used to develop this document and those intended for its further maintenanee
described In the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for
different types of ISO documents should be noted. This document was drafted in accordance 'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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Introduction

Amidst the big flow of openness and integration in the world’s economy, ICT (info

rmation &

communications technology) is used as a means for innovation in productivity and connectivity. Since
the value chain of products and services gets enlarged globally, business collaborations need electronic

communications to be secure in an open and distributed environment. In this sense,

electronic

documents are asked for as a proof of business communications, meanwhile legal evidence or legal

force is required.

However, it can be difficult to recognize electronic documents as the original source. There

exist cases

whé¢re many processes rely only on paper documents, even though electronic documents
implemented in business processes. However, the reality is that even if electronic doct
properly communicated in business transactions, the final data output may be on paper an
the fform of printed copies as legal evidences for along-term period. As such, this coekisting er]
of electronic documents and paper documents causes breakup of the value chaift;resulting
profuctivity, inefficiency, cost increase and offset of the benefit obtainable from the ICT.
these situations, therefore, it is essential to draw out a dematerializing solution that can gug
trugstworthiness of electronically communicated document given legal evidence.

A dpmaterializing solution should meet with legal considerations abeut electronically com
documents. However, this solution is not easy, because electrgnic)communication itself ir

are widely
ments are
d stored in
vironment
in sluggish
[0 improve
irantee the

municated
iIcludes the

uncertainties from network failure and the electronic documentitselfis insufficient in safegyarding the

intdgrity during its lifecycle. In the meantime, the problem<due€ to repudiation, inadvertent
or thmper has been regarded too sensitive to finalize the dematerialization solution related
tramsactions as well as diverse governmental services;bécause it can protentially be emh
legdl dispute or conflicts.

Thi
env
non
und
ope
aro
the
imp
plat
reli
eny|

5 document focuses on how to enhance trfusted communication in an open and
ironment. The trusted communication meafns electronic communication can ensure inf
-repudiation of electronic transactions~by a trusted third party in a dematerializati
er the guidance of UNCITRAL (United*Nations Commission on International trade Lay
n and distributed environment, .at.first, it should be able to minimize some innate
ind dematerialization. To solve(these difficulties, this document approaches a solution
trusted third party orientediand mutually trusted relationship among concerned stakel
lementing a shared platform:which is accountable and traceable. In detail, a trusted com
form needs to be abletokeep the evidence about electronically communicated docu
hble and trustworthymanner. To achieve that, a new approach is required because the ¢
ironment has someZlimits for the trusted communication in the following aspects;

Although an<EDI (electronic data interchange) transaction can provide legal evidg
interchangéd-electronic documents according to the EDI syntax rule, it has limitatio
only on.losed users of EDI network and pre-defined processes of EDI semantics. And
of Internét, no matter what business transactions are securely communicated, it is
recogiize the legitimacy of communications carried outin other authentication sytems. Ii
this document sets up a refined dematerializing process allowable under the open and

disclosure
'o business
roiled into

listributed
egrity and
bn manner
V). For this
difficulties
by forming
olders and
munication
ments in a
xisting ICT

bnce about
ns allowed
in the case
difficult to
1 this sense
listributed

administration, e-business and so on.

€T environment, whicthr isappticable to the trusted commmmurication like etectromnic trade, electronic

— The security technology has been used as a core technology for secured electronic documents.
However, it is not enough to maintain the dematerialization of electronic documents, because the
integrity is easy to be broken in the aspect of the valid period of security. In this sense this document

brings up a new way that can secure the authenticity of the trusted communication evi
long period of time needed as legal evidences.

IT services under an open environment can not easily identify the originality of

dence for a

electronic

communications by accounting for the communication context, that is originator, addressee(s),
communication time and so on. Regarding the uncertainties such as modification, falseness or
bleach over electronically communicated documents, it is not easy to identify and ask for whose

liability it is among multiple stakeholders. Moreover, if the blockchain are to be applied
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supply chain, there is a need of trusted communication for seamless connectivity. In this sense,
this document can make business transactions accountable and reliable and consequently promote

trusted IT services.

An evidence generated via a trusted communication platform can account for the truth of
e-communication activities and facilities trusted communication services.
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technical considerations. This document shows a TCP system architeeture to guarant
munication and promote trusted services by providing trusted communication evidence afs the proof.

conj

Thi
Refi

The
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ISO

3.1
add

ndamentais

Scope

b document defines the requirements about trusted communication in_legdl, administ

brence Model.

tronic activities, IT planners for single windows and, secure transactions, IT servicd

cerned parties and so on.

Normative references

re are no normative references in this ‘decument.

Terms and definitions
the purposes of this document, the following terms and definitions apply.

and I[EC maintain teyminological databases for use in standardization at the following aqg

[SO Online browsing platform: available at https://www.iso.org/obp

IEC Electropédia: available at http://www.electropedia.org/

ressee

ide:[tifiable party (3.12) or destination which is intended by the originator to receive the

commuhnication (3.5), but does not include a TCPSP (3.20) acting as an intermediary with res

rative and

ce trusted

5 document focuses on TCP at the view of 7th application layer of @SF(Open Systems Interdonnection)

audiences are the policy makers for IT innovation such as-dematerialization, legal experts$ regarding

providers

ted to distributed networking and ledger, trusted'system auditors, trusted communication

dresses:

electronic

trusted communication (3.21)

pect to that

Note 1 to entry: This definition is adapted from UNCITRAL 2007, United Nations Convention on the Use of
Electronic Communications in International Contracts.

3.2

audit

procedure to verify whether a product, a process or a system conforms to socially accepted criteria or
standards

© IS0 2020 - All rights reserved 1
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3.3

communication
statement, declaration, demand, notice or request, including an offer and the acceptance of an offer, that
the parties are required to make or choose to make in connection with the formation or performance of

a contract

Note 1 to entry: This definition is adapted from UNCITRAL 2007, United Nations Convention on the Use of
Electronic Communications in International Contracts.

3.4

dematerialization

movement
evidence o

3.5
electronic
communic

Note 1 to g
Electronic (

3.6
entity
subject wh|

3.7
non-repug
NRD

state of af]
message hi

of paper proofs into electronic proofs by the evidential system which can capture
 communications and verify that it is trusted communication (3.21)

communication
htion that the parties make by means of electronic documents

ntry: This definition is adapted from UNCITRAL 2007, United Nations Convention on the Us
ommunications in International Contracts.

p intends to communicate using electronic documents in alftisted manner in the real wq

iation of delivery

fairs that a TCPSP (3.20) provides the originator of the message with evidence that
s beed delivered

Note 1 to enftry: See ISO 9735-5 and ISO/IEC 13888-1.

3.8
non-repug
NRO

state of aff]

iation of origin

Note 1 to enftry: See ISO 9735-5 and ISO/IEC 13888-1.

3.9
non-repud
NRR

state of aff

iation of receipt

hirs that guard against the recipient of a message falsely denying having received the mess

Note 1 to enftry: SeelISO 9735-5 and ISO/IEC 13888-1.

3.10

the

e of

rld

the

hirs that guard against the-@riginator of a message falsely denying having sent the messalge

age

non-repu
NRS

1ation o submission

state of affairs that a TCPSP (3.20) provides the originator of the message with evidence that the
message has been submitted for delivery to the recipient

Note 1 to entry: See ISO 13888-1.
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3.11
originator of communication

identifiable party (3.12) or destination by which, or on whose behalf, the electronic communication (3.5)
has been sent or generated prior to storage, if any, but it does not include a TCPSP (3.20) acting as an

intermediary with respect to that trusted communication (3.21)

Note 1 to entry: This definition is adapted from UNCITRAL 2007, United Nations Convention on the Use of

Electronic Communications in International Contracts.

3.12
party

perkon or organization that participates in a transaction as a direct stakeholder

31
TCFE accountability
stafle of being capable of explaining the fulfilment of trusted communication (3.21)

Not¢ 1 to entry: See ISO 7498-2, 1SO 9735-5, ISO/IEC 13888-1, ISO 15489, ISO 16175=3.and ISO 17068

3.1
TCE authenticity
quallity of being real or true about e-communication.

Notg 1 to entry: The deinition is adapted from IETF RFC 6818.

3.15
TCF communication client
system component which performs the related functions by the communication request ¢
(3.4) under the TCP (3.23) system

3.16
TCH communication server
system component which performs transmission and reception of e-documents by acting as
of the TCP communication client (3.15) to)generate the evidence

3.17Y
TCF confidentiality

f an entity

an agency

vering the

nessage for

3.20

TCP service provider
TCPSP

service provider or trustee (3.25) that operates TCP communication server (3.16) and client and plays the
role and responsibility about TCP (3.23) service by complying with related regulations, requirements

and/or technical standards

© IS0 2020 - All rights reserved
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3.21

trusted communication

highly qualified electronic communication (3.5) including a secure, accountable and reliable transfer
of electronic documents for the purpose of dematerialization (3.4) in the distributed business
environments, by meeting legal considerations like certainty, completeness and confidentiality of
communication

3.22
trusted communication evidence
TCE

evidence record captured from frusted communication (3.21)

3.23
trusted cdmmunication platform
TCP
service platform enabling trusted communications (3.21) for exchanging electronic doctiments on lggal
liability bylan open architecture on an open network

3.24
trusted thjird party
TTP
highly qualified person or body that is recognized as being independent@nd neutral from the parjties
involved, af concerns the issue in question

Note 1 to enjtry: See ISO 17068.

3.25
trustee
person or grganization to whom legal title to a property.is entrusted to use for another’s benefit

3.26
truster
supporter who accepts something as true

3.27
trustworthiness
quality of heing dependable and reliable

Note 1 to entry: See ISO 17068.

4 Trusted communication

4.1 Overview

In the oper Internet, to secure paperless communications and works, it is essentially required to fopter
the trust. 4 trusted communication shall be able to guarantee the equality of paper-based documg¢nts
or works and the legality about electronic communications and contracts.

The method of electronic communication is not sufficient to promote paperless communications
and works. Even though an electronic method transfers electronic documents, its paper copy can be
preferred as a source of evidence during the legal retention period.

At this aspect, UNCITRAL formulates some legislative guidelines to facilitate the use of electronic
communications in international contracts. It declares the non-differentiation principle about the
electronic and the paper form and then provides the legal requirements of the writing, the signature
and the original form for electronic communication.

Paperless communication can be activated in the case of ensuring the authenticity of electronic
documents related to communication. However, in an open Internet, different types of authentication
technology can cause the dematerialization problem due to the interoperability. Any probable risks

4 © IS0 2020 - All rights reserved
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and uncertainty also can be the obstacles for dematerialization. Therefore, it is necessaty to set up a
qualified and trustworthy level for identifying the legal value for trusted communication.

Trusted communication can prove that its electronic document is a source of its communication
evidence. In this sense, trusted communication provides a way of guaranteeing the quality of electronic
communication and its proof verification system legally and technically. Trusted communication should
also be applied to evidence based technogy such as blockchain.

iy Trusted Delivered

Original '
\i___communication sources

sources

Originator of

communication essee

Legally [admissible -

Non- ) Non-
repudiation repudiation
origin delivery
Trusted
communication
evidenee

Figure 1 — Overview of.a'trusted communication

Figlire 1 shows the trusted communication ean be legally admitted by providing trusted communication
ev ience (TCE) which is composed of the non-deniable evicence of its origin and delivery.|First, non-
repphdiation of origin (NRO) is the progfof the fact that all identies of communication originator and
recipient(s) are authenticated/authorized in order to deliver e-documents (including qriginator’s
intgntion) in distributed environment. Non-repudiation of delivery (NRD) is evidencg that the
e-dpcuments have been completely delivered from the originator to the addressee in the end-to-
end| communication. On the other hand, communication participants (or entities) include$ machines
as well as people like in-Figure 1. In this regard, this document provides the TCP to ensyre trusted
conimunication and reSpond to any legal disputes and new technology changes.

—

4.2 Legal considerations

4.2]1 General

A cgmiunhication is transmitted from the originator to the addressee. However, in the case of electronic
contmunication it delivers the electronic documents from the m‘iginnfnr to the addredsee and is
executed in electronic transaction by the intermediary. This electronic transaction is a basic function in
a business system which is either of simple type (such as e-mail systems) or complex type (many kinds
of business systems or EDI including negotiation of contract, international transaction or e-government
related works and so on).

However, there is a gap between electronic communication and legal definition. The term
“communication” is defined by UNCITRAL as "any statement, declaration, demand, notice or request,
including an offer and the acceptance of an offer, that the parties are required to make or choose to make
in connection with the formation or performance of a contract”, whereas "electronic communication”
is referred to as only ‘its electronic means’. The legal group ascertains the factual existence and
the content of communication between the parties in the context of formation of a contract. On the
other hand, the technical group views actions of transmitting or receiving messages as proofs for

© IS0 2020 - All rights reserved 5
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transmission transactions. For example, ISO 8583-1 and ISO 20022-6 define electronic transaction as
“an action of sending or receiving messages via an information communication network”.

This definitional gap causes disagreement about dematerialization. It means that even technically
successful e-document cannot be easily admitted as a legal source about that transaction after passing
a long term. The reason is that the electronic document has weak property to prove an original source
through the successful communication. In order to remove this gap, electronic communication needs to
provide its evidence which can be approved at legal aspects.

Therefore, this document sets up the requirements for the evidence of communication which shall be
able to be approved at legal aspects. The following three requirements shall be met to fulfil trusted

communic

the cer
execut

the co
compl¢

the co
confid

These requ
Herewith g

4.2.2 Ce

In order t
approved t
electronic
electronic
intention,

can includé

(1) Certai

In the case
are the ver
communic
shall be ab

Comm,
and th

These met
However, fi
same one d@

htion from legal aspects;

ed from/to communication partners;

mpleteness of communication — whether an electronic communication is‘successfully
btely executed by the intermediaries;

hfidentiality of communication — whether an electronic communication is securely
bntially executed from end to end.

irements provide a necessary and sufficient condition for fulfiling trusted communicat
n evidence for meeting these requirements can be useful to'provide legal admissibility.

'tainty of communication

hat the communication parties and their busin€ss context are factual. To accomplish f
communication methods shall be reliable.@nd appropriate for the purpose for which
communication was generated, or shall be proven to have fulfilled the function of identity
bither independently or together with<other evidences. Therefore, trusted communica
the following requirements for legal'admissibility.

hty about communication parties

of non-face to face communication, it is important to confirm that communication par
y same persons and their communication contents have the very same own intentions in|
htion context. In orden to guarantee the certainty of communication parties, the evide
e to capture the infermation of their authenticated identities like the following:

inication parties should be identifiable and authenticable that they shall be the right pers
bir access should be authorized.

hods or-technologies are various for guaranteeing the certainty of communication par
br atrusted communication, the authentication technology shall be recommended to use]
rcthe mutually recognized one.

tainty of communication — whether an electronic communication is factually and,cértafnly

and

and

ion.

h guaranttee the certainty of communication dt-legal aspects, its evidence can be duly

his,
the
and
[ion

ties
the
nce

ons

ies.
the

(2) Certainty about time and place

Trusted communication should be able to verify the fact of having been executed like the following:

— time of dispatch (leaving): time at which the sender has sent a message;

Time information shall be adjusted and synchronized to the UTC (coordinated universal time) for
protecting probable dispute about transmission.

— time of receipt: time at which the recipient has received the message;

In case of communication transfer error (that is, the communication message is in a state of being
left in an electronic communication system, not having been sent to the destination), time of receipt

shall b

e considered acceptable.
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place at which the communication parties conduct business;

In general, the place designates the (physical or logical) location of the communication partners.
Whereas, in the case of communication delivery, the place of intermediaries shall be considered

together.

certainty about communicated contents

The intentions of communication parties are represented in communication contents. Therefore, the

inte

grity of the original form intended and written by parties should be verified as follows:

L. £ H £3 £ £ Liclk 3 ad | 3 A1 £ Ly £ £
aoOTC COTITIITOTITCATIOTT COTICCITC vWiITICIT 15~ CTCatCt—alra ST TIC U Oy cC— OT T TITacoOT - OT COTIT

through a communication transaction;

NOTE A digitally signed document, in general, is an example of this. However, if without
capturing information in a forensic way at transmission time can be considered as an ewidence.

about original form which can guarantee the authenticity and the integrity.

The integrity information such as hash value shall be captured and archived. This evide
useful to validate the custody of chain and trusted communication;

munication

A signature,

nce is very

4.2{3 Completeness of communication delivery

It i generally approved that the intermediary can transfer/orvdeliver electronic documentf on behalf
of fommunication partners (or clients). An intermediary should transfer and receive| electronic
documents under certain communication context to others. However, communication error$ can occur
from anywhere. On the other hand, some risks can come from the communication partner. Although an
intgrmediary keeps its own logs, it can be difficult,to-confirm its completeness to the clients|in the case
of distributed communication systems like business supply chains. Therefore, trusted communication
needs an intermediary to guarantee the completeness of its communication.

In ¢rder to verify the completeness ofi communication, all communication sections in @istributed
networks should provide the evidenge about fulfilment of end-to-end communicationg. Also, its
conjpleteness should be able to belaccepted by all participants of the communication, avdiding legal
disputes.

From this perspective, the eonfirmation of the completeness can be shown as non-repudigtion about
thelfulfilment of commupnication delivery by using digital signatures like followings;

— |non-repudiation-of-erigin (NRO);

— |non-repudiation of submission (NRS);

— |non-repudiation of reciept (NRR);

— |non-repudiation of delivery (NRD).

4.2.4 Confidentiality of communication delivery

When the intermediary implements electronic communication, the confidentiality of its communication
from end to end shall be ensured. Communication delivery should meet the following confidential
requirements:

— The intermediaries shall transfer communication contents with encryption from the originator of
communication (end) to the addressee (end). The content of communication shall be encrypted so

©IS

that the communication information cannot be opened to others by any intermediary.

An originator can prefer to transfer his communication contents without encryption. But the

intermediary shall transfer them with encryption.

02020 - All rights reserved
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— The intermediaries should protect the sensitive information such as personal information
about communication parties. During or after transaction, their personal information should be
protected from any infringement, violation or hacking etc. After completion of communication, the
intermediary should protect the information from any unauthorized perusal and/or access to the

conten

t of communication.

4.3 Administrative requirements

4.3.1 General

An open arj
or diverse

as single w
diversity c
communic
addition tq
service prq

4.3.2 Tr

TCPSP is a
originator
cloud serv
compliancg

In the trus
trustworth
complex cq
external cl
needed for

As shown 1§
(communid
should rea

coJf

Originator

d distributed environment is interlinked with a variety of business works, different sery|
CT environments. There are lots of interlinked and distributed communication systems-s
rindows, supply chains, cross-borders, cross-industries and government projects)‘etc. ]
hn create the limitation in binding a chain of trust and introduce the problemrof-paper
htion. In this aspect, the trusted communication needs more managerial réquirement

the technical requirements in order to manage the trusted value chain,among mult
viders.

isted communication platform service provider (TCPSP)

service provider that should mediate e-communications securely from the communica
to recipient(s) concerned in the distributed environmentsuch as registered e-mail sery

with legal and technical requirements.

ed communication, TCPSP shall be neutral, professional and responsible, and should proy
y communicaton service as TTP (trusted third party), even in cross-border business anc
mmunication. In this sense, a TCPSP needs te:reinforce the chain of trust among internal
jents, as well as other TCPSPs (see Annex.A). To do so, TCPSPs should maintain agreemg
trusted communication.

n Figure 2, a TCPSP (communicatidw server) can play the role of a bridge between its cl
ation client) and relying TCPSP_(relying communication server). This means that TC
ch two agreements such as “TCP. main” and “TCP client”.

TCP
main
agreements

___________

TCP

TCP
client
agreements

client
agreements

[ =S

Recipient
comm}mication
client

relying
communication

nmfmication
client server

communication
server

ices
uch
Chis
less
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iple

fion
ice,

ice or many kinds of service platforms. It is responsiblé for trusted communicatiof in

ide
| /or
and
bnts

ient

PSP

4.3.3 TC

Figure 2 — TCPSP’s role in trusted communication

P main agreement

"TCP main” is a mutual agreement between TCPSPs for the purpose of interoperability and quality
under regulatory, technical condition or any economic community. It can formalize the qualified

assured pa

rtnership and inter-connect trusted communication with TCPSPs.
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“TCP main” can include agreements about policy, system, conformance, quality and risk. According to
the change of business requirements, new technology and regulation, “TCP main” can be modified by
regular agreements between TCPSPs. The followings are major “TCP main” issues to be considered.

(M

(2)

(3

(4)

HTC
envy

Policy requirements
— ownership of TCE,

— security policy to is applied to electronic document(s) and their transmission, including
authentication, digital signature, cryptographic algorithm, key exchange and key management,

e fidaz - D . o cRa—eotr A chrgling secret
key(s) management, encryption, enveloping, private information and legal liability,

— e-record policy including forensic capture, generation, retention and disposition off NRO, NRS,
NRD, NRR, TCE(s) and e-documents, and

— other managements or actions.

System management

— security facilities, secured storage, network security and furietionality,
— system performance and load balancing,

— identity directory, distributed technology for sharing or federated e-identity dirpctory and
interconnection of other application systems or, cloud services, and

— secured and reliable messaging and commupi€ation binding protocol and its interoperability.
Conformance management

— testbed for interoperability between service providers, and

— portability to business service efc.

Risk and quality management.(See Annex B)

— risk management inc¢luding role and responsibility and actions, and

— quality management including regular monitoring and auditing(tracking).

P main” can be-agreed in various common features depending on the communication social
ironment (natiowdl or economic community, etc.). However, due to limitations related fo regional

policy or differéntlegacy systems, “TCP main” should apply open and secure technology and enhance

the

interoperability by adopting the following:
techtiical interoperability guideline, and

international standard.

4.3.

uTC

4 TCP client agreement

P client” means the mutual agreements between the TCPSP and its clients. It guarantees the

partnership with the client. The TCPSP and the client should have an agreement such as a contract or
SLA (service level agreement). The following are major “TCP client” issues to be considered:

ownership about the client’s original communication,
availability of TCE about the client’s original communication,
confidentiality policy about privacy protection and legal liability,

retention policy about TCE and e-document and legal liability,
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— if necessary, key consignment policy, and,

— other managerial services.

5 Trusted communication platform (TCP)

5.1 Overview

For the purpose of legal liability, TCP should provide non-repudiation evidences with neutral and
expertised involvement and include following features:

— it shoyld include evidential functionality related to the cross confirmation of e-identiti€s aljout
origingtor and recipient, hash values of e-documents about before communicationcgnd affter
commiuinication, receipt and TCEs about transmitting server and receiving server;

— it shoyld include e-delivery functionality including evidential procedure to collect, generate pnd
store if during the communication process.

In the real|world, TCP types can be diverse, depending on whether it includes‘communication binding
or not. Its simple type refers to mail delivery such as REM (registerd electrenic mail) and its complex
type suppgrts business communication such as ERDS (electronic registered delivery service), supply
chain services and so on.

NOTE 1 omplex communication includes the four-corner model whick has multiple TCPSPs, fulfilling crjoss-
border busihess transactions, trade, supply chains, healthcare, e-government services and so on.

The complex type involves the communication binding of-nultiple TCPSPs and needs to map s¢me
technologigs such as security, distributed computing, recordtechnology and the system interoperabiflity.
In this viey, a technical reference model shows the technology map regarding TCP in Figure 3.

NOTE 2 Tistributed computing technology such as cloud computing is defined as a model in which compongnts
located on fetworked computers communicate and coordinate their action by passing messages. This modl is
given in ISOYIEC 19941.

B2G |<B2C | P2P | G2G

S)
.\%Qpplication service | e-document(s)
2

Distributed computing TCP

Communication
APIs e-delivery

Security

TCP identity TCP evidence

directory repository

Figure 3 — TCP technical reference model

As shown in Figure 3, TCP's key functions are summarized as TCP communication e-delivery, TCP
identity directory (including authentication and authorization function) and TCP evidence repositoty
(including evidence custody). Security technology such as authentication (including signature,
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biometrics and etc) and cryptography (including encryption, hash, MAC and etc) is integrated into the
communication network's transport layer and message layer in the process of e-communication and
applied to them. Distributed computing technology is also applied to link with the application system
and/or to access and share identity, metadata and evidence by using the application interface [including
APIs (application programming interface)]. In addition, records technology is applied to capture,
generate and store TCE by using the security technology (including non-repudiation). Thus, TCP can
be regarded as a convergence technology that is a fusion of e-communication technology, security
technology, records technology and distributed computing technology.

5.2 TCP system architecture

A TCP system in a distributed communication environment can fulfill end-to-end ee@mmunication
between its system components. TCPSP communication server must authenticate-the identities of
communication entities in a trustworthy manner and fulfil trusted communicatiohs wlithout any
conpmunication error and networking failures by generating TCE. In this respeet, TCP s¢ems to be

clogely related to the communication funcationality in case of authorized P2P cémmunication or private
blog¢kchain.

Figlire 4 shows the TCP system architecture. The TCP system model cansists of a pair of s¢cured and
intdroperable communication systems (including each server and client)and two kinds of dir¢ctories for
identity and evidence. At this point, the TCP system can enhance trust chain and system interpperability
thrIugh predefined TCP agreements such as “TCP main” and "TCP client”. The system architecture is
conjbined by requirements depending on “TCP main” and “TER ¢lient” agreements.

In 4 distributed computing, a system component should fuxction independently and interconnect with
other components. In order to identify and interconnect with other system components in supply chains
or ¢ross-border transactions, TCP systems shouldadopt commonly recognizable digita] signature
technology among all the TCPSPs in a TCP.

\v TCP
o main
FTP identity directory |l
(distributed)
AN
TCP N\ TCP
cli%_‘_{l‘t\ ’ client
Transmitting w \ Transmitting Receiving Receiving
—] S EEEE] 2
client server server client
\

TCE repository
(distributed)

Figure 4 — TCP system architecture

In Higure 4, the TCP communication system plays the role of a transmission server/client or p receiving

ser nrl/rlinhf dnpnndinc onthe direction of n-dn]ivnry It should have the Fn”nmring major fudctions:

— to authenticate the identity of all of communication entity,
— to verify the integrity of the original source,

— to perform reliable messaging, and

— to generate and store TCE.

The TCP communication systems should interconnect with each other system components according to
the following rules;

— server-to-server communication should use a common transmission module according to the “TCP
main” agreement and requirements;
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server-to-client communication can use a common transmission module; but the client system can

permit to expand various service interfaces such as mobile, sensor, cloud, etc according to the TCP

client’

server-

circumstance;

to-directory/repository communication can use a common transmission module.

In Figure 4, typology of TTP directory and TCE repository can be centralized or decentralized by

adopting a

kind of distributed technology as follows:

— the TTP identity directory shares the identity metadata and provides a white list and a black list.
In order to share the identity information between TCPSPs, it can adopt an integrated, federated or

distrib
the “T

the T(
be ce

r
confirlr‘led at the “TCP main” agreements and requirements between TCPSPs.

5.3 TCP

5.3.1 Ge

The TCP sh
admissible
The five r
These syst

5.3.2 TC

In the dist1
originator
in several
the confid
such as pr
confidentis

In Figure 5

Uted System selectively and should be operated etifectively; Its policy should be confirma
[P main” agreements and requirements between TCPSPs: and,

E repository which is storing the TCEs transferred from the communication -setrver
alized or distributed by using DLT (distributed ledger technology); its pelicy should

system requirements

neral

ould be operated to meet the following five system requirements in order to maintain leg

trusted communication and dematerialization mechanism in a distributed environ
bquirements are confidentiality, authentication, reliability, accountability, and porta
bm requirements can be applied as the assessment of\TCP system quality.

P confidentiality

ibuted end-to-end communication, it is not:€éasy to maintain the confidentiality between|
and the recipient thoroughly. This is because the communication system can be conne

oty

d at

can
be

ally

the
ted

kinds of internal systems or supply'chain application systems. Thus, it is difficult to Keep

bntiality from the originator te-the recipient. Nevertheless, some sensitive informa

ivacy, personal information should be kept confidentiality thoroughly. In this sense,
lity should be kept according'to legal quideline, business secret and privacy protection.
TCP confidentiality is téchnically classified into three levels according to the decryption p|
Transmitting Transmitting Receiving Receiving
client server server client
(origiftator) (TCPSP_a) (TCPSP_b) (recipient)
Securg
"V N Level 1
trangpfitssion
Seeure Level 2
envelope Level 3

Fion
CP

ath.

Figure 5 — TCP confidentiality

— Secure transmission (level 1) provides the confidentiality and authenticity during transmission
but it has the limitation about ensuring the confidentiality beyond a pair of endpoints as shown in
Figure 5. In the legal sense, level 1 plays a role to prevent external leakage. But because it is decoded
at the end-point transmission path, TCP confidentiality should be strengthened through additional

TCPSP

’s managerial rule in TCP main.

Secure transmission and secure envelope (level 2, 3) In order to enhance confidentiality, TCP

recommends that secure transmission use secure envelope of original contents. Level 2 has a
decryption path at the receiving server. Level 3 is the most confidential way but it can be very

vulner

12

able, if the information related to the recipient’s secret key is lost or stolen.
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In order to complement the technical weakness and ensure the quality, the following administrative

con

siderations should be taken into account;

TCP main agreement: Between TCPSPs, the confidentiality policy should clarify the role and
responsibility (including legal liability), and technical and administrative provisions related
security key, sensitive information such as privacy and business secret and respond to accidents
and risks. The regular audits should be conducted to manage its quality.

TCP client agreement: At SLA or contract, the client should check and agree on the liability of
confidentiality of TCPSP. On the other hand, the client can consign his security key management for

communication delivery to TCPSP.

In (
like]

management system (including hardware and software) in a separated and neutralinanner.

5.3

TCH
agr
ver
the
rea
ent

5.3

Int

3 TCP authenticity

authentication is recommended by digital signature, but other authentication technolog

by allowing security features. In this aspect, TCP authenticity can be divided into com
ty authenticity, secure server authenticity and e-documént-authenticity as follows:

and then authenticate whether an entity is true or not. Identification is allowed by unique

NOTE 1
integrated by using distributed or federated ID technology.

Secure server authenticity: TCP should verify that the communication system is a se
that can transmit documents using the secure channel and that it is a TCP communicati

Electronic document authenticity: TCP system should be able to authenticate the d

evidence. In addition, TICP may need long-term signature technology to maintain the aut
e-documents such a§ TCE for long term.

NOTE 2  The long-term signature technology is adapted from the ISO 14533 series.

4  TCP reliability

fro

any network failure. The TCP system shall be equipped with a reliable delivery service.

it shalDbe able to prove the factuality of trusted communication. Many e-communication

ase TCPSP consigned the client’s security information or for the purpose of risky'm
TTPS’s bankruptcy, succession or disaster, they are recommended to operate.a’sd

bed upon in a TCP main and client agreement can be permitted. T€CP-authenticity should
fy whether the in e-communication entity is true, whether the exdocument to be delivere
same as the original source (there is no change or tamper), and Whether the TCP transpof

Communication entity authenticity: TCP system sheuld be able to identify first all the 'l

In case there are multiple identity $ystems in a complex TCP type, TCP identific

it was transmitted duringthe end-to-end transmission by using hash or encryption an

he legal sense, the reliability shall guarantee that the one and only communication deli

I

hnagement
curity key

es thatare

be able to
d or TCE is
tsystem is
munication

CP entities
yalues such

as id, distinguished name, biometric information, multi- factor information, hash value afd so on.

tion can be

ure server
PNl SEerver.

cument as
d generate
henticity of

fery is free
n addition,
protocols,

from EDI to ebMS or AS4, provide the following four basic delivery assurances:

— AtLeastOnce: Each message will be delivered to the recipient at least once. If a message cannot be
delivered, an error must be raised by the transmitting server and/or the receiving server. Messages
may be delivered to the recipient more than once (i.e. the recipient may get duplicate messages).

— AtMostOnce: Each message will be delivered to the recipient at most once. Messages might not be

delivered to the recipient, but the recipient will never get duplicate messages.

ExactlyOnce: Each message will be delivered to the recipient exactly once. If a mess

age cannot

be delivered, an error must be raised by the transmitting server and/or the receiving server. The

recipient will never get duplicate messages.
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— InOrder: Messages will be delivered from the receiving server to the recipient in the order that they
are sent from the originator to the transmitting server. This assurance can be combined with any of

the above assurances.

5.3.5 TCP accountability

TCP accountability means to collect, generate, transfer and store communication evidence which is

non-repudiation in legal state by involving a trusted third party as a delivery agent.

— non-repudiation of origin (NRO);

udiation of submission (NRS);
udiation of receipt (NRR);

udiation of delivery (NRD).

the acknowledgement (reliable messaging), and

the communication evidence forensically (WORM membory or ledger).

TCP accountability can generate TCE forensically by sending an‘extended envelope in the TCP mes4
package signed with digital signature during end-to-end transmission.

In particular, TCP accountability should be able to previde selective acquisition of TCE in the cas

age

e of

sensitive information, business secret and so on. It\heans TCP accountability policy decides which

work or bufsiness process needs to keep TCE, howtJong it should be stored and then disposed and sd
Therefore,[TCE can be flexibly generated as negded in the business and legal aspects.

NOTE his rule is adapted from ISO 15489,150 16175-3 and ISO 17068.

5.3.6 TCP portability

The TCP system should be compatible and interfaced with a variety of IT systems and existing legd
systems under the open and-distributed environment. Not only for mobile transmission but ur
the cloud ¢nvironments, it‘'should provide portability and interoperability with existing systems
reliable mgnner.

on.

acy
der
in a

A TCP syskem uses web service technology adopting appropriate security technology require

in

trusted copnmuni€ation in an open environment. In this open and secured environment, the TCP sysfem

can have flexiblé interactions with different kinds of application systems. This is explained thr
data portability, process portability and application portability like the following:

gh

— Data portability: The TCP communication provides data portability to application systems or

services by deliverling documents or sharing metadata in data interchange format such as X

ML,

JSON and so on. In order to enhance data portability in case of cross-border business, its metadata

using UN/CCL (core component library) is recommended.

— Process portability: In TCP communication, during the end-point message delivery process, a
messaging transmission transaction (i.e., request-response) between the sender and the receiver
is bound to a business transaction. At this aspect, TCP communication provides process portability
within application systems. In particular, TCPSP should check and confirm security elements and, if
necessary, capture the identification of process or procedure related to transmission transactions.

It enables TCP effectively used for supply chain business.
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— Application portability: TCP communication service using a web service can allow the external
access. The TCP communication system components can provide the access to external application
service via request and response service, in case of necessity. With this feature, TCP communication
can provide application portability by interlinking various external supplementary services with API.

NOTE

Application portability is adapted from ISO/IEC 17826, ISO /IEC 19941.

5.4 TCP system rules

All TCP components impact the whole quality of trusted communication. If a TCP component has a

pro

]nm’ this can impar‘f and r‘]amagn the others 'T‘hprnfnrp’ in order to entrust each other, TCP rules

shopld be defined and closely observed. To allow trusted communication to be put intg(p

foll

Rulle 1:

Rulle 2:

Rulle 3:

Rulle 4:

Rulle 5:

Rule 6:

Rule 7:

Rulle 8:

5.5

wing specific rules shall be kept for mutual trusts among TCP components.

TCP communication servers shall deliver the encrypted sources in the reliable

ractice, the

messaging

methods from end to end clients. They should capture and generateTCE regarding the com-

pletion of trusted communication.

TCP intermediaries (or service providers, trustee) shall be rhade clear in terms ¢f each role

and responsibilities for trusted communication. They shallenter into the service g
with its service assignor (truster). Each intermediaryshould have legal liabilif
own service.

The TTP identity directory system shall be capable of rendering unique value

greements
y about its

n a unit of

intermediary, organization or individual for; the'sake of legal accountability during the pro-

cess of registration. All TTP identities should keep the confidentiality in the T
directory system.

A TCP shall be able to apply the unified authentication methods and technique am
and identity and evidence directories for the interoperability. However the TCPS
able to adopt flexible authentication methods for its own client services.

[P identity

ng TCPSPs
P should be

TCE metadata should beverifiable about the certainty of communication, confide

tiality and

completeness of communication delivery among communication concerned partjies.

TCE shall be neutrally archived by TCPSP while maintaining its authenticity anld integrity

for a long period of time (as required such as the legal retention period). If req
any commurication partner (or originator of communication and addressee), it s
to prove trusted communication. If not requested, it should not be opened.

All TER ¢omponents shall maintain the required quality of trusted communicatior
agaifst any fault in communication or custody due to various risks elements.

TCP shall provide its portability so as to support link with external systems.

sted from
hall be able

to provide

TCP communication

5.5.1 TCP communication overview

TCP system components should provide TCP communication which can contain following security

features;

non-repudiation about the fact of sending and receiving,
integrity and authenticity of transmitted messages,
authorization about communication entity, and

confidentiality of transmitting messages.
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In Figure 6, TCP communication shows the process of end-to-end communication using secured
transmission (confidentiality level 1) and secure enveloping (confidentiality level 2 or 3). It includes the
following 5 major procedures.

secure

: : secure . . . secure —
Transmlttlng transmission Transmlttlng transmission N RecelVlng P RECGIVII’lg
client | : server server < — client
(originator) 3 (TCPSP_a) (TCPSP_b) (recipient)
message [ _ .
encryption | @ ) 4
1 Secure W
(encryption)
2 TCP message
package TCP message
NRO_package TCP message
NRD_package
TCPSP
communication
Decryption

5 TCE generation }4—> N<—> TCE generation

Figure 6 — TCP communication overview

(1) Securd envelope

All or somd of the original source can be generated in se¢tire envelope format to verify its confidentiality.
The confidential policy related to secret key management should be set at TCP main. The hash valde of
the origindl source should be captured in order to'verify the integrity of transmitted contents by uging
an encryption algorithm (symmetric or asymunetric).

NOTE1  {ecure envelope is adapted from IETF RFC 3852.
(2) TCP mpssage package

TCP messalge package shall use(the extended MIME container of SOAP envelope in order to account for
the commynication context and be transmitted in a reliable manner. The communication protoco] for
delivering p-documents su¢tvas ebMS, AS4 and so on should be agreed upon in TCP main.

NOTE 2  The reliable eglmmunication protocol for delivering e-documents is adapted from OASIS 2007.
(3) Securdtransmission

Network transmission in the transport layer shall use a secure communication protocol such as §SL/
TLS that can nnr‘rypf‘ the contents and authenticate communication pari’nnrc Its riphnr should bd set

according to TCP main.

NOTE 3  The secure transmission protocol is adapted from [ETF RFC 5246.
(4) TCPSPs’ communication binding

TCPSP communication should exchange messages between TCPSPs’ communication servers. That is,
TCPSPs’ communication shall include communication binding on secured communication channel by
delivering the information about trusted communication between transmitting server and receiving
server. Before TCPSP’s communication binding, TCP recommends to use agreed security elements such
as cipher between TCPSPs for the simple binding and interoperable transmission. This document shows
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the example of the simple binding of communication collaboration by using ebCPP (ebXML collaboration
protocol profile).

NOTE4  An example of TCPSPs’ communication protocol is adapted from OASIS 2002.
(5) TCE generation

TCE should be generated from delivering non-repudiation evidences during the communication process,
validated and stored for the purpose of responding to legal disputes.

NOTES5 Itisadapted from ISO 7498-2, 1SO 9735-5, ISO/IEC 13888-1.

5.5/2 Secure envelope

Secpre envelope is beneficial to keep the confidentiality of all or some of the original source. An example
of the secure envelope method is cryptographic message syntax (CMS) but any otherequivalept methods
arelavailable. A TCP communication server resumes the responsibility for maintaining confidentiality
and integrity as to all or some of the communication contents by creating eneryption information. The
follpwing example of secured message using CMS is written by ASN.1. It pertains to evidgnce within
EnvelopedData created in connection with content encrypted informatioh, where hash inf¢rmation is
included in EncryptedContentInfo.

NOTE This example is adapted from IETF RFC 3852.

EnvelopedData: A structure for conveying encrypted information, which includes key infofmation for
decfyption in the side of recipient.

FnvelopedData :: SEQUENCE (
originatorInfo [0] IMPLICIT OriginatorIfhfo OPTIONAL,
recipientInfos RecipientInfos,
encryptedContentInfo EncryptedConterdtfinfo,
unprotectedAttrs [1] IMPLICIT UnprotectedAttributes OPTIONAL)

— |RecipientInfos includes key information for decryption in the side of recipient.

— |In EncryptedContentInfo encrypted content information is inserted by applying the| algorithm
defined in TCP.

EndryptedContentInfo: A structure in which encrypted information is stored.

FncryptedContentInfolr: SEQUENCE (

contentType CorftentType,

contentEncryptionAlgorithm ContentEncryptionAlgorithmIdentifier,
encrypfedContent [0] IMPLICIT EncryptedContent OPTIONAL)

— |ContentFype€ includes an identifier value that discriminates what information is contajned in the
content:

— |In"ContentEncryptionAlgorithm the algorithm that is actually applied for encryption is flescribed.

— In EncryptedContent, the output (binary data) encrypted by ContentEncryptionAlgorithm is
inserted.

RecipientInfo: A structure for items to be selected in regard of recipient's decryption information.

RecipientInfo :: CHOICE (
Ktri KeyTransRecipientInfo,
Kari [1] KeyAgreeRecipientInfo,
Kekri [2] KEKRecipientInfo,
pwri [3] PasswordRecipientInfo,
ori [4] OtherRecipientInfo)

Provision of algorithm for encryption and decryption between the transmitter and the recipient shall
be determined under the full extent of consent about trusted level between TCP service provider and
auditor.
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KeyTransRecipientInfo: A structure as per encrypted key information as key information
decryption selected by the recipient.

This example shows a case that the recipient selects KeyTransRecipientInfo.

KeyTransRecipientInfo :: SEQUENCE (
rid RecipientIdentifier
keyEncryptionAlgorithm KeyEncryptionAllgorithmidentifier,,
encryptedKey EncryptedKey)

— In Recipientldentifier a public key of the recipient is included.

for

— In KeyEncryptionAlgorithmlIdentifier, information on the encryption algorithm for the recipid
privat¢ key is displayed.

— In EncryptedKey, the value of the recipient dedicated private key for decryption is included.

5.5.3 TCP message package

TCP messdge package refers to all structured communication containers which include transmis
envelope, fommunication context and original contents. TCP message package applies single M
containers| for transmission. TCP message package is equivalent to SOAP\envelope functions
security and reliability. Its well-structured package enables even compleXtrusted communication
an efficient and reliable way.

NOTE essage packaging is adapted from OASIS 2007.

Figure 7 shows the TCP message package. A characteristic pf the TCP message package is to del
the well-sfructured information bundle of trusted comntnication by a communication sesg
It structures the communication context informationdat the 1St contents part and transmit
communicftion contents at 2"d ~Nth contents parts.

The 15t conftent part is composed of message header.(trusted communication context) and message b
(TCE, non-fepudiation info). Message header includes metadata of transmission such as communica
party info [(from, to), communication info and Signature information of transmitting party (incluc
certificate]. Meanwhile, message body incltdes NRO or NRD for the request or respond depending
endpoint s¢ssion.

nt's

fion
ME
vith
s in

ver
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fing
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Connection Protocol Envelope(ex: HTTP Header)

Multi-Contents Package Header

1st Contents Part

1st Part Header

Message Header : Trusted communication info

PartyInfo (From, To)

Communication ID and communication info:

binding info, transmission time, message type, title, etc.

Digital signature info : Cert, Algorithm, DSig value, etc

Message Body : TCE (Non-repudiation)

RequestNRO(NRD)package,
ResponseNRO(NRD)package

2nd ~ Nth Content Part

N Part Header

Attachment(Content such as“e-document)

Figure 7 —TCP message package

The 2nd ~Nth contents parts contain data set of the sender with the attached document. For thelpurpose of
datd and process portability, the 2ndeontents part can contain data interchange format docunents such
as ¥ML and JSON. Depending on confidentiality agreements, secured envelopes can be applied here. That
is, the 2nd ~Nth contents parts can be varied depending on the contents source and confidentiality policy.

5.5/4 TCPSPs’ communication binding

TCH communicatiortis” composed of end-to-end transmissions of TCP message packages. Among
sesgions, the TCPSPs” communication between the transmitting server and the receiving s¢rver is the
mogt crucial. Fot this, it should check mutually security elements and then bind its comnunication
collpboratively! Communication binding can be implemented by using distributed comnunication
technology-stich as ebMS, SOAP, REST and so on. The following sample is a part of communication

bindling by using eb_cpp (related to ebMS).

CICONND
J ZUUZT

NO A L. H A | tad £ A
I CO PP TS ataptCUTIT UTIT OUTTOT

The following is an example of communication binding via “secured delivery channel A” between
TTPSP’s transmitting server and receiving server. It confirms security elements such as cipher (which
are mutually agreed in TCP main) and initiates the message binding between them.

< DeliveryChannel docDeliverylId="docDelivery A"
transportId="transport A" channelld="syncChannel A">
</ DeliveryChannel>
< Transport transportId="transport A">
< TransportSender>
< TransportProtocol >HTTP</ TransportProtocol>
< TransportClientSecurity>
< TransportSecurityProtocol >SSL/TLS</
TransportSecurityProtocol>
< ClientCertificateRef certId="TCPSP a ClientCert"/>
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< ServerSecurityDetailsRef
securityId="TCPSP a TransportSecurity"/>
</ TransportClientSecurity>
</ TransportSender>
< TransportReceiver>

< TransportProtocol
< Endpoint uri="http:

>HTTP</ TransportProtocol>

* Kk Kk Kk "/>

< TransportServerSecurity>

< TransportSecurityProtocol

>SSL/TLS</

TransportSecurityProtocol>

< ServerCertificateRef

certId="TCPSP_a ServerCert"/>

< ClientSecurityDetailsRef
securityId="TCPSP a TransportSecurity"/>

ransportServerSecurity>
sportReceiver>
rt>
rery docDeliveryId="docDelivery A">
LSenderBinding >
liableMessaging>< Retries>3</ Retries>< RetryInterval>PTIM</ Retryluiterval>
eliableMessaging>
nderNonRepudiation>

NonRepudiationProtocol> xmldsig#</ NonRepudiationProtocol>
HashFunction>sha256</ HashFunction>

SignatureAlgorithm>rsa</ SignatureAlgorithm>

SigningCertificateRef certId="TCPSP_a SigningCert"/>
enderNonRepudiation>
nderDigitalEnvelope>

DigitalEnvelopeProtocol >S/MIME</ DigitalEnvelopeProtocol>
EncryptionAlgorithm>AES128</ EncryptionAlgorithm
EncryptionSecurityDetailsRef
="TCPSP_a MessageSecurity"/>
enderDigitalEnvelope>
(LSenderBinding>
LReceiverBinding >

liableMessaging>< Retries>3</ Retries>{)RetryInterval>PTIM</ RetryInterval>
eliableMessaging>

ceiverNonRepudiation>

NonRepudiationProtocol> xmldsig#</ NonRepudiationProtocol>
HashFunction>sha256</ HashFundtbion>

SignatureAlgorithm>rsa</ Si¥gnetureAlgorithm>

gningSecurityDetailsRef securityId="TCPSP_a MessageSecurity"/>
iverNonRepudiation>
verDigitalEnvelope>
gitalEnvelopeProtocof
felopeProtocol>

version="2.0">S/MIME</

cryptionAlgorithm>AES128</ EncryptionAlgorithm>
cryptionCertifisateRef certId="TCPSP_a EncryptionCert"/>
iverDigitalEny€lope>

ceiverBinding>

very>

, during'session, transmitting server should provide NRO message package (including N
ng severshould reply NRD message package (including NRR).

RS)

</ 1
</ Traf
</ Transp
< DocDeliy
< ebXM]
< R{
</ ¥
< S9
</
< 54
securityl
</
</ ebX}
< ebXM]
< R{
</ ¥
< R4
< S
</ Recq
< Rece]
< D]
DigitalEny
< Eq
< Eq
</ Recq
</ ebXMLR{
</ DocDel]
Meanwhile
and receiv
The follow

ting

ng pvamplp of “cansend” function shows the hinding "rpqnpcf NRQ” from the transmit

server to the receiving server via secure delivery channel A. When a TCPSP transmitting server wants
to bind to a receiving server via secure delivery channel A, each communication server should check the
following security elements of the TCP message package (which are mutually agreed in TCP main) for
the service binding:

20

whether communication identities are authorized,

whether a digital signature is applied as the tamper proof at the TCP message envelope,
whether the e-document is authenticated with encryption or hash,

whether the e-document is encrypted, and

whether a message package provides non-reputational evidence.
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Then the “cansend” function synchronizes communication between them delivery channel A and bind
request-response action together.

<cansend>
< ThisPartyActionBinding packageId=" Request NROPackage "
action="request"
id="request_response_a">
< BusinessTransactionCharacteristics
isAuthorizationRequired="true"
isTamperProof="persistent"
isAuthenticated="persistent"
isConfidential="true"

DL n St 2 1 2 [ | LA
=2 E=a-2

+eMNerRepadiatieonbriginatReauis
isNonRepudiationReceiptRequired="true"/>
< ActionContext requestOrResponseAction="request"
businessTransactionActivity="request"
binpryCollaboration="request"/>
< ChannelId>syncChannel A</ ChannelId>
/ ThisPartyActionBinding>
OtherPartyActionBinding>request response b</
OthgrPartyActionBinding>
< CanReceive>
< ThisPartyActionBinding packageId="SyncReplyNROPackage’
actfion="response"
id="request_response b">
< BusinessTransactionCharacteristics
isAuthorizationRequired="true"
isTamperProof="persistent"
isAuthenticated="persistent"
isConfidential="true"
isNonRepudiationOriginalRequired="true"
isNonRepudiationReceiptRequired="tprue" />
< ActionContext requestOrResponseAction="response"
businessTransactionActivity="response"
bingryCollaboration="response"/>
< ChannelId>syncChannel A</ ChannelId>
</ ThisPartyActionBinding>
< OtherPartyActionBinding>request response_a</
OthgrPartyActionBinding>
</ CanReceive>
</ fanSend>

The following is an example of TCE generation in Figure 8. It binds message package from [[CPSP_a to
TCHSP_b in the process of TEPSPs communication.

SimplePart 1de"MsgNROHAr" mimetype="text/xml"></ SimplePart>
SimplePart _id¥"Request" mimetype="application/xml"></ SimplePart>
SimplePart 1d="Response" mimetype="application/xml"></ SimplePart>
Packagingwid="RequestNROPackage">
< CompogliteList>
<\ Eomposite 1d="RequestNROMsg" mimetype="multipart/related"
mimeparameters="type=text/xml">
< Constituent idref="MsgNROHdr"/>< Constituent
idrgf=YRequest"/>
Compo te
</ CompositeList>
</ Packaging>

Annex C shows a whole example of TCPSPs’ communication by using ebCPP in case of ebMS
communication protocol. But the other communication protocols can be applied.

6 Trusted communication evidence (TCE)

6.1 TCE generation

TCP can guarantee trusted communication by keeping TCE in a distributed communication
environment. As a trusted third party, TCPSP should play an important role for delivering e-documents
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and generating TCE in a very secure and trustworthy manner for clients, application systems or
distributed service. Non-repudiation evidence can be captured forensically by neutral intervention and
technical expertise in a reliable manner and recorded in immutable meory such as WORM. TCE should
be verified between communication partners and then generated, stored and disposed depending on
the retention policy (which is agreed upon at TCP client or TCP main).

NOTE The evidential rule is adapted from ISO 17068, ISO15801 and ISO 16175-3.

Figure 8 shows TEC custody which is generated from NRO/NRS and NRR/NRD depending on a retention
rule. TCE generation is provided by TCP communication between TCPSPs through service binding.

OTTEITToT frnncmiffihg rpr‘niving T
Tecipien
TCPSP_a TCPSP_b P
Y IO E— | —
transmission transmission transmission
capture
p capture

NRO/NRS f NRR/NRD

validate )
generation géneration
" retention
ye§"‘*~~.~Yfiluf__.—=""'$res
1o
retention end retention

A 4 A 4

TCE TCE

record record

Figure 8 — TCE custody

(1) NRO/NRS information

— A |TCPSP tranginitting server can generate NRO captured from the originator’s mesdage
envelopes and,NRS captured submission time during transmission.

— NRO should"be forensically captured. The communication entity information may be ngme,
distinguished name, ID, address or hash. The authenticity of e-documents may be hash v3lue,
chlecksum or digital fingerprint by using symmetric or asymmetric encryption algorithm.

Table 1 shows an example of NRO package. Its metadata should be agreed upon in TCP main, taking
legal requirements into consideration.

Table 1 — NRO/NRD data element

Data element Type Example Cardinality
NRO/NRS ID String 20180310_589_30240, Optional
R799fg27-13t6-3d5s-a9ct-d36e8tu95ew?7
Originator ID String gildong.hong@nipa.kr, Mandatory
5347146a-3528-4469-8ef7-9c346ab36d54
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Table 1 (continued)
Data element Type Example Cardinality
Recipient ID String soonsin.lee@kisa.or.kr, Mandatory
B366ff65-16c8-2d9d-a0ba-d76a2cc95ad2
Process hierarchy ID String urn: 1.1.5.3.1.18.2 Optional
Delivering contents ID String f73746a3-b65a-433f-a62b-8e5ee86aadf?2 Mandatory
Submission time String 2015.03.10T09:13:59:59;999z Mandatory
Transmitting TCPSP ID Sting 2295004872 Mandatory
(2) INRR/NRD information

from the recipient (i.e. the client).

metadata of NRR/NRD.

— ATCPSPreceiving server can generate its NRR/NRD by securing the acknowledgemept received

— NRR/NRD includes time information which is sent by the recipient, The'following thble shows

Table 2 shows an example of NRD package. Its metadata should be_dgireed in TCP main, tpking legal
reqpirements into consideration.

Table 2 — NRR/NRD data €lement

Data element Type Example Cqrdinality
NRD content ID String S385zt69-46s7-2e9r-x8ab-u88x9gj39qk4 Optional
NRD content ID String R799fg27-13t6-3d5s-a9ct-d36e8tu95ew?7 Optional
Redipient ID String soonsin;lee@kisa.or.kr, Optional

B366ff65-16c8-2d9d-a0ba-69z 6a2cc95ad?2

Redeiving time String 2015.03.10T09:14:00:33;569z Mahdatory
Perusal time String 2015.03.10T09:18:20:14;331z Optional
Redeiving TCPSP ID String 3579074372 Mahdatory
6.2 Evidential procedure
In the process of trusted.communication, captured NRO, NRS, NRR and NRO can be generateld into TCE.

Figlire 9 shows the forensic capturing process of TCE. Its process can be briefly described as|having the

foll

wing 4 phases:

Phase"2:*Capture time of submission (NRS)

Phase 1: Capture authenticity information from the originator’s message (NRO)

Rhase 3: Capture evidence from conformation of trusted delivery (NRR/NRD)

©IS

Phase 4: Verify and then generate TCE according to retention rule

02020 - All rights reserved
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Transmitting Receiving
server server
TTP identity TCE
Transmitting directory repository Receiving
client client
L
Request <

<
Verification

Phase 1 —eee
Authorized identity(s)

Hash [ )]
NRO/NRS i ; : i NRO/NRS ‘;
Phase 2 ‘ / Time of dispatch (leaving) R

Enveloped package (with NRO/NRE)
+ Reception
Phase 3 NRR/NRD

_ Time of receipt

.| Perusal

NRR/NRD (] NRR/NRD - (optioHal)

- a
Phase 4 TCE Validation

TCE TCE
Record’ Send TCE Record”

h 4
(

(Distributed)f
archivihg

Provide legal admissibility

<

v

v
A

Figure 9 — Forensic capturing process of TCE

6.3 TCE|custody

6.3.1 General

With regailds to communication evidence information captured automatically through the procedures
above, it should be validated asthe TCE.

The transmitting unit shoild return it for the verification organization. Verification of this eviderjtial
weight shgll be carriedyout by the neutral agency such as the receiving unit or another 3t party
organizati¢n and afteryverifying, its result should be delivered to the transmitting server.

After its vdlidation;the transmitting unit signs it and then it is transferred to the evidence repositofy.

After genefation, TCE should be archived ensuring authenticity, integrity, reliability and reusability and

keeping evidentiat adluiaailui}it_y.

To preserve the evidential weight of TCE, it should be signed by an organization that is responsible
for the evidence. In addition, it should be archived for the purpose of reusability of further providing
evidence. That is, its communication context should be able to be retrieved and saved in a batch
depending on its importance. Its level of quality should be required to prove its authenticity, non-
repudiation and integrity with regular audit program, likely lawsuit and so on.

6.3.2 TCE Generation

A communication server should collect all non-repudiation evidences and transform them into TCE
format. In order to validate the TCE, the transmitting server and the receiving server should compare
the homogeniety of TCE by delivering each TCE. In case of discrepancy, communication error shall be
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detected again. After its confirmation about successful communiction, TCE should be generated under

the

following requirements:

A TCE can generate the minimum necessary information from the NRO and the NRD, for the purpose

of providing legal admissibility about trusted communication for a long period.

A communication shall generate a TCE. Even when two or more documents are included in a

communication, only one TCE shall be generated.

In case TCE is generated by both the transmitting server and the receiving server, each TCE shall
be cross-checked for uniformity between them immediately. Meanwhile, in case the mission of TCE

6.3

6.3

For
the
TCH

generation can be consigned to a communication Server ({ransmission Server or Tecelv
the TCE generation mechanism should be verifiable by an auditor or forensic systen:

After TCE validation, TCE should be generated in an evidence record format which doe
any revision or change. In TCE generation, the following basic fields should he included;

— TCE version,

— TCE unique No.,

— issuer (creator) of TCE,

— issue date/time or timestamp of TCE,
— TCP OID policy, and

— proofs (content to be proven): the content collected as evidence of trusted communj
is collected as described above.

3 Validation about TCE

3.1 Verification of TCE format and its content

mat verification refers to a process that checks whether the format assessment of TCE ¢
structure and value limitations defined by this document. When carrying out the ver
format, the following should*be checked;

Are all requirements.of‘the format of TCE satisfied?

[s the version of the TCE format set appropriately?

[s the serialnumber of the TCE format created in accordance with the rules?

[s the ddate/time field of the TCE format created in accordance with the rules on generali

Is the’TCE issuer identifiable in accordance with the rules?

ng server),

5 not allow

cation that

bnforms to
ification of

zed time?

TO—CIT

Does information on the sender and the receiver correctly match with each other?

[s time information in accord with time field values within TCP envelope content?

[s the communication identification value in accord with the ID value of TCP envelope content?

Is the value of individual files within TCE in accord with the value of electronic document that was

actually communicated?

Is the hash value of individual files within TCE in accord with the hash value of electronic document

that was actually communicated?
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6.3.3.2 Verification about time information in TCE

The verification of TCE time is a process that checks whether each value on time set in TCE is normal
at the point of reference for verification. It is necessary to check whether the following rules are met by

comparing

values of time fields set in TCE with the reference time values for verification.

— Transmission date/time < receipt date/time + error range

Receip

t date/time < perusal date/time + error range

Perusal date/time < date/time of issuing a certificate =< time of verifying a certificate

6.3.3.3 ¥

To verify t
the TCE is
TCE is vali
includes ve
certificates

After succ
checked by

Once the {

erification of digital signature in TCE

he integrity of TCE content, it is necessary to verify the electronic signature,attached

uer. This process is to verify whether the certificate of electronic signature attache

[l and whether it is the same as the information provided by TCE issuer. More specifical
rification of the certificate's valid period, verification of disposal and trasted paths with
in the upper level.

bssful verification of its electronic signature, the mutual conformity should further
comparing it with issuer name in TCE.

uccessful verification of TCE issuer is achieved, the next step is to comparatively ve

whether the signature of the TCE issuer is the same as that in the sighature certificates contained in|

white list g
that the is{

6.3.4 Ar

uer who created the TCE belongs to TCP.

chiving of TCE

A TCE resylting from the successful verification of its validity can be selectively retained depeng

on user-dr
to transfer
its custody
Moreover,
security ke

NOTE ]
archived to

Table 3 shq

iven retention and disposal rules. At*this point, it is important for a transmitting set
TCE to TCP evidence repository without any injury. As soon as the TCE is transferred
r into TCP evidence repository,(it;shall send a confirmation message to the TCE assig
n case of security policy about TCE, TTP evidence repository can archive all or some of]
y from TCPSPs in the contract'agreement and in a highly trustworthy manner.

'his document covers only.archiving of TCE. However, if communication contents and its TCE ca
vether, the dematerialization can be easily and clearly facilitated.

ws a example of“trusted communication evidence”.

Table 3 — An example of trusted communication evidence

by
l in
y, it
CA

be

rify
the

f TCP identity directory. This step should be mandatery because it is necessary to conflirm

ling
ver
for
nor.
the

h be

Data element Attribute Example
TCEID TCE unique value 1234-5678-89-1234, nonce
UL e
Originator of ID(address) gildong.hongl@nipa.kr
communication extension R799fg27-13t6-3d5s-a9ct-d36e8tu95ew?
Addressee ID(address) yori.ko@kisa.or.kr
extension B366ff65-16c8-2d9d-a0ba-d76a2cc95ad2
Communication transmitting time 2015.03.10T09:14:00:33;569z
date/time receiving time 2015.03.10T09:15:00:18;431z
perusal time 2015.03.10T09:18:20:14;331z
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Data element Attribute Example
Communication content title Hello
contents

hash value (content)

nOczepEXEhtZGtpIXvRUiMnFutw

attached file name

TCP overview.ppt

hash value (attached file)

MnvWxtuiPhtoQRvTuROMSoptwP

TCE creation date/time

date or timestamp

2015.03.10T09:15:30:13;228z,

TCP OID unique id 1.2.410.200032.6.1
TCE Issuer TCPSP’s ID unique id 37849249
Certificate of TCE Issuer certificate Sdiwrk382e9Pskfawiaasjlwawrgl...«
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Annex A
(informative)

Trusted communication reference model

Trusted communication needs to reinforce the chains of trust in this linter-linked and distributed

environmegt

trustworth

Trusted c

Figure A.1.
role for inf]

third party.

A TCP canl
The truste
them. How
e-commun
considered
problems t
all commu

nt In ordarto vratnforcn trctad copminictian 1 can ho o calytinn for TTD £0 nrenyid
H—R-eFaer—toFethtoreetHdSte a—commdRieatioh—eahiBe—a-Serdtehi1oF—11++—t6-PpFrovia

y service.

pbmmunication is mutually inter-related by communication stakeholders asfshown
In trusted communication reference model, the trustee (service provider) plays an impor
erlinking chains of trust and requires a more qualified communication serwvice as a trus

Outer truster
(authorities, auditor)

r

H I
I

I

H I
1

I

H I
1

! 1

1

TCP Vi TCP y

Inner client Inner
‘ truster Trustee Trustee truster
originator service provider relying party addressee

Figure A.1 — Trusted communication reference model

be operated by correlating a certaindevel of trust between e-communication partn
d communication reference model in Figure A.1 shows how to correlate the trust betw
rever, in order to guarantee thelfrusted communication, not only the quality of di

. Even if there is any defectign from any communication partner within a TCP, it can c4
0 trusted communication~Therefore, it is important to keep the entire agreement betw
hication partners to guard-it.

its

in
ant
ted

ers.
een
rect

cation but also its recognition from outer group like authorities and/or auditors should be

use
een
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Annex B
(informative)

TCP main: quality and risk management

General
=enera:

An
con
suc

The
reg
risk
wit
exe
and

Thd
ver
doc

B.2

Tru
unc
to s
con

NOT

Mog

auditor shall critically investigate the activities and performance of a trustee (that-ig

h auditing activities based on fairness, objectivity and reliability.

compliance audit refers to assuming the responsibility of auditing fer”complianc
Ilations as a whole, and specifically over the internal control system such as law comy
management. The compliance auditor shall audit whether internal mmandatory regulati

Cutives and employees. If a violation is found, the compliance auditor will investigate suc
report its result to an auditing committee.

security audit provides the evidences that systems of)consideration are free from (
fied as effective and appropriate against threats, and\that security measures are est
umented, understandable to each individual and properly implemented.

Risk management

stees face internal and external factors-of uncertainties regarding trusted communica
ertainties are considered in the organization's objectives as "risk". The risk management
upport experts responsible for trusted communication by quantifying risks that threaf
munication.

E Principle of risk management is adapted from ISO 31010.

tec

nology during comrunication session and between platforms (end to end) and the vy

a trusted

munication service provider) and report its findings to an assignor. The auditor shouldl carry out

e with the
liance and
bns comply

h the prescribed procedure and standards regarding job execution@nd whether they are followed by

h violation

langer and
iblished as

Fion. These
is required
en trusted

t technical risks regarding trusted communication have been related to the informati¢n security

Inerability

of dlectronic documents as an original source. If security is assessed through an ad hoc approach in

a trjustee, it frequently results in gaps to be mutually recognized as trusted communicati
stryctured approach shall be reviewed to enhance the legal admissibility of electronic com
applied even \to' international contracts, and to assign risk factors (based on asse
trustworthiness, system and electronic documents vulnerability and the likelihood of numse

bn. A more
munication
L value of
rous kinds

of aftacks).

Onde the risk analysis has been completed, its result needs to be reflected as part of the requirements
for trusted communication. During review for this by stakeholders, considerations shall be given to
reaching a balance between the achievable security effect and the risk evaluation compared with the
cost of construction.

B.3 Quality management

To assure the quality of trusted communication from uncertain risks, it is necessary to qualify the state
of the art of intermediary services in a certain period and audit their process and systems of capturing
the evidence of communication. The quality of trusted communication should be obtained and assured
by concerned parties such as the auditor, authority group, testing lab and so on according to the
following procedure: plan, do, check and act.

NOTE Principle and procedure of quality management is adapted from ISO 9000.
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