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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of

electrotechnical standardization.
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procedures used to develop this document and those intended for its further maint
Cribed in the ISO/IEC Directives, Part 1. In particular, the different approval criteria nee
brent types of ISO documents should be noted. This document was drafted in accordan
orial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

bntion is drawn to the possibility that some of the elements of this document may be the
ent rights. ISO shall not be held responsible for identifying any or all such-patent rightg
patent rights identified during the development of the document will.be'in the Introduct
he ISO list of patent declarations received (see www.iso.org/patents}):

trade name used in this document is information given for the,eonvenience of users ar
Stitute an endorsement.

an explanation of the voluntary nature of standardsythe meaning of ISO specific
ressions related to conformity assessment, as well.as information about ISO's adherg
ld Trade Organization (WTQO) principles in the TFechnical Barriers to Trade (TBT) se
/iso/foreword.html.
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5 document was prepared by Technical Committee ISO/TC 204, Intelligent transport syste

5 first edition of ISO 17573-1, cancels.@nd replaces ISO 17573:2010, which has been
sed.

main changes compared to ISO17573:2010 are as follows:

update of the normative réferences, terms and definitions and abbreviated terms claus
Bibliography;

relocation of previetis/Clause 8 (Information schemata and basic information types) to i
Annex B;

removal of €lauses 9 (interfaces and computational objects) and 10 (Points of observati

(Comparison with ISO/TS 17573:2003), Annex C (Relations with this International St
[FMSA), Annex D (Relation with the European Electronic Tolls Service) and Annex E (Exa
Japanese electronic toll system);
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point correspondences), Annex A (Short Open Distributed Processing (ODP) descriptio(l), Annex B

ndard and

Imple of the

addition of the new informative Annex A (Mapping of the EFC architecture onto
architecture) and Annex C (Enterprise objects within roles).

Alist of all parts in the ISO 17573 series can be found on the ISO website.

the C-ITS

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

The widespread use of tolling also requires provisions for users of vehicles that are roaming through
many different toll domains. Users should be offered a single contract for driving a vehicle through
various toll domains and those vehicles require on-board equipment (OBE) that is interoperable with
the toll systems in the various toll domains. In Europe, for example, this need has been recognised and
legislation on interoperability has been adopted (Directive 2004/52).

In addition to specialised standards there is also a need for a system architecture that:

— providgsan a ectural  umbpreita for other CStandard
terms pnd concepts, basic system functionalities, and structure;

— provides a common terminology which supports its users to improve the quality of specifieations to
be usefl in an international market,

— tojreduce the risk for conflicting interpretations of specifications (purchasef)and descript{ons
(swpplier),

— to[simplify the communication between experts from different continerits, and
— tolenhance the potential use of other EFC standards;
— define$ a common framework, which enables both:
— identification of potential activities subject to standardization, and
— maintaining a common and consistent view of the whole area;
— define$ the boundaries between the EFC and external domains;

— identiffies all architectural objects that lay inside the EFC boundaries;

— provides a basic understanding of EFC, EFCjinteroperability, and the EFC services being offered|

Toll systerhs conforming to this document may be used for various purposes including measyred
distance tdll, road segment toll, closedsnetwork toll, cordon toll, area toll, time-based toll and collecfing
fees for thg use of bridges, tunnels, ferries, or for parking.

IS0 17573:2010 was based on a conceptual model defined in ISO/TR 14904 (withdrawn standard). Since
then ideas fon conceptual models have evolved in several regional projects and implementations, e.g. in
Japan and Furope. Those newmodels have been detailed to a further extent compared to ISO 17573:2010
and are clgser to real lifeMimplementations. This document is based on these new conceptual moglels
and uses thje associatéd-terms and definitions.

Although there @re many differences, collecting a toll for vehicles can, to some extent, be compdred
with colledting.a'‘fare for public transport. Architectural harmonisation of the collection of fee and fare
may be depirable from a policy and from a user point of view. In the past, ISO 24014-1 prepared by
ISO TC 204 used ISO 17573:2010 as a starting point. This document has benefited from that and has
also taken ISO 24014-1 into account.

In this document, the Open Distributed Processing (ODP) standard is used for the description of the
architecture.

The ODP standard gives a vocabulary and modelling tools to see the architecture of a system from
different perspectives (the viewpoints), in order to cover, e.g. hardware components as well as network
protocols or interfaces or roles and general policies of the system itself. This is accomplished using
different sets of concepts and terminologies, each one of those expressed as a viewpoint language. A
complete description of a real system can only be achieved when all viewpoint models are designed.
This allows for a clear separation of concerns and an easier way to define a system.

vi © IS0 2019 - All rights reserved
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In more recent years, the development of concepts and standards in the field of Cooperative ITS (C-ITS,
ISO TC 204 and CEN TC 278) led to the definition of a general enterprise viewpoint architecture for
C-ITS (ISO 17427-1) that, by following the same approach of using the ODP architecture to model a
complex system, defined concepts and terms for the more general realm of C-ITS.

This document gives a description of the architecture of the toll systems environment from the
enterprise viewpoint, by refining and extending what had been already done in ISO 17573:2010.
Correspondences between concepts and terms in this document and those in ISO 17427-1 are shown in
Annex A. In addition, this document gives in Annex B the foundations of the information viewpoint by
identifying information interactions and general information objects. With respect to ISO 17573:2010,

thimemmmmmmmmmMa generally
dea]t with in ISO 19299.

This document is Part 1 of a multipart standard that is made up of the following parts:

— |ISO 17573-1, Electronic fee collection — System architecture for vehicle relatéd tolling| — Part 1:
Reference model (this document)

— |ISO/TR 17573-21Y, Electronic fee collection — System architecture for vehicle related tolling — Part 2:
Terminology

1) Under development. Current stage: 30.99
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Electronic fee collection — System architecture for vehicle-

re

lated tolling —

Part 1:
Reference model

1
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ch a customer with one contract may use a vehicle in a variety of toll domdins with a di
ger for each domain.

systems conforming to this document can be used for various purposes including road
ng, area tolling, collecting fees for the usage of bridges, tunnels; férries, for access or f

ins of electronic equipment on-board in a vehicle or by othér means (e.g. automatic nu
gnition, ANPR).

n a process point of view the architectural descriptioirfocuses on toll determination, to
the associated enforcement measures. The actual cellection of the toll, i.e. collecting p
bide of the scope of this document.

mmon language, an identification of the need for and interactions among other standar
fting of these standards.

5 document as a whole provides:

governing the activities of the specified system within the organization of which itis a p
the terms and definitions for common use in an EFC environment;
a decomposition ofthe EFC systems environment into its main enterprise objects;

the roles and\responsibilities of the main actors. This document does not impose th
perform all,indicated responsibilities. It should also be clear that the responsibilities of
be sharédbetween two or more actors. Mandating the performance of certain responsib
task.ofstandards derived from this architecture;

identification of the provided services by means of action diagrams that underline f{

5 document defines the architecture of electronic fee collection (EFC) system' environments, in

fferent toll

(network)
br parking.

M a technical point of view the considered toll systems may idéntify vehicles subject t¢ tolling by

mber plate

1 charging,
hyments, is

architecture in this document is defined with-no more details than required for an overall overview,

ds, and the

the enterprise view on the architecture, which is concerned with the purpose, scope and policies

art;

ht all roles
a role may
lities is the

he needed

2

Standardised exchanges;

identification of the interoperability interfaces for EFC systems, in specialised standards (specified

or to be specified).

Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 7498-1:1994, Information technology — Open Systems Interconnection — Basic Reference Model:

The

Basic Model — Part 1
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ISO/IEC 10746-2, Information technology — Open distributed processing — Reference model:
Foundations — Part 2

ISO/IEC 10746-3, Information technology — Open distributed processing — Reference model:
Architecture — Part 3

ISO 14813-5, Transport information and control systems — Reference model architecture(s) for the TICS
sector — Part 5: Requirements for architecture description in TICS standard

ISO/IEC 15414, Information technology — Open distributed processing — Reference model — Enterprise
language

3 Termis and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC ,7498-1:1994,
ISO/IEC 10[746-2, ISO/IEC 10746-3, ISO 14813-5 and ISO/IEC 15414, and the following @pply.

ISO and IEC maintain terminological databases for use in standardization at the following addresse

1%2]

— ISO Onlline browsing platform: available at https://www.iso.or

— IEC Elgctropedia: available at http://www.electropedia.org/

31
automatidnumber plate recognition
technologyf that uses optical character recognition on images toead vehicle registration plates

3.2

artefact
physical ohject of material or physical piece of informdtion or a system or subsystem that is used i an
ITS system

3.3
billing deflail
informatiop needed to determine or verify the amount due for the usage of a given service

3.4
context dgqta
information defined by the responsible toll charger necessary to establish the toll due for circulatihg a
vehicle on § particular toll defitain and to conclude the toll transaction

3.5
electronidfee collection
fee collectipn by eleCtronic means

Note 1 to enftry;The actual payment (collection of the fee) may take place outside the toll system.

3.6
enforcement
measures or actions performed to achieve compliance with laws, regulations or rules

Note 1 to entry: In this context: the process of compelling observance of a toll regime.

3.7

interoperability

ability of systems to exchange information and to make mutual use of the information that has been
exchanged

EXAMPLE Tolling interoperability aims at enabling a vehicle to drive through various toll domains while
having only one OBE operating under one contract with a toll service provider.

2 © IS0 2019 - All rights reserved
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3.8
localisation augmentation

information sent by the roadside equipment to the on-board equipment to augment the positioning for

autonomous systems

3.9
on-board equipment

all required equipment on-board a vehicle for performing required electronic fee collection (EFC)

functions and communication services

3.10

roadside equipment

3.19
toll scheme
organizational view of a toll regime, including the actors and their relationships

3.20
toll service
service enabling users to pay a toll

3.21
Toll Service Provider
entity providing toll services in one or more toll domains

© IS0 2019 - All rights reserved
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3.22
transport service
transport infrastructure related service which is offered to the user

3.23
trust object
information object that is exchanged between entities to ensure mutual trust

EXAMPLE Electronic signature or an electronic certificate.

4 Symbolsandabbreviatedterms————————————————————————————

4.1 Symbols

In action djagrams, the following graphical conventions apply:

Rounded corner boxes indicate responsibilities and related activities
within roles

s . Arrows crossing borders between roles indicate information exchanggs
between roles as activities performed within responsibilities

Vertical arrows within activities represent execution steps

Solid circles represent-start of activities

Partially-coloured circles represent end of activities

Solid horizontal bars represent decision gates

4.2 Abbreviated texrms

For the pulrpose «ofithis document, the following abbreviated terms apply throughout the docunpent
unless oth¢rwise’specified.

ANPR  AutommaticNumberPlate Recogmition
CE Central Equipment

C-ITS Cooperative ITS

DSRC Dedicated Short-Range Communication
EETS European Electronic Toll Service

EFC Electronic Fee Collection

GNSS Global Navigation Satellite Systems

4 © IS0 2019 - All rights reserved
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ITS
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Identity
SA  Interoperable Fare Management System Architecture

Intelligent Transport Systems

OBE On-board Equipment

ODP Open Distributed Processing

RFID Radio Frequency Identification

RSH

SAN Secure Application Module

SLA
SR(Q
TC
TSH

5

5.1

Ele
to
ITS
veh

e.g.

The
the
con
of t
defi
int
the

Roadside Equipment

Service Level Agreement
Short Range Communication
toll charger

toll service provider

The EFC community: roles and objectives

General

tronic fee collection (EFC) is an ITS service@nabling the user of a vehicle-related transp
ay for the related transport service, e.g. the use of a tolled road, without manual interv
application providing the ITS service«will usually be implemented in equipment inst4
icle, at the roadside and in central systems. In some scenarios, it also includes personal
smartphones.

EFC architecture can be destribed by a community of external and internal enterprise o
objective of providing an EFC service with its benefits regarding traffic safety, traffic
fort and mobility to thé EFC service user. External enterprise objects are involved in th
he EFC service but are 'not set up for the sole purpose of EFC. This document only if
nition of the internal enterprise objects, but the external enterprise objects are shortly

EFC commuunity

ort service
bntion. The
lled in the
bquipment,

bjects with
efficiency,
P provision
icludes the
described

his clause to givethe complete picture of the EFC community. Figure 1 shows the externd|l objects in
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EFC community
- ~ Common Service rights
Other ITS systems and provider Telecommunication
services systems
& J
e R
Sensors and Actuators,
Vehicle system and h
(_ common Equipment | EFC mte(r)r';?;ce:tr;terprlse s
P, ! _ Authorities
p S {EFE i}
Infrastructure sourced /L J
data
(& J
( 1 d
Inffrastructure sensors [ Financial/Commercial ] [ Standam{s’&jon ]
L and actuators systems ,Qﬁy s
Figure 1 — Enterprise objects in the EFC community
The followling subclauses give a concise description of each enterprise object depicted in Figure 1.
Detailed rgsponsibilities for roles defined within the EFC domainare dealt with in Clause 6.
5.2 Other ITS systems and services
An ITS seryice may generally build on data provided by.other ITS systems or ITS services. Objects in|the
EFC domailn may for instance receive data from other traffic management or information systemf as
input to prjcing algorithms used in an EFC system.
5.3 Sengors, vehicle system and comion equipment
An EFC domain may use information_from vehicle sensors and data stores integrated in the velicle
where the nain purposes of the sensotjor data store are not related to EFC. The information is retridved
from the s¢nsors and data stores and used for the toll or fee calculation. Examples of such sensors fand
data storeq are GNSS sensors (efg.jin devices used for navigation, fleet management), tachograph, trdiler
sensor, sugpension sensors,~a%le in use sensors and vehicle-related information stored in a sedure
applicatior] module (SAM)..The data stores could be either in the vehicle or elsewhere, e.g. a compliter

installed W

q

J

NOTE

ithin the EF€doemain.

hipped goods may become relevant in future tolling schemes.

54 Infr?structure sourced data

An EFC domain may use data from environmental sensors, e.g. pollution measurements, for the toll or
fee calculation. A dynamic road pricing scheme may for instance use both the pollution measurements
from environmental sensors and the data on traffic flows and speeds for the dynamic toll or fee
calculation. Sensors that are solely installed for the purpose of EFC are defined to be part of the internal

enterprise

objects.

5.5 Financial/Commercial systems

The functionality requested from financial/commercial systems is to provide the financial services
requested by the EFC internal enterprise objects. The services will mainly be transfer of money
between entities in the EFC community. It is important to note that the EFC internal enterprise objects
handle charging data while the financial/commercial systems handle payment information (‘money’).

© ISO 2019 - All rights reserved
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This document makes a strict distinction between the payment (financial) domain supporting the EFC
domain and the charging domain within the EFC domain itself. Only the charging in the EFC domain is
covered by this document.

5.6 Telecommunication systems

The functionality requested from the telecommunication systems is to provide telecom services
requested by the EFC domain. Examples of such services could be cable network for transfer of data
between the operators of the EFC internal enterprise objects and air-interface network for transfer of
data between the EFC charging equipment and the OBE, when not covered by EFC specific artifacts.

5.7| Jurisdiction/Authorities

define the
bnstituting
e different

The responsibilities of the external enterprise object called Jurisdiction/Authorities”is to
franework in which an EFC domain shall operate. The framework is defined by-policies ¢
lawp and regulations, mandates, constraints and requirements. Different authorities defin
policies:

Road and transport authorities, e.g. a department of transport, may define policies relpted to the

type of and availability, reliability and quality of the transport, service subject to a toll

principles to be used in an EFC domain. The authorities may.also, in co-operation with t
authorities, define the policies that govern the configuration of the EFC enterprise d
assignment of roles to enterprise objects as well as the*environmental contracts that
system. An example here would be that the authorities define the policy which is the b
contract between an operator taking the role of issuing EFC contracts and the operators
toll charging roles.

Telecom authorities may define policies for the use of telecom systems, e.g. frequen
interface communication systems.

Financial authorities may define policies for an EFC domain and the financial environn

or fee. The

authorities may also, in co-operation with the financial autharities, define policies for tariffing

e financial
bjects and
govern the
hsis for the
taking the

Cies in air-

ent it shall

operate, e.g. whether the toll is-a)tax or a fee. They may also define policies for the usg¢ of certain
types of payment means, e.g. electronic purses, and the split of roles between the EFC domain and
the financial systems.

— |Data protection authorities may define policies for the security and privacy in an EFC dgmain.

— |Certification authérities may issue public key certificates.

The interactions Between the EFC domain and the authorities also cover access to informatjon kept by

thejauthorities, e.g. national vehicle registers.

5.8| Standardisation bodies

The responsibilities of the standardisation bodies are to provide EFC standards and other| standards

or specifications relevant for EFC domain. There are interactions with an EFC domain concerning EFC
standards to be used for EFC domain as well as input from EFC domain to the standardisation bodies,
e.g. by toll charging operators taking part in the preparation of EFC standards.

5.9 Common service rights provider

The responsibilities of the common service rights provider are to provide the basic artefacts,
mechanism, organizational structure, and information transfer tools by which an EFC system can
interoperate with other transport systems. The common service rights provider allows, among other
things, for a single means of payment to be used, e.g. in both EFC systems and public transport systems.

© IS0 2019 - All rights reserved
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Its role, responsibilities, and requirements on EFC systems, as well as its interactions with the roles
internal to the EFC domain are standardised in ISO/TS 211932)[3,

6 Roles internal to the EFC domain

6.1 General

This document describes the different roles in an EFC domain as the defined collections of
responsibilities in the EFC scope. Roles are described in general terms, i.e. as sets of responsibilities

Where eacl«* catincludaoc racnancihilitiac that ~ralogic g valatad o aqch atbhar aitbharbhouthair ohiact ves
uuuuuuuuuuuuuuu PRSI eSThHa et gicatyFerateato-edecoeneH et oy o68ject

or the actofs that may take the role.

6.2 EFCdomain roles

EFC domain roles can be grouped in two sets, one related to the functional operation\of the systdms,
and another one related to system operation. This document is built on the termiinology of the EFC
domain that can be summarised by the diagram in Figure 2.

System operation

Interoperability
Manager

Toll
Charger

Toll Service
Provider

User of the
Service

Figure 2 — Roles in a tolling environment

The functipnal*operation roles are responsible for all activities related to the functional operatioh of
the systemlin this case the system prnviding the servicesin the ITS service group called ElectroniclFee

Collection (EFC).

The following clauses describe the above identified EFC roles, indicating the responsibilities for each role.
6.3 Interoperability manager

6.3.1 Shortdescription

A specific role is identified to manage an EFC domain, i.e. defining and maintaining a set of rules that,
taken together, defines the policy of a given regime or of the overall EFC domain. These responsibilities
pertain to the system operation, and it is to be noted that, differently from other roles, the

2) Under development. Current stage: 30.99.

8 © IS0 2019 - All rights reserved


https://standardsiso.com/api/?name=e0cd522fd1544a85fa31e324d21b56a9

IS0 17573-1:2019(E)

interoperability manager role can hardly be fulfilled by a single actor. Rather, its responsibilities are in
real EFC systems often taken (if at all) by different actors and regulations. Given its general nature, this
role will not be specified further in this document.

6.3.

2 Responsibilities

The responsibilities of the interoperability manager role include:

Setting rules, including:

— Defining the supported security and privacy policies for the EFC system, acting as security

6.4

6.4

The
meq
Res
dirg

6.4
Res

authority that defines the security interaction policy among the different securityd|

— Defining and maintaining ID-schemes and, if necessary, supporting the issuing.of I[}
unique registration codes for organisations and components and unique identifiers
generating unique identifiers for the EFC applications and messages.

Certifying EFC constituents, including:

— Definingthe certification requirements for actors involved and equipment used in the
— Giving or withdrawing permissions to operate to involved actors,

— Monitoring of operations via periodical report.

Handling disputes, including:

— Defining the operational procedures among the operators,

— Managing disputes among operators.
Toll service provider

1 Short description

toll service provider role is responsible for the contracts with the user role, and provide
hanisms, organizational structures, and information transfer tools needed to run an E
ponsibilities of this rol¢ pertain to the functional operation of the system. This role is

ct interactions with the interoperability manager role, the toll charger role, and the user

2 Responsibilities
ponsibilities-of the toll service provider role include:

Providing basic provisions, including:

omains.

S ensuring
pr rules for

FCsystem,

5 artefacts,
FC system.
fulfilled by
role.

=, providing the OBE, when tolling is performed by means of on-board electronic equi;l)ment,

— guaranteeing the payment of the toll to the entity performing the toll charger role,
— organizing the payment modalities for the user,

— collecting the money from the signer of the EFC contract,

— managingthe customerrelationshipsrelated to the use ofthe toll service concerninginformation,
claims, questions and answers, error handling and any contractual or financial matters,

— implementing and adhering to the security and privacy policies for the toll systems,
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— monitoring the actual operational quality relative to agreed SLAs.

Acting

as a contract agent, including:

— offering contractual relations according to defined conditions to interested users and concluding
contractual agreements,

— providing and managing the EFC contract including the service rights for the toll service user.

Provid

— mqking sure that the ORE is reporting information needed for the toll rhqrging in a secure

ing toll declaration, including:

vay,

pr
be

Custor]

Mainta

6.5 Usel

6.5.1 Sh

In this doc

The toll domain may encompass a road network, a specific section of a road (e.g. a bridge or a tun

or a specif]
[t could alg
enabling th

Aroleisth

service. Implementations of toll systems in variou§ domains commonly refer to this role as, e.g. drf

user or cu
role direct

6.5.2 Re
Responsibi

Being

pviding context data originated elsewhere (e.g. by a toll charger role) in a way that-they
installed in the OBE.

hising the OBE, including customising the OBE in a secure way.

ining the OBE, including maintaining the functionality of the OBE.
" of the service

prt description

ment, a transport service is related to the use of or the presence of a vehicle in a toll dom|

c area offering a service (e.g. a ferry, a parking lot, or access to a protected area in a ¢
o be any service related to the use of a vehicle jmthe transport system (e.g. a petrol sta
e driver to buy petrol) by means of EFC.

tomer. Responsibilities of this role gertain to the functional operation of the system.
y interacts with the toll service provider role.

sponsibilities
lities of the user role in¢clude:

iable for the toll in€luding:

ad

can

Qin.
hel)
ty).
fion

is identified that covers all aspects of using the toll system and, if applicable, of the transport

ver,
[his

ing the OBE, when tolling is performed by means of on-board equipment, as a tool to fulfil its

tics
E,

Owning or operating a vehicle, including:

hering to the toll regime for a toll domain,

signing a contract with a toll service provider,

the rules related to the use of the toll service,

10

acquiring an OBE,

installing and eventually de-installing the OBE in the vehicle,

ign.

signing a contract with the issuer of the EFC contract becoming responsible for compliance to
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terminating the contractual relation to the toll service provider,
receiving the bill, e.g. by means of an invoice, for a service that has been used and a toll to be paid,
paying the toll included in the bill,

storing and protecting the contractual data and eventually the payment means, e.g. an electronic
purse, needed for the toll charging and communicating the data to other actors having roles
related to issuing or toll charging. This role is always bound to the OBE.

6.6__Toll charger role

6.6

The
sery
nee
Sys
sery

6.6
The

ferry connection,

— defining the charging principles for the*service offered, e.g. the tariffing principles
road or zone.

Calculating the toll (directly or by delegation to the toll service provider), including:
— possibly communicating to the user the result of the charging process,

— communicating in a(Secure way with actors having roles related to the issuing
contract, paymentmeans and OBE.

Originating EFC céntéxt data, including:

— informing the driver of the vehicle about the EFC availability and the toll charging
e.g. throtigh signs and messages either directly or via the OBE.

Communicating with passing vehicles, including, whenever applicable and accord
techiology chosen in the given toll domain:

1 Short description

toll charger role defines the toll regime, operates the toll system and may“providg transport
Fices. It provides artefacts, mechanisms, organizational structures, and information transfer tools
ded to run an EFC system. Responsibilities of this role pertain to the fiinictional operdtion of the
em. This role is fulfilled by direct interactions with the interoperability manager ahd the toll
ice provider roles.
2 Responsibilities

responsibilities of the toll charger role include:

Basic charging, including:

— providing, if applicable, the transport servicese.g. access to a road network, a parkiing lot or a

for a tolled

of the EFC

principles,

ng to the

—a prnviding if npplirnhlp to autonomous systems gpngrnphi(‘n] details of the (‘hnrgp

objects in

the toll domain, as well as providing positioning information. This process is also known as

localisation augmentation.

— detecting a vehicle subject to a toll,

— collecting the characteristics of a vehicle enabling a correct classification of the vehicle used for

a toll calculation. The information collected can either be read from the OBE, measured (both
used for toll calculation or verification of data read from the OBE) or collected from a central
data base or vehicle register (off-line toll calculation),

communicatinginasecure way with the OBE, when presenton-board, by exchanging information
needed for the toll charging,
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— accepting the service rights stored in the OBE, i.e. the medium carrying the contractual data,
when the OBE is present on-board.

— collecting the information enabling the operator of the toll domain to identify the receiver of
a claim for a transport service provided, e.g. by licence plate recognition. The role enables toll
collection without an OBE installed in the vehicle.

— Operating enforcement, including:

— detecting, recording and handling exceptions (including fraud) whenever a vehicle passes
throughatolldomain. Compliance check ofautonomous systemsisincluded in thisresponsibility.

— halndling enforcement cases while protecting the privacy of the actors having taken the)fole
as|driver,

— implementing and adhering to the security and privacy policies for the EFC domains.

6.7 EFC functional roles and responsibilities

Figure 3 symmarises the EFC roles, adding their responsibilities and mutual interactions.

Toll Charger
originating EFC ; )
o basic charain context data cothmm ting operating
£ P o ging W e Ing enforcement
g & Calculating N cies
oRE toll QO
—
() O (04
& I b . &
c E . . \
ch 28 Toll Service Provider
=% L
. £¢ providing
2 o6 Q@ A
= o toll'declaration
Q0 .
S o « 232?%;53 basic R ’goviding EFC collecting maintaining
() QL 0oa
8‘ i agent prowsmPC) context data usage data the OBE
5 = @ : customising
b= o ...O an OBE
- *
User susing HMI

ng or operating driving the
e vehicle vehicle

Figure 3 — EFCroles, their responsibilities and their interactions

The main aim of the architecture is to identify those services that lead to interactions that need to be
standardized, i.e.:

— interactions between different actors;

— interactions between distinct responsibilities, when actors undertaking those responsibilities may
be different (i.e. belonging to separate organizations).

A real tolling system that implements this architecture does not need to implement all roles and
responsibilities that are herein detailed and summarized in Figure 3. A real tolling system may
implement as many roles and responsibilities among those defined in this document as needed. The only
obligation is that those interactions among roles and information exchanges that are implemented shall
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be compliant to those herein specified, in order to achieve interoperability among systems belonging to
different organizations, or implementations by different suppliers.

7 Services

7.1 Overview

The EFC service is performed by actors playing the four identified operational EFC roles (see Figure 4)
by means of a set of sub-services.

Interoperability
Manager @ User

f &

Provider

Figure 4 — Overall tolling service

In the course of a sub-service execution, each operational role may act as:

— |A service provider, when the actor'playing the role is providing the given service,
— |A service recipient, when the actor playing the role is using the given service,

— | A content provider, when.the actor playing the role provides information,

— |An information sink, when the actor playing the role receives information.

Detpiled descriptions of’all those sub-services that are performed internally within a role are outside
thescope of this deeiiment. However, for those services which imply interactions among diffefent actors,
that is when separate organizations might be involved, a need for a standardized set of information
exchanges isprésent. These particular services are thus detailed in this clause.

Subt-services are grouped according to which roles are interacting. Groups and detailed des¢riptions of
thel|subsservices are specified in the following clauses.

Interaction diagrams that are shown in the following clauses focus on the information exchanges
between actors. Details of the execution of one actor’s internal activities are not shown, except for
clarification purposes, nor are they subject to standardization.

In each diagram, rounded corner boxes indicate the responsibilities or activities. Names in these
boxes can be slightly different from the names in Figure 3, to better explain the type of action that
is performed. Arrows in the diagrams show the direction of the information flows from information
exchange initiator to information recipient. Arrows are labelled with names that indicate the
information objects that are exchanged.

Decision gates are introduced in the diagrams to indicate when a particular behaviour may be subject
to a decision. In general, a decision gate only indicates that there is a number of different possible ways
to continue processing (for example, with different output data), or that the process might stop due
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to a decision. Not all possibilities are shown, and this simplification is done in order to avoid over-
specification, as the activities performed by an actor are only shown to the level of detail needed for
understanding how information that is exchanged is generated.

While sub-services are in general independent of the tolling technology, there is a limited set of cases
where this is not true. Sub-services whose behaviour is dependent on the tolling technology are clearly
identified and described in separate clauses.

For each identified interaction existing technical standards, if any, are mentioned. Most of the mentioned
standards are accompanied by conformity assessment standards (e.g. ISO 13143 is the associated
conformity assessment suite of standards for ISO 12813), but which are not cited in this document.

7.2 Subqservices involving toll charger, toll service provider and interoperability
manager roles

Figure 5 shows the sub-services that involve toll charger, toll service provider andiinteroperabllity
manager.

Interoperability
Manager

Handling

Defining
rules and disputes

A \ o

d¢leting ] Adding ‘o'f rcl:o‘;tr ;c:‘:’ 22

Toll <uses> Adding/ moditying a P
C =2 s Exchange deleting toll regime
Trustg JUIe aToll 2
Objects 2 '
Toll Service
Tofl Provider

Charger

Figure 5 — Sub-services involving toll charger, toll service provider and interoperability manager

7.2.1 Adding or deleting a new toll charger

Adding at least one toll charger to a community acting as interoperable EFC scheme is a precondition
to starting the overall operation. This sub-service is initiated by a candidate toll charger applying for
accreditation. If the certification is granted, it is forwarded to all known actors playing the toll service
provider role to start to negotiate bilateral agreements on common operations. This sub-service uses
the exchange Trust objects sub-service, which can be also used alone in other circumstances.

Figure 6 shows the related action diagram. The actor playing the toll service provider role fulfils the
basic provision responsibilities.
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Interoperability Manager Toll Charger Toll service Provider

certification

certifying

TottCharger
\ J _[ System overview J

_ Certification of

"] EFC Constituents

managing
trust relation

managing

Trust objects trust relatior

Figure 6 — Adding/deleting’a new toll charger to/from an interoperability regjon

Adding a new toll charger implies a new version of the tolling system overview to be generated and
exchanged. Also, the new-toH charger will exchange Trust objects with the service providets that will
opefrate within its domain«

Delgting a previously’certified toll charger will follow a similar logical sequence, the only| difference
beiig that the sekvice can be initiated by a request of either the toll charger or the interpperability
mamnager.

The following interactions are identified:

1. |Awertification of EFC constituent interaction, that allows toll chargers to be certified {o operate.

2. A system overview interaction, which allows standardised tolling system characteristics to be
exchanged.

3. A Trust objects interaction, to exchange objects such as keys and certificates among actors in a
tolling system. Trust object exchanges are standardised in ISO 12855.

In terms of service interactions:

— The interoperability manager shall act as service provider when certifying a toll charger, and as
content provider when distributing the updated system overview to all other actors.

— The toll charger shall act as service recipient when certified by the interoperability manager, and
as content provider when exchanging Trust objects with the toll service provider.
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— The toll service provider shall act as content provider when exchanging Trust objects with the toll
charger.

7.2.2 Adding or deleting a new toll service provider

Adding at least one provider to a community acting as interoperable EFC scheme is a precondition to
start overall operation. It is initiated by the candidate toll service provider applying for accreditation.
When the accreditation is granted it will be forwarded by the interoperability manager to all known
toll chargers to start to negotiate bilateral agreements on common operations.

Figure 7 shaws the related action diagram The actor playing the toll service provider role fulfils the
Basic Prov|sion responsibilities.

Interoperability Manager Toll Charger Toll Service Provider

Requ

cerﬁi{ﬁhon

Certifying
Toll pervice
Prqvider

!

Certification

> of EFC
l constituents l
-
System
overview
\ 4 v

Managing
trust
relation

Managing
trust
relation

—

rust objects

®

Figure 7 —~Adding/deleting a new service provider to/from an interoperability region

Accrediting a new toll service provider implies a new version of the tolling system overview to be
generated and exchanged. Also, the new toll service provider will exchange Trust objects with the toll
chargers for toll domains in which it intends to operate.

Deleting a previously accredited toll service provider will follow a similar logical sequence, the only
difference being that the service can be initiated by a request of either the toll service provider or the
interoperability manager.

The following interactions are identified:

1. A certification of EFC constituent interaction, that allows toll service providers to be certified to
operate.
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A system overview interaction, which allows standardised tolling system characteri
exchanged.

stics to be

A Trust objects interaction, to exchange objects such as, e.g. keys and certificates among actors in

a tolling system. Trust object exchanges are standardised in ISO 12855.

In terms of service interactions:

— The interoperability manager shall act as service provider when certifying a toll service provider,
and as content provider when distributing the updated system overview to all other actors.
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provider.

The toll service provider shall act as service recipient when certified by the|inter
manager, and as content provider when exchanging Trust objects with the toll charger.

3 Adding or modifying a toll regime

ing at least one toll regime to a community acting as interoperablé EFC scheme is a pr
tart overall operation. It is initiated by the toll charger informing the interoperabilif]

oll service

pperability

econdition
y manager

aboput the start of operation for a new EFC system under its responsibility. The same action is started

whi
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Figuire 8 shows the related action diagram.
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Figure 8 — Adding or modifying a toll regime
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Note that using context data and system overview by the toll service provider role implies further
information exchanges inside the toll service provider that may need to be standardised if the involved
responsibilities/activities are played by different actors. In particular, customisation of OBEs in
autonomous tolling system will be needed when a tolling regime changes.

Closing a previously included toll regime will follow the same logical sequence starting with the request
of the charging actor.

The following interactions are identified:

1. Atoll scheme interaction that allows the actor playing the toll charger role to inform the change of
toll sclfeme.

2. A system overview interaction, which allows standardised tolling system characteristics t¢ be
excharged.

3. A contlext data interaction, which allows context data to be communicated to an.acter playing|the
role offthe toll service provider. Context data exchanges are standardised in ISO,12855.

4. A custpmisation info interaction, which allows context data information tobe updated in the ()BE,
when this is present. Customisation info interaction is standardised in [SO717575-3.

In terms off service interactions:

— The interoperability manager shall act as content provider when distributing system overviiew
information.

— The tdll charger shall act as content provider when communicating updated toll schema to|the
interoperability manager, and when communicating ‘updated context data to the toll seryice
provider.

— The to]l service provider shall act as information sink for the defined information exchanges.

7.2.4 Defining rules

One respomsibility of the manager is to define rules for the EFC community and to diffuse them to|the
providers gnd chargers. Figure 9 shows.the related action diagram.
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EFC rules
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Operating
according to rulgs

Operating
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Figure 9 — Defining rules

The following interactions’are identified:

1. [An EFC rulesdnteraction that allows the actor playing the interoperability manager rolg to inform
all other actors’about the rules governing the EFC system.

In tprms of'sepvice interactions:

— |The.interoperability manager shall act as content provider when distributing EFC rulgs.

— The toll charger shall act as information sIinkK 1or the derined miformation exchange.

— The toll service provider shall act as information sink for the defined information exchange.

7.2.5 Monitoring operations

One responsibility of the manager is to monitor the EFC activities. Figure 10 shows the related action
diagram.
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Interoperability Manager Toll Service Provider Toll Charger
( Report on operations J [ Report on operations j
Operations
report

y
[ Monitor operations j

Figure 10 — Monitor operations

The follow|ng interactions are identified:

1. An operations report interaction,sthat allows the actors playing the toll service provider and|toll
chargdr roles to inform the intepeperability manager about the current operation status.

In terms of service interactions;

— The interoperability manager shall act as information sink for the defined information exchapge.
— The to]l charger shallact as content provider for the defined information exchange.

— The to]l service provider shall act as content provider for the defined information exchange.

7.2.6 Handling disputes

One responsibility of the manager is to handle disputes between involved actors playing the roles of
toll charger and toll service provider. Disputes can be initiated by either the toll charger role or by the
toll service provider role when disagreements in the toll service operation cannot be solved. The result
of handling disputes can cause the permission to operate as toll charger or toll service provider be
revoked (see 7.2.1 and 7.2.2). Figure 11 shows the related action diagram.
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Figure 11 — Handling disputes

terminating Tl
contract

pbrding to the result of the dispute, either the actor playing the toll charger role or the ac
toll service provider role, or both, may.have their accreditations revoked. Termination o
1 be notified to the users that are contracted with the interested TSP(s). This can be dong
s, such as, e.g., using additional infermation in the user billing interaction (see 7.3.3).

following interactions are identified:

A Complain interaction ‘that allows the actors playing the toll service provider and t
roles to request the jntéroperability manager to solve a dispute.

A Certification-of’EFC constituents revocation interaction, that allows the inter]
manager to inform involved parties of a revocation of the permission to operate.

brms of service interactions:

The .interoperability manager shall act as content provider for the Certification
opération, and as a Service Provider for the Complain interaction.

tor playing
Fa contract
in various

pll charger

pperability

revocation

7.3

The toll charger shall act as a SErvice User for the Complain interaction and as an inforn
for the Certification revocation interaction.

The toll service provider shall act as a service user for the Complain interaction
information sink for the Certification revocation interaction.

Sub-services involving the toll service provider and user

Figure 12 shows the sub-services involving the toll service provider and the user.
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Figure 12 — Sub-services involving the toll service provider and user

7.3.1 Prpviding EFC contract

Providing pn EFC contract requires that the toll service provider defines his conditions, offerq its
service andl reaches a potential user with this information. Theé user will contact the contracting agent
who will verify if the user fulfils the conditions. If the user does fulfil the conditions, a contract will
be established and signed. The contracting agent will isitialise the issuing and customisation of a few
OBE, when an OBE is used for tolling. In the general\case, the OBE will be subsequently loaded with
appropriate information before it is ready for operation. Figure 13 shows the related action diagram.
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Figure 13.= Providing EFC contract
Note that Figure 13 shows some actions that only occur when an OBE is used for the specific tpll domain.
If np OBE is used (e.g. in ANPR taolling systems) those actions do not occur.

Note also that Figure 13 shows some actions that involve interactions and related information
exchanges inside the same“role (toll service provider). These information exchanges may meed to be
stapdardised if the invelved responsibilities/activities are played by different actors.

Ungubscribing a previously signed service contract will follow the same logical sequence starting with
the|definition of/coriditions.

The following interactions are identified:

1. |A Gontractual conditions interaction that allows transfer of the contractual informatiqn.
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3. A Customisation info interaction, that allows customisation of the OBE with contractual
information when an OBE is used in the specific toll domain. Customisation info exchanges are
standardised in ISO/TS 21719-1.

In terms of service interactions:

— The toll service provider shall act as content provider for the Contractual conditions, and as
information sink for the Signed contract and the OBE status. If the responsibilities of maintaining
the OBE and collecting usage data are performed by different actors, these will play the roles of
respectively service provider and service user for the Customisation info interaction.
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— The user shall act as a content provider for the Signed contract and as information sink for the
Contractual information.

7.3.2 Providing customer care

Customer care interactions include all requests for help and information, as well as complaints, from
the user to the provider. Figure 14 shows the related action diagram.

Toll Service Provider User

Request help, info
send compla'e\
l [ Help, info, complain ]—1

Receive and handle
request

A 4

[ Provide information ]

| [ Customer care info ]—¢

Receive requested
information

Figure 14 — Provide customer care

Information transmitted by the Use to the Provision includes all types of requests and complaints,
including those that may cause the Provision to subsequently interact with other actors. Examplgs of
these lattef events-are, e.g. reports on stolen or lost OBEs, which may cause the Provision to infprm
Chargers by means of exception lists that those OBEs are no longer valid.

The followmgimteractionsare idemntified:
1. A Help, info or complain interaction, that allows the user to request customer care.

2. A Customer care interaction, that allows the toll service provider to communicate the results of
the service.

In terms of service interactions:

— The toll service provider shall act as service provider for the Help, info and complain interaction,
as content provider for the Customer care info.

— The user shall act as a service user for the Help, info and complain interactions and as information
sink for the Customer care info.
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7.3.3 User billing

User billing is performed by means of a series of interactions between the toll service provider and the
user. Exceptions happening in performing user billing may cause contracts to be revoked, and related
information to be transmitted to toll chargers by using Handling Exceptions sub-services (see 7.4.7).
The exception list information will be used also by all the contract agents to detect users being known
as insolvent customers that try to sign new contracts. Figure 15 shows the related action diagram.

Toll Service Provider User

acting as basic provision
contract agent

. J [ receiving 50]
user bill verifying Zm/

N
Financial objects H'\ paying bill J

managing
the

financial

process

A

conditionally
F Exception list blacklisting
user

receiving
exception list updates

using exception @
list

for new requests

®

Figure 15 — User billing

The following.iriteractions are identified:

1. |A user bill interaction, to inform the user of a bill to be paid. This information may ipclude also
notifications, e.g., termination of a contract (last bill).

2. AFinancial object interaction, to inform the toll service provider about a payment.

3. An Exception list interaction, to possibly indicate users that are to be blacklisted due to e.g.
missing payments. Exception lists exchanges are standardised in [SO 12855.

In terms of service interactions:

— The user shall act as information sink for the user bill, and as a content provider for the Financial
objects.

— The toll service provider shall act as content provider for the Exception list and for the user bill,
and as information sink for the Financial objects.
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7.4 Sub-services involving the toll charger and toll service provider

Figure 16 shows the sub-services involving the toll charger and the toll service provider.

Collecting
transit
information

Providing
:\.l‘:mni

information

Detecting
exceptions

T = %

exceptions Toll Service
% Provider

Providing
local
information

Exchanging
trust objects

Figure 16 — Sub-services involving the toll charger and the toll service provider

7.4.1 Collecting transit information in short-range communication systems

Collection pf transit informatiorin short-range communication (SRC)-based EFC systems is performed
by an actgr performing thelrole of toll charger in various ways, which generally do not invplve
interactionls with the user{Figure 17 shows an activity diagram where interactions happen between
toll charger and toll serwice provider in an SRC-based system. Collection of transit information hapgens
in an SRC iomain whentan actor playing the role of toll charger recognises the presence of an OBE. In
order to cgver thednost general case, exchange of mutual identification information is shown in|the
diagram, at the enid of which the toll charger identifies the user, and the toll service provider recognjises
the chargilllg demain.

26 © IS0 2019 - All rights reserved


https://standardsiso.com/api/?name=e0cd522fd1544a85fa31e324d21b56a9

IS0 17573-1:2019(E)

Toll Charger Toll Service Provider

collecting
Recognise
OBE

usage data
‘ Request for

User and charging Recognise toll
identification domain
Transit information

Transit information
Retrieve transit
l information
‘ Compute charging
information :
Charging Information ]—» Ac_cept afging
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Figure 17 — Collecting transit information (SRC systems)

The following interactions are identified:

1. |A user identification interaction, to~yverify customer’s credentials by means of tpll service
provider’s available information.

2. |A Charging identification intefaction, to verify toll charger’s credentials.

3. |A Transit information interaction, to transfer transit related information.

4. |A Charging information interaction, to notify the result of the charging transaction.
All gbove interactions @rg standardised in ISO 14906:2018.

In terms of servic€ interactions:

— | The toll-charger shall act as service user for the user identification, Charging identification and
Transitinformation exchanges, and as content provider for the Charging information exfhange.

— |The\toll service provider shall act as service provider for the user identification, Charging
identification and Transitinformation exchanges, and information sink for the Charging information

exchange.

7.4.2 Collecting charging information (autonomous systems)

In autonomous systems based tolling systems, collection of transit information is performed by the
toll service provider, which by means of the OBE recognises charge objects (locations, areas, road
segments), on the basis of available EFC context data, determines the transit information (in some cases
also the charging information), and communicates it to the toll charger in the form of toll declarations.
The set of activities to collect charging information in autonomous systems is performed almost entirely
within the toll service provider, and is detailed in Figure 18 solely for the sake of clarity.
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Figure 18 — Collecting charging information (autonomous systems)

The granularity of toll declarations depends on specific agreementsbetween the actors playing the|toll
charger and toll service provider roles. The toll service provider«may invalidate a user (for examplg, in
case of creflit threshold overridden) subsequently to the processing of usage data, and consequently|put
it in an excpption list. Exchange and usage of exception lists is‘detailed in 7.4.5.

The follow|ng interactions are identified:

1. A toll feclaration interaction, to notify charging information related to one or more transits.|toll
declaration exchanges are standardised in [S@:12855.

2. A Usage data interaction, to notify theactor performing the function of providing toll operation of
the colllected usage data. Usage data exehanges are standardised in ISO 17575-1.

In terms of| service interactions:

— The tqll service provider-shall act as content provider for the toll declaration informatiof. If
collectling usage data and@roviding toll declarations are performed by different actors, these acfors
shall aft as content praovider and information sink, respectively, for the usage data interaction.

— The to]l charger shall’act as information sink.

interactions with either the user or the toll service provider.

Vehicle identification, together with transit information, is subsequently provided by the toll charger to
the toll service provider by means of the Providing payment information sub-service, detailed in 7.4.4.

7.4.4 Providing payment information

The Providing payment information sub-service is based on previous exchanges of billing details and
can be actualized in two ways:

1. on demand by the toll charger, which requires the toll service provider the payment of a number of
transits related to previously exchanged billing details;
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spontaneously by the toll service provider, which only notifies the toll charger of an effected
payment, together with the indication of the billing details the payment is related to.

Figure 19 summarises the providing payment information action.

In case one of the partners complains that the other partner does not fulfil his obligations defined in the
certification, the Management can be involved to settle the dispute, as detailed in 7.2.6.

Toll Charger Toll Service Provider

? ?

The

2.

Using usage data Using usage data

to finalise
billing details

to finalise
billing details

4>[ BiIIing details ]:

Payment claim }—1
N )
v b‘ receiving claim

using finalised ~ -
billing details to

claim payment and p Y <

managing the fiinancial PaymeatONTLcation managing the financial |

transaction v transaction X

\ J

Figure 19 — Providing payment information

following intefactions are identified:

A Billing details interaction, which allows either the toll charger or the toll service provider to
notify transit information, possibly with associated charging information.

A Payment claim interaction, which allows toll chargers to request payments.

3.

A Payment notification interaction, which allows the toll service provider to notify payments.

All above interactions are standardised in ISO 12855.

In terms of service interactions:

The toll service provider shall act as content provider for Payment notifications, and information
sink or Content Provider for Billing details, according to the type of tolling system. The toll service
provider shall act as service provider for the Payment claim interaction.

The toll charger shall act as information sink for Payment notifications, and information sink or
content provider for Billing details, according to the type of tolling system. The toll charger shall act
as service user for the Payment claim interaction.
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7.4.5 Detecting Exceptions

Detecting Exceptions is an interaction which may be initiated when the user’s vehicle enters a charging
zone. Different actions can be performed by the charger in order to detect exceptions, which include
collecting own data (from, i.e. sensors) or interacting with the user OBE to get data, or both. In order to
cope with the general case, Figure 20 shows an action diagram where both actions are performed.

Toll Charger Toll Service Provider

collecting
usage data

l Vehicle entering
[ Detect vehicle ] charging zone

[ Collect data ] [ Request data from OBE ]

4{ OBE interrogation ]7

A 4

[ Respond to request ]

Process data and
detect exceptions

Figure 20— Detecting Exceptions

The follow|ng interaction is identified:

1. An OBE interrogation interaction, that allows an actor playing the toll charger role to reqlllest
OBE'’s |operational paraimmeters and status. OBE interrogation interactions are standardised in
1SO 12B13.

In terms off service intéractions:

— The to]l charger shall act as service user.

— The to]l'service provider shall act as service provider.

7.4.6 Trust objects exchange
The Trust object exchange sub-service is symmetrical and not necessarily solicited, i.e.:
1. Both the toll charger and the toll service provider can provide or request Trust objects.

2. Trust objects may be provided by either the toll charger or the toll service provider without a
previous request.

Figure 21 summarises the Trust object exchange action.
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Figure 21 — Trust object éxchange

following interactions are identified:

A Trust object transaction interaction, which allows either the toll charger or the {
provider to request a Trust object to its coutnterpart.

provider to deliver a Trust objectt@its counterpart.
hbove interactions are standardised in ISO 12855.
brms of service interactionsy

Either the toll service provider or the toll service provider shall act as service u
Trust object trangaotion interaction, depending on who is issuing the request for a T
Symmetrically, the counterpart shall act as a service provider.

Either thefoll charger or the toll service provider shall act as information sink fo
object notification interaction, depending on who is delivering the Trust object. Symmef
counterpart shall act as content provider.

oll service

A Trust object notification interaction, which allows the either the toll charger or the foll service

Ser for the
ust object.

" the Trust
rically, the

7.4

7~ Handling exceptions

Exceptions can be detected (see 7.4.5) by either the toll charger when, e.g. an OBE transiting in the toll
charger’s domain is inspected or for ANPR systems when a vehicle’s license plate is not recognised as
valid, or by the toll service provider when, e.g. a user status is to be updated (user cancelled due to
missing payments, user put in a special list). The result of detecting an exception causes the interactions

dep

©IS

icted in Figure 22 to happen.
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Figure 22 — Handling Exceptions

The follow|ng interactions are identified:

1. A Notiffy anomaly interaction thatallows an actor playing the toll charger role to inform the|toll
servicg provider of some detectedianomalies, e.g. in an OBE’s operational parameters or status.

2. An Exg¢eption list interaction‘that allows the toll service provider to inform an actor playing|the
role of]toll charger about ehange of status for one user.

All above interactions are-standardised in ISO 12855.

In terms of| service interactions:

— The to]l charger shall act as content provider for the Notify anomaly.

— The to]lservice provider shall act as content provider for the Exception list.

7.4.8 Providing local information

When detecting a user’s vehicle entering a charging zone, the toll charger may provide local information
if the vehicle has an OBE. A practical example of such information is localisation data, to be used to
improve location accuracy. Figure 23 shows an action diagram where such an action is performed.
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Toll Charger Toll Service Provider
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[ Provide data to OBE ]7
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P Respond to request ]

Figure 23 — Providing local information

The following interaction is identified:

1. |A Provide data to OBE interaction that allows an actor playing the toll charger role to
OBE about local information, Localisation information interaction is standardised in ISC

In tprms of service interactions:
— | The toll charger shallact as service provider.

— | The toll servicé-provider shall act as service user.
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Annex A
(informative)

Mapping EFC architecture to the C-ITS architecture

A.1 General

ISO 17427%7 defines the organisational architecture depicted in Figure A.1 which identifies~abstfact

roles which apply to all C-ITS systems.

governs

npanagement

Policy

framework
managed by

governed by

Functional
operation

System System

Operation

by

Figure A.1 — High-level roles in the C-ITS organisational architecture (ISO 17427-1)

The scope
two other |

bf this document is related to the System operation role and the Functional operation role.

of this docfiment.

A.2 Sysfem operation and Functional operation roles

A.2.1 Sy

The Systen
end-to-end
the applica
reliability
provision

stem operation role

W operation r0le’is responsible for the proper execution of the application that provides
tions providing the EFC service to the EFC service users. The responsibilities include

fxules and guidelines for the EFC system, certification of EFC constituents, monitoring

handling d

spnutes
r

The

major roles in a C-ITS organisatiohal architecture defined in [SO 17427-1 are out of the sdope

the

ITS servicerIn the case of EFC, it is the role that is responsible for the proper executiop of

the

for the-coordination, organisation and execution of the entire process. This may include|the

and

A.2.2 Functional operation

The Functional operation role is split into two sub-roles in ISO 17427-1. The first sub-role is Generic
functional operation and the other sub-role is Specific functional operation. The sub-role Generic functional
role is further split into three sub-roles that covers the functionality defined in this document. The sub-
role Specific functional operation is split into 10 sub-roles that are outside the scope of this document.

Figure A.2 shows the C-ITS roles, being part of the generic C-ITS organisational architecture, that are

covered by

34

this document.
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The role Content provider shall provide several types of content. This includes every type of data between
raw data and highly processed information. The main responsibilities of the Content provider are to
receive content requests, obtain content (data/information) and provide content (data/information).

Thd
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Figure A.2 — C-ITS roles covered by-this document

role Service provider shall provide the C-ITS service to.the Service recipient. The main resp
he Service provider are to receive service requests,select and operate the appropriate C-I
1est and receive content for service execution and provide the service to the Service reciy

role Service recipient shall request and receive the C-ITS service. The main responsibi
bice recipient are to subscribe to the serviee, request the service, receive the service a
for the service.

M a role point of view the followjng-mappings of the C-ITS and EFC roles apply:
The C-ITS role System operation is in principal equal to the EFC role interoperability man

The C-ITS role Generic Funetional operation covers the EFC roles toll service provider, toll ¢
user of the service.

The responsibilities’of the C-ITS role Content provider are shared between the EFC roles
provider, toll ctiarger, and user of the service. The three EFC roles are all responsible for th
of data/information that is needed for the provision of the EFC service.

The responsibilities of the C-ITS role Service provider are shared between the EFC roles
proyider, toll charger, and user of the service. The three EFC roles are in a C-ITS envi
responsible for providing C-ITS services.

pnsibilities
TS service,
ient.

ities of the
d possibly

nger.

harger, and

toll service
b provision

toll service
onment all

The responsibilities of the C-ITS role Service recipient are shared between the EFC roles
provider, toll charger, and user of the service. The three EFC roles are in a C-ITS envir
responsible for receiving C-ITS services.

toll service
onment all

It is important to note the difference between an ITS service and a C-ITS service. The EFC service is an
example on a service provided by an ITS application in intelligent transport systems. The C-ITS service
is a defined functionality to the system which requires a defined set of data as input, processes this
data and delivers a defined output (ISO 17427-1:2018).

Figure A.3 shows the mapping between the C-ITS roles defined in ISO 17427-1 and the roles identified in

this

document.
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Figure A.3 — Mapping of C-ITS and EF€roles

EFC services are described by interactions betweefiithe EFC specific roles and by the rgles’
generic funictional operation sub-roles defined in ISO 17427-T(service provider, service recipient, pnd
content pr¢vider). The additional functional operation sub-role of information sink, which is not present
in [SO 17447-1, has been defined in this document (see ZL).

In Clause 7
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Annex B
(informative)

Information schemata and basic information types

The
to ¢

The
Eac

Wh
des

General
=enera:

ODP model (ISO/IEC 10746-2 to -4) defines an architecture made of concepts, definition
pmbine them, which can be used as a framework to define any system.

ODP standard defines five viewpoints that as a whole allow for a completé’system sp
h viewpoint uses a specific language:

Enterprise viewpoint. The enterprise model of a system views the reles of various agen
defined in the system, and the environment “around” the system:lt-describes the rule
that apply to the various roles, and the activities that are perforined by the system. R
architecture, the enterprise model is fully exploited in this doéument.

Information viewpoint. The information viewpoint deals/with the information object]
schemata. In actuality, an information specification;will see a system from the per
information definition (which partis invariant, which.partis exchanged among system cq
in which way and by which flows information is egchanged).

Computational viewpoint. The computational viewpoint is the view of an applicatio
architect. Here, you will see a system as madé’of a set of interacting objects, which perforr
by exchanging data at interfaces. Interaction details (the mechanisms, the coding tech
system functions that are used to perform interactions) are not considered under this vi
the same way as, e.g. disk access drivers are not seen by an application programmer.

Engineering viewpoint. The engineering viewpoint is the system engineer persp
system. Here, operating system details and supporting functions and protocols are cons
for example security, data transfer, physical distribution of applications or the like. This
is the typical perspective’of the deployment of a real system, and, as such, is the less prob
to be viewed in a standard.

Technology viewpoint. The technology viewpoint describes the physical objects in the
terms of their characteristics. This includes, e.g. the standards that are used for the impls¢
of the system.

le most of the body of this document deals with the Enterprise and the Computational
cription of the EFC architecture, and partly with a Technology viewpoint description,

give

sasuccinct Information viewpoint description.

s and rules

pcification.

ks (objects)
5 (policies)
or the EFC

s and their
Epective of
mponents,

h software
h functions
hiques, the
bwpoint, in

bctive of a
dered, like
viewpoint
able model

system, in
ementation

viewpoint
this Annex

B.2

Static schema

The following table synthesizes the information that is exchanged for the sole scope of tolling between
general roles as described in the action diagrams of Clause 7. Information exchanged is generally
indicated as classes of objects, which should be detailed in specific standards. Other information
exchanges, e.g. for compliance check or for enforcement, are not dealt with in this clause.

For each valid intersection, the classes of information that are exchanged between the two roles are
named. It has to be noted that the same class exchanged between different roles does not necessarily
represent an identical physical information exchange, e.g. the “administrative info” exchanged between
the user and the toll charger belongs to the same class of the “administrative info” exchanged between
the user and the toll service provider, although the actual data contents may be different (one more
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detailed than the other one, for example). Information classes and their specializations are described

later in this document.

Table B.1 — Classes of information exchanges

Toll Service

Provider User Toll charger |Interoperability manager
. . invoices contract |administrative . .
Toll service provider . operational info
setup info

administrative info
User

CONMTract agreement
Toll charger transit info operational info
Interopergbility regulations regulations regulations
Manager
The static $chema synthesized by the previous table can be represented by the diagrdmin Figure B|1.

Operatignal info

The related information objects to be exchanged if actors are physically or organisationally separz:
ed-in the following clauses.

are identif
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»
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%live info
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| Administrativeing "

Contract setup

Figure B.1 — Static schema of information exchanges

Toll Charger ]7

ted

B.3 Basic information objects

Among roles, information is exchanged in terms of classes of objects, which represent generalizations
and abstractions of the real information exchanges.

In terms of exchanged information objects, which are the only information objects within the scope of
this document, four basic classes are identified:

a) The EFC rules, as that class that contains permissions and obligations for the roles in the EFC
system, as well as terms of payment and user identification. This information class includes, but is
not limited to, the contractual data between the user and the toll service provider.
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