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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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1bed in the ISO/IEC Dlrectlves Part 1. In partlcular the dlfferent approval crlterla nee
Fent types of ISO documents should be noted. This document was drafted in acéorda
rial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

ded for the
ce with the

Attention is drawn to the possibility that some of the elements of this documérnt may be the subject of

patel

any

on th
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cons

For

expr

the

wwwy

it rights. ISO shall not be held responsible for identifying any or all suelf patent right
atent rights identified during the development of the document willbe in the Introdu
e [SO list of patent declarations received (see www.iso.org/patents);

!

frade name used in this document is information given for the-éonvenience of users 4
[itute an endorsement.

in explanation of the voluntary nature of standards;, the meaning of ISO specifig
bssions related to conformity assessment, as wellvas information about ISO's a
World Trade Organization (WTO) principles in‘“the Technical Barriers to Trade
.iso.org/iso/foreword.html.

This
Subc

This
revis

The

pmmittee SC 14, Space systems and operations.

ed.

ain changes are as follows;

pdating related standard documents such as AIAA, ECSS, MIL-STD and etc., consi

ew work has been accomplished over the past 10 years in this field within the US AIA
Particularly in space* there are many more orbiting transmitters and receivers explo
gpectrum for earth observation, communications etc.;

tthe inclusion,6f EMC flow chart to clarify timeline for EMC plan, design, analysis and tes
phase of project;

tthe <inClusion of technical requirements for multipaction, intermodulation and ¢

s. Details of
ction and/or

nd does not

terms and
Hherence to
(TBT), see

document was prepared by Technical \Committee ISO/TC 20, Aircraft and spdce vehicles,

second edition cancels and replacesthe first edition (ISO 14302:2002), which has been technically

dering with
A and ECSS.
ting the EM

t/evaluation

blectrostatic
ital devices,

i 1scharge with con51derat10n of changes of electromc equlpment W1th hlgher speed dig

updating of technical requirements, taking into account that equipment is still being
qualified by similarity to heritage specifications from the 80's.

qualified or

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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:2022(E)

ction

This document addresses the equipment-level requirements, verification and rationale of system-level
compatibility concerns used in the development and procurement of complete space systems.

This docum
— general
— specific

equipm

The equipm

This docun]

addressed

presented. H

ent includes requirements at all the following levels:
system requirements;

system requirements;

Fnt-level electromagnetic INterierence requirements.
ent-level requirements are summarized in Tables 1 and 2.

ent does not include detailed design requirements. Instead, engineering lissues f
luring execution of the electromagnetic compatibility (EMC) control' programmsg
lequirements in this document may be tailored based on contractual agreements.

This documlent references civilian equipment-level electromagnetic interferénge (EMI) test met

to minimizd

test limits.
operational

Annex A p
requiremen
advised in o

Vi

cost and allow the use of standard test methods. This document does not contain
[est limits should be developed based on the environmenty pewer quality definition
requirements.

resents the rationale behind each requirement/testitechnique, guidance for me
[s and test procedures where an acceptable reference is not available. Use of Annex
irder to allow for optimal tailoring of this documentfor individual programmes.

o be
are

hods
EMI
and

bting
| A is
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Space systems — Electromagnetic compatibility
requirements

1 Scope

This document contains a process to establish performance requirements for the purpose of ensuring

spac
to ag
spec
a spd
requ

hieve system-level EMC are identified herein, with guidance and rationale towar
fication conformance. The method for the derivation of typical equipment-level requir
ice-system-level requirement is illustrated. This document also aids in the-seléctio
rements for a specific mission (see Annex A).

2 Normative references

The
cons
unda

ISO 7

[EC 4
Elect

ISO 7
ECSS
Aero
Spac
3 r
3.1

For t
ISO 4
— 1

following documents are referred to in the text in such a way‘that some or all of t
fitutes requirements of this document. For dated references, only the edition cited
ted references, the latest edition of the referenced documeént (including any amendme

137:1995, Aircraft — Environmental conditions and testprocedures for airborne equipm

1000-4-2, Electromagnetic compatibility (EMC) —Part 4-2: Testing and measurement t
rostatic discharge immunity test

4637, Space systems — Electromagnetic intetference (EMI) test reporting requirements
-E-20-01A, Multipaction Design and Test

space Report No. TOR-2014-02198; Standard/Handbook for Multipactor Breakdown H
pcraft Components

[erms, definitions and abbreviated terms

Terms and definitions
he purposes©fthis document, the following terms and definitions apply.
nd IEC maintain terminology databases for use in standardization at the following adg

SOAQriline browsing platform: available at https://www.iso.org/obp

ed in order
s achieving
ments from
of tailored

heir content
applies. For
hts) applies.

ent

pchniques —

revention in

Iresses:

3.1.1
brea

EC Etectropediaavaitabte atittps//wwwetettropediaorg/

k-out box

non-flight piece of test support equipment that is connected in-line with a cable that accommodates
external connection (usually binding posts) of instrumentation or series/parallel test networks to the
wiring in that cable

©ISO
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3.1.2

complete space system

suite of equipment, subsystems, skills, and techniques capable of performing or supporting an
operational role

Note 1 to entry: A complete space system includes related facilities, equipment, subsystems, materials, services,
and personnel required for its operation to the degree that it can be considered self-sufficient within its

operational or support environment.

Note 2 to entry: The complete space system normally refers to the spacecraft or launch vehicle itself.

3.1.3

dead-facing

removal of power from a circuit prior to mating/de-mating of the circuit interface (usually to pfévent
arcing or inadvertent short circuits)

3.14

electromagnetic compatibility

EMC

ability of a|space equipment or system to function satisfactorily in its intended electromagpnetic
environmeﬂt without introducing intolerable electromagnetic disturbances to anything in|that
environment

3.1.5

electromagnetic interference

EMI

degradatior| of the performance of a space equipment (3.1.6), transmission, channel, or system cqused
by an electrpmagnetic disturbance

3.1.6

equipment

integrated st of parts, and components

Note 1 to entfy: An equipment accomplishes a specific function.

Note 2 to entfy: An equipment is self-contaified ‘and classified as such for the purposes of separate manufagture,
procurement], drawings, specification, sterage, issue, maintenance, or use.

SOURCE: ISQ 10795 3.93

3.1.7

faying surface

prepared c¢nductive surface of sufficient area and conductivity that, when joined under pregsure
contact, enspures a low.glectrical bond impedance for the required life of the connection

3.1.8

floating

status of a direlitisg e in

parallel with a c

apacity.

Note 1 to entry: In low frequency, the circuit is actually high impedance; it is not the case in HF considering the
parasitic capacitor. “Floating” is therefore to use for a frequency domain that it is then necessary to specify.

3.19
immunity

ability of a device, equipment (3.1.6), or system to perform without degradation in the presence of an
electromagnetic disturbance

© IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=e2941a34f7d7289d58a9f44b9b6698b9

1SO 14302:2022(E)

3.1.10

internal charging

phenomenon caused by penetration of high-energy electrons through spacecraft structures and/
or component walls so that these particles are incident on ungrounded metallic or dielectric internal
surfaces

3.1.11

line impedance stabilization network

LISN

network inserted in the supply mains lead of an apparatus to be tested which provides, in a given

frequency range, specified source or load impedance for the measurement of disturbance currents and
voltdges and which may 1solate the apparatus Irom the supply mains in that Irequency range

3.1.12
power quality requirement
requjrement developed for the space system that defines the conducted voltage and«current noise (from
load regulation, spikes, sags, etc.) the power user can expect

3.1.13
produring authority
agenfy or organization funding or administering a contract for the dévelopment of the spade system

3.1.14
radip frequency interference
RFI
degrhdation of the reception of a wanted signal caused by\a'radio frequency disturbance

3.1.15
safety margin
ratio| of circuit threshold of susceptibility (3.1.18) to induced circuit noise under worse-case expected
envifonmental conditions (intrasystem and.intersystem)

3.1.16
subsystem
set df interdependent elements ¢onstituted to achieve a given objective by performing| a specified
function, but that does not, on its\own, satisfy the customer's requirement

Note |1l to entry: Generally, a.piece of equipment is housed within a single enclosure, while a supsystem may
consifst of several interconnected units.

Note |2 to entry: ISO 10795 3.231, modified — Note 1 to entry added.

3.1.17
suscpptibility
corrgct operation of electrical equipment (3.1.6), referred to as the victim, in the presence df unplanned
electiromagnetic disturbances

Note 1 to entry: A victim 1s a component/subsystem that is susceptible to interference.

3.1.18

suppression

act of eliminating electromagnetic noise through the process of filtering, shielding, or other methods
that reduce the impact of noise on a system

3.2 Abbreviated terms

ACS attitude control system

BCI bulk current injection

©1S0 2022 - All rights reserved 3
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CDR

CE
CISPR
COTS
CS

DSO
EED
EGSE
EMCAB
EME
EMEVP
EMEVR
EMISM
ESD
EUT
FMEA
GEO

HF

ICD
LEO
Mil-Std
NASA
PDR
RDR
RE

RF

RFP
r.m.s.
RS
I.S.S.

SAE

critical design review

conducted emissions

International Special Committee on Radio Interference

commercial off-the-shelf
conducted susceptibility

digital storage oscilloscope

electro-explosive device

electrical ground support equipment
electromagnetic compatibility advisory board
electromagnetic environment
electromagnetic effects verification plan
electromagnetic effects verification report
electromagnetic interference safety margin
electrostatic discharge

equipment under test

failure mode effects analysis

seosynchronous Earth orbit

high frequency

interface control document

low Earth orbit

military standard

National Aerondutics and Space Administration
preliminary design review

requirements definition review

radiated emissions
radio frequency
request for proposal
root-mean-square
radiated susceptibility
root-sum-square

Society of Automotive Engineers

© IS0 2022 - All rights reserved
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SMPS switched mode power supply

TTL transistor-to-transistor logic

UHF ultrahigh frequency

VHF very high frequency

VLF very low frequency

4 Reguirements

4.1 | General system requirements

4.1.1 General

The gpace system shall be electromagnetically compatible among all equipment/subsystem

spac
phas|

4.1.2

4.1.2

The
on r

applicable contractual documents. The purposéZof the EMC programme is to ensure sp

level
An E
The
the |
prov
conty
for 3
requ

Whe

in th
projd

applicable.

NOTH
docu

e system and with the self-induced and defined external electrom@agretic environmel
es of its mission.

System-level EMC programme

.1 General

s within the
1t during all

procuring authority and prime contractor shdll establish an overall EMC programme based

bquirements of this document, the statement of work, space system specificatiorn

compatibility with minimum impact to.programme, cost, schedule, and operational
MC programme shall include EMC control documentation and an EMC advisory boaf
EMC staff responsible for these fungtions should be appropriate to the size and cq
rogramme. Typical programme milestones and their corresponding EMC data/deli
jded in Annex A (see Table A.1): Commercial space programmes having historically suq
‘ol and management programmes in place may submit documentation to the procuri
n alternate means of equipment-level conformance, providing that the system-ley
rements of this document are met.

h viewed from thé.perspective of a specific program or project context, the requirem
is document may’ be tailored to match the actual requirements of the particular
ct. Tailoringl@frequirements shall be undertaken in consultation with the procuring a

Tailoring is a process by which individual requirements or specifications, standards
nents ‘are evaluated and made applicable to a specific program or project by selection,

excef

, and other
ace-system-
capabilities.
d (EMCAB).
mplexity of
verables are
cessful EMC
hg authority
el interface

bnts defined
program or
rency where

and related
and in some

tional cases, modification and addition of requirements in the standards.

4.1.2.2 Electromagnetic compatibility advisory board

The EMCAB shall be responsible for timely and effective execution of the EMC programme under the
general project manager. The prime contractor or developer shall chair the EMCAB, with procuring
authority oversight. Other EMCAB members may invite associate contractors or developers and an
independent expert of a space engineering certification body. Procuring activities may waive this
requirement for systems that do not involve sufficient levels of integration to justify such a board;
then the prime contractor shall execute EMCAB functions. The EMCAB shall accomplish its duties and
document its activities mainly through the use of the system-level EMC documentation. It is also the
responsibility of the EMCAB to solve problems related to EMC as they arise.
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4.1.2.3 EMC programme

Details of the EMC programme shall be documented in the EMC control plan or other EMC contract
documentation. Initial releases shall document the mechanics of the EMC programme, including
basic design guidelines, while subsequent routine updates shall document programme progress. The
requirements and approach established by the prime contractor shall be in a contractual document. An
overall programmatic EMC program is shown in Figure 1. The contents of the EMC control plan or other
EMC contract documentation shall include, but not be limited to, the following:

a) EMC programme management is defined by:

1) respe

imunication, and control of design changes;

2) planning the EMC programme, consisting of:

iii)
iv)

3) pro
wit

facilities and personnel required for successful implementation of the EME programn

methods and procedures of accomplishing EMC design reviews and coerdination (W
the EMCAB, if applicable);

proposed charter;
details of the operation of the EMCAB, if needed;

pramme schedules, including integration of the EMC programme schedule and milest
hin th e programme development master schedule;

b) systemdlevel performance and design requirements, corsisting of:

1) def
haz
exp

nition of electromagnetic and related envifénments; including considerations relat
ards of electromagnetic radiation to fuels, humans, and explosive systems, such as ele
losive devices (EED's) (see 4.2.9), launch vehicles, interfacing vehicles, and launch

enviironment, including electronic equipment at the launch site area;

2) def

nition of critical circuits;

c) electro{explosive devices, consisting of:

1) appropriate EED EMC requirements;

2) des
3) ver

d) subsyst

gn techniques;
fication techuiques;

em/equipment EMI performance requirements and verification, consisting of:

1) allgcatien of design responses at system and subsystem/equipment levels as defined in
documeént;

1E;

ithin

ones

bd to
ctro-
site

this

2) allocated EMI performance at the equipment level, including tailored equipment-level
requirement of which the control plan is the vehicle for tailoring limits and test methods;

3) testresults from subsystem/equipment level EMI tests shall be summarized:

i)

any specification non-conformances judged to be acceptable shall be described in detail;

and analysis of the non-compliant conditions on overall EMC performance sha
provided as a part of the justifying rationale;

Il be
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ii) cost, mass, schedule, reliability, system operability, and other factors should also be

addressed;
e) EMC analysis:
1) by making predictions of intrasystem EMI/EMC based on expected or actual equipment/
subsystem EMI characteristics;
2) by designing solutions for predicted or actual interference situations using equipment-level
data as input, impedance coupling (conducted emissions), wire-to-wire, field-to-wire:
i) all coupling modes should be considered to determine or predict EMI safety margin
(EMISM) of intra-system EMI/EMC based on specified interface control document
(ICD) values or actual (waiver/deviation request) values of equipment/subsystem EMI
characteristics;
ii) design solutions should address what filtering, shielding, and grounding need fjo be applied
to achieve these predicted EMISM's;

f) 4pacecraft charging/discharging analysis;

g) 9gpace-system-level EMC verification consisting of an outline-af system-level EMC [verification
lan, including rationale for selection of critical circuits fgr safety margin demonsgtration, and
strumentation techniques for both critical and EED circifitand sensitization;

h) ethod of disposing waivers initial release and subsequent updates of the EMC contrpl plan shall
e prepared and submitted in accordance with contractual terms.

i)

o ) » . Components System Sylstem
Preliminary design Critical design manufacture/test ~assemble ¥ast
integration
EMC control EMC test/evaluation
plan document plan document Qualification
t acceptance |
Plan EMC EMC test plan
control test/evaluation |g
plan plan
m —
i
Interface Interface Wire harness
root evaluation céordinatio interface final
. PN Equi t it
Design/ |~ Eaupmenclavou (ST |ED apoutned
aAnAYSIS || operational mode EMC Component
analysis design
Critical point@nalysis improvement
detail RF interface
analysis
~ ~
Components Components | iComponents! iIntegration;\/[  System 7 “System
(EM) (PM /PFM environment—»  to ; iqualification;
Tdst / /FM) : test ] test EMC test i acceptance !
4 EMETFest i test—f—————————————————————————— sammphmgtest test
evaluation 'Tl o o test
Ditto | Ditto Test report
evaluation Test report evaluation Test report
Figure 1 — Overall programmatic EMC program
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4.1.3 Equipment/subsystem criticality categories

The EMCAB shall identify functional criticality for all equipment/subsystems. Functional criticality
categories include the following:

a) category I, safety critical:
EMI problems can result in loss of life and/or loss of space platform;
b) category II, mission critical:
EMI problems can result in injury, damage to space platform, mission abort or delay, or performance
degraddtion which unacceptably reduces mission effectiveness;
c) category IlI, non-critical:
EMI prgblems can result only in annoyance, minor discomfort, or loss of performance which|does
not rediice desired spacecraft effectiveness.
4.1.4 Safety margins
Design safety margins shall be established by the EMCAB for both criticalfunctions and EED circuits.
Design margins shall consider likely degradation modes of circuits and ¢ircuit protection methods|over

projected syl

acecraft lifetime.

4.2 Specific system requirements

4.2.1 Ext¢

The space sJ
not only self
sources, hig
determine t

4.2.2 Inty

The space sy
shall operat
remaining e

4.2.3 EM]

The prime

if required,

ernal electromagnetic environment

-induced but that due to external sources (intersystem EMI) such as other radio freqy
h-energy charged particles of spacé-environment or plasma effects. The EMCAB
he electromagnetic environmentbased on mission requirements.

asystem EMC

rstem shall not interferéwith key requirements of a subsystem. Each equipment/subsyj
e without performarnice) degradation during concurrent operation of any combination
quipment/subsystenis, subject to mission requirements.

control

stem shall operate without performance degradation in the electromagnetic environment,

ency
shall

stem
f the

contractor/shall be responsible for translating system-level EMC goals into equipnjent/
subsystem-level \EMI performance requirements. Test limits and test methods may be tai

with' procuring authority approval, to meet programme needs. EMI character

ored
stics

EMC

(emissions 3

nd an{‘npfihi]ify) shall be controlled to the extent necessary to ensure infrncycfpm

and compatibility with the predicted external electromagnetic environment. Equipment/subsystem-

level EMI pe

rformance requirements and test methods shall be in accordance with 4.3 and 5.3.

4.2.4 Grounding and wiring design

4.2.4.1 Grounding

A controlled ground reference concept shall be established for the space system prior to initial release
of the EMC control plan or other EMC contract documentation. Both power and signal returns and
references shall be considered. Impedance magnitudes of these connections over the affected signal
spectrum shall be considered in determining which kinds of power and signals may share common
paths (wire or structure). Resistance and inductance values for each element of the ground return
circuit architecture may be assigned; the common-mode voltages that develop at circuit reference
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points can then be computed. These computed values may be compared to conducted susceptibility
requirements for equipment.

For one architecture assumption, and knowing the noisy signals and EM environments, the computation
of the reported energies from sources to receivers should be performed at the system scale. The
architecture definition includes materials nature, grounding choices and harnesses locations. Then the
EMC objectives can be defined with the margins for all equipment under sources of the same level that
the ones considered with their shields in the computation.

4.2.4.2 Wiring

Wirifg, cable separation, shielding, and signal category design guidelines for the space syskem shall be

established. Pigtail shield connections shall not be used.

4.2.§ Electrical bonding

4.2.3.1 General

Elect
path
of pd
syste

4.2.5

If the
path
the 1
stan

4.2.5

To pr
shall
or pi
cond
grou
fault

4.2.5

Ante
shall
path

rical bonding measures shall be implemented for management.é6f)intentional elect
5 and control of voltage potentials to ensure required space system performance an
rsonnel. Bonding provisions shall be compatible with other requirements imposed d
m for corrosion control.

.2 Power current feeder and return paths

structure is used as the current return path, boriding provisions shall be provided so
5 of electrical power sources are such that the total direct current (d.c.) voltage drd
ower subsystem point of regulation and theelectrical loads are within applicable pd
lard tolerances.

.3 Shock and safety hazard

event shock hazards to personnel, all exposed conductive items subject to fault condit
be bonded as necessary toslimit potentials to prevent shock to personnel. In order td
ovide against accidental\discharge of fault current to ground through a conductor,
uctive items, which can'become charged due to an electrical fault condition, shall be b
nd subsystem. Bonding impedance shall be sufficiently low to ensure enough current
by tripping a cireuitprotection device.

.4 Antenna counterpoise

hna stedctures relying on a counterpoise connected to (or implemented on) the spa
have\an RF bond to structure such that RF currents flowing on the skin have a low
to-and through the counterpoise.

ical current
l protection
n the space

that current
ps between
wer quality

on charging
clear faults
all exposed
bnded to the
to clear the

cecraft skin
impedance

4.2.5.5 RF potentials

All electronic and electrical items, which can experience degraded operation or can degrade the
operation of other electronic or electrical items in response to external electromagnetic energy, shall
be bonded to the ground subsystem with a faying surface bond to present a low impedance at the
frequencies of interest. For composite materials, bonding shall be alternating current (a.c.) accomplished
at impedance levels consistent with the materials in use. Where vibration or thermal isolation is
required, bond straps may be used. The bond straps shall be as short as possible and maintain a low
inductance path. Bond straps should only be used as a last resort.
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4.2.5.6 Electrostatic discharge

Any isolated conducting items larger than 3 cm? shall be bonded to the ground subsystem in order to
avoid a differential build-up of charge that would result in an electrostatic discharge, unless it is shown
that there would not be enough charge build-up to cause a hazard. Refer to NASA-HDBK-4002A dated
03-03-2011 for further guidance.

4.2.5.7 Explosive atmosphere protection

Conducting elements in the vicinity of explosive and flammable materials shall be bonded to the
ground subsystem such that arcing or heat rise due to fault currents or lightning currents (either
directly applied or induced) is insufficient to cause ignition of the flammable substance. Tn, §pace

plasma env
Dead-facing
environmery

4.2.6 Ant

The space
subsystems
intersystem
intermoduld

4.2.7 Lightning

The space {
the mission|

ronments, fault currents may occur across pins of separated (exposed pins) connet
shall be employed before demating connectors in an explosive atmosphere and-ih-a pl
t of thrusters.

enna-to-antenna (RF) compatibility

tors.
hsma

system shall exhibit RF compatibility among all antennacconnected equipment/

This requirement is also applicable on an intersystem basisiwhen there is a req
interface. The RF compatibility analysis, if used in lieu of a test/shall include the effe
tion products.

ystem shall be protected against both direct and’indirect effects of lightning such
can be completed without degradation of performance after exposure to the ligh

hired
'ts of

that
ning

environment. Use test procedure [SO 7137:1995, 3.8 (Section 22) for demonstrating compatibility|with
the lightning indirect-effects environment and test pracedure ISO 7137:1995, 3.10 (Section 23) far the
direct-effects environment. Protection may be a cembination of operational avoidance of the lightning

environment and electrical overstress design techniques.

4.2.8 Spafecraft and electrostatic charging

4.2.8.1 Ge¢neral

The space gystem shall contreland dissipate build-up of electrostatic charges both from prelaunch
ground sougces and from onp=0rbit energetic plasma environments and effects of high-energy chqrged
particles to the extent necéssary to protect against personnel shock hazard, fuel ignition hazard, radio
frequency interference (RFI), and destruction of dielectric materials and electronic components due to

static disch4

4.2.8.2 Plasma‘generated/payload-induced differential charging/discharges

Plasma—indu%ﬂwﬁlwﬁmmmupon
the space system nominal performances shall be minimized to prevent such occurrences by design and
integration precautions. Because the elimination of all discharges cannot be guaranteed, the full system
shall be hardened and verified so that no malfunctions, degradation of performances, or deviation
from identified parameters beyond tolerances given by corresponding specifications occur when the

spacecraft is exposed to repetitive electrostatic arc-discharges representative of expected transient
phenomena.

Irge.

4.2.8.3 Internal charging

If the orbit parameters are such that the incident electron flux is high enough to cause internal charging,
hardening techniques shall be applied to minimize the charging of these surfaces, preventing them
from reaching the electrostatic discharge (ESD) discharging threshold.
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4.2.8.4 Charging of fluid lines

All pipes, tubes, and hoses that carry fluids shall have a method of discharging the fluid and its transport
system without producing arcs.

4.2.8.5 External wiring

Wire cables consist of individually shielded twisted pairs, triples, or quads. Braid shields shall cover the
twisted pair or twisted group rather than individual wires. Shields should not be used as an intentional
power or signal return conductor, except for coaxial cables, which handle RF signals. Pyro circuits
should be double shielded (20 dB to 40 dB of attenuation). Connector backshells are used. Individual
braid shields should be terminated to the connector using halo rings or equivalent. AIl c1ble bundles

shoulld have an overbraid RF shield (90 % or better coverage) with a 360 degree terniination into the
backshell on both ends. This ensures that the subsystem box Faraday cage is carriedfrom lpox to box at
the subsystem level.

All intersubsystem wires and wire shields should be isolated from each other-and from s
insulation providing not less than 2 MQ and not more than 100 M DC resistance. Inte
wiring should be assigned to cable bundles in the system wiring harnesses/in accordance w
of cifcuit, signal level, and noise susceptibility of the circuit. Outgoing-and return wires

tructure by
rsubsystem
ith the type
thould be of

equall length and routed together. The space vehicle should have five bundle classifications:

a) power;

b) quiet;

c) 1oisy;

d) pyrotechnic;

e) fadio frequency.

Wirg bundles within the system wiring- harnesses should be routed separately so ag to provide
electromagnetic isolation between wires in different bundles. Where bundles enter| a common
connector, the separation should be maintained until as close to the connector as possille. Transfer
impedance parameters shall be specified and characterized.

EMI designers shall analyse the families of signals used in the system to identify the hazard|of crosstalk
that they represent towards others. The role of the board is to establish a board that defines|the families

of signals that can be associated together in bundles or if a protection is necessary (shielding).

4.2.8.6 Enclosures

Encl
mini

sures_forall electronic equipment should be electrically conducting and should be
mize (electromagnetic propagation and pickup from external sources. Except for
pr-openings, outboard (external to bus structure or thermal blankets) electronic asse|

190 9% n]nr‘frlr‘n"v shielded sazith o p:\rad:\v cage The ann’rn nnn] for any enclosui

designed to
instrument
sens mblies need
to b e, including
penetrations, should be 40 dB at 10 GHz; a mlmmum 20 dB is requlred Comp051te enclosures should
have a conductive coating, such as electroless nickel, applied to all their surfaces for this purpose. The
provisions for installation should be such that there is a continuous, low-impedance path from the
conductive surfaces equipment enclosure to the basic structure of the space vehicle to permit bonding
of the equipment. The direct current resistance from enclosure to structure should not exceed 2,5 m(Q.
Mechanical discontinuities in the enclosure, such as covers, inspection plates, and joints, should be kept
to a minimum. A low-impedance (2,5 m{} or less) current path should be provided across the interface
of each discontinuity, leaving no nonconductive seams or joints at the mating edges, so as not to degrade
the electromagnetic shielding effectiveness of the enclosure.

EMC designers shall ensure that electronics casing shall be designed so as to reach performances of in-
case electromagnetic field which is less than electronics immunity threshold. The protection Shall be
adapted to reliability or to safety levels.
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4.2.9 Hazards of electromagnetic radiation

The space system shall be designed so that fuels, humans, explosive systems, and electronically
actuated thrusters are not exposed to unsafe levels of electromagnetic radiation. All four concerns shall
address the entire electromagnetic environment, including interference sources from possible external
transmitters.

4.2.10 Life cycle considerations

Electromagnetic environment (EME) protection designs shall include full consideration of life-cycle
aspects of the protection.

EXAMPLE Life cycle considerations include identification of protection components and processes,
reliability, mgintainability and serviceability, verification or inspection requirements.

Space systein protection shall include, but not be limited to, the following life-cycle considerations
a) Reliabiljty:

The EME protection scheme shall be at least as reliable as the equipment, er'subsystem it protects.
b) Maintainability:

The EME protection schemes shall either be accessible and majntainable or shall be designed to
survive|the design lifetime of the space system without manddatory maintenance or inspegtion.
Bonding, shielding, or other protection techniques, which.can be disconnected, unplugged, or
otherwise deactivated during maintenance shall be addressed in maintenance documentgtion,
including required actions to restore their effectiveness: Those protection schemes likely fo be
repairedl during the space system life cycle shall havetheir performance so specified that it can be

tested gr inspected as needed.
c) Serviceability:

On potgntially repairable systems, protection schemes shall be serviceable or replaceable without
degradgtion of the initial level of protection.

4.2.11 Exte¢rnal grounds

A method shall be implemented 61 space systems to permit connection of grounding cables for chharge
equalization prior to implementing other procedures or the application of power across the interfgce.

4.2.12 Spafecraft d.c. magnetic emissions

The spacecraft magnetic moment and resulting diurnal and secular disturbance torques shall be
limited to values with the control authority of the attitude control subsystem (ACS). Static and dynamic
magnetic fields\rom all spacecraft-generated sources shall not exceed the sensitivity level of the
spacecraft ihstrumentation

4.2.13 Electric propulsion systems

Electrical propulsion systems are becoming more commonplace in interplanetary systems. It is a high-
powered system that produces interference due high power, large strong magnets and high current coil
systems.

Utilization of electrical propulsion systems produces an issue for EMI, especially if science instruments
are included in a spacecraft package.

— The electrical propulsion systems produces noise that encompasses a broadband spectrum profile.

— The impacts of electrical propulsion systems on spacecraft equipment include the generation of
conductive noise and radiated noise.
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Since those noise can exceed general conducted and radiated emissions limits, it is necessary to

measure the noise generated by the electrical propulsion systems and evaluate and verify its effect

as EMC of the system.

4.3 Equipment-level EMI requirements

4.3.1 General

System-level EMC requirements shall be sub-allocated to equipment-level EMI requirements. Equipment-
level EMI requlrements shall be derlved for each space system development based on, but not limited

to, th

in ISD 7137 shall be used as default technlques Matrlces showmg equlpment level require
applicability, and the test procedure reference specification are provided in Tables 1 and
requjrements, which simulate effects of RF transmissions, shall utilize modulation sq

simullate actual spacecraft RF transmissions.

4.3.2

This|requirement shall apply to the electrical power subsystem only. Thé requirement is k

Power bus conducted interference, time and frequency domain, seurce induce

dures listed
ments, their
p. Immunity
hemes that

d

ased on the

poweér bus being loaded resistively. Power bus voltage ripple shall meet power quality requiirements at

all leyvels of loading. Consideration shall also be given to control of.conducted emissions for

of limiting power bus radiated emissions.

4.3.3

This[requirement shall be imposed on equipment/stubsystems operating from a power bus
shared with payloads. When developing the conducted emissions requirements, the sum

Power bus conducted interference, load induced; frequency domain

the purpose

that can be
of all load-

indu¢ed power bus voltage ripple shall meet power quality requirements. Differential and common

mod¢ ripple noise requirements shall be imposed on each equipment/subsystem such th
contribution from subsystems does not exceed the power quality specification. Conducted

shalljalso consider the RF radiated noiseleffects on victims such as receivers.

Table 1 — Equipment-level test applicability matrix (emissions)

at the noise
noise limits

Requirement/
e o R Test procedure | Alternate method
Test type vercllfalli:lasgon Applicability reference Mil-$td-46111]
Powgr bus conducted-inter- Ri?:g:ﬁg;f r
ferernce, time and ffeqtency 4.3.2/5.3.2 ower subsvs- Guidelinesin A.2.3.2 —
domain, source induced p y
tem
Power busieenducted interfer- (éi?t?olngg 1132)5 '(\?oZt
ence| loadvinduced, frequency 4.3.3/5.3.3 Required ool '5 K CE101 and CE102
domhin age ripple, 150 kHz to
30MH7Z)
Control of long duration load a Guidelines in
induced switching transients 434.2/5.34.2 | Case-by-case A.2.3.4.2 o
Control of fast load induced . Guidelines in
switching transients £.3.4.3/5.34.3 Required A.2.3.4.2 o
ggngr?rii)lr)()laed induced time 4.3.5/5.3.5 Case-by-case? | Guidelinesin A.2.3.5 —
Signal cable conducted inter- 1SO 7137:1995, 3.7
ference, frequency domain 13.6/53.6 Case-by-case? (Section 21.3b) o
A_ntenna connection port spu- 43.7/5.3.7 Required for Guidelines in A.2.3.7 o
rious emissions A antennas e

a  (Case-by-case means the procuring authority or EMCAB shall specify the applicability.
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Table 1 (continued)

sions

Requirement/
e . - Test procedure | Alternate method
Test type verification Applicability reference Mil-Std-4611]
clause
E/i[sr%?etlc field radiated emis- 4.3.8/5.3.8 Case-by-case? | Guidelinesin A.2.3.8 RE101
Radiated electric field emis- 439/5.3.9 Required ISO 7137:1995, 3.7 RE102

(Section 21.4)

a  Case-by-case means the procuring authority or EMCAB shall specify the applicability.

Table 2 — Equipment-level test applicability matrix (immunity)

Requirement/ I
Tast type verification Applicability Teite};:::lfg:re Allt\:ili{l;t;_;né'[lll]o d
clause
1SO 7137:1995, 3.4
Immunity tolaudio frequency 4.3.10/5.3.10 Reauired (Section 18) €s101
power-line ripple e q Guidelinesin
A.2.3.10
Immunity to|power-line . ISO 7137:4995, 3.3 .
switching transients 43.11/5.3.11 Required (Section 17)
Immunity to|the conducted )
effects of radiated electro- 4.312/5.3.12 Case-by-case? 89 713.7'1995’ 3.6 CS114
y (Section 20.4)
magnetic fields '
Guidelines in
Immunity tolaudio frequency | 4 313/5 313 Case-bjpcase? A.23.13 RS101
radiated magnetic fields : I1SO 7137:1995, 3.5
(Section 19.3.1)
Immunity to|radiated electro- . ISO 7137:1995, 3.6
magnetic fields 1.3.14/5.3.14 Required (Section 20.5) RS103
Immunity tojmagnetic fields IS0 7137:1995, 3.5
: y 8 : 4.3.15/5.8.15 Case-by-case? (Section 19.3.2 —
induced signfals to cabling and 19.3.4)
Control of anitenna port Depends on re-
immunity to|out-of-band 4.316/5.3.16 Receivers clziver tvpe —
interference yp
Immunity to|electrostatic 4317/5.3.17 Required or han- EC-61000-4-2 .
discharge T e dling procedure
a  Case-by-dase meansthée procuring authority or EMCAB shall specify the applicability.
4.3.4 Powerhbusload-induced switching transient emissions

4.3.4.1 General

Effects from two types of switching transients shall be controlled. These are long-duration transients
(of millisecond duration) and fast transients (of sub-millisecond duration).

4.3.4.2 Control of long-duration load-induced switching transients

Transient inrush current shall be limited so that the power subsystem is able to maintain voltage levels

within power quality specification tolerances.

14
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4.3.4.3 Control of fast load-induced switching transients

Switching transient envelopes shall be controlled so the power quality specification can provide
accurate envelopes of normal transients. Both magnitude and duration of turn-on, turn-off, and mode-
switching transients shall be controlled. Each transient can be evaluated separately unless they are
frequently repeating transients, in which case they are measured in the frequency domain.

4.3.5 Power bus load-induced time domain ripple

This requirement may be imposed in addition to 4.3.2. The envelope of time domain rms and/or peak-
to-peak ripple developed across the power source impedance by the test article shall be controlled so
the gqower quality specification provides an accurate accounting of Toad-induced effects.

4.3.4 Signal cable conducted interference, frequency domain

Cabl¢ bundle common mode current shall be controlled at mission-peculiar freguencies when needed
to avjoid interference with in-band receivers and other sensitive electronics.

4.3.77 Antenna connection port spurious emissions

Contfol of antenna port spurious emissions shall be imposed for antenna-antenna RF c¢mpatibility.
Wheh specifying limits and frequency ranges, the following issues shall be considered:

a) densitivity of possible victim receiver subsystems (receiver, transmission line, antenna) including
out-of-band response;

b) eéxclusion of transmit frequency and information<carrying modulation bandwidth (for tfansmitters,
fransceivers);

c) lhighest and lowest intentional frequency.used by space system receivers;

d) 4ntenna port attachments, gain/loss-characteristics.

4.3. Magnetic field radiated emissions

The &.c. magnetic field emissions shall be limited to levels that do not degrade operation of any part of
the space system. This is to prétect sensitive hardware, such as very low frequencies (VLF)|receivers or
low-frequency magnetic-field measuring experiments as well as other sensitive science instruments or
equipment operating athigh frequencies.

4.3.9 Radiated<electric field emissions

Radipted electric field emissions of any equipment/subsystems shall be controlled. Freqiiency bands
used| by, §pacecraft/payload receivers and launchers shall receive special emphasis. Additionally,
dld emission
7 se-ofintended-payload-sensitivity-threughreeeiver-bands. Limits
shall reflect possible victim receivers operationally required sensitivity, gain, direction, and location of
the victim's antenna.

4.3.10 Immunity to audio frequency power-line ripple

Equipment shall be immune to audio frequency ripple at levels allowed to exist by the governing power
quality specification and according to the conducted emissions levels. Appropriate margins shall be
applied between allowable bus ripple and equipment susceptibility.

4.3.11 Immunity to power-line switching transients

Equipment shall be immune to power bus load-induced switching transients, as identified in the power
quality specification.
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4.3.12 Immunity to the conducted effects of radiated electromagnetic fields

Equipment operating in a space system subjected to intentional RF transmission shall be immune

to common mode currents coupled onto equipment connected cables and power conductors.
requirement is only applicable in bands where intentional RF transmission is likely or expected.
requirement may be met by performing bulk current injection tests at frequencies up to 400 MHz.

4.3.13 Immunity to audio frequency radiated magnetic fields

This
This

Immunity to magnetic fields shall be controlled if there an a.c. magnetic field environments is generated

that can disturb the space system equipment.

4.3.14 Immunity to radiated electromagnetic fields

Equipment jmmunity to unintentional and intentional transmitted RF fields shall be controllg
the degree [necessary to ensure space-system-level EMC. Special emphasis shall beygiven to b
where spacg¢craft transmitters operate and in bands where transmitters external tothe space sy
illuminate it at sufficient intensity that immunity shall be controlled.

4.3.15 Immunity to magnetic fields induced signals to cabling

When high-@lensity cabling is used on a space system, induced signal susceptibility testing may be
to verify imEmnity from cable coupling. When used, the audio frequency magnetic field coupling
transient coupling shall be applied.

4.3.16 Conjtrol of antenna port immunity to out-of-band interference

Control of radio receiver response to out-of-band interfergnce shall be imposed. Responses to spu
signals, as well as cross and inter-modulation effects, shall be controlled.

4.3.17 Immunity to electrostatic discharge

An ESD confrol process for equipment immunity and personnel handling shall be implemented. A
levels of ESD qualification shall reflect:the entire life-cycle environment of the equipment, from
assembly through mission completion. Considerations for spacecraft charging are in 4.2.8.

4.3.18 Passive Intermodulation{PIM)

Space vehicle design shall.ensure that RF transmissions from on-board or external transmitters, {
incident on the platfornt,/do not result in unintentional signals as a result of PIM, which can inte
with on-boqrd receivers. Conformity shall be verified by system-level test, analysis, or a combin
thereof.

bd to
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stem
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r and

rious

ctual
final
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4.3.19 Multipaction

Space and launch vehicle equipment and subsystems shall be free of multipaction effects. Conformity
shall be verified by test using worst case VSWR using test methods from ECSS-E-20-01A or the United

States Standard Aerospace Report No. TOR-2014-02198.

5 Verification
5.1 General system requirements

5.1.1 General

The EMC programme management shall specify the organization, contractor, etc. that has overall
responsibility for ensuring that all requirements of this document are met. Specific tasks may be
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delegated to associate contractors via the EMCAB as necessary. Verification shall be accomplished by
qualification tests, analyses, inspections, and similarity, as appropriate, subject to procuring authority
approval.

5.1.2 System-level electromagnetic effects verification plan (EMEVP)

5.1.2.1 General

The prime contractor or developer shall prepare a space-system-level EMEVP that specifies in detail
the methodology to be employed for Ver1fy1ng each electromagnet1c effects requ1rement as well as
3 : , 3 S em-level EMC
dem( nstrat1on shall be prov1ded in th1s document Procurmg author1ty approval of the HEMEVP shall
precede start of qualification testing. EMEVP shall include, but not be limited to system=level verification
metHods and test conditions.

Verifiication plan should specify how electronics are tested. Indeed, simulations realized during
development on the basis of these hypotheses allow to have a reference. It.allows to analyse fast the
consgquence of no complaint.

It would be good to ask equipment manufacturer to supply electronic scheme of equivalent IfO interface.
These schemes would be integrated in simulations and would gjvé.the opportunity to we¢ll know the
EMC|behaviour of electric chains before final qualification.

5.1.2.2 System-level verification methods

The verification activity, if performed by test, can be split between the engineering model ajnd the flight
model, depending on the fidelity of the engineeringimodel and the degree of success of the [engineering
mod¢l test campaign. Elements of system verification shall include the methods, procedures, and
instrjumentation required to document the testresults.

5.1.2.3 Test conditions

Reqyired personnel shall be specified; including procuring authority, contractor, associat¢ contractor,
and quality control representatives. In addition, required test equipment shall be specifigd, including
a description of unique EMC(instrumentation for stimulating and measuring electrical, electronic,
and mechanical outputs of eguipment and subsystems to be monitored during the test programme,
including measured characteristics of any line impedance stabilization networks (LISN's) used for the
systeam-level test.

5.1.3 Electromaghnetic effects verification report (EMEVR)

The prime contractor or developer shall prepare an EMEVR. The EMEVR shall provide do¢umentation
dem;lzlnstrating that each requirement of this International Standard has been met. The [report shall

include-each separate test/test objective documented in the report. Test reporting shall be ir} accordance
withlIS@ 24637

NOTE A summary of results and pointers to reports of equipment-level verification is acceptable for lower-
level requirements.

5.1.4 Safety margin demonstration of critical/EED circuit

Safety margins that have not been previously determined by equipment-level test or analysis shall be
demonstrated at system-level integration, operating the space system suite of equipment/subsystems
in a manner simulating actual operations. Monitored circuits shall either be instrumented for direct
measurement of induced noise or activating signal-to-noise ratio shall be reduced by the safety margin
factor, whichever is technically correct and practical to implement. Safety margin demonstration for
something that is susceptible to a time domain circuit (including EED's) shall use time domain methods
to verify safety margins.
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fic system requirements

5.2.1 External electromagnetic environment

The space system shall be exposed to those external electromagnetic environments identified in
conformance to 4.2.1. When exposure of the space system is not feasible, an analysis of equipment and

subsystem-1

5.2.2

Intrasyste

evel test data may be performed to satisfy this requirement.

Intrasystem electromagnetic compatibility

compatibility shall be demonstrated by a suitable combination of test and analysis. All

equipment/
installed on

5.2.3 Eled

Prior verifig
supports tH
operation of

5.2.4 Gro

5.24.1 Gi

The systemj-
isolation de
system asse|

subsystems shall meet the requirements of its functional acceptance test procedui
the platform, prior to system-level EMC testing.

tromagnetic interference control

ation of equipment/subsystem performance in accordance with the fequirements d
e system-level test requirements. Mission-peculiar or specializedtest procedure
all matrix equipment shall be included to support test execution.

unding and wiring design

ounding

level electrical grounding and isolation shall be veFified with respect to the grounding
bign by a system-level grounding diagram (one-line diagrams are not sufficient) and t¢
mbly.

5.2.4.2 Wiring

Wiring cate
5.2.5 Elec

5.2.5.1 Gg¢

Conformang
appropriate
be verified

been implen

5.2.5.2 Pq

bory implementation shall be verifiéd by review of design and inspection.
trical bonding

tneral

e to electrical bonding requirements shall be verified by test, analysis, or inspecti
for the particularbonding provision. Compatibility with corrosion control techniques
by demonstration that the manufacturing processes that address corrosion control
nented.

ywer current feeder and return paths

Bonding for!
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r and
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n as
shall
have

nower currant nathe chall ho domanctratod thrauaoh analucic af oloctrical currant
PO e cu e Httpotho—Sha e e oSttt o o ugh oy 5o O Erectrroa—curer

aths,

electrical current levels and measurement of bonding resistance levels.

5.2.5.3 Shock and safety hazards

Bonding for shock/safety hazards shall be verified through test, analysis, and inspection as appropriate
for the particular application.

5.2.5.4 Antenna counterpoise

Bonding of an antenna counterpoise to structure shall be verified through test, analysis, and inspection
as appropriate for the particular application.

18

© IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=e2941a34f7d7289d58a9f44b9b6698b9

1SO 14302:2022(E)

5.2.5.5 RF potentials

Verification of milliohm-level bonds imposed for RFI control purposes shall be by special low a.c. voltage
output measured by milliohmmeters. Meter voltage output shall be a.c. in order to make an effective
measurement without disturbance from galvanic voltages. If only a d.c. meter is available, then two
measurements shall be made, with the second measurement having ohmmeter probes reversed from
the first measurement and both measurements shall be averaged to determine true bond resistance.
If the same bond path is used as a fault return path, it may be tested for that requirement using the
system-voltage, high-current ohmmeter, but only after low-voltage, low-current measurements have
been completed.

5.2.5.6 Static discharge

Bonding of discharge elements, thermal blankets, or metallic items requiring a bondfor stafic potential
equallization shall be verified by test at assembly into structure.

5.2.53.7 Explosive atmosphere protection

Bonding of conducting elements in the vicinity of possible explosiveZatmospheres shall be verified
by a|combination of analysis, test, and inspection. Dead-face designishall be verified by inspection of
drawings and control logic and by test as appropriate.

5.2.4 Antenna-to-antenna (RF) compatibility

An apalysis shall be prepared as part of the EMC control’plan which shall identify risk frequencies.
Thesge shall be checked to demonstrated compatible opétation. In general, each culprit and victim pair
shalll be operated in such a manner as to maximize‘likelihood of interference. This shall be subject,
howgver, to the restriction that operating modesare simulations of mission operations. Demonstration
that p victim receiver is compatible with the eulprit shall consist of the ability to receive jan intended
signgl at its low signal condition. Lack of intefmodulation interference shall be verified by a fombination
of anfalysis and test.

5.2.7 Lightning

Ligh§ning protection for both direct and indirect effects shall be verified by a suitable cofbination of
test, pnalysis and inspection\as appropriate.

5.2.8 Spacecraft andstatic charging

5.2.8.1 General

Adequate control of static charging effects shall be verified by test, analysis, or ingpection, as
apprppriate.

5.2.8.2 Plasma/payload-induced differential charging/discharges

Adequate control of induced differential charging/discharging effects shall be verified by a suitable
combination of test, analysis, and inspection as appropriate. Influence of discharging may be verified as
conductive susceptibility.

5.2.8.3 Internal charging

Adequate control of internal charging effects shall be verified by test, analysis, or inspection as
appropriate.
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5.2.8.4 Charging of fluid lines

Adequate control of charging on fluid lines shall be verified by showing the conductivity of the fluid, the

fluid lines, a

5.2.9 Haz

nd/or the additives is sufficient to prevent arcing.

ards of electromagnetic radiation

Safety with regard to RF effects fuels, human, explosive devices (including EED's), and flight/engine/
thruster controls shall be demonstrated by a suitable combination of test, analysis and inspection.

5.2.10 Life

cycle

System des
cycle requir
testability, 4
tools shall b

5.2.11 Ext{

Proper plad
inspection.

5.2.12 Spa

Conformand

5.3 Equipment-level EMI testing

gn features implemented for EMC purposes shall be inspected for conformance,t
ements for reliability, maintainability, and serviceability. Demonstrations of seryiceal
ind the ability to detect degradations shall be performed. Maintenance methodology
e identified in the EMEVR and appropriate maintenance publications.

brnal grounds

ement and marking of space system external ground provisions shall be verifie
Conformance to bonding requirements shall be verified by test:!

cecraft d.c. magnetic emissions

e to these requirements shall be demonstrated by a combination of analysis and test.

53.1 Ge

To the maximum extent possible, ISO 7137 test(procedures shall be used for verifying conforman

eral

b life
ility,
r and

d by

ce to

4.3.1t04.3.17. See Table 1 and Table 2 for specific ISO 7137 test procedure references. This is to minimize

test cost (

some cases,
cases, stand
are docume

equipment-iinder-test (EUT) test-distance for radiated emissions measurements, peak detection|

equipment &
meet this cr

Emissions t
bandwidth §
intermediat
bandwidth.

inimize procurement of test equipment not commonly available at EMI test facilitie
standard test procedures-inay be inappropriate for the EMC requirement. Also, in
ard EMI test methods do-not address space-related EMC issues. These special con
nted in 5.3.2 to 5.3.}7 Alternate standards may be used as long as the 1 m antenn

ire positioned orrasground plane similar to that of actual flight. Specifications that d
iterion shall bé reviewed by the procuring organization.

esting that Yequires sweeping a band of frequencies shall be controlled as to measure
nd sweep’speed or step size. Sweep speed shall be slow enough to fully charge the smj
e frequency bandpass filter, and step size shall be limited to one-half of the measure
Operation of the test article shall be considered in determining frequency sweep t

5). In
some
erns
a-to-

and
b not

ment
hllest
ment
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1 1 £ 1 £ : : 1 - £ - -
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to catch all possible emissions.

cans

Immunity testing that requires sweeping a band of frequencies shall be controlled as to number of test
frequencies and dwell time. If the equipment performs a cycle of operations, the noisiest cycle shall be
identified and operated for conducted emissions and radiated emissions frequency domain testing.

Test procedures for equipment-level testing shall be evaluated by the prime contractor.

When it is not possible to perform representative tests, it is necessary to be able to master the method
and conditions of these tests. By this way, if necessary, results can be extrapolated in any case.

Software sequences that allow to activate the equipment or the functional chain in configurations that
induce disturbances (noisy mode) or be in a position to be sensitive or quiet mode (EMC point of view
CEM) shall be included into the test plan.
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5.3.2 Power bus conducted interference, time and frequency domain, source induced

Power bus conducted interference, time and frequency domain, shall be verified by test. Time domain
voltage ripple shall be measured directly across a resistive load using an oscilloscope. Frequency
domain voltage ripple can be measured similarly (see Annex A). The oscilloscope bandwidth shall be
compatible with that called out in the power quality standard.

5.3.3 Power bus conducted interference, load induced, frequency domain

Power bus conducted interference, load induced, frequency domain shall be verified by test. The
requirement may be stated as a voltage and/or current ripple limit. A frequency domain line impedance

stabilization network is specified. The ISO 7137 LISN does not provide adequate controlat|frequencies
beloyv 150 kHz. When conducted emission control is exerted below 150 kHz, it shall) bg exclusively
currént control.

Beloy 150 kHz the bandwidth shall be less than 2 % of tuned frequency, exceptyery near dic. where the
bandwidth requirement is such that noise floor pollution by the local oscillatoris'controlled to a level at
least|6 dB below the specification limit.

5.3.4 Power bus load-induced switching transients

5.3.4.1 Applicability

Both|long-duration (drop due to current and resistance) and\fast inclusive drop due to change in current
with|respect to time voltage transient measurement techhiques are discussed in 5.3.4.2 to b.3.4.3.

5.34

Inru

5.34

Fast
less
cond
spac
trang
d.c.’]
impd
in Ax

.2 Control of long-duration load-induced switching transients

bh current shall be verified by test. Guidelines for measurement are provided in Annex

.3 Control of fast load-induced switching transients

load-induced switching transierits shall be verified by test. Voltage transient li
than 50 ps may be measureds with the same ISO 7137 LISN used for frequency don
ucted emissions measurements. If transient voltages longer than 50 ps are to be meag
e system unique source‘impedance model shall be constructed. In order to measure a
ient accurately from_onset to steady-state transition, the LISN impedance shall be
'he test set-up power source impedance across which the transient is dropped shal
dance of the expected system power bus wiring. The test set-up and procedural detail
nex A. Whenthe power switch is not contained within the EUT, the turn-off transient

mits lasting
hain voltage
ured, then a
ime domain
specified to

exceed the
5 are offered
data are for

inforimation only.
5.3.3 _Power bus load-induced time domain ripple
The powerbusteadinducedtimedomainrippleshall beverifiedbytest—Thedefasdtprocedure is

TSt o acTaurc P

shown in Annex A. If the bus is a.c. or a guaranteed source impedance over a wider frequency range is
necessary, then the Annex A simple approximation to a LISN shall be replaced by a LISN representative
of the actual power bus.

5.3.6 Signal cable conducted interference, frequency domain

Signal cable conducted interference, frequency domain shall be verified by test. Conformity to this
requirement shall be verified by placing an EMI current probe around each individual cable under test.
Alternate methods for verification can be used if agreement is reached with the procuring organization.
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5.3.7 Antenna connection port spurious emissions

Antenna connection port spurious emissions shall be verified by test. Whenever possible, conformance
shall be verified by direct coaxial/waveguide connection between the antenna port and an EMI meter.
Impedance mismatches shall be addressed by impedance transformers or matching networks; and
associated losses shall be accounted for. If a directly connected measurement cannot be affected; then
a two-antenna test shall be performed. In this case, the test article antenna shall be used, and receive
antennas shall as closely as possible simulate possible victim receivers.

5.3.8 Magnetic field radiated emissions

Low-frequefcy magnetic emissions shall be verified by test. Guidelines for this procedure-ale in
Annex A.

5.3.9 Radiated electric field emissions

>

Radiated elgctric field emissions shall be verified by test. Guidelines for this procedureare in Ann¢x

5.3.10 Immunity to audio frequency power-line ripple

>

Immunity tq audio frequency power-line ripple shall be verified by test. Guidelines are given in Anrjex

5.3.11 Immunity to power-line switching transients

Immunity t¢ power-line switching transients shall be verified by'test. Guidelines for this procedure are
in Annex A.

5.3.12 Immunity to the conducted effects of radiated’electromagnetic fields

Immunity o the conducted effects of radiated<electromagnetic fields shall be verified by [test.
Specificatiop-level currents/voltages shall be injected via bulk current injection (BCI) clamps, which
are describgd by their insertion loss versus frequency.

5.3.13 Imrhunity to audio frequency‘radiated magnetic fields

Immunity t¢ audio frequency radiated magnetic fields shall be verified by test. The preferred appioach
to conformdance demonstration-is_the Helmholtz coil. If the test article is large, a localized source of
magnetic fi¢ld (hand-held loop}’may be used. Both of these sources are calibrated in terms of [their
physical dinpensions and the,etrrent they carry. Guidelines for this procedure are in Annex A.

5.3.14 Immunity terddiated electromagnetic fields

Immunity tq radiated electromagnetic fields shall be verified by test.

5.3.15 Immunity to magnetic fields induced signals to cabling

Immunity to magnetic fields induced signals to cabling shall be verified by test.

5.3.16 Control of antenna port immunity to out-of-band interference

Control of antenna port immunity to out-of-band interference shall be verified by test. Verification
techniques depend strongly upon the type of receiver being qualified. Techniques shall be submitted in
the appropriate section of the EMC control plan prior to test start.

5.3.17 Immunity to electrostatic discharge

Immunity to electrostatic discharge shall be verified by test or controlled by the use of approved
handling procedures. Test methods shall be based on those specified in IEC 61000-4-2. Because
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ESD testing can cause catastrophic failure of test article (and even more insidiously, latent failures),
verification is only possible on engineering or prototype models, not the flight article. Guidelines for
this test procedure are contained in Annex A. Additional ESD test methods that can be referenced are in
the MIL-STD-461G CS117 and RTCA DO-160G Section 22, which are tests to see resistance to lightning
surges.
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Annex A
(informative)

Rationale behind requirements and tests

A.1 General

This annex J
test procedt

A.2 Ratic

A.2.1 Gen

A2.11 Ge

EMC impler
the design i

A2.12 Sy

A2.1.2.1 (

Typical prog

A2.1.2.2 1

The EMCAB
making of d

A2.1.2.3 1

More specif

a) subsyst

brovides requirement rationale, explanation, and/or guidance where necessary. Inadd

)nale for requirements

eral system requirements

neral

hentation should have emphasis in the design phase a@f)a’programme rather than

stem-level EMC programme

Feneral

ramme milestones and corresponding EMC data/deliverables are shown in Table A.1.

lectromagnetic compatibility.advisory board

is established to report directly to the programme manager. This provides efficient deg
bsign trade-offs that affeet other engineering disciplines.

EMC programme
c details of the-contents of the EMC programme and EMC control plan are as follows:
em/equipment EMI performance requirements and verification:

brifig should consider, as a minimum:

tion,

ires are provided where applicable reference test procedures are not available etcomjplete.

after

s complete. System-level documentation, such as EMG:control plans, aids in the techinical
management of the EMC programme.

ision

radiated electromagnetic environment from on-board/external transmitters;

antenna-connected electronics sensitivity levels;

iii) assignment of power quality voltage ripple limits among space system electrical/electronic

loads;

safety-critical circuit identification;

explosive devices (EED);

1) EED requirements;

1) tail
i)
ii)
1)
b) electro-
i)
24
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ii) other appropriate requirements;
2) design techniques;
i) wiring (including shielding and shield termination);
ii) power, circuitry, signal integrity;
iii) static discharge;

iv) safety margins;

O]

1) safety margin demonstration;
1) requirement;

3) testtechniques.

Initigl release and subsequent updates should be prepared and submitted in accordance with
contractual terms. Normally, the EMC control plan is not finalised uhtil procurement is fomplete. In
somg institutions, however, the control plan is a management document that is finalized|early in the
programme and a design analysis report or other EMC documentation is used for EMC implementation.

A.2.1.3 Equipment/subsystem criticality categories

Progframme failure mode effects analysis (FMEA), whicliis normally produced in the safety organization,
may pe used to identify equipment/subsystem criticality. The criticality category definitions may vary
depending on the safety organization.

A.2.1.4 Safety margins

Safefy margins have traditionally beén-invoked to account for variability in system hardware and
unceftainties in verification techniqués. Hardware variability is not an important factop at present
sincg systems are acquired in very small quantities. However, space system lifetime degrddation is an
impdrtant factor in variability-sifice maintenance and repair, either routine or emergendy, are more
lex and expensive. Safety margin establishment should consider circuit and circuit protection
e degradation.

EXANPLE Many space programmes require a 20 dB safety margin between the induced noise in an EED and

shield termination can easily negate the entire margin. It can be desirable to demonstrate g lower safety
margfin with an-afrtificially degraded shield termination (pigtail instead of 360° peripheral termlination). The
tradifionally iised margin for non-EED safety critical circuits is 6 dB.

An ekample of a circuit threshold of susceptibility is a transistor-to-transistor logic (TTL) circuit that
may have logic “1” levels of 2,5 Vto 5V, and logic “0” levels from 0 Vto 1 V. A 6 dB safety margin implies
a 0,5 V limit for induced noise for logic “0” level.

A.2.2 Specific system requirements

A.2.2.1 External electromagnetic environment

Environments that the EMCAB should consider are ground-based RF transmitters, RF transmissions
from other spacecraft, plasma (including geomagnetic storms), and electromagnetic effects due to
travelling through the Earth's magnetic field.
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Table A.1 — Programmatic guidelines for EMC design

Programme milestone-

sa EMC data/deliverables

— Define EMC performance specifications.

Request for proposal — Define system interface requirements.

(RFP) issue — Define known operational environments.

— Establish EMCAB (contractors are included when contract begins).

— Define system-level EMC requirements

— Define power distribution system requirements.

— Define conducted emissions and radiated emissions equipment-leyvel
Requirements definition requirements.

review (RDR)
— Define conducted and radiated susceptibility equipment-leveltequirements|
— Define system-level verification methods for margin demenstration.

— Define preliminary power distribution and grounding/isolation architecturg.

— Complete EMI environmental study-radiated and conducted requirements i
ICD's.

—

— Present power distribution and groundingy/isolation architecture drawing.
— Define power conditioning (power.eonverter) physical locations.
— Define all loads and locations of§ingle point grounds.

—  Submit first EMC control plan or EMC contract documentation identifying EMC
control techniques.

— Assign the cable déesign engineering function and responsibility for box/sysfem
Preliminary|design interconnect issues.
review (PDR
— Breadboardtest results for power line conducted emissions — need not pasfs

but definesAfiltering needs.

— Identify items of risk.

—_‘Pefine connector layouts/power wiring and signal routing/shielding
considerations.

— Describe proposed commercial off-the-shelf (COTS) use (if any).

— Identify transient suppression locations.

— Identify electrostatic charging approach/issues.

— Review of engineering model test data.

— Perform verification of ICD requirements.

Critical design review

(CDR) — Submit revised EMC control plan.

— Provide closure list of EMC outstanding issues.

— Define system tests or demonstrations for system EMC assurance.

Flight hardware delivery| Supportas required.

and test

— Implement the waiver process as needed.

a  Programmatic milestones may change depending on programme structure.
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Table A.1 (continued)

Programme milestone-

et EMC data/deliverables

First flight article sys-
tems tests

Review flight unit test data.
Perform EMC conformity verification.

Resolve conformity verification discrepancies with project.

Review need for update in final EMC control plan.

a

Programmatic milestones may change depending on programme structure.

A.2.2
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A.2.2

.2 Intrasystem electromagnetic compatibility

bment/subsystems that are not operated concurrently may be exempted front this reqy
iple would be co-channel operation of two radios, one in transmit mode addyone in rec

.3 Electromagnetic interference control

general and comprehensive EMI controls are of necessity.‘a collection of the
rements drawn from a large and varied user community. As such, applicability to a
t requirements on space system effectiveness, cost, mass, and schedule should be cons

4 Grounding and wiring design

A controlled grounding concept is of critical importahCein cost-effectively achieving syster]

Such
for t]
cond
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At a
EMI
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cont]
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unm

A.2.2

A.2.2
SAE

A.2.2

issues as the use of space system structure for'current return or the use of a wire retu
e possibility of twisted feeder and return)t@nd the wiring configuration for single-e
uctor and balanced signals have a strong-bearing on the interference control techn
m-level practices should be established-prior to inception of the equipment EMC des
more detailed level, the EMCAB shotild decide reasonable trade-offs between circui
immunity concerns, and wiring protection techniques such as twisting, shielding, f
Fation. Cable separation and ‘signal grouping requirements/strategies are a part
‘ol plan. Low-level and/orshigh-impedance signals may require hardening/buffer
transmission over cable\interfaces. See NASA Handbook 4001[3] for additional inf
hnned spacecraft grounding.

.5 Electrical honding

.5.1 General

ARP 1870[4] or NASA-STD-4003[15] may be used as a guide for bonding techniques.

irement. An
bive mode.

ost severe

Id impact of

dered.

n-level EMC.
rn (allowing
nded, multi-
ques. These
ign process.
L sensitivity,
Itering, and
of the EMC
ng prior to
rmation on

.5.2 Power current feeder and return paths

When structure is used as the current return path, consideration should be given to the need for a
mission-unique LISN.

A.2.2.5.3 Shock and safety hazard

Typically, to prevent shock hazards, potential between equipment and the ground subsystem should be

limit

ed to 30 Vd.c.or 10 Va.c. (rm.s.).

An example of an unintentional ground can be personnel making a ground connection to equipment via
a metallic hand tool. Possible arcing and high current flow can result in a safety problem unrelated to
shock hazard. Attention should be paid to charged battery systems and illuminated solar arrays.
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A.2.2.5.4 Antenna counterpoise

A low-impedance bond on an antenna counterpoise prevents spacecraft structure RF currents from
inducing noise potentials across the counterpoise. An example of how this requirement applies is a
spacecraft skin about a quarter-wave stub antenna working against the skin, but this requirement does

not apply to

antenna elements separate from spacecraft skin, such as a horn-fed microwave dish.

A.2.2.5.5 RF potentials

The traditional value used for a workmanship check on a faying surface bond is 2,5 m( between
metallic surfaces. The purpose of this requirement is to facilitate termination of cable shields and filter

line-to-ground shunt elements. Nevertheless, for the RF impedance, inductance plays a major rol
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In order to

oss a bond strap should be taken into account by physical geometry design.

esign criterion for bond straps is to have no greater than a 5:1 length-to-width ratio.

ptatic discharge

veral reasons for avoiding electrostatic discharges:

nt an ignition source in an explosive atmosphere;

RFIto high frequency (HF)/very high frequency (VHF)/military ultrahigh frequency (
7 to 400 MHz radios;

hzard.

is no credible hazard or no risk to the mission-that can result from an ESD, this require
bd.

xplosive atmosphere protection

is necessary when sufficient current flows in a circuit that a demating can resultin a s
energy to ignite an explosive atmosphere. Traditionally, such calculations have tend
ervative, using 10 dB or 20\dB safety margins.

tenna-to-antenna (RF) compatibility

of an intersystentinterface is a launch vehicle docking with an orbiting space station.

phtning

portion of t

minimize the impact of programme cost and mass, consideration should be given t
e-mission profile during which lightning activity is possible, protection schemes bas¢

e. RF

JHF)

nt damage to spacecraft structure and ESD-sensitive.electronics, and to prevent pers¢nnel

ment

park

d to

b the
bd on

ground-base¢dprotection and the extent of launch window available

A228 Sp

acecraft and static charging

A.2.2.8.1 General

A protection plan for spacecraft charging should include:

a) developing design guidelines with the purpose of reducing or eliminating the detrimental effects
attributed to spacecraft charging;

b) performing computer analyses to model the charging level of the spacecraft and to determine how
spacecraft-charging related effects can interfere with mission goals and objectives.
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Animportant aspect of this plan is to establish the appropriate electron environments for the particular
satellite orbit and the phase of the solar cycle. See NASA Reference Publication 1396[2] for additional
information.

A.2.2.8.2 Plasma/payload-induced differential charging/discharges

In some regions of space, there are energetic plasma environments, of which the electron content is the
driver for space charging. The charging can occur on the surface for electron energies of 0 keV to 20 keV,
with resultant discharges. NASA TP-2361[¢] discusses this surface charging. See NASA-HDBK-4006[17]

for additional information.
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.8.3 Internal charging

cing can occur on interior parts of the space system if the electron energies are abg
fional grounding and/or shielding may be required typically for cables, circuit bo
tion shields, if located outside the space system structure and/or separatéd;by space ¢
in equivalent aluminium cover and/or used as uncovered boards containing electrd
|ASA Handbook 4002[Z] for additional information (NASA-HDBK-4002A dated 03-03-2

.9 Hazards of electromagnetic radiation

C95.1[8]1 may be used as a reference for human exposure theymal concerns. ISO 26871
eference for explosive system designs.

.10 Life cycle

equipment/subsystem/space system performiance should be no worse off with a
ection scheme than with no EME protection@cheme at all. This implies that line-to-grq
elements fail open, and in-line (series) filter elements fail short. Software filtering, wh
plement, is preferable to passive filterihig'or can be used in addition to passive filtering
uation requirements, increase reliability, or a combination of both.

'retrievable systems, such as geosynchronous satellites or planetary probes, lifetime d
nsidered since maintenance is not an option.

.11 External grounds

ce equalization ,is. necessary when mating separate parts of a space system or w
Fate space systems. A typical resistance used for the initial contact with structures ig
pace system(s-10 k(1 to limit current in the electrostatic discharge between the attach
ontacting.structure. Grounding jack bonds to space system structure should be built
rmancé for the life of the space system.

.12 Spacecraft d.c. magnetic emissions
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A.2.2.12.1 General

The space vehicle magnetic moment is used to determine the impact of the space vehicle on two main
areas:

— the attitude control system (ACS);

— the magnetic sensors in scientific payloads.

The ACS effort required to balance this effect, thus the torque about the centre of gravity, should be the
most important parameter.

Functionally, the space vehicle may be using a magnetic sensor either as part of the ACS or as part of its
payload; thus, the field intensity at that sensor location should be the most important parameter. The
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ACS sensors are not as critical in terms of an accurate value being required and the scientific payloads
are more critical as the magnetic content of the spacecraft can de-sensitize the mission.

The first activity is to identify the critical design requirements, i.e. whether it is for ACS torque budget
or for magnetic cleanliness due to on-board sensitivity.

A.2.2.12.2 ACS budget reasons

Perform the

following:

a) make a magnetic budget based on major equipment;

b) assign 4 general magnetic moment requirement to equipment, categorizing it by type.
EXAMPLE Permanent magnets inside, standard electronic equipment or inherent large Current| loop
topology.
A.2.2.12.3 §ensor reasons
Perform the| following:
a) calculate the maximum allowable disturbance at its location from known sensor constraints (which
becomep the overall space vehicle requirement);
b) assign gquipment level requirements according to the same categories as a), ensuring every ujit is
specificplly called out;
c) adoptajmagnetic cleanliness programme and if very low(nagnetic content is essential
1) enspre no “perm-up” of space vehicle or components during manufacture or integration,
2) use|nonmagnetic materials in as many compwenents as possible, and
3) use|tools made of non-ferrous material‘or demagnetize them before use.
A.2.2.12.4 Magnetic dipole typical values
The magnetjc dipole moment of the Spacecraft should be less than 30 A-m? at the beginning of life fpr all
nominal corlfigurations.
A.2.2.12.5 $pecific cases and'tailoring
A.2.2.12.5.] Depending on the attitude control actuators and the altitude of the spacecraft] the
maximum vhlue of thagnetic dipole momentum may be tailored. The value of 30 A-m2 is a common yalue
both for geqsynchironous Earth orbit (GEO) and low Earth orbit (LEO) orbits. The requirement should
be tailored (]or out-of-magnetosphere probes in the interplanetary magnetic field intensity (H-field).

A.2.2.12.5.2 For magnetic systems such as magnetic unloading systems with magnetic moment
exceeding 30 A-m?, the issues of torque balance determination should be especially analysed.

A.2.2.12.5.3 For spacecraft on equatorial orbits with a north-south stabilized axis, which is the general
case for geosynchronous spacecraft, the requirement applies only for the projection of the momentum
on the equatorial plan, fixed in spacecraft axis.

A.2.2.12.5.4 For geosynchronous 3-axis stabilized spacecraft, the solar array magnetic torque has
a null mean in a 24-h period in spacecraft axis. The contribution of the solar array may be specified
separately; and the general requirement can be written as:

— Solar array: 20 A-m?
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— Spacecraft structure: 10 A-m?2

A.2.2.12.5.5For electrical propulsion, some electrical thrusters use electromagnets with high-level
magnetic momentum during firing. The magnetic component of the resultant parasitic torque due to the
electrical propulsion can be neglected with respect to other components (misalignment, for example).
Therefore, the general requirement does not apply in this configuration. Magnetic compatibility
between torquers and sensitive equipment should be analysed.

A.2.2.12.5.6 For magnetic torquers for attitude control, the general requirement does not apply when
magnetlc torquers used for magnetlc control are in the "ON state" Magnetlc compatlblllty between

torquer v y An H-field
requ rement for sensitive equipment should be deflned after system analysis.
A.2.2.12.5.7 Fields at nearby hardware may be as much as 0,2 mT to 0,5 mT whemcufrent s applied to

torqyier bars with a moment of 30 A-mZ2. Care should be taken to decrease the stray magnetic field from

such|torquers during design.

A.2.3 Equipment-level EMI requirements

A.2.3.1 General

F equipment-level EMI requirements are customarily spetified in the frequency domain| The reason
nis is that frequency-tunable electronics are most commonly the victims of EMI. Employment of
he system's

Manj
for t
stringent frequency domain equipment-level EMI requiréments should closely match t
intenjtional electromagnetic spectrum usage.

The bst-effective

EMC

failoring of intelligent system/mission-specific requirements is the backbone of a c
programme.

Usuallly tailoring implies taking exception to some portion of a suite of traditional requijements. For

mult

EMI

for the space system suite of equipment is that future missions cannot be foreseen during
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extended periods. Finally, a@fobust EMC design of a space system allows maximum relax

requ

For
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controls to the space system pracurement. The reason for the more stringent set of r¢
irement process. It is sensible to build maximum flexibility into a space system tha

rements levied on payloads that the space system carries.

$pace systems, it.is"the very act of levying an equipment-level EMI performance 1

penerates costand schedule impact, not the actual type of limit (commercial or milit]
1se in a singl€ item procurement, all expense and time are in design and conformance
bl cost of parts procured for the purpose of conforming to requirements is negligible

ple mission or reusable space vehicles, the process should be to apply the entire set of

all possible
pquirements
the original
[ is used for
htion of EMI

equirement
ary). This is
verification.
ompared to

the design/eenformance verification.

Ther fective than
milit military or
aerospace equipment. This is a totally invalid comparison. Commercial equipment costs less because
of sales volume relative to smaller military/aerospace procurements. Engineering design is optimized
to reduce recurring costs when designing for large production runs. Small procurements cannot afford
nonrecurring costs of a design optimized for low recurring costs. The only way to take advantage of
low commercial costs is to buy a purely commercial item in which nonrecurring, engineering costs have
been spread over thousands of articles. As soon as a special requirement is levied on the commercial
article, cost savings are lost. In the same manner, when procuring a new single item procurement, it
is the number, not the type, of EMI requirements levied, which determine the cost. The cost-effective
approach is to levy only those requirements absolutely necessary.

ecis 'a common misconception that levying commercial standards is more cost ef
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These modulation schemes, required in ISO 7137, are consistent with test equipment capabilities and
are applicable to audio, video, radar, and many information links. When testing flight or engine controls,
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or other critical subsystems with small physical bandwidths of operation, the 1 kHz modulation should
be augmented by another lower frequency square wave modulation within the test article's bandwidth.

A.2.3.2 Power bus conducted interference, time and frequency domain, source induced

The power source designer does not normally know the exact filter characteristics, capacitor and
inductor values, of the power loads; therefore, the assumption is made for the voltage ripple requirement
that the power bus is loaded resistively. Resistive loading should allow the full rated current of the
power source to be demonstrated.

Electronics tunable over the range of VLF to HF that are included in the space system or, in the case of a
reusable spdce system power bus, can at any time be included in a payload, should have stringent rfipple
control thrdqugh the HF band. Conducted emissions are typically controlled below HF and somefimes
into a portign of the VHF band.

A.2.3.3 Pdgwer bus conducted interference, load-induced, frequency domain

The total of
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is an important consideration for a space system whose power subsystem relies on
other current limited-source. The second effect, termed a fast transient, is due not t
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limits should consider the power source stored energy capacity, its capability to supply transient
current in excess of its steady-state maximum. This determines magnitude and duration of the inrush
current limit. Figure A.1 illustrates a sample limit. Transient current limits are normalized to steady-
state current draw. The curve is often approximated by a stair-step to ease conformance verification.
Inrush current is measured from a stiff source; i.e. one in which voltage across the power source does
not drop significantly when energizing the test article. Therefore, the test power source should not
simulate the space system power subsystem. The point of the requirement is to control and measure
the test article transient current with the power bus voltage kept constant in order to calculate the test
article load characteristics during the inrush event.
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Figure A.1 — Transient inrush current sample limit
A.2.3.4.3 Control of fast load-induced switching transients

The limit for fast load-induced.switching transients should be set such that low-power loadls may meet
the Ilmit without the use of@ soft-start switch. The limit is a trade-off between requiring a soft-start
swit¢h and requiring largesamounts of energy storage in victim power supplies. The test set-up power
sourfe impedance acrgss,which the transient is dropped should exceed the impedance [of expected
system power bus wiring. Turn-off transients should be limited only in magnitude. The turn-off
trangient waveforih is solely a function of source impedance and time rate of change of the switched
current. The designer has no other recourse to passing the test besides limiting the swit¢h rise-time.
If the¢ switch4s)external to equipment, the designer has no means to meet the requiremgnt, and the
EMCAB should be careful about levying a reasonable requirement that does not generate numerous
waiver requests. For a structure return bus, the inductance is on the order of 1 uH/m, whereas for
an aboveground return, the inductance is less than 300 nH/m. Usually a value of 50 ( is psed for the
LISN inductor bypass resistance in order to model high-frequency transmission Iine characteristics of a
power bus. Transient durations of longer than 50 ps are typically measured against a current limit, for
the same reason that steady-state conducted emissions are specified as a current below 10 kHz. Voltage
control longer than 50 ps requires a programme-specific bus impedance simulation.

The criteria commonly used to identify frequently repeating transients are transients > 10/s.

A.2.3.5 Power bus load-induced time domain ripple

True r.m.s. ripple should be controlled to a level defined by the power quality ripple limit multiplied by
the ratio of test article load current divided by total power source available current. The measurement
instrument, preferably a digital storage oscilloscope with true r.m.s. capability, bandwidth should match
that of the power quality specification when it states a certain ripple voltage with a specified bandwidth.
Specified bandwidth corresponds to digital storage oscilloscope (DSO) effective repetitive bandwidth.
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The DSO single-shot bandwidth should be able to capture a 100 ns waveform. If the equipment under
test operates off an a.c. bus, then some means of nulling or reducing the power frequency waveform is
necessary.

Another reason for performing this test is to verify stability of power bus with the equipment interface.
Switched mode power supplies (SMPS's), which are common on space system power buses, draw a
current waveform spectrum that occupies a band at which the power bus is a high impedance. If an
adequate local low-impedance voltage source is not provided by the SMPS designer, large voltage

oscillations

A.2.3.6 Si

across the power source may occur.
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required sensitivity. Limits should also reflect the equipment proximity to the victim. If the space

system is su

a)

ch that

enclosure,
b) all antennas are mounted externally, and
c) shielded transmission lines connect internal receivers to bulkhead-mounted RF connectors,

there exists a clearly defined electromagnetic environment inside and outside of a shielded

then radiated emission limits imposed on internal equipment should reflect shielding/shading expected
from the space system enclosure.
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This limit is relaxed from the limit on externally installed equipment mounted in immediate proximity
to victim antennas or unshielded transmission lines. If a space system contains a broadband source
(ion thruster for example), care should be taken to characterize the noise over the bandwidth of the
communications receiver bandpass. Internal use of a wireless intercom would necessitate a more
stringent internal than external radiated emission limit in the band occupied by that transceiver
subsystem.

A.2.3.10 Immunity to audio frequency power-line ripple

The purpose of this requirement is to evaluate immunity of equipment to audio frequency power-
line ripple. RF ripple immunity is evaluated using bulk current injection on power and signal lines as

spec
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.11 Immunity to power-line switching transients
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Figure A.2 — Switching transient envelopes on a 28 V d.c. bus

A.2.3.12 Immunity to the conducted effects of radiated electromagnetic fields

The coupled current liniit may be computed from a knowledge of the field intensity, cable lepgth,
cable heightj above the)ground plan and termination impedance. For the configuration assumed ynder
ISO 7137, the limiti§1,5 mA/V-m at frequencies above which the cable length is one-half wavelength. At
lower frequ¢ncies) the limit decreases linearly with frequency:. It is suggested that a correlation be made
by test to verify the 1,5 mA/V-m injection factor in critical applications. It is customary, for the sake of
simplicity, to invoke a single limit based on a frequency independent maximum field intensity and the
longest possible cable length for the space system. Care should be taken to ensure such simplifying
assumptions do not result in a severe over test.

A.2.3.13 Immunity to audio frequency radiated magnetic fields

This requirement is normally applied to equipment designed to process audio frequency (30 Hz
to 100 kHz) signals at microvolt levels. It can also be applied as an interface control, together with
a companion magnetic emission limit, when two pieces of equipment, that operate in immediate
proximity, are qualified by separate contractors.

The limit should be chosen such that the total impact to design for immunity and emission control is
minimized. If, as is typical, the space system complement of victims requiring such protection is limited,
the effort should be slanted towards maximum immunity levels and minimal control of magnetic
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emissions. Limits may be determined analytically if the victim is a magnetometer-type device; i.e. one
which measures magnetic fields and whose sensitivity is specified. In this case, the culprit magnetic
emissions should be less than the signal to be measured. If the sensor is mounted remotely from possible
culprit emitters, immunity of the sensor-connected equipment should still be controlled. Because
magnetic field intensity from small sources decreases rapidly with distance, zoning is a complementary
approach to controlling susceptibility. See A.2.3.8.

If there are requirements for low-intensity magnetic field locations, the space vehicle integration
defines such locations and environments and verify by test or analysis that these equipment threshold

sensitivity levels are not exceeded.

A.2.3

A vel
used
actui
cave
illum

If the

.14 Immunity to radiated electromagnetic fields

y important consideration in radiated immunity limit setting for spacecraft is that ma
are extremely directional. When setting immunity limits, the side-lobe power” deng
lly illuminate space system equipment/subsystems should be considered. Thig
ht does not apply to electromagnetic fields originating on other platforms:and which
inate the space system with an antenna main lobe.

space system is such that there exists a clearly defined electromagnetic environmer

outside (a shielded enclosure) and all antennas are mounted externally,then the radiated im

impd
from
equij
accoy

NOTH
immu

A.2.3

The
culpt
tom
detel
may

A.2.3

The 1
non-
and {
may

A.2.3

sed on internally mounted equipment should reflect the @mount of shielding/shadi
the space system enclosure. This limit is necessarily reduced from the limit on externd
pbment mounted in immediate proximity to culprit antennas. This requirement shou
int also the close proximity of equipment and cablesiand their unintentional radiated f
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.15 Immunity to magnetic fields indueed signals to cabling

imits for induced magnetic fields. to,cabling are normally set in accordance with tyj
it cable signals (both current legels and transients levels are defined). Also, any circy
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Due to the potentially destructive nature of ESD testing, especially the possibility of inducing latent
failures, and the small production runs inherent in space system procurements, serious consideration
should be given to the ESD control process, especially the type and degree of verification desired.
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