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ISO (the International Organization for Standardization) is
federation of national standards bodies (ISO member bodie
of preparing International Standards is normally.carried out
technical committees. Fach member body interested in
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collaborates closely with the International Electrotechnical
(IEC) on all matters of electrotechnical standardization.
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circulated to the member.bodies for voting. Publication as an
Standard requires approval by at least 75 % of the member b
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International Standard ISO 11451-1 was prepared by Technical Committee

ISO/TC 22, Road"vehicles, Subcommittee SC 3, Electrical a
equipment.

ISO 1145% consists of the following parts, under the gene
vehicles —
magnetic energy — Vehicle test methods:

Part 1: General and definitions
Part 2: Off-vehicle radiation source
Part 3: On-board transmitter simulation

Part 4: Bulk current injection (BCl)

Annex A forms an integral part of this part of ISO 11451. A
information only.

Electrical disturbances by narrowband radia
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ral title Road
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hnex B is for
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Introducfion

During recent years, an increasing number of electronic devices have been
introduced infto vehicle designs in order to control, monitor and display
various functions. It is necessary to consider the electrical and electro-
magnetic enyironment in which these devices are required to operate.

Electrical an
of many ite

radio-frequency disturbances occur during normal operation
s of motor vehicle equipment. They are generated over a
wide frequency range with various electrical characteristics and may be
distributed tp on-board electronic devices and systems by conduction
and/or radiatjon.

Narrowband |signals generated from sources on-board or off-board the
vehicle can falso get into the electrical/electronic system, affecting:the
normal performance of electronic devices. Sources of narrowband
electromagnptic disturbances are mobile radios, broadcast transmitters,
etc.

The immunify characteristics of vehicles to radiated disturbances have to
be establishid. It is the intention of the different parts.'of ISO 11451 to
provide varigus test methods for the analysis of vehicle electromagnetic
compatibilityl (EMC): not all test methods need to be Used for a given de-
vice under test.

It should also be noted that this part of ISO 17451 is not intended to be
a product sgecification and cannot function as one. Therefore, no specific
values for the test severity level are_given, since they should be deter-
mined for each component by the vehicle manufacturer and supplier(s).

Protection from potential distutbances has to be considered in a total
system validation as described-n the different parts of ISO 11451.

NOTE 1  THe various parts of ISO 11452, Road vehicles — Electrical disturb-
ances by narfowband radidted electromagnetic energy — Component test meth-
ods, specify ftest methods for the analysis of component EMC, which is more
suited for supplier use:
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Road vehicles — Electrical disturbances

Vehicle test methods —

Part 1:
General and definitions

1 Sdgope

This part of SO 11451 specifies general test
methodis, definitions, practical use and basic prin&
ciples pf the test procedures used in other parts of
ISO 11651 for electrical disturbances by narrowband
radiatefl electromagnetic energy, providing vehicle
test methods regardless of the propulsion system
(e.g. dpark-ignition engine, diesel engine, electric
motor)

Annex |A specifies a general method for function per-
formar{ce status classification/ Annex B explains the
principle of constant peak'test level.

Parts 2 to 4 of IS©M1451 specify individual test
metho@ls to evaluate the immunity of vehicles to
radiatef disturbances. The electromagnetic disturb-
ances [considered in these parts are limited to con-

tinuoug parrowband electromagnetic energy. Typical
severitilevels are included in-annexes of these parts

2, Normative references

The following standards contain provisions which,
through reference in this text, constitlite provisions
of this part of ISO 11451. At the time ¢f publication,
the editions indicated were valid. All standards are
subject to revision, and parties to agregments based
on this part of ISO 11451 are encouraged to investi-
gate the possibility of applying the mojst recent edi-
tions of the standards indicated below| Members of
IEC and ISO maintain registers of qurrently valid
International Standards.

IEC 50(161):1990, International electrgtechnical vo-
cabulary — Electromagnetic compatibility.

IEC 50(726):1982, International electrptechnical vo-
cabulary — Transmission lines and wavgguides.

3 Definitions

of ISO 11451.

The various parts of this International Standard allow
a wide frequency range (0,1 MHz to 18 000 MHz) for
immunity testing of vehicles.

NOTE 2  Immunity measurements of complete vehicles
are generally possible only by the vehicle manufacturer,
because, for example, of the high costs of an absorber-lined
chamber, preserving the secrecy of prototypes or the large
number of different vehicle models.

For the purposes of all parts of ISO 11451, the defi-
nitions in IEC 50 and the following definitions apply.

3.1 electromagnetic compatibility (EMC): Ability
of equipment or system to function satisfactorily in its
electromagnetic environment without introducing in-
tolerable electromagnetic disturbances to anything in
that environment.

[Adapted from IEC 50:1990-161-01-07]
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3.2 electromagnetic disturbance: Any electro-
magnetic phenomenon which may degrade the per-
formance of a device, equipment or system, or ad-
versely affect living or inert matter.

[Adapted from IEC 50:1990-161-01-05]

3.3 electromagnetic interference (EMI): Degra-
dation of the performance of equipment, transmission
channel or system caused by an electromagnetic dis-
turbance.

© |SO

(2) Energy transferred through space in the form of
electromagnetic waves.

[Adapted from IEC 50:1990-161-01-10]

3.11 coupling: Means or device for transferring
power between systems.

[Adapted from IEC 50:1982-726-14-01]

[Adapted from IEC 50:1990-161-01-06]

3.4 degradation (of performance): Undesired de-
parture in the operational performance of any device,
equipment of system from its intended performance.

[Adapted from IEC 50:1990-161-01-19]

3.5 immunity (to a disturbance): Ability of a de-
vice, equipment or system to perform without degra-
dation in the presence of an electromagnetic
disturbance.

[Adapted frdm IEC 50:1990-161-01-20]

3.6 (electrpmagnetic) susceptibility: |nability of a
device, equjpment or system to perform without
degradation |in the presence of an electromagnetic
disturbance.

[Adapted frgm IEC 50:1990-161-01-21]

3.7 immunity level: Maximum level of a given
electromagnetic disturbance incident on’a particular
device, equ|pment or system for which it remains
capable of dperating at a required/degree of perform-
ance.

[Adapted frgm IEC 50:1990:161-03-14]

3.8 narrowband emission: Emission which has a
bandwidth less than*that of a particular measuring
apparatus of receiver.

[Adapted fr

3.9 broadband emission: Emission which has a
bandwidth greater than that of a particular measuring
apparatus or receiver.

[Adapted from IEC 50:1990-161-06-11]
3.10 (electromagnetic) radiation:
(1) Phenomenon by which energy in the form of

electromagnetic waves emanates from a source into
space.

3-12—standing—waveratio{SWR}—voitage stand-
ing wave ratio (VSWRY): Ratio, along a trafgmission
line, of a maximum to an adjacent mjnimum magni-
tude of a particular field component of a $tanding
wave.

[Adapted from IEC 50:1982-726<07-09]

3.13 polarization (of \a wave or field vector):
Property of a sinusoidal-electromagnetic wavg or field
vector defined at a fixed point in space by the direc-
tion of the electric field strength vector of of any
specified field‘vector; when this direction vatlies with
time the property may be characterized by the locus
described’by the extremity of the considefed field
vectol.

[Adapted from IEC 50:1982-726-04-01]

3.14 shielded enclosure: Mesh or sheet|metallic
housing designed expressly for the purpose ¢f separ-
ating electromagnetically the internal and external en-
vironment.

[Adapted from IEC 50:1990-161-04-37]

3.15 ground (reference) plane: Flat conductive
surface whose potential is used as a commpn refer-
ence.

[Adapted from IEC 50:1990-161-04-36]

3.16 current probe: Device for measuring|the cur-
rent in a conductor without interrupting the cpnductor
ignifi | b into the

assomated circuits.

[Adapted from IEC 50:1990-161-04-35]

3.17 directional coupler: Four-port device consist-
ing of two transmission lines coupled together in such
a manner that a single travelling wave in any one
transmission line will induce a single travelling wave
in the other, the direction of propagation of the latter
wave being dependent upon that of the former.

[Adapted from IEC 50:1982-726-14-02]
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3.18 absorber-lined chamber: Shielded room with
absorbing material on its internal reflective surfaces.

NOTE 3  The floor may optionally be excepted.

3.19 bulk current: Total amount of common mode
current in a harness.

3.20 amplitude modulation (AM): Process by
which the amplitude of a carrier wave is varied fol-

ISO 11451-1:1995(E)

necessary to anticipate the appropriate test con-
ditions, select applicable parts of ISO 11451 and de-
fine function performance objectives. The main
characteristics of each test method of ISO 11451-2 to
ISO 11451-4 are presented in table 1.

5 Test procedures

The common characteristics for all parts of ISO 11451
are described in this clause

lowing WM'.
3.21 forward power: Power supplied by the output

of an amplifier or generator.

3.22 reflected power: Power reflected by the load
due to|impedance mismatch between the trans-
mission|line and the load.

3.23 net power: Forward power minus reflected
power.

3.24 transmission line system (TLS): Stripline or
parallel plate or similar device to generate an electro-
magnet|c field in a shielded room.

4 General aim and practical use

The regommended test methods, procedures, “test
instrumentation and levels presented in all‘parts of
ISO 11451 are intended to facilitate vehicle specifi-
cation fpr electrical disturbances by narrewband radi-
ated elgctromagnetic energy. A basis'is provided for
mutual |agreement between vehicle manufacturers
and component suppliers which is intended to assist
rather than restrict them.

Certain |devices are particularly susceptible to some
characteristics of electromagnetic disturbance, such
as fredquency, severity level, type of coupling or
modulation.

Electronic-devices are sometimes more susceptible

NOTE 4 The use of the same parameters for component
test methods as specified in 1ISO 11452°will fachieve better
correlation.

5.1 Test conditions

The following test-conditions are comman to all parts
of ISO 114561:

— test temperature and supply voltage;
— moadulation;
—, dwell time;

— frequency steps.

5.1.1 Test temperature and supply vpltage

Heat is generated in the test facility when the vehicle
is operated during the performance of the test. Suf-
ficient cooling shall be provided to ensgure that the
engine does not overheat.

The ambient temperature in the test fagility shall be
recorded if it is outside the range of (23|+ 5) °C.

For tests that require the vehicle engine to be running,
the electrical charging system shall be flinctional. For
tests where the vehicle engine is not required to be
running, the battery voltage shall be maintained above
12,2V and 24,4V for 12V and 24 V sysrems respec-

to moautated, as opposed 10 unmodulated, radio-
frequency (RF) signals. The reason is that high-
frequency disturbances may be demodulated by
semiconductors. In the case of continuous wave (CW)
signals this leads to a continuous shift of, for example,
a voltage; in the case of AM signals the resulting
low-frequency fluctuations may be interpreted as
wanted signals (e.g. speed information) and therefore
disturb the function of the device under test more
severely.

A single standard test may not reveal all the necess-
ary information about the device under test. It is

TP W)

LIVUIY.

5.1.2 Modulation

The device under test determines the type and fre-
quency of modulation. If no values are agreed be-
tween the users of ISO 11451, the following shall be
used:

— no modulation (CW);

— 1 kHz sine-wave amplitude modulation (AM) of
80 %.
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Table 1 — Main characteristics of ISO 11451 test methods

© SO

Applicable Field couplin Test severity
frequency range p 9 parameter Restrictions
mechanism .
MHz and unit
Part 2: to device L{rm_der Electric field Absorber-lined chamber
. - 0,1 to 18 000 test and wiring .
Off-vehicle radiation source h (V/m) required
arness
to device under o ol NI
Part 3: L 18 1to 1 300 test and wirin PoweT Absorbertimed-chamber
On-board trapsmitter simulation ! 9 (W) recommended
harness
Part 4: 1 to 400 to wiring harness Current Shielded room
Bulk current jinjection (BCI) 9 (mA) recommended

5.1.3 Dwel] time

At each fregliency, the device under test shall be ex-
posed to thg test level for the minimum response
time needed to control it. In all cases, this minimum
time of expdsure shall not be less than 2 s.

5.1.4 Frequiency step sizes

All tests in|1SO 11451, except those described in
ISO 11451-3 (on-board transmitter simulation) shall be
conducted with linear frequency step sizes not greater
than those diven in table 2 (according to the applicablé
frequency fange stated in the relevant partof
ISO 11451).

Table 2 — Frequency step sizes

frequency range concerned to find the minimum sus-
ceptibility thresholds.

5.2 Test methods

5.2.1 Methodologies

Some parts of ISO 11451 present two test methods.

5.2.1.1 Substitution method

The substitution method is based upon the usge of net
power as the reference parameter used for calibration
and test.

In this method, the specific test level (electric field,
current, voltage or power) shall be be calibrated prior
to the actual testing.

The test with the device is then conducted by sub-
jecting it to the test signals based on the dalibrated
values as predetermined in the test plan.

Measurements using the substitution method can be
affected by coupling between the antennaland the
device under test as well as by reflected energy.
During the test, the net power shall be mpintained
relative to the calibration point up to a limif of 2 dB

Frequency band Maximum .
frequency step size
MHz MHz
>(,01 to <0,1 0,01
30,1 to <1 0,1
-1 to <10 1
>0t <200 2
>200 to <1 000 20
>1 000 to <18 000 200

Alternatively logarithmic frequency steps, with the
same minimum number of frequency steps in each
frequency band, may be used. The values as agreed
by the users of ISO 11451 shall be documented in the
test report.

If it appears that the susceptibility thresholds of the
device under test are very near the chosen test level,
these frequency step sizes should be reduced in the

increase In forward power. 11 the forward power has
to be increased by 2 dB or more, this shall be indi-
cated in the test report.

NOTE 5 If the standing wave ratio (SWR) in the test
system is less than 1,2:1, then forward power may be used
as the reference parameter to establish the test level.

5.2.1.2 Closed-loop levelling method

During the actual test with the device under test, the
test level (electric field, voltage, current or power) is
measured by a calibrated device and fed back to the
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signal generator either to increase or to decrease the
test level until the predetermined value is achieved.

5.2.2 Calibration

Calibration shall be performed in accordance with the
requirements of each individual test method. The test
level versus frequency data shall be established using
a CW signal. The method and results for each cali-
bration shall also be documented in the test report.

5.2.3 |[Test procedure

The tept procedure shall apply the following specifi-

5.2.3.1| At each frequency increase the level, linearly
or logdrithmically, up to the chosen test level. Control
the ratg of increase of the test level so that excessive
overshpot does not occur. The test level parameter
(see amnex A regarding test level specification) is

— the[ net power, P, related to the test signal sev-
eritly level, for the substitution method:

k
P .= ltss
net — ¥ net,cal

lcal
where

Pt cal 1S the net power by calibration;
L, is the test signal severity level;
I, is the calibration level;

k is the factor, equalto 1 for power test
levels and equal-to 2 for electric field,
current or voltage test levels;

— thg test signal severity level for the closed-loop
levielling methed:

Table B givessthe” CW and AM test levels for the sub-
stitutipn and’¢closed-loop levelling methods.

BOth A thoca mathaoda ticea A conmectant naal t~aat Iaval
1

ISO 11451-1:1995(E)

net power and CW calibrated net power results from
this principle (see annex B).

5.2.3.2 Maintain the test level for the minimum re-
sponse time needed to control the device under test
(see 5.1.3).

5.2.3.3 Decrease the test level, by at least 20 dB
before moving to the next frequency.

be controlled

to avoid unreproducible susceptibilitiés)

NOTE 6 Turning off the signal generator
repeatable susceptibilities in the device und

5.2.3.4 Move to the next test frequen

may cause un-
Br test.

Cy.

CAUTION: Hazardous voltages and flelds may ex-

ist within the.test area. Take care t

ensure that

the requirements for limiting the exposure of hu-

mans to RF energy are met.

5.3) Test severity levels

For both substitution and closed-
methods, and for CW and AM tests, th
levels of ISO 11451 (electric field, curr

oop levelling
e test severity
bnt or voltage)

are expressed in terms of the equival¢nt root-mean-
square value of the unmodulated wavel For instance,

a test severity level of 20 V/m means th
AM tests will be conducted for a 28 V/i

at the CW and
M peak value.

Table 3 — CW and AM test [levels
Method cw AM

Substitution | Net power 2 +m?

—=———1 x Net power
method 2(1 + m)’

(m = modUilation index)
Closed-loop Test signal Test signal severity level
levelling severity level
method

Ut oC T oot OoC O CUNOTOTIC POTUIT (o OV

for CW and AM tests. The relationship between AM
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Annex A
(normative)

Function performance status classification (FPSC)

A.1 Scop

This annex provides a general method of defining the
function performance status classification for the
functions of putomotive electronic devices upon ap-
plication of the test conditions specified in individual
test methods in different parts of ISO 11451.

Appropriate fest signals and methods, functional
status classifjcation and test signal severity level are
specified in individual parts of ISO 11451.

A.2 General

It has to be|emphasized that vehicles shall only be
tested with the conditions, as specified in appropriate
parts of ISQ 11451, that represent the simulated
automotive glectromagnetic environments to which
the devices :Tlnay actually be subjected. This will help
to ensure a [technically and economically optimized
design for potentially susceptible components” and
systems.

It should alsq be noted that this annex is not intended

to be a prod
one. It shoul

Lict specification and cannot function as
l be used in conjunction with a test pro-

cedure spec

ied in the relevant part of ISO 11451.

Therefore, n¢ specific values/for the test signal sev-
included,\since they should be deter-
mined by the vehiclesmanufacturers and suppliers.
Nevertheless, using>the concepts described in this
annex and bl careful application and agreement be-
tween manu 1 i

used to describe the functional status requirements
for a specific device. This may then, in fact, be a
statement of how a particular device may be expected
to perform under the influence of the specified test
signals.

A.3 Essential elements of function
performance status classification

There are three elements, listed below, required to
describe a function performance status classification.

They may be applied to all electromagnétic’ disturb-
ance immunity test.procedures as described in the
different parts of ISO 11451.

A.3.1 Test signal and'method

This element provides the reference to regpective
test signals applied to the device for the test method.
It usually refers)to a specific test procedurq i.e. to
appropriate_parts of ISO 11451.

A:3.2 Functional status classification

This element describes the operational status of a
device during and after exposure to an [electro-
magnetic environment.

Class A: All functions of a device/system perform as
designed during and after exposure to a distufbance.

Class B: All functions of a device/system perform as
designed during exposure; however, one or more of
them may go beyond the specified tolerapce. All
functions return automatically to within normal limits
after exposure is removed. Memory functiops shall
remain class A.

Class C: A function of a device/system does hot per-
form as designed during exposure but returps auto-
i normal_operation aiter exposure is

removed.

Class D: A function of a device/system does not per-
form as designed during exposure and does not return
to normal operation until exposure is removed and
the device/system is reset by simple “oper-
ator/use” action.

Class E: One or more functions of a device/system
do not perform as designed during and after exposure
and cannot be returned to proper operation without
repairing or replacing the device/system.
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A3.3

Test severity level

This element contains the specification of severity
level of essential test parameters. The test signal
severity level is the test level (field strength, voltage,
current or power) applied to the device under test for
a given test method. The device under test shall per-
form according to its classification of functional status

during

and after the test. Typical severity level selec-

tion tables are included in annexes of the various parts

of ISO

ISO 11451-1:1995(E)

Table A.2 — Frequency bands

51T the vatues fisted i these annexes are

determiped to be inappropriate a new value shall be
agreed petween manufacturer and supplier.

A.4
statu

in the

Jlustration of function performance
classification

annex of each part of iSO 11451, tables give

the sudgested test levels and the frequency bands
(see taljles A.1 and A.2 respectively).

Table A.1 — Suggested test severity levels:

scheme of presentation

Test [severity
i Value (e.g. V/m, mA, W)
|
Il
]
I\,
Specific value\agreed between the
\Y users of this ‘part of ISO 11451 if
necessary.

Frequency band F"““t’::\: range
F1 >.10<..
F2 >..t0<
= e
F4 G,
F5 >IN to <

Table A.3 is an example of test severity|level accord-
ing to functional status classification.

Table A3 — Test severity level ac¢ording to
functional status classification

N\ Test severity level acgording to
Frequency functional status claskification
band
A B C D E
F1 | 1l
F2 Il 1] 1\
F3 v
F4 |
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This annex e
level.

The electric
nal, Ecyy, Ma

Ecw=E

where E is t

Annex B
(informative)

Constant peak test level

xplains the principle of constant peak test

NOTE 7

© [SO

The total power is the sum of the power in the

field strength of a continuous wave sig-
y be written in the form

x cOs(wt)

ne peak value of Eqy,.

The mean pdwer may be calculated

)i
Pow =7

The electric
modulated s

Exv=E

where the p

The mean p
In all these 1
m is the

other s
ISO 114

2
D

field strength energy of an amplitude
gnal, Eay, may be written in the form

x (1 + m x cos 6r)cos (Y1)
pak value, Exypeak = E' % (1 +m)

EI2
2

2
bwer, Pay = (1 +m7) X

ormulae,

modulation index;

mbols are explaiped-in relevant parts of
51.

NV AN AN AN AN

carrier component and the power in the side-f
component.

equency

The peak test level conservation may, be written

ECWpeak = EAMpeak

The relation between CW "power and AM [
then

2 ,2
()5

EZ
2

Pew

(1 +m_2) 3 (g)zzﬂ

2 E 1+ m)2
Therefore
2 +m?
Pang = Pryy X ————
AT 0 + m)?

For m = 0,8 (AM 1 kHz 80 %), this relation gi
PAM = 0,407 X PCW

ower is

es

CW signal

AM signal
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