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Foreword

ISO (the |

nternational Organization for Standardization) and

IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular f|elds of technical act|V|ty ISO and IEC
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al circumstances, when the joint technical committee has collected.data of a different kind
normally published as an International Standard (“state of the art}; for example), it may deci
chnical Report. A Technical Report is entirely informative inqature and shall be subject to re
ars in the same manner as an International Standard.

drawn to the possibility that some of the elements of(this document may be the subject of p
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Introduction

This Technical Report explains how to provide and use time-stamping services so that time-stam
effective when used to provide

= timeliness and data integrity services, or

49:2012(E)

p tokens are

non-repudiation services (in conjunction with other mechanisms).

ISO/JEC 18014 specifies time-stamping services, explaining how to generate, renew, and,verify time-stamp

tokeps. The goal of a non-repudiation service is to treat evidence concerning a claimed event
ordef to resolve disputes about the occurrence or non-occurrence of the event or-action. Depe

or action in
nding on the

non-repudiation service which is required, the non-repudiation policy in effect for) a' specific application, and
the [legal environment within which the application operates, time-stamp-tokens from tife-stamping

authprities may be required as components of non-repudiation information.

© ISO/IEC 2012 — All rights reserved
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Information technology — Security techniques — Best
practices for the provision and use of time-stamping services

This
effed
othe

2
For {

21

certification authority

CA
auth

NOT
[1ISO

Scope

Technical Report explains how to provide and use time-stamping services so that time-stam
tive when used to provide timeliness, data integrity, and non-repudiation serviees in conj
- mechanisms. It defines:

how time-stamp requesters should use time-stamp token generation services;
how TSAs (time-stamping authorities) should provide a service of guaranteed quality;
how TSAs should deserve trust based on good practices;

which algorithms and parameters should be used in TST (time-stamp token) generation and
50 that TSTs resist during the time period during which4¢he TSTs can be verified as being vali

how time-stamp verifiers should use the time-stamp token verification services, both whg
ndividual TSTs, and when validating sequences of renewal TSTs.
Terms and definitions

he purposes of this document, the-following terms and definitions apply.

brity trusted by one.dr-more users to create and assign public-key certificates

= Optionally, the certification authority may create the users' keys.

IEC 959448:2005]

[1ISO

23

p tokens are
unction with

ST renewal,
;

en validating

7498-2:1989]

evidence
information which is used, either by itself or in conjunction with other information, to establish proof about an
event or action

NOTE

establishment of such a proof.

[ISO/IEC 13888-1:2009]

© ISO/IEC 2012 — All rights reserved
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24
evidence user
entity that uses non-repudiation evidence

[ISO/IEC 13888-1:2009]

25
hash-function
function which maps strings of bits to fixed-length strings of bits, satisfying the following two properties:

— Itis computationally infeasible to find for a given output, an input which maps to this output.

— It is confiputafionally infeasible 1o find for a given input, a second input which maps to the same ouiput.
NOTE Cpmputational feasibility depends on the specific security requirements and environment.
[ISO/IEC 10[118-1:2000]

2.6
hash-value
string of bits|which is the output of a hash-function

[ISO/IEC 10[118-1:2000, modified — The term “hash-code” is used _to\'fepresent this concept in
ISO/IEC 10118-1:2000.]

27
imprint
string of bits| either the hash-value of a data string or the data string itself

[ISO/IEC 13888-1:2009]

238
message aythentication code
MAC
string of bits|which is the output of a MAC algorithm

NOTE AJMAC is sometimes called a cryptographic check value (see for example ISO 7498-2).
[ISO/IEC 97p7-1:2011]

2.9
non-repudiation
ability to proje an action«or.event has taken place, so that this event or action cannot be repudiated later

[ISO 7498-211989]

210
non-repudiation-token
special type of security token as defined in ISO/IEC 10181-1, consisting of evidence, and, optionally, of
additional data

[ISO/IEC 13888-1:2009]

211

object identifier

oD

globally unique value associated with an object to unambiguously identify it

[ISO/IEC 8824-1 :2002| ITU X.680:2002]

2 © ISO/IEC 2012 — All rights reserved
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212
private key
that key of an entity's asymmetric key pair which should only be used by that entity

[ISO/IEC 9798-1:1997]

213

public key

that key of an entity's asymmetric key pair which can be made public

NOTE In the case of an asymmetric signature scheme, the public key defines the verification transformation. In the
case i i i 7 i 7 A key that is

'‘publicly known' is not necessarily globally available. The key may only be available to all members ,0f |af pre-specified
group.

[ISO{IEC 11770-3:2008]

214
public key certificate
public key information of an entity signed by the certification authority and thereby rendered unforgeable

[ISOfIEC 11770-3:2008]

215
signer
entity generating a digital signature

[ISOfIEC 13888-1:2009]

2.16
time| stamp
datalitem which denotes a point in time with respect to a common time reference

[ISOfIEC 11770-1:2010]
217
timefstamp token renewal
procgss of issuing a new time'stamp token to extend the validity period of an earlier time-stamp token
[ISO[IEC 18014-1:2008;~adapted]
218
timerstamp requester

entity which possesses data it wants to be time-stamped

NOTE A requester can also be a trusted third party including a time-stamping authority.

[ISO/IEC 18014-1:2008]

219

time-stamp token

TST

data structure containing a verifiable binding between a data items’ representation and a time-value

NOTE A time-stamp token can also include additional data items in the binding.

[ISO/IEC 18014-1:2008]

© ISO/IEC 2012 — All rights reserved 3
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2.20
time-stamp
entity which

NOTE

verifier
possesses data and wants to verify that it has a valid time-stamp bound to it

The verification process may be performed by the verifier itself or by a trusted third party.

[ISO/IEC 18014-1:2008]

2.21

time-stamping authority

TSA

trusted third
[ISO/IEC 18
2.22
time-stamp
named set g
application v
[ISO/IEC 18
2.23
time-stamp
TSS
service prov
[ISO/IEC 18
2.24
trusted thir
TTP
security auth

[ISO/IEC 10

3 Symb

In the remai

HMAC

H(D)

party trustedtoprovide a time=stamping service

D14-1:2008]

ng policy

f rules that indicates the applicability of a time-stamp token to a particular community or cla

ith common security requirements

D14-1:2008]

ng service
ding evidence that a data item existed before a certain¢oint in time

N14-1:2008]

l party
ority, or its agent, trusted by other entities with respect to security related activities

181-1:1996]

bls and abbreviated terms

nder of this document the following notation will be used:

Hash Message Authentication Code

The hash-value of data D, using hash-function H

MAC

Message Authentication Code

5s of

OID

PKI

Sx(y)

TSA

TSP

Object Identifier

Public Key Infrastructure

The signature computed on data y using a signature algorithm and the private key of

entity X

Time-Stamping Authority

Time-Stamp Packet: the combination of the TST and the data upon which the TST is

generated

© ISO/IEC 2012 — All rights reserved
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TSS Time-Stamping Service
TST Time-Stamp Token
TST(D, f) time-stamp token on data D, at point in time ¢

4 Time-stamping services

Time-stamping

o aand

ISO/j
Time
prov,
non-

Time

Time

Users of the time-stamping‘services handle time-stamp packets (TSP), encompassing the data p

stam

5

4
LU TOUTS=T.

-stamp tokens are associations between data and points in time, and are created in.a way
de evidence that the data existed before the associated date and time. This evidence may
repudiation services.

-stamping services involve the following entities (from ISO/IEC 18014-1):

— the time-stamp requester, that has some data (e.g. a document) to time-stamp;

— the Time-Stamping Authority (TSA), that generates time-stamp\tokens (TST);

— the time-stamp verifier, that verifies time-stamps bound to. data.

-stamping services (TSS) provide three specific services:

— time-stamp token generation, where the requester submits data items, and receives g
token; this service is provided by the TSA;

— time-stamp token renewal, a special case of time-stamp token generation, where th
submits an existing first time-stampstoken and related data items, and receives a new
token, such that the validity period of the first time-stamp token is extended by the new
token; this service is provided-by the TSA;

— time-stamp token verification, when the verifier validates the time-stamp token; this serv
involve the TSA or other trusted third parties.

p token (TST).

Use cases for non-repudiation

5.1

Introduction

services include generation, renewal, and verification of time-stamp tokens, as defined in
4

that aims to
be used by

time-stamp

e requester
time-stamp
time-stamp

ce may also

us the time-

Time-stamping services provide tokens that may be used, in combination with an adequate non-repudiation
policy, to support non-repudiation claims.

Non-repudiation services provide a user B with protection against another user A later denying that an action
or event has taken place. While these services do not prevent A from trying to repudiate B’s claim, they
provide evidence to support the resolution of such disagreement. In general, the evidence needs to be
convincing to a third party arbitrator C.

The

following clauses present some use cases.

© ISO/IEC 2012 — All rights reserved
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5.2 Use case #1

Non-repudiation services

Data D existed before time t.

Integrity

of data D is guaranteed after time t.

Evidence generation

1.

User A has some data D.

2.

A gets a time-stamp token on D at t: TST(D, t).

Evidence veérification

1.

2.

5.3 Used

User B receives a time-stamp packet TSP(D, TST(D, t)).

B checks that the TST corresponds to the data D, and verifies TST(D, t)

ase #2

Non-repudiation services

Data D
User A

Integrity

existed before time t.
signed D before time t.

of data D is guaranteed after time t.

Evidence generation

1.

2.

3.

User A has some data D.
A signs D: Sa(D).

A gets a time-stamp token/on S,(D) at t: TST(Sa(D), t).

Evidence veérification

1.

2.

3.

User B receives the data D and a time-stamp packet TSP(Sa(D), TST(Sa(D), t)).
B checKs that the TST corresponds to Sa(D), and verifies the TST.

Bcverifies the signature, using verification data at t.

See "7.5 signature verification" below.

5.4 Use case #3

Non-repudiation services

Data D

existed before time t2.

User A signed D after time t1 and before time t2.

Integrity of data D is guaranteed after time t2.

© ISO/IEC 2012 — All rights reserved
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Evidence generation
1. User A has some data D.
2. Arequests a time-stamp token on anything (null included) at t1: TST(any, t1).
3. A prepares a message M, containing <D, TSP(any, TST(any, t1))>.
4. A signs the message M: Sy(M).

5. Arequests a time-stamp on the signature Sx(M) at t2: TST(Sa(M), t2).

NIST SP 800-102 [36] introduces a special kind of time-stamp token that does not refer to ahy 'dser’s data').
Herg, using “any” as data for the TST is equivalent to those ‘time marks’.

Evidence verification
1. User B receives the message M, and the time-stamp packet TSP(Sa(M), TST(Sa(M),[t2)).

2. B checks that the second TST at t2 corresponds to the signature SA(M), and verifie$ the second
TST at t2.

3. B verifies A's signature on message M at t2.
4. B verifies the first TST on any at t1.

See ['7.5 signature verification" below.

6 Potential issues

6.1 | Security requirements for custody of evidences

A time-stamp token is an evidence te:be used in the future if a dispute arises. As a general rule, the user of
the gvidence should look after the-evidence in coordination with the TSA.

If the evidence user needs.to-prove that he has access to the data at the current time, the eyidence user
requests a time-stamp token on the data.

The jnterest of the evidence user is that the token is available for verification. The evidence usel is expected
to take the needed \measures to guarantee the availability of the time-stamp token, and the verification means,
eithgr by herself;-or using some third party to save copies. The copies have to guarantee the integrity and the
availgbility of'the time-stamp packet, and of the verification means?2).

For pome time-stamping mechanisms, the TSA is required for verification of the time-stamp| token. The

eVid bnce-HSsermay r'r\rﬂllr'n nnnw—anh—\no that thaca ma arn n\:n:lnhln whan nandad
ICeustrTay requre-guaiarmeeostr IuL tHeSe-meansare oW eCacas

1) These tokens have no message imprint. These tokens just bind the TSA to a point in time. The TSA guarantees that
the token is not available before the stated time t. Therefore, nobody may have such a token before t, and any operation
involving this token is guaranteed to be carried out after t.

2) There may be confidentiality requirements on the data D, but that is out of the scope of this technical report. All the
mechanisms for time-stamping that are described in ISO/IEC 18014 avoid confidentiality requirements on the time-stamp
token because only the hash-value of D is part of the token. When data D is constrained to a small number of options (for
instance in polls), the requester of the time-stamp may add random data to D in order to hide the actual information in
H(D + random).

© ISO/IEC 2012 — All rights reserved 7
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If the time-stamp token may be used long after it is issued, and there is a real risk that the protecting
cryptography might become weak or broken, the evidence user may renew the TST. That implies that new
time-stamp tokens are requested with different hash-functions and/or to different TSA. These new tokens are
aggregated to the information whose integrity and timeliness is to be preserved.

6.2 Weak cryptography: hash-functions
6.2.1 Hash-function properties

Hash-functions need to satisfy the following properties:

1) prefimage resistance—for essentially all pre-specified oufputs, it is computationally infeasible-Id find
any input which hashes to that output, i.e., to find any pre-image x, such that h(xy) = y whenigiven
any y for which a corresponding input is not known.

2) 2M pre-image resistance—it is computationally infeasible to find any second input\which hag the
sarpe output as any specified input, i.e., given x, to find a 2 pre-image Xxq # X sueh that h(x) = h(xo).
Alsp known as "weak collision resistance".

3) collision resistance—it is computationally infeasible to find any two distinct’inputs x, xo which hagh to
thel same output, i.e., such that h(x) = h(xg). (Note that here there is (free choice of both inputs.)
Alsp known as "strong collision resistance".

6.2.2 Attacks on time-stamped data

Time-stamp|tokens that only record the hash-value of the data D<are subject to attacks if the hash-funiction
fails to meetlany of the conditions listed above.

Theoretically, the weakest property is strong collision resistance. The source of the information may prgpare
two documehts, whose hash-values collide, and elect to usé.one or the other in the future.

No pre-image resistance (noPR):

Some data D2 may replace original data D atany moment after producing H(D), having access to H(ID).

No weak cdlllision resistance (noWCR):
Some data D2 may replace originakdata D at any moment after producing H(D), having access to [0 and
H(D).

No strong dollision resistanc¢e)(noSCR):

Some data D2 may_replace original data D. The attacker needs to prepare D and D2 before proddicing
H(D). Later on, the‘attacker may argue that the time-stamp corresponds to D2.

replacemen{ ngeds to meet the structure. For instance, when elaborating a false signature, the fake data have

These attacks are~more difficult if the data, on which the hash-value is calculated, is structured, sincg the
\I’ the

to look like Ja*valid signature. For this countermeasure to be effective, the structure needs to disallo
injection of arbitrary data without notice.

Table 1 — Consequences for TST that only record H(D)

Attacker No pre-image No weak collision No strong collision
resistance resistance resistance
originator may replace D2 for D, at any moment may replace D2 for D,
before the generation of
the TST
evidence user may replace D2 for D, may replace D2 for D, not applicable
after reception of the after reception of D and
TST the TST

8 © ISO/IEC 2012 — All rights reserved
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O usage of two hash-functions; either (a) requesting two TST using different hash-functions, or (b) by
submitting a time-stamp request that includes multiple hash-values over the same document using
different hash-functions, as described in ISO/IEC 18014-1, or (c) applying renewal operations with a
different hash-function

O require a structure on the data subject to the hash-function; this countermeasure assumes that finding
collisions on structured data is harder than finding collisions on raw data where it is easier to insert
bits as needed

Ren¢

as 4 reactlon to early announcements of potential weaknesses. Renewal is to be perfo med before

wealknesses are real.

If the hash-function is unexpectedly broken, due to a cryptographic breakthrough, there may be

little or no

time(left to renew previous time-stamp tokens. Notice that it is extremely unlikely thattwo hash-functions are

broken on the same date3). Using a second function "buys time for renewal".

6.2.3 Attacks on TSTInfo

Timg-stamp tokens that use hash-functions to protect the TSTInfo%)~are subject to the same cg
when weak hash-functions are employed in the process of generatingthe TST. See Table 2.

Table 2 — Consequences TSTs that use hash-functions to protect the TSTInfo

nsequences

Attacker

No pre-image
resistance

No weak collision
resistance

resistance

No strong colllision

originator or evidence
usgr

may replace Info2 fop’lnfo, after reception of the TST | not applicable

where Info and Info2 are instances of TSTInfo (see

18014-1, Annex)

There is a straightforward preventive countermeasure protect against these attacks: usage of m
hash-function. For linking mechanisms, it is foreseen in ISO/IEC 18014-3 to use more than one h

bre than one
ash-function

when it generates the TST. For independent tokens as in ISO/IEC 18014-4 using the digifal signature

mechanism, this requirement may be met by requesting TSTs from providers using different hash

the respective TSTInfo(

functions on

3) Attention should be paid to families of algorithms; that is, to algorithms that are based on the same theoretical

concepts, since a whole family may be broken simultaneously.

4) Hash-functions are used, at least, by the digital signature mechanism in ISO/IEC 18014-2, and in linking mechanisms

in ISO/IEC 18014-3.

© ISO/IEC 2012 — All rights reserved
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6.3 Weak cryptography: digital signatures

For time-sta

mp tokens generated using digital signature techniques, the following additional issues apply.

Digital signatures are produced by means of a signature operation using a private key and a signature
algorithm. If a hash-function is involved in the signature algorithm, the weaknesses of hash-functions covered

in Clause 7.
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Signature verification requires the public key of the signer, and one or more certificates.

The problems arise

when the private key is compromised,

when certificates are not available,
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functions and
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for signing functions.
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— when certificates expire, and
— when certificates are revoked or suspended.

Evidence users may face the situation where a signature is sound now, but becomes invalid when one or
more of the previous conditions occur. Certificates are valid within their usability period, and while they are
neither revoked, nor suspended. Digital signatures are definitely invalid after the signing key is compromised;
but the acceptance of invalid certificates may be subject to different treatment in the non-repudiation policy,
taking into account the reason for the revocation or suspension. The following clauses cover the potential
scenarios.

6.5.3 Verification of signatures protected by a time-stamp token

Timg-stamp tokens may be used to freeze the point in time where a user’s signature is verified, arld isolate the
valu¢ of the evidence from the evolution of private keys and certificates.

When the time-stamp token is requested at time t, the requester should take gare that all thg information
needed to verify a signature at time t is retained:

— all the certificates, the one of the signer, and those of the certification authorities

— the revocation information of all the certificates; either certificate revocation lists (CR|), or online
responses (e.g. OCSP).

See [Clause 8.4.

6.5.3 Verification of time-stamp tokens protected by a digital signature

Timg-stamp tokens may use the digital signature mechanism to protect the TSTInfo, and are ther¢fore subject
to the previous concerns, and need to be protected accordingly.

Single TSTs generated at time t1, may_be"verified at any later time t2. The verification of the protecting
signature is performed with the informatien' valid at t2.

6.6 | Time-stamp token renewal

Sequiences of time-stamp tokens are created during renewal operations. A time-stamp token that is renewed
whilg it is verifiable, extends its validity from the original point in time where the first time-stamp wgs generated
to the end of the validity period of the renewed time-stamp. The renewal operation freezes a point in time
whefe the time-stamp.token is verified, and extends its validity beyond the validity of the origingl certificates

Let TST1 be.atime-stamp token generated at time t1. Let TST2 be a time-stamp token generatgd at time t2,
renewing TST1. The evidence is verified at time t3, being t1 < t2 < t3. Then:

— If TST2is valid at t3, TST1 is validated at t2; if this validation fails, the evidence is void.
— If TST2 is valid at t3, and TST1 is valid at t2, the evidence is valid at t1.
As a consequence of the previous statements, renewal tokens should include all the information needed to

validate the previous token at the point in time when the renewal token is generated. See Clause 8.4 for the
case of tokens protected by the digital signature mechanism.
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6.7 Time-stamping service availability

TSAs are expected to provide a quality of service to be stated in their practice statements. This is important
for token generation, token renewal and token verification. Unavailability implies delays until the system

becomes available again, and may disrupt business activity.

Service availability should be addressed by conducting a Business Impact Analysis whose result is a Business

Continuity Plan.

Unavailability is countered by redundancy of means:

Access redundancy

There ghould be redundant means of access, including communication lines, and highly-available

authent|cation service.
Redundancy of equipment for time-stamp token generation and verification
There should be redundant means to generate and validate time-stamp tokens. Thisimplies:
Q |cryptographic devices
Q |archival means, either for generation of tokens, and for accountability

a |installations to host the equipment

Whenever there is redundancy, every component is expected to-fulfil the same security requirements, and use
equivalent cfyptographic mechanisms. When pieces of equipment serve a single time-stamp service provider,

each piece needs its own private cryptographic material, and ' methods are needed to validate each of t

nem.

For instancg, when TSTs are digitally signed, each signing device has its own certificate, and users of the

service shoyld be able to validate any of them.

6.8 Timeistamping service continuity

The aim of & TST is to be verified in the future, from a few minutes after its generation, to years after. Time-

stamp servige providers should take measures to guarantee the availability of verification information
period of time that should be stated in.the practice statements.

Requesters should take into consideration the announcements for termination of service and renew the
stamps befdre the time-stamp; service provider terminates. The information submitted as data for time-s
token renewal should enclese the original TST, and any other information needed to validate the original
at the time of renewal.

Unplanned termination of activity by a time-stamp service provider should be countered by back-up copi
token verification.material that should be available to verifiers until the planned termination of service.

for a

ime-
amp
TST

bs of

7 Recommendations

7.1 Recommendations for requesters of time-stamp tokens

The entity requesting time-stamps should carry out some activities when electing a time-stamp se
provider, and some activities when requesting time-stamps.

rvice
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When electing a time-stamp service provider, the requester should:

— assess the Time-Stamping Policy: time-stamps should match the intended use foreseen by the
requester, in particular, assess that the policy fulfil the requirements for non-repudiation services

— assess the mechanisms, and approve those that are acceptable

current cryptographic strength of the hash-functions

current cryptographic strength of the signing method (either digital signature or message
authentication codes), if applicable

foreseen cryptographic strength of the algorithms used in the TST is adequate for the expected

Wheh requesting a time-stamp, the requester should verify the TST on reception:

7.2 | Recommendations for verifiers of time-stamp tokens

— verify the correctness of the TST;
— verify that the TSA is the expected one;
— verify that the Time-Stamping Policy is the expected one\(it'is enough to assess the OID)

— verify that the mechanism is one of the approved ones;’and

life of the TST (the period it may need to be used)

secret keys management, if applicable: creation, storage, usage, custody of copies (if needed at
all), and destruction

— collect and assess further information such as [third party] reviews of the time-stamp seryice provider.

— verify the current validity of certificates in the certification chain of the signing key (if using the digital
signature mechanism).

The entity verifying time-stamps should follow the procedures described in the standard for the s¢lected time-

stanping mechanism, and be ready to provide evidence of the steps carried on in order to

— assess current validity of'signing certificate, and the chain of certificates, if applicable
— assess the TSA identity

— assess service satisfaction according to published time-stamping policy

— [third party] audits

— assess thesmechanism

current cryptographic strength of the hash-function(s)

current cryptographic strength of the signing mechanism (either digital signature [or message
authentication codes), if applicable

secret keys management, if applicable: creation, storage, usage, custody of copies (if needed at
all), and destruction.

In the case of renewal, the strength of the cryptography used in the previous time-stamp token should be
checked with respect to the date in which the next time-stamp token is generated.

7.3 Recommendations for time-stamp service providers

7.3.1 Overview

The TSA should build trust on its services by taking appropriate technical and organizational measures, and
being subject to independent audits.
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The TSA should produce, and make available to its users, requesters and verifiers, a Time-Stamping Policy
describing the general rules that should be followed by the time-stamping service, and a Time-Stamping

Practice Statement describing how processes and procedures implement the rules laid down in the policy.

The TSA should have a risk assessment carried out in order to evaluate business assets and threats to those
assets in order to determine the necessary security controls and operational procedures to meet the

commitments in the Time-Stamping Policy. This risk assessment should be available to auditors.

In preparation of an external audit carried by an independent third-party, the TSA should carry out an internal
audit to verify that it meets the processes and procedures described in the Time-Stamping Practice Statement.

7.3.2 Timg-Stamping Policy

The Time-S
services, de

— shg
— shg

— shg

— shg

When differe

7.3.3 Time
The Time-S
time-stampi
the Time-St

The followin

scribing the general rules that should be followed by the service provider.

uld provide the unique identification of the time-stamping authority
uld state the accuracy of time in the generated time-stamp tokens
uld describe the functional conditions of service

accepted hash-functions (it may reject other requests)

implemented mechanisms (it should reject others)

if using digital signatures: algorithms, length of keys, and(certificates
if using message authentication codes: algorithms, and‘length of keys
uld describe the non functional conditions of service

availability of the services (service level)

support for dispute resolution

uld describe the procedures to changé’cryptographic keys

uld describe the procedures to terminate service

-Stamping Practice Statement

mping Policy.

— shaulddescribe the legal measures taken to guarantee service |

the legal entity of the provider

the legislation to which it responds

— should describe the established agreements with providers

14

time services
certification services

communication services

amping Policy is a document, produced by the TSA, and available to the users of time-stan

nt services are provided, ea¢h one should be uniquely identified, and described.

amping Practicé Statement is a document, produced by the TSA, and available to the use
g services, deseribing the processes and procedures implement by the service provider to

j paragraphs present items that may be covered in the Time-Stamping Policy:

ping

rs of
meet
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— should describe the organizational measures taken to guarantee service
— personnel screening
— personnel contracts and disciplinary provisions
— personnel roles and segregation of tasks
— procedures to generate, preserve, recover, and destroy keys
— third party audits

— certificates of excellence: processes, security, etc.

— should describe the technical measures taken to guarantee service
— sources of time, either primary and back-up sources
— usage of cryptographic devices for cryptographic operations
— storage of secret keys
— storage of activity logs for long-time inspection
— protection of systems: access control, hardware and software'maintenance, ...
— time acquisition: maximum accepted deviation
— business continuity provisions

— service level agreements

— should describe the commercial measures takento' guarantee service
— insurances
— payment of penalties for failures

— additional services: legal, technical, etc.

The subject is also considered in [5}.and [29].

7.3.4 Protection of audit logs

A T§A may audit its operationsand thus log information in audits trails. This is to support verificat{on of issued
tokeps and auditing of its.Operations. Activity logs need to be secured from different points of view
— [I] integrity of the information

— [T] timegliness of the information

— [Auth}authenticity of the information

—,[A] availability of the information

— [Clconfidentiatity of the tnformation
See [33] for additional guidance.

There are several options to provide these guarantees, as shown in Table 3 — Options to protect logs.
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Table 3 — Options to protect logs

Mechanism [11 | [T] | [Auth] | [A] | [C] | See ...

digital signatures v \ See clause 7.3

ISO/IEC 9796-2:2010
Digital signature schemes giving message recovery —
Part 2: Integer factorization based mechanisms

ISO/IEC 9796-3:2006
Digital signature schemes giving message recovery|—
Part 3: Discrete logarithm based mechanisms

ISO/IEC 14888 (all parts)
Digital signatures with appendix

time-stamping NN ISO/IEC 18014 (all parts)

Time-stamping services
access cortrol + v | ISO/IEC 10181-3:1996 AcCess control framework
privilege
managemgnt ISO/IEC 10181-4:1997-Non-repudiation framework
encryption v | ISO/IEC 18033 (all'parts)

Encryption algorithms

linked item$ A ISO/IEE18014-3:2009
Timetstamping services -- Part 3: Mechanisms
producing linked tokens

For the short-term audit logs should be readily available. For the long-term, audit logs need to be archived.

7.4 Recommendations for signature verification

When the procedure for non-repudiation requires the validation of a time-stamped digital signature, those
signatures gre to be validated at.the time t when the time-stamp token was generated (see Clause 7.5).|That
validation inplies access to certificates and revocation information at time t. That access may be simplifigd by
using enrichped signatures thatinclude the validating information as in CAdES-XL or XAdES-XL formats.

CAdES-XL

The acronym stands for CMS Advanced Electronic Signatures. It is defined in [2] and [32]. XL is ope of
the defined sets of information, containing all the information needed for signature verification.

XAdES-XL

The acronym stands for XML Advanced Electronic Signatures. It is defined in [4]. XL is one of the defined
sets of information, containing all the information needed for signature verification.
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