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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IECJTC 1

The procedur
described in
the different
editorial rule

Attention is d

fypes of document should be noted. This document was drafted in accordance w
5 of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent

Details of any
and/or on the]

Any trade nagne used in this document is information given for the contvenience of users and d¢

constitute an

For an expla
assessment, a
to Trade (TBT

The committg
SC 7, Software

This second ¢
conformity to

ISO list of patent declarations received (see www.iso.org/patents).

endorsement.

hation on the meaning of ISO specific terms afnd* expressions related to conf
5 well as information about ISO’s adherence to theWTO principles in the Technical B
), see the following URL: Foreword — Supplementary information.

e responsible for this document is ISO/IEC JTC 1, Information technology, Subcom
and system engineering.

dition of ISO/IEC 90003 cancels and replaces the first edition. It has been upda
ISO 9001:2008 and to referenceyrecent editions of other relevant standards.

es used to develop this document and those intended for its further maintenar
the ISO/IEC Directives, Part 1. In particular the different approval criteria_neég

rawn to the possibility that some of the elements of this document may be the §

patentrights identified during the development of the documentwill be in the Introd

ce are
ed for
th the

ubject
rights.
uction

es not

hrmity
hrriers

Imittee

ed for

iv

© ISO/IEC 2014 - All rights reserved


http://www.iso.org/directives
http://www.iso.org/patents
http://www.iso.org/iso/home/standards_development/resources-for-technical-work/foreword.htm
https://iecnorm.com/api/?name=27c1c5b56f46a60f14e95264fd1a6614

ISO/IEC 90003:2014(E)

Introduction

This International Standard provides guidance for organizations in the application of ISO 9001:2008 to
the acquisition, supply, development, operation, and maintenance of computer software.

It identifies the issues that should be addressed and is independent of the technology, life cycle models,
development processes, sequence of activities, and organizational structure used by an organization. The
guidance and identified issues are intended to be comprehensive but not exhaustive. Where the scope of
an organization’s activities includes areas other than computer software development, the relationship
between the computer software elements of that organization’s quality management system and the
remaining aspects should be clearly documented within the quality management system as a whole.

Clause
organi

s 4, 5, and 6 and parts of Clause 8 of ISO 9001:2008 are applied mainly at the “glob
zation, although they do have some effect at the “project/product level”. Each. projq

development may tailor the associated parts of the organization’s quality management {

projec

Throu
partie
action

L/ product-specific requirements.

chout ISO 9001:2008, “shall” is used to express a provision that is Binding betwe

permissible within the limits of ISO 9001:2008. This Internatienal Standard (IS

provides guidance to assist in understanding how the provisions ¢f 1SO 9001:2008 apply

of soft

Organ
based
or con
are re
requir

ware.

zations with quality management systems for developing, operating, or maintail
on this International Standard may choose to uSe“processes from ISO/IEC 122
iplement the ISO 9001:2008 process model. The related paragraphs of ISO/IE
ferenced in each clause of this International Standard; however, they are not inte
ements additional to those in ISO 9001:2008: Further guidance to the use of ISO/I]

be foulnd in ISO/IEC 24748-3. For additional\giiidance, references are provided to the

Standa
toacl
Where
end of

Wherq

rds for software engineering defined by’ ISO/IEC JTC 1/SC 7. Where these referenc
huse or subclause of ISO 9001:2008they appear after the guidance for that clause
they apply generally across the parts of a clause or subclause, the references are i
the last part of the clause or subclause.

text has been quoted from:ISO 9001:2008, that text is enclosed in a box, for ease of

4
5, “should” to express a recommendation among possibilities, and f'may” to indic

hl” level in the
ect or product
ystem to suit

two or more
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INTERNATIONAL STANDARD ISO/IEC 90003:2014(E)

Software engineering — Guidelines for the application of
ISO 9001:2008 to computer software

1 Scope

1.1 General

IS0 9Q01:2008, Quality management systems requirements
1.1 QGeneral

This Ihternational Standard specifies requirements for a quality managementisystem where an
organjzation

a) nepds to demonstrate its ability to consistently provide product that meets customer|and
applicpble statutory and regulatory requirements, and

b) aims to enhance customer satisfaction through the effective.application of the systen, including
processes for continual improvement of the system and the assurance of conformity to cyistomer and
applicpble statutory and regulatory requirements.

NOTE|1 In this International Standard, the term “product” only applies to
d) product intended for, or required by, a customer,

l}) any intended output resulting from the product realization processes.

NOTE|2 Statutory and regulatory requirements can be expressed as legal requirements

This Inpternational Standard provides guidance for organizations in the application of I$0 9001:2008
to the pcquisition, supply, development, operation, and maintenance of computer software and related
support services. It does not add to orotherwise change the requirements of ISO 9001:2008.

Annex| A (informative) provides a table pointing to additional guidance in the impl¢mentation of
[SO 90[01:2008, available in ISO/IEC JTC 1/SC 7 and ISO/TC 176 International Standards.

The guidelines providedin'this International Standard are not intended to be used as assespment criteria
in quality managemeftsystem registration/certification.

1.2 Application

[SO 9001;2008, Quality management systems requirements

1.2 Apptication

All requirements of this International Standard are generic and are intended to be applicable to all
organizations, regardless of type, size, and product provided.

Where any requirement(s) of this International Standard cannot be applied due to the nature of an
organization and its product, this can be considered for exclusion.

Where exclusions are made, claims of conformity to this International Standard are not acceptable
unless these exclusions are limited to requirements within Clause 7, and such exclusions do not affect
the organization’s ability, or responsibility, to provide product that meets customer and applicable
statutory and regulatory requirements.

The application of this International Standard is appropriate to software that is

— part of a commercial contract with another organization,

© ISO/IEC 2014 - All rights reserved 1
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a product

available for a market sector,

used to support the processes of an organization,
embedded in a hardware product, or

related to software services.

Some organizations may be involved in all of the above activities; others may specialize in one area.
Whatever the situation, the organization's quality management system should cover all aspects
(software related and non-software related) of the business.

2 Normatfive references

IS0 9001:200
2 Normatiy|

The following
indispensabl
references, t}

[SO 9000:20d

8, Quality management systems requirements
e references

' documents, in whole or in part, are normatively referenced in this dgcument and
 for its application. For dated references, only the edition cited applies. For undate
e latest edition of the referenced document (including any amendments) applies.

5, Quality management systems — Fundamentals and vocabulary

ire

3 Terms 3

nd definitions

IS0 9001:20(0
3 Termsan
For the purp

Throughout
mean “servic

ZI’

he text of this International Standatd, wherever the term “product” occurs, it can aflso

8, Quality management systems requirements
[ definitions

ses of this document, the terms and definitions given in ISO 9000 apply.

4

For the purpo
(repeated her]

However, in t
IS0 9000:200

NOTE ISO
Standard will 1
31

activity

set of cohesiv

ses of this document, the terms and definitions given in ISO 9001:2008, and certain
e for convenience) given-inISO/IEC 12207 apply.

he event of a conflict in terms and definitions, the terms and definitions speci
b apply.

IEC 12207:2008 provides detailed provisions for software life cycle processes. This Intern
nake referefice to terms defined in it.

terms

fied in

ational

b ‘tasks of a process

[SOURCE: ISO/IEC 12207:2008, 4.3]

3.2
baseline

specification or product that has been formally reviewed and agreed upon, that thereafter serves as the
basis for further development, and that can be changed only through formal change control procedures

[SOURCE: ISO/IEC 12207:2008, 4.6]

© ISO/IEC 2014 - All rights reserved
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configuration item
entity within a configuration that satisfies an end use function and that can be uniquely identified at a
given reference point

[SOURCE: ISO/IEC 12207:2008, 4.7]

3.4
COTS

Commercial-Off-The-Shelf
<software product> available for purchase and use without the need to conduct development activities

3.5

imple
softwg
testing

3.6

life cy]|
framey
which

Note 1
afteraq

[SOUR|
3.7

mentation
re life cycle process that contains activities of requirements analysis, design;codin
r, installation, and support for acceptance of software products

cle model
vork of processes and activities concerned with the life cycle thdt may be organizg
also acts as a common reference for communication and understanding

ceptance ofthe product by the customer. However, generally, therequirements do notapply 4

CE: ISO/IEC 12207:2008, 4.17]

measyre

make :
[SOUR]

3.8
meas
variab

[SOUR]

39
meas
set of

[SOUR

3.10
proce

l measurement

CE: ISO/IEC 15939:2007, 2.16]

re
e to which a value is assigned-as the result of measurement

CE: ISO/IEC 15939:2007%-2.15]
rement
perations hawving the object of determining a value of a measure

CE: ISO/EC 15939:2007, 2.17]

5S.

b, integration,

d into stages,

to entry: The requirements of ISO 9001:2008 would apply to nfaintenance, only if contractually required,

0 maintenance.

set of i

nterrelated or interacting activities which transtorms 1nputs 1nto outputs

Note 1 to entry: Inputs to a process are generally outputs of other processes.

[SOURCE: ISO 9000:2005, 3.4.1]

3.11

regression testing
testing required to determine that a change to a system component has not adversely affected
functionality, reliability, or performance, and has not introduced additional defects

© ISO/IEC 2014 - All rights reserved
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3.12
release
particular version of a configuration item that is made available for a specific purpose

Note 1 to entry: The term “release” used in the ISO 9001:2008 text quoted in this International Standard is used
in the context of the definition provided in ISO 9000:2005, 3.6.13, which is different from the ISO/IEC 12207
definition quoted above.

EXAMPLE Test release
[SOURCE: ISO/IEC 12207:2008, 4.35]

3.13
replication
copying a soffware product from one medium to another

3.14
software item
identifiable part of a software product

3.15
software prgduct
set of computpr programs, procedures, and possibly associated documentation and data

Note 1 to entry: A software product may be designated for delivery, an integral part of another product, pr used
in development.

Note 2 to entry|: This is different from a productin ISO 9000.

Note 3 to entrly: For the purposes of this International Standard, “software” is synonymous with “sqftware
product”.

[SOURCE: ISOYIEC 12207:2008, definition 4.42]

4 © ISO/IEC 2014 - All rights reserved
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4 Quality management system

4.1 General requirements

IS0 9001:2008, Quality management systems requirements
4.1 General requirements

The organization shall establish, document, implement and maintain a quality management system
and continually improve its effectiveness in accordance with the requirements of this International
Standard.

H o Lall
The O scuubauuu o11dIll

a) defermine the processes needed for the quality management system and their applicgtion
throughout the organization (see 1.2),

b) defermine the sequence and interaction of these processes,

c) defermine criteria and methods needed to ensure that both the operationand contro] of these
processes are effective,

d) enlsure the availability of resources and information necessary to.Support the operatjon and
monitpring of these processes,

e) mgnitor, measure where applicable, and analyse these processes, and

f) implement actions necessary to achieve planned results and continual improvement qf these
processes.

These|processes shall be managed by the organization in accordance with the requiremets of this
Interrlational Standard.

Where an organization chooses to outsource.afiy process that affects product conformity to
requirements, the organization shall ensure\control over such processes. The type and eftent of
contrgl to be applied to these outsourced @rocesses shall be defined within the quality management
systern.

NOTE|1 Processes needed for the guality management system referred to above include|processes
for mgnagement activities, provision of resources, product realization, measurement, analysis and
improvement.

NOTE|2 An “outsourcedsprocess” is a process that the organization needs for its quality management
systerph and which the.drganization chooses to have performed by an external party.

NOTE|3 Ensuring tontrol over outsourced processes does not absolve the organization ¢f the
respohsibility of ¢onformity to all customer, statutory and regulatory requirements. The|type and
extent of conttol to be applied to the outsourced process can be influenced by factors sudh as

d) thepotential impact of the outsourced process on the organization’s capability tp provide
product that conforms to requirements,

b) the degree to which the control for the process is shared,

c) the capability of achieving the necessary control through the application of 7.4.

Guidance is provided for items a) and b) of ISO 9001:2008, 4.1, in relation to the organizational processes
as follows (see 5.4.2, and 7.4.1 for additional guidance on outsourcing).

a) Process identification and application

The organization should also identify the processes for software development, operation or maintenance.
b) Process sequence and interaction

The organization should also define the sequence and interaction of the processes in:

1) life cycle models for software development, e.g. waterfall, incremental and evolutionary, and

© ISO/IEC 2014 - All rights reserved 5
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2) quality and development planning, which should be based upon a life cycle model.

NOTE

For further information, see the following:

processes that may be used for reference;

from ISO/IEC 1

2207 in different life cycles.

4.2 Documentation requirements

ISO/IEC 12207:2008[5] (Software Life Cycle Processes) which defines a set of software life cycle

ISO/IEC/TR 24748-1[21] and ISO/IEC/ TR 24748-3[22] which provide guidance on how to use processes

4.2.1 Genel

ral

IS0 9001:200
4.2.1 Gener]

a) document

b) a quality

d) documen
effective plar

NOTE 1 Whd
document m3
mented procq

NOTE 2 The
tion to anoth

a) thes
b) the ¢
c) thed
NOTE 3 The

The quality npanagement system documentation shall include

¢) documented procedures and records required by this InternationakStandard, and

means that the procedure is established, documented, implemented and maintained. A single

8, Quality management systems requirements

al

ed statements of a quality policy and quality objectives,

manual,

s, including records, determined by the organization te’be necessary to ensure the
ning, operation and control of its processes.

bre the term “documented procedure” appearswithin this International Standard,
y address the requirements for one or more procedures. A requirement for a docu-
tdure may be covered by more than onecdocument.

extent of the quality management system documentation can differ from one orga
br due to

ize of organization and type of'activities,
omplexity of processes andtheir interactions, and
ompetence of personnel.

documentation ¢an'be in any form or type of medium.

his

niza-

Documents fi

4.2.1, item d)]fmay covetthe following:

1y
2)

descriptipns of processes, such as those identified in implementing 4.1;

descriptipnhsief procedural instructions and/or templates used;

 the effective\planning, operation, and control of processes for software [ISO 9001

:2008,

3)

4)
4.1;

5)
testing.

NOTE

descriptions of life cycle models used, such as waterfall, incremental and evolutionary;

descriptions of tools, techniques, technologies, and methods such as those identified in implementing

technical topics such as standards or guidance documents for coding, design and development, and

For further information on document identification as part of configuration management, see 7.5.3.

© ISO/IEC 2014 - All rights reserved
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Quality manual

ISO9
4.2.2
The o

c) a

001:2008, Quality management systems requirements
Quality manual

rganization shall establish and maintain a quality manual that includes

a) the scope of the quality management system, including details of and justification for any
exclusions (see 1.2),

b) the documented procedures established for the quality management system, or reference
to them, and

escription of the interaction between the processes of the quality management sys

tem.

4.2.3

Control of documents

4.2.3

A doc
a) to
b) to
c) to
d) to
e) to

f) to
the pl
contr

g) to

ISO 9(

Docur
type d

if they

01:2008, Quality management systems requirements
Control of documents

hents required by the quality management system shall be contfelled. Records are
f document and shall be controlled according to the requirements given in 4.2.4.

tmented procedure shall be established to define the controls needed

approve documents for adequacy prior to issue,

review and update as necessary and re-approve/documents,

ensure that changes and the current revision status of documents are identified,
ensure that relevant versions of applicable’documents are available at points of us¢
ensure that documents remain legibleland readily identifiable,

ensure that documents of external origin determined by the organization to be neg
hinning and operation of the quality management system are identified and their di
plled, and

prevent the unintendeduse of obsolete documents, and to apply suitable identifica
are retained for any puipose.

a special

essary for
stribution

Fion to them

NOTE

4.2.4

For further information on document control as part of configuration management, se

Control of'records

p 7.5.3

4.2.4

of the

identi

Recor

ISO 9(

01:2008, Quality management systems requirements

Control of records

Records established to provide evidence of conformity to requirements and of the effective operation

quality management system shall be controlled.

The organization shall establish a documented procedure to define the controls needed for the

fication, storage, protection, retrieval, retention and disposition of records.

ds shall remain legible, readily identifiable and retrievable.

4.2.4.1 Evidence of conformity to requirements

Evidence of conformity to requirements may include:

a) documented test results,

b) problem reports, including those related to tools problems,

©150/1
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audit and

change requests,

documents marked with comments,

assessment reports, and

throughs.

4.2.4.2 Evidence of effective operation

review and inspection records, such as those for design reviews, code inspections, and walk-

Examples of evidence of effective operation of the quality management system may include, but are not

limited to
a)
b)
c)
d)

changes
estimates
how and

software

hnd the reasoning) to resources (people, software and equipment),
, e.g. project size and effort (people, cost, schedule),
vhy tools, methodologies and suppliers were selected and qualified,

license agreements (both for software supplied to customers.and’ software procy

aid develppment),

e) minutes ¢
f) software
4.2.4.3 Retd

When determ
regulatory re
times and ac
availability of
held in email
considered.

The proprietd
methods of d3

NOTE For
Management P

5 Manage

5.1 Manag

f meetings, and

release records.

ention and disposition

red to

ining the retention periods for records, consideration should be given to statuto
gquirements. Where records are held onelectronic media, consideration of the re

systems. Protection from computer viruses and unapproved or illegal access shg

ta erasure from the media, at the end of its required retention period.

further guidance related to I1SO 9001:2008, 4.2, see ISO/IEC 12207:2008,[5] 6.3.6 (Infor
rocess) and 7.2.1((Software Documentation Management Process).

ment responsibility

ement commitment

'y and

Cessibility of the records should take, into account the rate of media degradati¢n, the
the devices, and software needed;t@’access the records. Records may include inforfnation

}:ntion

uld be

ry nature of the information stored on records should be assessed, in determining the

mation

5.1 Manage

the quality m

b)
‘)
d)
e)

establishi

[SO0 9001:2008, Quality management systems requirements

ment commitment

Top management shall provide evidence of its commitment to the development and implementation of

anagement system and continually improving its effectiveness by

a) communicating to the organization the importance of meeting customer as well as statutory and
regulatory requirements,

ng the quality policy,

ensuring that quality objectives are established,
conducting management reviews, and

ensuring the availability of resources.

8
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5.2 Customer focus

[SO 9001:2008, Quality management systems requirements
5.2 Customer focus

Top management shall ensure that customer requirements are determined and are met with the aim
of enhancing customer satisfaction (see 7.2.1 and 8.2.1).

5.3 Quality policy

[SO 9001:2008, Quality management systems requirements

5.3 Quality Policy
Top mfanagement shall ensure that the quality policy
a) is fippropriate to the purpose of the organization,

b) in¢ludes a commitment to comply with requirements and continually improve the effectiveness of
the qyality management system,

c) provides a framework for establishing and reviewing quality objectives,

d) is pommunicated and understood within the organization, afid

e) is reviewed for continuing suitability.

5.4 Planning

5.4.1 | Quality objectives

IS0 9(01:2008, Quality management systems requirements
5.4.1 | Quality objectives

Top management shall ensure that quality objectives, including those needed to meet requirements
for prpduct [see 7.1 a)], are established at relevant functions and levels within the organifation. The
qualitly objectives shall be me@surable and consistent with the quality policy.

NOTE 1 Information on <«attributes of software processes suitable for setting objectives may be found in
ISO/IEC 15504-1.110] ISO/IBEC 15504 (all parts) may be used for assessing process capabilities pnd for setting
objectiyes for improving process capabilities.

NOTE2Z Information on quality characteristics, subcharacteristics and attributes of a soffware product
suitablp for setting quality objectives are defined in ISO/IEC 25010.[24] The ISO/IEC 25000 series of standards are
useful for defiiiing quality requirements and for setting quality objectives of a software product.

5 4 2 Oualitvymanacamant cuctam nlanning
oty Hahad e e e Sy Steipianhth

IS0 9001:2008, Quality management systems requirements
5.4.2 Quality management system planning
Top management shall ensure that

a) the planning of the quality management system is carried out in order to meet the requirements
given in 4.1, as well as the quality objectives, and

b) the integrity of the quality management system is maintained when changes to the quality
management system are planned and implemented.

Planning may occur at organizational and project/product levels.

© ISO/IEC 2014 - All rights reserved 9
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Quality management system planning at the organizational level may include the following:

a) defining appropriate software life cycle models to be used for the types of project that the
organization undertakes, including how the organization normally implements software life cycle
processes;

b) defining the work products of software development, such as software requirements documents,
architectural design documents, detailed design documents, program code, and software user
documentation;

c) defining the content of software management plans, such as software project management plans,
software configuration management plans, software verification and validation plans, software
quality albu[ aTICE plams and traiTing plarrs;

d) defining how software engineering methods are tailored for the organization’s projects'within the
life cycle [see 1.2);

e) identifyinjg the tools and environment for software development, operations or.faaintenance;

f) specifying conventions for the use of programming languages, e.g. coding rules, software libraries
and framgworks;

g) identifying any software reuse (see also 7.5.4).

The organizafion’s management representative should consider any.change to a software lif¢ cycle
model which may affect the quality management system and shQuld ensure that such changes|do not
compromise gdny quality management system controls.

Software quality planning at the project/product level is discussed in 7.1.
5.5 Responsibility, authority and communication

5.5.1 Respgnsibility and authority

[SO0 9001:2008, Quality management systems requirements

5.5.1 Respansibility and authority

Top management shall ensure thatresponsibilities and authorities are defined and communicatgd
within the organization.

5.5.2 ManaLement representative

[SO 9001:2008, Quality management systems requirements

5.5.2 Management representative

Top management shall appoint a member of the organization’s management who, irrespective of other
responsibilities, shall have responsibility and authority that includes

a) ensuring that processes needed for the quality management system are established, implemented
and maintained,

b) reporting to top management on the performance of the quality management system and any
need for improvement, and

¢) ensuring the promotion of awareness of customer requirements throughout the organization.

NOTE The responsibility of a management representative can include liaison with external parties
on matters relating to the quality management system.

For a software-producing organization, there is benefit if the management representative has had
experience with software development.

10 © ISO/IEC 2014 - All rights reserved
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5.5.3 Internal communication

[SO0 9001:2008, Quality management systems requirements
5.5.3 Internal communication

Top management shall ensure that appropriate communication processes are established within the
organization and that communication takes place regarding the effectiveness of the quality
management system.

5.6 Management review

5.6.1 | General

IS0 9901:2008, Quality management systems requirements
5.6.1 | General

Top mlanagement shall review the organization’s quality management systém, at planned|intervals,
to ensfure its continuing suitability, adequacy and effectiveness. This review shall include assessing
opporttunities for improvement and the need for changes to the quality#management system,

including the quality policy and quality objectives.

Recorfls from management reviews shall be maintained (see 4.2.4).

5.6.2 | Review input

[SO 9(01:2008, Quality management systems requitements
5.6.2 | Review input

The irfput to management review shall include information on
a) results of audits,

b) cuktomer feedback,

c) precess performance and product conformity,

d) status of preventive and-cofrective actions,

e) follow-up actions fremprevious management reviews,

f) changes that could-affect the quality management system, and

g) refommenddtions for improvement.

Guidance is.provided for ISO 9001:2008, 5.6.2, item c) as follows.

One why.te' measure process performance is to perform software process assessments (Jee 8.2.3). The
outcomes of software process assessments should be considered as input to management reviews.

One way to measure product conformity is to perform software product evaluation (see 8.2.4). The
outcomes of software product evaluation should be considered as input to management review.
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5.6.3 Revie

w output

IS0 9001:2008, Quality management systems requirements

5.6.3 Review output

The output from the management review shall include any decisions and actions related to
a) improvement of the effectiveness of the quality management system and its processes,
b) improvement of product related to customer requirements, and

c) resource needs.

6 Resourt

6.1 Provis

‘e management

on of resources

IS0 9001:200
6.1 Provisi
The organiza

a) toimplem
effectiveness

b) to enhang

<[n of resources

8, Quality management systems requirements

ion shall determine and provide the resources needed

ent and maintain the quality management system and ¢ontinually improve its
and

e customer satisfaction by meeting customer requiéments.

6.2 Human resources

6.2.1 Genel

ral

IS0 9001:200
6.2.1 Genern

Personnel pe
basis of appr

8, Quality management systems requirements
al

Fforming work affecting-conformity to product requirements shall be competent o
ppriate education, training, skills and experience.

NOTE Confo
performing a

mity to productrequirements can be affected directly or indirectly by personnel
y task within the-quality management system.

the

NOTE For

6.2.2 Completence, awareness and training

further infeymation, see ISO/IEC 12207:2008,[3] 6.2.4, Human Resource Management Proc

ESS.

[SO9001:20

QN 154 £ s 3 i
o, \{uau\._y ulauasClucut DyDLClllD I C\.iull CIIITIILS

6.2.2 Competence, training, and awareness

The organiza

tion shall

a) determine the necessary competence for personnel performing work affecting conformity to

product requ

irements,

b) where applicable, provide training or take other actions to achieve the necessary competence,

c) evaluatet

he effectiveness of the actions taken,

d) ensure that its personnel are aware of the relevance and importance of their activities and how
they contribute to the achievement of the quality objectives, and

e) maintain appropriate records of education, training, skills and experience (see 4.2.4).

12
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Thetrainingneedsshould be determined consideringthe requirementsnotation, design methods, specific
programming languages, tools, techniques and computer resources to be used in the development and
management of the software product/project. It might also be useful to include training in the skills and
knowledge of the specific field within which the software is applied and in other topics such as project
management.

The technologies employed in software development, operation and maintenance should be continually
monitored and evaluated in order to determine requirements for updating staff skills.

The form of training may not be necessarily traditional training courses but could be workshops,
computer-based training, self-study, mentoring, training on-the-job or web-based training.

Evalugtiomof the—effectiverress—of traiming mmay be performed using Teasurententy of products
and processes, identifying areas of improvement in personal performance (among other areas for
improyement).

6.3 Infrastructure

IS0 9Q01:2008, Quality management systems requirements
6.3 Infrastructure

The oyganization shall determine, provide and maintain the inffastructure needed to acljieve
conformity to product requirements. Infrastructure includesjas‘applicable,

a) bufldings, workspace and associated utilities,
b) prpcess equipment (both hardware and software)jand

c) supporting services (such as transport, communication or information systems).

The infrastructure should include hardware, software, tools and facilities for development, operation or
maint¢nance of software.

The iffrastructure may include software tools that support the design and development process
includng the following:

a) topls, such as for analysis,"design and development, configuration management, tdsting, project
management, documentatien, code creation or generation;

b) application development and support environments;
c) krowledge management, intranet, extranet tools;
d) ndtwork teels, including security, backup, virus protection, firewall;

e) hdlp déskand maintenance tools;

f) ackess control S;

g) software libraries;

h) operations control tools such as for network monitoring, systems management and storage
management.

Whether these tools and techniques are developed internally or are purchased, the organization should
evaluate whether or not they are fit for purpose. Tools used in the implementation of the product, such
as analysis and design and development tools, compilers and assemblers should be evaluated, approved
and placed under an appropriate level of configuration management control prior to use. The scope of
use of such tools and techniques may be documented with appropriate guidance, and their use reviewed,
as appropriate, to determine whether there is a need to improve and/or upgrade them.

NOTE For further information, see the following:
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ISO/IEC 12207:2008,[5] 6.2.2, Infrastructure Management Process;

ISO/IEC 14102.(6]

6.4 Work environment

ISO/IEC 25001[23] (Acquisition) and ISO/IEC 25040[25] and 25041[26] (Evaluation of a Software

[SO09001:200

8, Quality management systems requirements

6.4 Work environment

The organiza
product requ|

NOTE The tq

including phy
weather).

|

ion shall determine and manage the work environment needed to achieve conforu;
rements.

rm “work environment” relates to those conditions under which work is perférme
sical, environmental and other factors (such as noise, temperature, hundidity, lighti

ity to

ng or

7 Produci

7.1 Planni

' realization

ng of product realization

[SO0 9001:200

7.1 Plannin

product reali
management

a) quality ok
b) the need {

c) required
to
the product

d) records
requirements

The output o
NOTE1 Ad(

The organizafion shall plan and develop the processes needed for product realization. Planning

In planning product realization, the organization‘shall determine the following, as appropriate:

n
leded to provide’evidence that the realization processes and resulting product me

8, Quality management systems requirements

B of product realization

zation shall be consistent with the requirements of the other processes of the quali
system (see 4.1).

jectives and requirements forthe product;
o establish processes and documents, and to provide resources specific to the prod

rerification, validation, monitoring, measurement, inspection and test activities sp¢

d the criteria fof product acceptance;

(see 4.2.49)

cument specifying the processes of the quality management system (including the

by

this planning shall be in a form suitable for the organization’s method of operatior]s.

uct;

pcific

pt

product reali

zation processes) and the resources to be applied to a specific product, project or c

tractcanber

uct realizatio

eferred to as a quality plan.

NOTE 2 The organization may also apply the requirements given in 7.3 to the development of prod-

n processes.

7.1.1 Softw

are life cycle

Processes, activities and tasks should be planned and performed using life cycle models suitable to
the nature of a software project, considering size, complexity, safety, risk and integrity. ISO 9001:2008
is intended for application irrespective of the life cycle models used and is not intended to indicate a
specific life cycle model or process sequence.

Design and development can be an evolutionary process and procedures may therefore need to be
changed or updated as the project progresses, after consideration of changes to related activities and
tasks.
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Consideration should be given to the suitability of the design and development method for the type of
task, product or project and the compatibility of the application, the methods and the tools to be used.
For products where failure may cause injury or danger to people, or damage or corruption of property or
the environment, design and development of such software should ensure definition of specific design
and development requirements that specify desired immunity from, and response to, potential failure
conditions.

Software development planning should result in a definition of what products are to be produced,
who is to produce them, and when they are to be produced (see 7.3.1). Software quality planning at
the project/product level should result in a description of how specific products are to be developed,

assessed or maintained.

7.1.2

Qualit

to a specific project, product or contract. Quality planning may include or referéence g

Quality planning

y planning provides the means for tailoring the application of the quality manag

bment system
eneric and/or

project/product/contract-specific procedures, as appropriate. Quality pladning should be revisited

along with the progress of design and development, and items concerned\with each sthge should be

comple¢tely defined when starting that stage. Quality planning may, be,reviewed and fpgreed by all

organizations concerned in its implementation, as appropriate.

NOTE1 A document that describes quality planning may be an independent document (entitled quality plan),

a part ¢f another document, or composed of several documents, includifig a design and developmgnt plan.

NOTE 2  ISO/IEC 12207 [5] includes quality planning and deVelopment planning as a single plinning activity

leading to the creation of project management plan(s). A mapping table is provided in Annex B, to show how

the itefns in 7.1.1 and 7.3.1 are satisfied by the related itents in ISO/IEC 12207:2008, 6.1.2.3.4.5,/7.1.1.3.1.4, and

7.2.3.3]1.3.

Softwdre quality planning at the project level should address the following:

a) inglusion of, or reference to, the plans for'development (see 7.3.1);

b) quality requirements related to the product and/or processes;

c) qyality management system tafloring and/or identification of specific procedures and instructions,
appropriate to the scope of the quality manual and any stated exclusions (ISO 9001:2p08, 1.2);

d) prpject-specific procedures and instructions, such as software test specifications d¢tailing plans,
designs, test cases and procedures for unit, integration, system and acceptance testirg (see 8.2.4);

e) methods, life eycle model(s), tools, programming language conventions, libraries, frameworks and
other reusable-assets to be used in the project;

f) crjteriafor starting and ending each project stage;

g) typesofreview, and other verification and validation activities to be carried out (see 1.3.4, 7.3.5 and
7.3.6);

h) configuration management procedures to be carried out (see 7.5.3);

i) monitoring and measurement activities to be carried out;

j) the person(s) responsible for approving the outputs of processes for subsequent use;

k) training needs in the use of tools and techniques, and scheduling of the training before the skill is
needed;

1) records to be maintained (see 4.2.4);

m) change management, such as for resources, timescale and contract changes.

© ISO/IEC 2014 - All rights reserved
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Quality planning, however abbreviated, is particularly useful to clarify limited quality objectives for
software being designed for a limited purpose. Examples of limited-purpose software include proof-
of-concept demonstration prototypes, a research computation used only by its designer, an interim
solution lacking features such as security or full operational performance that will be implemented in a

future output, and one-time data analysis reports.

Limited-purpose software should be tested in ways that are consistent with its planned use to reduce

the possible occurrence of unintended omissions and errors.

NOTE 3  For further general guidance related to ISO 9001:2008, 7.1, see the following:

— ISO/IEC 12207:2008,[51 6.3.1, (Project Planning Process), and 7.2 (Software Support Processes)

—  ISOJIEC 25010:2011;[24]
— ISOJIEC 25001:2007;[23]

—  ISOJIEC 16326:2009.117]
7.2 Customer-related processes

7.2.1 Determination of requirements related to the product

IS0 9001:2008, Quality management systems requirements

7.2.1 Deterrination of requirements related to the product

The organization shall determine
activities,

known,
c) statutoryjand regulatory requirements applicable to the product, and

d) any additjonal requirements considered necessary by the organization.

posal.

a) requirements specified by the customer, including thewequirements for delivery and post-de|

b) requiremgnts not stated by the customer but necessary for specified or intended use, where

NOTE Post-delivery activities include; for example, actions under warranty provisions, contrac
obligations syich as maintenance Services, and supplementary services such as recycling or final

livery

ual
dis-

7.2.1.1 Cusfomer-relafed requirements [ISO 9001:2008, 7.2.1, items a) and b)]

Software mayf be develeped as part of a contract, as a product available for a market sector, as so
embedded in|a system, or in support of the business processes of the organization. Requirg

determinatio11 is@applicable in all these circumstances.

ftware
ments

Specific actions may include:

a) the establishment of the following for developing the requirements:

1) methods for agreement of requirements and authorizing and tracking changes, especially

during iterative development;

2) methods for the evaluation of prototypes or demonstrations, where used;

3) methods for recording and reviewing discussion results from all parties involved;

b) the development of the requirements in close cooperation with the customer or users, and efforts to
prevent misunderstandings by, for example, the provision of definition of terms, explanation of the

background of requirements;
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c) the obtainment of the customer’s approval of the requirements;

d) the establishment of a method for traceability of the requirements to the final product (such as a
requirements traceability matrix).

The requirements may be provided by the customer, may be developed by the organization or may be
jointly developed.

When the requirements are provided and agreed in the form of a system specification, methods
should be in place to allocate them into hardware and software items with any appropriate interface
specifications. Changes to the requirements should be controlled. The contract may need to be amended
when requirements change.

In confractual situations, the requirements may not be fully defined at contract acceptance, and some
may b¢ developed during a project.

The requirements may need to take the operational environment into account-The requjrements may
includg, but not be limited to, the following characteristics: functionality, relidbility, usability, efficiency,
maintginability and portability. Other characteristics may be specified, forexample securjty, safety and
statutgry obligations. Some of these characteristics may be mission and/or safety critical

Ifthe spftware productneeds to interface with other software or system products, the interfaces between
the software product to be developed and other software or systemproducts should be specified, as far
as possible, either directly or by reference, in the requirements.

The reguirements should be expressed in clear and unambiguous terms that facilitate valjdation during
produg¢t acceptance. Requirements should be traceablethroughout the development life cycle (see 7.5.3)

7.2.1.2 Additional requirements determined by-the organization [ISO 9001:2008, 7]2.1, item d)]
NOTE ] For further information on 7.2.1.1, see the following:

— ISO/IEC 12207:2008,[3] 6.4.2 (Systein Requirements Analysis Process), 6.4.3 (System Architectural
Design|Process), 7.1.2 (Software Requirements Analysis);

— ISO/IEC 29148:2011;[29]
— ISO/IEC 25010:2011;[24]
— ISO/IEC 15026~3:2011.[3]

NOTE 2  For further information on 7.2.1.2, see ISO/IEC 25051:2006.[27]
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7.2.2 Review of requirements related to the product

IS0 9001:2008, Quality management systems requirements
7.2.2 Review of requirements related to the product

The organization shall review the requirements related to the product. This review shall be conducted prior to
the organization’s commitment to supply a product to the customer (e.g. submission of tenders, acceptance of
contracts or orders, acceptance of changes to contracts or orders) and shall ensure that

a) product requirements are defined,

b) contract or order requirements differing from those previously expressed are resolved, and

C) the organization has the ahilitv to meet the defined requirements

Records of the|results of the review and actions arising from the review shall be maintained (see 4.24)-

Where the cusftomer provides no documented statement of requirement, the customer requirements’shall be
confirmed by the organization before acceptance.

Where producf requirements are changed, the organization shall ensure that relevant documents are amended
and that relevgnt personnel are made aware of the changed requirements.

NOTE In somg¢ situations, such as internet sales, a formal review is impractical for each’order. Instead thie
review can coyer relevant product information such as catalogues or advertising midtérial.

7.2.2.1 Organization’s concerns

Issues which may be relevant during the organization’s review of‘software tenders, contracts or jorders

include, but ate not limited to the following:

a)

h)

18

the feasibility of meeting and validating the requirements and product characteristics, inqluding
identifying the required software characteristics (e.g. functionality, reliability, uspbility,
maintaingbility, portability and efficiency);

software|design and development standards@nd procedures to be used;

the identification of facilities, tools, software items and data, to be provided by the custonier, the
definitior and documentation of methods to assess their suitability for use;

the operafting system or hardware platform;

agreemei)t on the control of'external interfaces with the software product;
replicatign and distributioh requirements;

customertrelated isstes:

1) life cycle precesses imposed by the customer;

2) period ef obligation of the organization to supply copies and the capability of reading master
copies;

management issues:

1) risk management should be addressed (see also 7.2.2.2);

2) organization’s responsibility with regard to subcontracted work;
3) scheduling of progress, technical reviews and outputs;

4) installation, maintenance and support requirements;
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5) timely availability of technical, human and financial resources;
i) legal, security and confidentiality issues:

1) information handled under the contract may be subject to concerns regarding intellectual
property rights, licence agreements, statutory and regulatory requirements, confidentiality
and the protection of information including patents and copyrights;

2) guardianship of the master copy of the product and the rights of the customer to access or
verify that master;

3) level of information disclosure, to the customer, needs to be mutually agreed to by the parties;

4)| definition of warranty terms;

5)| liabilities/penalties associated with the contract.

7.2.2.2 Risks

The fol]lowing risks may be included when reviewing requirements related to the product:

a) crjticality, safety and security issues;

b) capabilities and experience of the organization or its suppliers;

c) reliability of estimates of resources and the duration required for each activity;

d) significant differences between the times requiréd to deliver products or services, and the times
ddtermined from plans through the optimizationof cost and quality goals;

e) significant geographical dispersion of the organization, customers, users and suppliefs;

f) high technical novelty, including novel methods, tools, technologies and supplied software;

g) low quality or availability of supplied software and tools;

h) low precision, accuracy and stability of the definition of the customer requirementq and external
inferfaces.

The implications of any_centract changes on resources, schedules and costs should pe evaluated,

particyilarly for changeste scope, functionality or risk. The above issues should be retevaluated, as

appropriate.

7.2.2.3 Customer representative

The cystomer may have responsibilities under the contract. Particular issues may includ the need for

the cugtémer to cooperate with the organization, to provide necessary information in a t{mely manner,

and to reselveactionttems—When aooisucd to-monttortife €y ele-aetty ;tico, aetstomert €Pt entative may

represent the eventual users of the product, as well as executive management, and have the authority to
deal with contractual matters which include, but are not limited to, the following:

a) dealing with customer-supplied software items, data, facilities and tools that are found unsuitable
for use;

b) organizing access to end-users, where appropriate.
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Review of requirements may be performed by internal or external organizations. This may include
reviews of requirements related to contracts, engineering, maintenance or quality.

NOTE

For further information on requirements review, see ISO/IEC 12207:2008,[3] 6.1.2 (Supply Process),

6.1.2.3.4.14 (Verification), and 7.2.6 (Review Process). For further information on requirements engineering
for eliciting, analysing, verifying and validating customer requirements, see ISO/IEC 29148.[29] For further
information on risk management, see ISO/IEC 12207:2008,[5] 6.3.4 (Risk Management) and ISO/IEC 16085:2006.
[16] For further information on review of quality requirements using quality characteristics, see ISO/IEC 25010.

[24]

7.2.3 Customer communication

The organiza
customers in

b) enquiries

c) customer

[SO0 9001:2008, Quality management systems requirements

7.2.3 Customer communication

a) product ipformation,

feedback, including customer complaints.

ion shall determine and implement effective arrangements for communié¢ating wit
relation to

contracts or order handling, including amendments, and

h

7.2.3.1 Genleral

For computer

agreement, and on the scope of the contract for development, operations or maintenance.

The following
and advice for

7.2.3.2 Cus

Joint reviews

software, the method of communication may vary/depending on the type of contj

guidance for communicating with customers is separated into advice for develd
operations/maintenance life cycle processes.

fomer communication during development

involving the organization and the customer may be scheduled on a regular basi

actual

pment

5, or at

horeed

significant prpject events, to cover the following aspects, as appropriate:
a) product information, including
1) development plans,
2) confdrmance of qutputs, such as design and development documents, to the customer’s
requirements,
3) demdnstrations of outputs of the development processes, such as prototypes, and
4) acceptance test results;
b) enquiries, contracts and amendments, including
1) the progress of activities concerning the eventual users of the system under development, such
as deployment and training,
2) the progress of software development work undertaken by the organization,
3) the progress of agreed activities being undertaken by the customer,
4) the processing of risk management issues, problems and change control items, and
5) the methods by which the customer will be advised of current or planned future changes.
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7.2.3.3 Customer communication during operations and maintenance

Sources of information that involve customer communication in operations and maintenance may

includ

e the following:

a) product information, including

1)
2)
3)

b) enquiries, contracts and amendments, including

1)
2)

c) customer feedback, including

1)

2)

3)
NOTE

7.3 DPesign and development

7.3.1

— ISO/IEC 12207:2008,[5] 7.2.6 (Software Review-Process), 6.1.2 (Supply Process), 6.4.9
supporft) and F.3 (Contract Change Management Process):

—  ISO/IEC 14764:2006I[8] (Software Maintenance).

online help, user manuals describing the product and its use,
descriptions of new releases and upgrades, and

product web sites;

progress on product or service delivery, and/or maintenance activities, and

processing service or product risks, issues and change requests;

help desk arrangements and effectiveness,
progress on customer complaints processing, and
surveys, user groups, conferences.

For further information, see the following:

Design and development planning

.3.4 (customer

7.3.1

Durin
a) th

b) th
and

IS0 9(01:2008, Quality management systems requirements

The oyganization shall’plan and control the design and development of product.

Design and development planning

b the desigirand development planning, the organization shall determine

e designand development stages,

b review, verification and validation that are appropriate to each design and develo

pment stage,

c) the responsibilities and authorities for design and development.

The organization shall manage the interfaces between different groups involved in design and devel-
opment to ensure effective communication and clear assignment of responsibility.

Planning output shall be updated, as appropriate as the design and development progresses.

NOTE Design and development review, verification and validation have distinct purposes.
They can be conducted and recorded separately or in any combination, as suitable for the product
and the organization.
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7.3.1.1 Design and development planning

Design and development should be carried out in a disciplined manner to prevent or minimize the
occurrence of problems. This approach reduces dependence on verification and validation as the
sole methods for identifying problems. The organization should therefore ensure that the software
products are developed in compliance with specified requirements and in accordance with design and
development planning and/or quality planning (see 7.1 for quality planning).

NOTE 1

NOTE 2

in square bracl
Design and de

a) the activ
installati
reference

1
2)
3)
4)
5)
6)

b) planning

c) the organization of the project resaurces, including the team structure, responsibilities,
suppliers

d) organizaf

ISO/IEC 12207(3] includes quality planning and development planning as a single planning activity
leading to the creation of project management plan(s). A mapping table is provided in Annex B, to show how
the items in 7.1.1 and 7.3.1 are satisfied by the related items in ISO/IEC 12207:2008, 6.1.2.3.4.5, 7.1.1.3.1.4 and
7.2.3.3.1.3.

Som

activ

e items in the following list have been included in the quality planning listin 7.1.2. These ar;
ets.

velopment planning should address the following items, as appropriate:

ities of requirements analysis, design and development, coding,-.integration, t
bn and support for acceptance of software products; this includes-the identificatio
to:

ties to be carried out;

requ
requ
verifi

mandg

required team training [as 7.1.2 K)];

red inputs to each activity;
red outputs from each activity;
cation required for each activity output [as 7.£:2 g) — see also 7.3.5];

gement and supporting activities to be cafried out;

for the control of product and service provision;

and material resources tobe used;

teams, s
7.3.1.4);

e) the analyfsis of the possible risks, assumptions, dependencies and problems associated w
design anld develepment;

f) the sche

1
2)
3)
4)
5)
6)

ional and technical interfaces between different individuals or groups, such as sub-j
pliers, partners,users, customer representatives, quality assurance representati

le identifying:

e noted

psting,
n of, or

use of

project
Ve (see

th the

sl . . 1 Lo 2 W W Y |
the stagesoftheproject{seeatso 7212531

the work breakdown structure;

the associated resources and timing;

the associated dependencies;

the milestones;

verification and validation activities [as 7.1.2 g)];

g) the identification of:

1y

22

standards, rules, practices and conventions, methodology, life cycle model, statutory and

regul

atory requirements [as 7.1.2 d) and €)];
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2) tools and techniques for development, including the qualification of, and configuration controls
placed on, such tools and techniques;

3) facilities, hardware and software for development;

4) configuration management practices [as 7.1.2 h)];

5) method of controlling nonconforming software products;

6) methods of control for software used to support development;

7) procedures for archiving, back-up, recovery, and controlling access to software products;

8)[ methods of control for virus protection;
9)| security controls;

h) thg identification of related planning (including planning of the system) addressing topics such as
qyality (see 7.1), risk management, configuration management, supplier managemerr, integration,
tepting (see 7.3.6), release management, installation, training, migration, maintenance, re-use,

communication and measurement;

i) ddcumentation control including document/record archive anddistribution.

For a (OTS product in which the organization does not have ¢ontrol over the design, thg organization
should assure that the product meets the acceptance criteriat

Plannipng should be reviewed periodically and any plans amended if appropriate.

NOTE A document defining design and developmentyplanning and any of these related planijing topics may
be an ifdependent document, a part of another document or composed of several documents.

7.3.1.2 Review, verification and validation

The rgview, verification and validatipn for software design and development are covered in 7.3.4 to
7.3.6. In software operations and maintenance, they may be covered in service level agreements or
maint¢nance procedures.

7.3.1.3 Responsibilities,and authorities

There fis no specific guidance.

7.3.1.4 Interfaces

The boundatries of responsibility for each part of the software product and the way that technical
informjation”/will be transmitted between all parties should be clearly defined in the design and
i ie izati i evie jelt’s design and

Indefininginterfaces, care should be taken to consider parties, other than the customer and organization,
who have an interest in the design and development, installation, operation, maintenance and training
activities. These may include customer representatives, suppliers, partners, quality assurance
representatives, engineering process group representatives, regulatory authorities, associated
development project staff and help desk staff. In particular, the end-users and any intermediate
operations function may need to be involved to ensure that appropriate capacity and training are
available to achieve committed service levels.

NOTE1  For furtherinformation on design and development planning, see ISO/IEC 12207:2008,[5] 6.3.1 (Project
Planning Process).

NOTE 2  For further information on software project management, see ISO/IEC/IEEE 16326:2009,[17] 6.1
(Project Planning Process).
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7.3.2 Design and development inputs

IS0 9001:200

8, Quality management systems requirements

7.3.2 Design and development inputs

Inputs relating to product requirements shall be determined and records maintained (see 4.2.4).
These inputs shall include

a) functional and performance requirements,
b) applicable statutory and regulatory requirements,

c) where applicable, information derived from previous similar designs, and

d) otherreq

The inputs sh
conflict with

pirements essential for design and development.

all be reviewed for adequacy. Requirements shall be complete, unambiguousjand npt in
each other.

In system arc
and manual ¢
allocated to s

For guidance

Design and d
safety and se
as prototypin
originating f1

hitectural design, system requirements are allocated to hardware, seftware comp

bftware and specifications of the interfaces between the systeny components.

bn 1SO 9001:2008, 7.3.2 items a), b) and d), see 7.2.1.

Curity requirements and system design constraints;,or‘derived through techniqug

om previous phases in the iterative development model (cycle), problems to be fi

hnd development input documents are beii'g reviewed (this often happens in conju

perations. The inputs to software requirements analysis are the system requirg

evelopment input may be determined from functional, performance, quality, rq
g. Design and development input may also be determined from design change re

arising from acceptance criteria. Input may also come from contract review activit

mer), they should be checked for

es and contradictions,

bnt, incomplete or unfeasible information or requirements,

c performance specifications,

ents that cannot beverified or validated,

or assumed requirements,

e description of user environment and actions,

sign and development decisions in a requirements document, and

5 of key performance measures.

bnents
ments

levant
s such
quests
ked, or
ies.

nction

requirements
When design

with the custq
a) ambiguit

b) inconsist
c) unrealist
d) requirem
e) unstated

f) inaccuraf
g) lackofde
h) omission
NOTE

quality characteristics.
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For further information, see ISO/IEC 25010:2011[24] for software quality requirements as software
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7.3.3 Design and development outputs

[SO0 9001:2008, Quality management systems requirements
7.3.3 Design and development outputs

The outputs of design and development shall be in a form suitable for verification against the design
and development input and shall be approved prior to release.

Design and development outputs shall
a) meet the input requirements for design and development,

b) provide appropriate information for purchasing, production and service provision,

c) contain or reference product acceptance criteria, and
d) specify the characteristics of the product that are essential for its safe and praper usg.

NOTE| Information for production and service provision can include details forthe presgrvation of
produfct.

The oytput from the design and development process should be defined(and documented in accordance
with the prescribed or chosen method. This output should be complete, accurate and cqnsistent with
the refjuirements, and may be produced using computer design/and development toolk. Design and
development outputs may be expressed in textual form, by diagrams or using symbglic modelling
notatipn, and may include

a) ddsign, development and test specifications,

b) ddqta models,

c) pseudo code or source code,

d) user guides, operator documentation, training material, maintenance documentation|
e) dgveloped product, and

f) fofmal methods.

Prototlyping, when used, should result in design and development (output) documentation.

The agceptance criteria fer\design and development outputs should be defined in order tq demonstrate
that the inputs to each-design and development stage are correctly reflected in the outpufs.

Tools ghould be vatidated for their specific intended use (see 7.3.6 and 7.6).

NOTE For-further information, see ISO/IEC 12207:2008,[5] 7.1.3 to 7.1.5 (Software Architectural Design
Proces§, Software Detailed Design Process, Software Construction Process).

7 3 4 a P | 1 i a
O _BCS'l‘gu anaaeveropmentreview

IS0 9001:2008, Quality management systems requirements
7.3.4 Design and development review

At suitable stages, systematic reviews of design and development shall be performed in accordance
with planned arrangements (see 7.3.1)

a) to evaluate the ability of the results of design and development to meet requirements, and
b) to identify any problems and propose necessary actions.

Participants in such reviews shall include representatives of functions concerned with the design and
development stage(s) being reviewed. Records of the results of the reviews and any necessary actions
shall be maintained (see 4.2.4).
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The degree of formality and rigour of the activities associated with the review processes should be
appropriate for the complexity of the product, the quality requirements and the degree of risk associated
with the specified use of the software product. The organization should establish procedures for dealing
with process and product deficiencies or nonconformities identified during these activities (see 8.3). It
is recommended that these procedures be documented.

During design and development reviews, criteria such as feasibility, security, safety, programming rules
and testability should be taken into account.

NOTE1 [ISO/IEC 12207:2008[5] treats project management and technical reviews as separate activities.
A mapping table is provided in Annex B to show how the related items in the following list are satisfied in
ISO/IEC 12207:2008,[3] 7.2.6.

Review of desfign and development should be performed in accordance with planned arrangemean. The
elements of the review to be considered are the following:

a) what is tp be reviewed, when and the type of review, such as demonstrations;~formal proof of
correctndss, inspections, walkthroughs and joint reviews;

b) what fun¢tional groups would be concerned in each type of review and, ifthere is to be a review
meeting, how it is to be organized and conducted;

c¢) whatrecqrds have to be produced, e.g. meeting minutes, issues, problems, actions and action ptatus;

d) the methods for monitoring the application of rules, practices and conventions to ensure
requirements are met;

e) what has|to be done prior to the conduct of a review, suchl as establishment of objectives, njeeting
agenda, documents required and roles of review personnel;

f) what has|to be done during the review, includingthe techniques to be used and guidelines|for all
participapts;

g) the succeps criteria for the review;
h) what follgw-up activities are used to ensure that issues identified at the review are resolved

Further design and development actiVities should proceed only when the consequences of all known
deficiencies are understood, or the risk of proceeding otherwise is known and agreed. Any fiphdings
should be addressed and resolved,as appropriate.

NOTE2  Forfurtherinformation,seeISO/IEC12207:2008,[517.1.2.3.1.2,7.1.3.3.1.6,and 7.1.4.3.1.7 (Requirpments
and Design Evqluations) and.72.6.3.3 (Technical Reviews).

7.3.5 Design and.development verification

ISO 9001:2008Quality management systems requirements

7.3.5 Design and development verification

Verification shall be performed in accordance with planned arrangements (see 7.3.1) to ensure that
the design and development outputs have met the design and development input requirements.
Records of the results of the verification and any necessary actions shall be maintained (see 4.2.4).

Verification of software is aimed at providing assurance that the output of a design and development
activity conforms to the input requirements.

Verification should be performed as appropriate during design and development. Verification may
comprise reviews of design and development output (e.g. by inspections and walkthroughs), analysis,
demonstrations including prototypes, simulations or tests. Verification may be conducted on the output
from other activities, e.g. COTS, purchased and customer-supplied products.
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The verification results and any further actions should be recorded and checked when the actions are
completed.

When the size, complexity or criticality of a software product warrants, specific assurance methods
should be used for verification, such as complexity metrics, peer reviews, condition/decision coverage
or formal methods.

Only verified design and development outputs should be submitted for acceptance and subsequent use.

Any findings should be addressed and resolved, as appropriate.

NOTE

For further information, see ISO/IEC 12207:2008,[5] 6.4 (Technical Processes) and 7.2.4 (Verification).

7.3.6 [ Design and development validation

ISO 9(
7.3.6

Desig
(see 7|
specif]
pleted
any ne

01:2008, Quality management systems requirements
Design and development validation

1 and development validation shall be performed in accordance with-planned arran
3.1) to ensure that the resulting product is capable of meeting therequirements fo
ied application or intended use, where known. Wherever practicable, validation sh
prior to the delivery or implementation of the product. Records of the results of v
cessary actions shall be maintained (see 4.2.4).

gements

" the

11 be com-
lidation and

7.3.6.1 Validation

Valida
requir

fion of software is aimed at providing reasonable confidence that it will meet if
ements.

Beforq offering the product for customer acceptance, the organization should validate th

pduct in accordance with its specified intended use, under conditions similar to t}

that the software product complies with its contractual or specified requirements. Thi
analysjis, simulation or emitlation where validation is not practicable in operational condi

In software development; it is important that the validation results and any further actio}

s operational

e operation of
ne application

ment, as specified in the contract.Any differences between the validation environment and the

dentified and
configuration
tion baseline.

ration audits or evaluations confirm, by examination of the review, inspection andgl test records,

b may require
Fions.

1S required to

meet the specified requirements are recorded, and checked when the actions are completed.

In somle cases, (it may not be possible, or feasible, to validate fully the software product by
and mponitoring. An example may be where safety-related software cannot be tested
circunjstances without risking serious consequences, or perhaps the actual circumstanc
are rafeand difficult to simulate.

measurement
under actual
bs themselves

The inability to test some software products exhaustively and conclusively may lead the organization

to decide

a) how confidence can be gained from the development and tools used, and

b) what types of testing or analysis can be performed to increase confidence that the product will

perform correctly under the “untestable” circumstances, e.g. static code analysis.

Whatever methods are used, they should be commensurate with the risk and consequences of design

and development failures.
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7.3.6.2 Testing

Validation may often be performed by testing. Testing may be required at several levels, from the
individual software item to the complete software product. There are several different approaches to
testing, and the extent of testing and the degree of controls on the test environment, test inputs and test
outputs may vary with the approach, the complexity of the product and the risk associated with the use
of the product. Test planning should address test types, objectives, sequence and scope of testing, test
cases, test data and expected results. Test planning should identify the human and physical resources
needed for testing and define the responsibilities of those involved.

Specific testing for software includes establishing, documenting, reviewing and implementing plans for
the following:

a) unit tests] i.e. stand-alone tests of software components;

b) integratign and system tests, i.e. tests of aggregations of software components (and the complete
system);

c) qualificatfion tests, i.e. tests of the complete software product prior to delivery to confifm the
software[meets its defined requirements;

d) acceptange tests, i.e. tests of the complete software product to confirm the software mgets its
acceptange criteria.

Regression tefsting should be performed to verify or validate that the capabilities of the softwarje have

not been compromised by a change.

Acceptance tests are those that are performed for the customer’s benefit with the aim of determinfng the

acceptability pfthe product. Acceptance may be with or without defects or deviations from requirements,

by agreement]of the parties involved.

Testing tools and the environment to be used should be qualified and controlled, and any limitatjons to

testing recorded.

Testing procgdures should cover recording'and analysis of results as well as problem and ¢hange

management.

NOTE For [further information, see ISO/IEC 12207:2008,[5] 6.4 (Technical Processes) and 7.2.5 (Valiglation).

For further infprmation on verification through quality evaluation using quality characteristics and mepsures,

see ISO/IEC 25D10[24] and ISO/IEG-25000 series.

7.3.7 Contrpl of design.and development changes

IS0 9001:2008, Quality'management systems requirements

7.3.7 Contr¢l of'design and development changes

Design and d . e

reviewed, verified and validated, as appropriate, and approved before implementation. The review of
design and development changes shall include evaluation of the effect of the changes on constituent
parts and product already delivered. Records of the results of the review of changes and any
necessary actions shall be maintained (see 4.2.4).

In the software development environment, control of design and development changes is usually
addressed as part of configuration management (see 7.5.3).

Changes to a software specification or component should maintain appropriate consistency between
requirements, designs, code, tests specifications, user manuals and, where relevant, other additional

items.

NOTE 1

and 7.2.1 (Documentation); and 6.3.5 and 7.2.2 (Configuration Management).
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For further information, see ISO/IEC 12207:2008(3]: 6.4.10.3.2 and 6.4.10.3.3 (Modifications); 6.3.6
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NOTE 2  For further general guidance related to ISO 9001:2008, 7.3, see the following:

ISO/IEC 25051:2006[27] for guidance on any procured COTS software products;

ISO/IEC 26514:2008(28] for design and development documentation guidance;

ISO/IEC 19761:2011,[18] ISO/IEC 20926:2009[21] and ISO/IEC 20968:2002[20] for guidance on
estimation of size methods;

ISO/IEC/TR 14759:1999I[7] for guidance on prototype categorization and examples of use;

—  ISO/IEC 26514:2008I28] for software user documentation process.

7.4 Purchasing

7.4.1 | Purchasing process

IS0 9(01:2008, Quality management systems requirements

7.4.1 |Purchasing process

The ofganization shall ensure that purchased product conforms to.specified purchase refguirements.

The type and extent of control applied to the supplier and the purchased product shall bg dependent

upon the effect of the purchased product on subsequent productrealization or the final groduct.

The oyganization shall evaluate and select suppliers based ontheir ability to supply prodjct in

accordlance with the organization’s requirements. Criteria for selection, evaluation and r¢-evaluation

shall ye established. Records of the results of evaluatiens and any necessary actions arisjng from the

evaludtion shall be maintained (see 4.2.4).

7.4.1.1 Purchased products

For the¢ purposes of 7.4.1, free software (stch as open source development tools) should pe considered

as purfhased.

In devEloping, supplying, installing-and maintaining software products, types of purchased products

may include:

a) CQTS software or shareware;

b) customized software’and services;

c) supbcontractedidevelopment (e.g. contract staff or outsourced full product developmept);

d) outsourced-activities (e.g. testing, independent verification and validation, facilities management);

e) toplsintended to assistinthe development of software (e.g. design and development orfconfiguration
m ‘nas\.ux\.nt tUUlD’ CuUuUGC anal:y';)\,r;)’ u\.uugs\.l 7] t\—Dt analyo\.ra, g\.n\.raturo, \.umpil\.ro),

f) computer and communications hardware;

g) key components (e.g. integrated circuits may be subject to change or to uncertain continued
availability);

h) wuser and product documentation;

i) training courses and materials.

The type and extent of control to be exercised by the organization over a supplier of subcontracted
design or development (e.g. joint projects) becomes especially important when selecting the supplier,
because confidence in the relationship may be critical to the success of the development.

© ISO/IEC 2014 - All rights reserved
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In developing, supplying, installing and maintaining software products, consideration about purchased
products may require the organization to manage the risks associated with licensing, maintenance,
help desk, and customer support services (such as concern for continued availability of support for
purchased product as a result of later releases). One way of determining the capability of suppliers to
provide an acceptable product may be by performing process assessment. Process assessment provides
information for risk assessment and a view of maturity and capability level of the supplier’s processes.

7.4.1.2 Purchased product control

Where the products listed in 7.4.1.1 h) to i) are purchased and intended to become part of the product,
they should be controlled as components throughout the design and development. Contractual
considerations-showld-beaddressedto-ensure that-suchcontrolsare inplace to-ensurecontigyration

management |s effective.

Care should be taken to ensure that contract staff have the specific skills and the levels ¢f|,completence
required priof to being integrated as part of the project team.

Re-evaluation] of suppliers’ performance may be conducted by regular review and,eentrol duringdesign
and development as part of project management (see 7.3.1).

In some circumstances, the whole of ISO 9001:2008 may apply to the organization-supplier relatignship.
The managenpent of risk is often more critical in software development\because of the nature|of the
product.

The supplier|may be selected based upon the evaluation of the supplier’s proposals and process
capabilities, gnd other factors, such as analysis of a suppliek’s performance history, review |of the
responses to the supplier questionnaire, and review of software-related quality and verification jplans.

NOTE1  Forlfurther information, see ISO/IEC 12207:2008,[51'6.1.1 (Acquisition Process).

NOTE 2  Forlfurther information on assessing process.capability of a supplier, see ISO/IEC 15504-3.[12]

7.4.2 Purchasing information

[SO 9001:2008, Quality management systems requirements
7.4.2 Purchpsing information

Purchasing information shall describe the product to be purchased, including, where appropriate,
a) requirements for approval of product, procedures, processes and equipment,
b) requiremgnts for qualification of personnel, and

c) quality mapnagement system requirements.

communicatipnto the supplier.

The organizann shall ensure the adequacy of specified purchase requirements prior to their

Purchasing information for software may include, where applicable
a) identification of the product ordered (such as product name, number, version, configuration),
b) requirements or the procedure to identify requirements where not fixed at the time of order,

c) standards to be applied (e.g. communications protocol, architectural specification, coding
standards),

d) procedures and/or work instructions the supplier is instructed to follow,
e) description of the development environment (e.g. hardware, development tools, facilities),

f) description of the target environment (e.g. hardware, operating system), and
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g) requirements on personnel (e.g. prerequisite training, product knowledge).
The considerations covered in 7.2.2 may also be applied to subcontracts.

NOTE
(Acquisition Advertisement).

7.4.3 Verification of purchased product

For further information, see ISO/IEC 12207:2008,[3] 6.1.1.3.1 (Acquisition Preparation) and 6.1.1.3.2

IS0 9001:2008, Quality management systems requirements
7.4.3 Verification of purchased product

The o}
ensur

Wher
organ
purch

'ganization shall establish and implement the inspection or other activities necessg
ng that purchased product meets specified purchase requirements.

e the organization or its customer intends to perform verification at the suppler’s
zation shall state the intended verification arrangements and method of product r
hsing information.

ry for

remises, the
blease in the

This v
Much
organi
ensure

erification can apply to the acceptance testing of purchased software used in
bf such software is impossible to verify thoroughly because\afiits extensive fungd
zation is entitled to assume a degree of suitability but shquld conduct acceptang
the availability of adequate support.

Wherd
hardwj
verific
devel
other
organi
testin

part of the software development has been subcontracted, or where the purchase

are and software is involved, the organization may need to determine the meth

ation, validation and acceptance of the subcontracted work will be achieved. W
ed under subcontract has to be integrated with software developed by the orga
onsiderations may include the methods and tools used in the development. Insg
ation itself, and possibly by the customer, may be necessary. The general cons
apply (see 8.2.4).

The organization may be required to acquire and include software products, including d4
such af contract staff, supplied by axthird party. The organization should verify produc
upon rjeceipt, taking into account the requirements of the contract. The methods to verif
may need to be defined as part-of the purchasing requirements (such as acceptance
guidarjce on verification and validation provided in 7.3.5 and 7.3.6 should be considered
staffing, consideration should be given to the education, training, skills and experience o
such topics as programming language, development tools and system management.

When [purchasing.Or ‘obtaining data, careful consideration should be given to the for
volumeg, source and content of data obtained (e.g. test data obtained from a third party). D
regulatory requirements may be relevant in some cases (e.g. privacy).

When putchasing software products, consideration should be given to the format and med

!

development.
tionality. The
e testing and

of associated
ods by which
ere software
ization itself,
ection by the
derations for

ta or services
and services
y the product
testing). The
. For contract
[ such staff, in

mat, medium,
hta protection

ium on which

it is s i nsur rational r irements h n met. The functional an

performance

requirements of the product should be tested before use to ensure that the product performs as specified.
The product may also need to be validated against the needs of the final product it is required to satisfy.

Since it may not always be possible to test the product at the point of receipt, it is important to ensure
thatitis tested before use or incorporation into the final product. Such tests may need to be conducted at
the supplier’s premises. When on the organization’s premises, consideration should be given to ensuring

that appropriate measures are in place to segregate the product until certainty about its in
determined (e.g. virus infections).

Records of qualification and training records may be used to assist with verification of co
NOTE 1

NOTE 2  For further general guidance related to ISO 9001:2008, 7.4, see the following:
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ISO/IEC 25040[25] and 25041;[26]

ze methods.

7.5 Production and service provision

7.5.1 Control of production and service provision

ISO/IEC 25010:2011[24] for guidance on quality characteristics appropriate to purchasing software

ISO/IEC 19761:2011,[18] ISO/IEC 20926:2009[19]1 and ISO/IEC 20968:2002[20] for guidance on

conditions. C
a) the avail
b) the avail
c) the use of]
d) the avails
e) theimple

[SO 9001:2008, Quality management systems requirements
7.5.1 Contro¢l of production and service provisions

The organizafion shall plan and carry out production and service provision under controelled
bntrolled conditions shall include, as applicable,

1

mentation of monitoring and measurement, and

f) the impleientation of product release, delivery and post-delivery activities.

ility of information that describes the characteristics of the product;
ility of work instructions, as necessary,
suitable equipment,

bility and use of monitoring and measuring equipment,

7.5.1.1 Pro

As stated in t
be organized
The “control
equivalent for

a) release aq
b) delivery 4
c) post-deliy

the life of]
7.5.1.2 Buil

Processes shd

Huction and service provision in software

e guidance for design and development (see 7.3), a software development project
hccording to a set of processes, whichitransform the requirements into a software pi
pf production and service provision” requirements specified in ISO 9001:2008,
software products to

tivities, e.g. build, releaséyand replication,
ctivities, e.g. deliverty and installation, and

rery activities, e-g--operations, maintenance and customer support (these apply thro
the product)!

d and release

uld -be set up for build, release and replication of the software item(s). Build and 1

should
oduct.
7.5.1 is

1ghout

elease

invoke config

The following
a)

irafion management (cpp 78 ?)

provisions are appropriate to build and release:

instructions;

b)

customer

's operations and ability to implement changes at any point in time;

or release of a complete updated copy of the software product is necessary.

32

identification of the software items that constitute each release, including associated build
identification of the types (or classes) of release, depending on the frequency and/or impact on the

decision criteria and guidance to determine where localized temporary fixes may be incorporated
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7.5.1.3 Replication

Where required, the organization should establish and perform replication, considering the following to
ensure that replication is conducted correctly:

a) identification of the master and the copies, including format, variant and version;

b) the type of media for each software item and associated labelling;

c) the stipulation of required documentation such as manuals, user guides, licences and release notes,
including identification and packaging;

d) controlling the environment under which the replication is effected to ensure repeatability;

e) prpvision for ensuring correctness and completeness of the copies of the product:

7.5.1.4 Delivery

Delivel'y may be achieved by physical movement of media containingysoftware or [by electronic

transmission.

The prjeservation of items during delivery is covered in 7.5.5.

7.5.1.3 Installation

Sometjmes, customers or third parties conduct installatien{ In this case the role of the orghnization is to

describe the steps the customer, or third party, needs tg take to perform the installation. Spmetimes, the

installption is conducted by the organization. For thelatter case, the following may apply

a) thp organization and customer should agree on their respective roles, responsibilities and
olligations;

b) the need and extent of validation at each installation should be defined;

c) thpe need for installation instructighs should be defined;

d) the need for configuration‘of“the software and hardware for the specific installatjon should be
ddfined;

e) thp need for data capture and/or conversion and database population should be defirjed;

f) thp acceptance procedure of each installation upon completion should be defined;

g) agcheduleisheeded;

h) acfesstocustomer’s facilities and equipment should be arranged (e.g. security badggs, passwords,
esgorts);

i) the availability of skilled personnel should be established;

j) the need to provide training associated with the specific intended use of the product during
installation or as part of maintenance should be defined;

k) the need to perform backup and confirm recovery should be defined.

The introduction of a new software product or new software release at multiple user sites can require
planning of implementation or rollout.
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7.5.1.6 Operations

A software-producing organization should plan and control operations, including:

a)

customer

b)
(see 6.3).

(s), and

7.5.1.7 Maintenance

Maintenance
a specific per

The organization should establish a process for performing maintenance activities and ve

them. Mainte

identificaltion of the initial status of the maintained items;

0 € soltware produc at is requested by
iod of time, after initial delivery and installation, should be stipulated in the. €0

nance activities may also be performed on the development environment, tog
n. Maintenance should include the following, as appropriate:

haintenance;

rganization(s) and arrangements (see also 7.5.1.6);

system monitoring to detect failure;

documentatiag
a) scope of 1
b)
c) supporto
d) mainten
e) interface
system, o
f) configurd
g) proposed
h) how func
i)
Therecordso

product and
temporary fix

For interface
procedures s}

NOTE For
Support), 6.4.1]

maintenalnce records and reports.

the need to set up a help desk to conduct telephone or other electronic communication with the

arrangements for ensuring continuity of support, such as disaster recovery, security and backup

€ customer Ior Sspeclric 1temys, and

tract.
rifying
Is and

ce activities including problem resolution, help desk support, hardware support and

odifications that may be required when additions or changes are made to the hary
components, controlled by the software;

tion management, testing and quality assurance activities;
release schedule;

fional expansion and performange improvement will be carried out;

the maintenance activities may be utilized for evaluation and enhancement of the so
for improvement_ofithe quality management system itself. When resolving pro

modifications\and functional expansion, depending upon the scale of work, change ¢
ould apply; or a new and separate development project should be initiated.

furthierinformation, see ISO/IEC 12207:2008,[3] 6.4.7 (Software Installation), 6.4.9.3.4 (Cu
D. (Software Maintenance Process), 7.2.3.3.3 (Process Assurance), and 7.2.8 (Software P

dware

ftware
blems,

es may be used-te.minimize downtime and permanent modifications carried out lafter.

ontrol

stomer
roblem

Resolution Pro

r‘ncc\
g
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7.5.2 Validation of processes for production and service provision

[SO0 9001:2008, Quality management systems requirements
7.5.2 Validation of processes for production and service provision

The organization shall validate any processes for production and service provision where the
resulting output cannot be verified by subsequent monitoring or measurement and, as a consequence,
deficiencies become apparent only after the product is in use or the service has been delivered.

Validation shall demonstrate the ability of these processes to achieve planned results.

The organization shall establish arrangements for these processes including, as applicable,

a) defined criteria for review and approval of the processes,
b) approval of equipment and qualification of personnel,

c) use of specific methods and procedures,

d) repuirements for records (see 4.2.4), and

e) reyalidation.

The organization should consider what processes may be used to compensate for the inability to validate
fully the product. Examples include the following:

a) a flesign and development review might consider how the design and development might fail in
addition to the more normal check that the design and development will function corfectly;

b) a program of failure mode and effect analyses that builds up a history of design and development
fallures and how they can be avoided.

Whatgver methods are used, they should be comimensurate with the risks and consequences of design
and dgvelopment failures.

7.5.3 | Identification and traceability

IS0 9901:2008, Quality managemnient systems requirements
7.5.3 |Identification and traceability

Where¢ appropriate, the organization shall identify the product by suitable means throughout product
realizption.

The oyganization shall identify the product status with respect to monitoring and measufement
requitements throughout product realization.

Wher¢ traceability is a requirement, the organization shall control the unique identificatjon of the
product and'maintain records (see 4.2.4).

ication and

7.5.3.1 Overview

For software, identification and traceability is commonly implemented through configuration
management. Configuration management is a management discipline that applies technical and
administrative direction to the design, development and support of configuration items, including
software items. This discipline is also applicable to related documentation (see also 4.2.3) and hardware.
The degree of configuration management use is dependent on the project size, complexity and risk level.

One objective of configuration management is to provide full visibility of the product’s present
configuration and status. Another objective is that everyone working on the product at any time in its
life cycle uses appropriate versions of items.
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7.5.3.2 Configuration management process

The scope of configuration management should include the following:

brought under configuration control (configuration identification);

planning of the process including defining activities, responsibilities and the tools to be procured;

identifying uniquely the name and versions of each configuration item and when they are to be

identifying the versions of each software item which together constitute a specific version of a

complete product (baseline), including re-used software, libraries, and purchased and customer
supplied software;

a)

b)

c)

d) identifyix
single or

e) controlliry
independ

f) providing

g) identifyir
resulting
accountir

h) providing

i) providing

7.5.3.3 Tra

Throughout t}

or product. Such tracing may vary in scope according to the requirements of the contract or marke

from being alj
usage of each

NOTE For

ISO

ISO

7.5.4 Customer propeérty

g the build status of software products under development, delivered or install
multiple environments, as appropriate;

g simultaneous updates of a given software item by two or more, people w
ently (configuration control);

coordination for the updating of multiple products in one or more lo¢ations as re

|
g, tracking and reporting of the status of items, including’all actions and changes

from a change request or problem, from initiation through to release (configuration
8);

configuration evaluation (status of verification and’validation activities);

release management and delivery.

ceability
e productlife cycle, there should be a process to trace the components of the softwa

le to place a certain change request in a specific release, to recording the destinati
variant of the product.

further information, see the following:
10007:2003[4] (Guidelines For Configuration Management);

IEC 12207:2008,51.6.3.5 and 7.2.2 (Configuration Management Process).

ed, for

orking

ired;

status

e item
tplace,
bn and

[S0 9001:200

8, Quality management systems requirements

7.5.4 Customerproperty

The organization shall exercise care with customer property while it is under the organization’s
control or being used by the organization. The organization shall identify, verify, protect and
safeguard customer property provided for use or incorporation into the product. If any customer
property is lost, damaged or otherwise found to be unsuitable for use, the organization shall report
this to the customer and maintain records (see 4.2.4).

NOTE Customer property can include intellectual property and personal data.

The organization may be required to acquire and include product and data supplied by the customer,

such as

a)

software

products including commercial software products supplied by the customer,

b) development tools,

36
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c) development environments including network services,

d) testand operational data,

e) interface or other specifications,

f) hardware, and

g) intellectual property, and confidential and proprietary information, including specifications.

In any

— Tre

maintenance agreement consideration should be given to addressing

quired licensing and support, including subsequent revisions to the product, and

— lin

The m
The oy
to pur
impler

The m
for the

7.5.5

hitations or constraints in re-use of the product in other projects.

bans by which updates to customer-supplied items are accepted and integrated shot
ganization may apply the same kinds of verification activities to customer-suppli
chased product. This includes requirements for records indicating~which chang
hented, and at what locations for multiple products and sites.

bthods for identifying the customer-supplied product should bepart of configuratior
product (see 7.5.3).

Preservation of product

1d be defined.
ed product as
es have been

management

ISO 9(
7.5.5

The o}
destin
identi

01:2008, Quality management systems requirements

Preservation of product

ation in order to maintain conformity terequirements. As applicable, preservation
fication, handling, packaging, storagetand protection. Preservation shall also apply

constituent parts of a product.

'ganization shall preserve the product during internal processing and delivery to the intended

shall include
to the

A soft
produ
not de
precay

Delive
Inadd
integr]
softw4
taken

a) st

vare-producing organization should ensure that its products are not altered fror

brade; however, the media‘on which it is stored may be subject to deterioration, a
tions should be taken by the organization.

'y should providé. for appropriate preventive action to protect the software product
tion, an appropriate level of software virus checking and appropriate measures to p1

re, or by-électronic transmission. The following should be considered, and appro
lwhen handling, packaging, storing or delivering software:

brirg software items, maintaining versions of products in established baselines;

h the point of

‘tion, through replication, handling and storage, to the point of delivery. Software iniﬂmation does

appropriate

from damage.
otect product

ty are needed. Delivery of software may be achieved by physical movement of media containing

priate actions

b) permitting the controlled access to and retrieval of the master and any copies, protecting them from
unauthorized change or corruption;

c) protecting computer media, particularly with respect to computer viruses, electromagnetic and
electrostatic environments;

d) providing for regular backup of software, including off-site storage for disaster recovery;

e) en

suring the timely copying of software to replacement media;

f) storing of software media in a protected environment, preventing deterioration and protecting
from obsolescence;

g) the effects of using compression and decompression techniques (the reduction of the space taken on
a data medium by encoding data, taking advantage of redundancy in the data);
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h) the effects of using encryption and decryption techniques (the transformation of data into an
unintelligible form for data security).

NOTE For further general guidance related to ISO 9001:2008, 7.5, see the following:
—  ISO/IEC 25010:2011[24] for guidance on quality characteristics of software products;
—  ISO/IEC 14764:2006;(8]

—  ISO/IEC 26514:2008.[28]

7.6 Control of monitoring and measuring devices

[SO 9001:2008, Quality management systems requirements
7.6 Control jof monitoring and measuring equipment

The organizafion shall determine the monitoring and measurement to be undertakeniand the
monitoring ahd measuring equipment needed to provide evidence of conformity of product to
determined requirements.

The organizafion shall establish processes to ensure that monitoring and measurement can be
carried out and are carried out in a manner that is consistent with the monijtoring and
measurement requirements.

Where necesgary to ensure valid results, measuring equipment shall

a) be calibrated or verified, or both, at specified intervals, or prier to use, against measurement
standards trgceable to international or national measurement/ standards; where no such standafds
exist, the basjs used for calibration or verification shall be recorded (see 4.2.4);

b) be adjust¢d or re-adjusted as necessary;

¢) have identification in order to determine its calibration status;

d) be safeguarded from adjustments that would‘invalidate the measurement result;

e) be protected from damage and deterioration during handling, maintenance and storage.

In addition, the organization shall asses$.and record the validity of the previous measuring resuflts
when the eqyipment is found not to donform to requirements. The organization shall take appropriate
action on the|equipment and any product affected.

Records of thie results of calibration and verification shall be maintained (see 4.2.4).

When used in} the monitoringand measurement of specified requirements, the ability of computpr
software to sptisfy the intended application shall be confirmed. This shall be undertaken prior t
initial use anfl reconfirmed as necessary.

=)

NOTE Confirmation of the ability of computer software to satisfy the intended application would
typically inclfide’its verification and configuration management to maintain its suitability for ug

®

Calibration is a technique that often has been perceived as not directly applicable to software. However,
it may be applicable to hardware and tools used to test and validate the software. Consequently, items a)
to e) in ISO 9001:2008, 7.6, may be applicable to the environment used when testing the software.

Where the organization uses tools, facilities and techniques in the conduct of any tests verifying
conformance of the software product to specified requirements, the organization should consider the
effect of such tools on the quality of the software product, when approving them. In addition, such tools
may be placed under configuration management prior to use.

Although “adjusted or re-adjusted as necessary” [ISO 9001:2008, 7.6, item b)] is not applicable to
software, there may be a need to verify periodically that software used in measuring devices has not
changed, due to exposure to harsh environments, such as viruses or electromagnetic fields.
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The suitability of test tools, techniques and data should be verified prior to use, to determine if there is
aneed to improve and/or upgrade them. The organization should have procedures for determining how
the test software is checked.

Measuring and monitoring devices used in software development, testing, maintenance and operation
include

a) data used for testing the software product,

b) software tools (e.g. for simulation, collecting performance, resource utilization and coverage
information),

c ¢
d) in

The o
manag

8 Mieasurement, analysis and improvement

8.1 ¢

nutor h’)Y‘I‘I‘AY’JY‘D ')V\!’l
wpeter hardware and
strumentation interfacing to the computer hardware.

rganization should control measuring and monitoring devices by means of a
ement system (see 7.5.3).

reneral

configuration

ISO 9(
81 G

The o}
proce

a) to
b) to
c) to

This s
extent

01:2008, Quality management systems requirements

eneral

bses needed

demonstrate conformity to product requirements,

ensure conformity of the quality management system, and

continually improve the effectiveness of the quality management system.

hall include determination efiapplicable methods, including statistical techniques, §
of their use.

rganization shall plan and implement the monitoring, measurement, analysis and imnprovement

ind the

The pT)rpose of the software measurement process is to collect, analyse and report dg

the pr
manag

The m|

quality planning)(see 7.1.2).

ducts developed(and processes implemented within the organizational unit, to sup
ement of the processes, and to demonstrate objectively the quality of the products

onitoringsd_measurement, analysis and improvement processes should be identif

ta relating to
port effective

ed as part of

NOTE For further information, see the following:

— ISO/IEC12207:2008,12] 6.2.1.3.3 (Improvement) and 6.3.7 (Measurement Process)

— ISO/IEC 15939:2007;[13]

—  ISO/IEC 15504-1;[10]

—) ISO/IEC/TR 9126-2:2003[1] and ISO/IEC/TR 9126-3:2003[2] (Product quality — Internal and external
metrics);

ISO/IEC 25001:2007.[23]
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8.2 Monitoring and measurement

8.2.1 Custo

mer satisfaction

NOTE Moni
satisfaction s
analysis, co

[SO 9001:2008, Quality management systems requirements

8.2.1 Customer satisfaction

rveys, customer data on delivered product quality, user opinion surveys,
pliments, warranty claims and dealer reports.

lost busi

As one of the measurements of the performance of the quality management system, the organization
shall monitor information relating to customer perception as to whether the organization has met
customer requirements. The methods for obtaining and using this information shall be determined.

The organizat
should provid

example:

a) analysis ¢
b) quality-in
c) other qua
d)

NOTE For
8.2.2

ion’s process for requesting, measuring and monitoring feedback of custemer satis

fhelp desk calls relating to both product quality and service performance,
-use metrics derived from customer direct and indirect feedback,

lity metrics based on use of the product, and

number df software releases needed to fix problems, after initial delivery.

Internal audit

further information, see ISO/IEC/TR 9126-4[3] (Product quality — Quality-in-use metrics).

faction

e information on a continual or periodic basis as appropriate. For software consider, for

IS0 9001:200
8.2.2 Inter

The organiza
management

a) conforms
Standard and
organization

b) is effectiy

An audit prog
processes an
frequency an|

8, Quality management systems requirements

r[al audit

ion shall conduct internal audits at planned intervals to determine whether the qu
system

to the planned arrafigements (see 7.1), to the requirements of this International
to the quality mahagement system requirements established by the
and

ely implemented and maintained.

ramme'shall be planned, taking into consideration the status and importance of th
1 areas.to be audited, as well as the results of previous audits. The audit criteria, sc
(. fethods shall be defined. The selection of auditors and conduct of audits shall en

ality

e
bpe,
sure

objectivity ar

Admanartiality aftha At v ocnce A dirarc chall mat A A thate Avazn o]y
t Pt

planning and

Records of th

NOTE SeelS
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A documented procedure shall be established to define the responsibilities and requirements for

conducting audits, establishing records and reporting results.

e audits and their results shall be maintained (see 4.2.4).

The management responsible for the area being audited shall ensure that any necessary corrections
and corrective actions are taken without undue delay to eliminate detected nonconformities and their
causes. Follow-up activities shall include the verification of the actions taken and the reporting of
verification results (see 8.5.2).

0 19011 for guidance.

When software organizations separate their work into projects, audit planning should define a selection
of projects and assess both the compliance of their project quality planning to the organization’s quality
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management system and the compliance of the project to the project quality planning. This selection
should ensure coverage of all stages and all processes.

This may necessitate auditing various projects at different stages of their product development life cycle,
or auditing a single project as it progresses through various stages. Where the intended project changes
its timescale, the internal audit schedule may be reviewed, either to change the timing of the audit or to
consider a different project.

NOTE For further information, see ISO/IEC 12207:2008,[3] 7.2.3 (Software Quality Assurance Process) and
7.2.7 (Software Audit Process).

8.2.3 Monitoring and measurement of processes

IS0 9(01:2008, Quality management systems requirements
8.2.3 | Monitoring and measurement of processes

The ofganization shall apply suitable methods for monitoring and, where applicable, megsurement of
the qyality management system processes. These methods shall demonstrate the ability pf the
procegses to achieve planned results. When planned results are not achieved, correction fand
corre¢tive action shall be taken, as appropriate.

NOTE| When determining suitable methods, it is advisable that the organization considef the type
and exftent of monitoring or measurement appropriate to each of-ts processes in relation|to their

impadt on the conformity to product requirements and on thejeffectiveness of the quality
management system.

Organjzations normally measure some aspects of their processes in order to monitor, mangge and assess
them. The most frequent measures include

a) the planned and actual duration of a process activity,
b) the planned and actual cost of a process*activity, and
c) the planned quality levels and progressive measures of the selected quality charactefistics.

NOTE1 For further information,(see ISO/IEC 12207:2008,[3] 6.2.1.3.2 (Process Assessment]) and 6.2.1.3.3
(procegs improvement).

NOTE } For guidance on.€onducting software process assessment, see ISO/IEC 15504-1,[10] and that on
performing an assessment) see ISO/IEC 15504-2.[11] See also ISO/IEC 15939:2007,[15] Clauge 5 (Software

Measurement Process).

8.2.4 | Monitering and measurement of product

ISO 9(01:2008, Quality management systems requirements

8 2 4 AL ade - | 4= £ | =
ks MIUIIIUT 1T g AU IIITAdSUI Tiiciit v piouuct

The organization shall monitor and measure the characteristics of the product to verify that product
requirements have been met. This shall be carried out at appropriate stages of the product realization
process in accordance with the planned arrangements (see 7.1). Evidence of conformity with the
acceptance criteria shall be maintained.

Records shall indicate the person(s) authorizing release of product for delivery to the customer
(see 4.2.4).

The release of product and delivery of service to the customer shall not proceed until the planned
arrangements (see 7.1) have been satisfactorily completed, unless otherwise approved by a relevant
authority and, where applicable, by the customer.

© ISO/IEC 2014 - All rights reserved 41


https://iecnorm.com/api/?name=27c1c5b56f46a60f14e95264fd1a6614

ISO/IEC 90003:2014(E)

An organization should monitor and measure the conformity of products to quality requirements by
means such as review, verification and validation. Examples of product characteristics that may be
monitored or measured include:

a) functionality,

b) maintainability,
c) efficiency,

d) portability,

e) usability, and

f) reliability.
NOTE For further information, see the following:

—  ISOJIEC/IEEE 12207:2008,[5] 6.4 (Technical Processes), which contains provisions for evalugtion of
software produicts during development and when completed;

—  ISOfIEC 25010:2011;[24]

—  ISOJIEC 25040I25] and 25041.[26]

8.3 Contrdl of nonconforming product

IS0 9001:2008, Quality management systems requirements
8.3 Controlfof nonconforming product

The organiziﬁion shall ensure that product which de&s'not conform to product requirements is
identified and controlled to prevent its unintended.use or delivery. A documented procedure shdll be
established tp define the controls and related responsibilities and authorities for dealing with
nonconformipg product.

Where applidable, the organization shall deal with nonconforming product by one or more of the
following ways:

a) by takinglaction to eliminate the detected nonconformity;

b) by authorfizing its use, release-or acceptance under concession by a relevant authority and, where
applicable, byf the customer;

¢) by takingfaction to preelude its original intended use or application;

d) by takinglaction.dppropriate to the effects, or potential effects, of the nonconformity when
nonconformiphg product is detected after delivery or use has started.

When nonconforming product is corrected it shall be subject to re-verification to demonstrate
conformity to the requirements.

Records of the nature of nonconformities and any subsequent actions taken, including concessions
obtained, shall be maintained (see 4.2.4).

In software development, segregation of nonconforming items may be effected by transferring the
item out of a production or testing environment, into a separate environment. In the case of embedded
software it may become necessary to segregate the nonconforming item (hardware) which contains the
nonconforming software.

The supplier should identify at what points control and recording of nonconforming product is required.
Where a software item manifests a defect during development or maintenance, the investigation and
resolution of such defects should be controlled and recorded.

Configuration management may be invoked to implement part of or the whole of this requirement.

42 © ISO/IEC 2014 - All rights reserved


https://iecnorm.com/api/?name=27c1c5b56f46a60f14e95264fd1a6614

ISO/IEC 90003:2014(E)

Attention should be paid to the following aspects in the disposition of nonconformities:

a) any discovered problems and their possible impacts on any other parts of the software should be
noted and those responsible notified so the problems can be tracked until they are resolved;

b) areas impacted by any modifications should be identified and re-tested, and the method for
determining the scope of re-testing should be identified in a documented procedure;

c) the priority of the nonconformities should be established.

With software, repair or rework to achieve fulfilment of specified requirements creates a new software
version. In software development, disposition of nonconforming product may be achieved by:

a) re

b) acfeptance with or without repair by concession,

c) tr
d) re

NOTE

Resolu

8.4 1\nalysis of data

—{  ISO/IEC 25051:2006.[2Z]

pair or rework (i.e. to fix defects) to meet the requirement,

patment as a conforming product after the amendment of requirements,and
ection.

For further information, see the following:

—{  ISO/IEC/IEEE 12207:2008,[5] 6.3.5 and 7.2.2 (ConfiguratiomMahagement Process) and|7.2.8 (Problem

ion Process);

8.4

the ef

The a
a) cu
b) co

c) ch
action

IS0 9(01:2008, Quality management systems:requirements

The ofganization shall determine, colleet and analyse appropriate data to demonstrate the suitability
and effectiveness of the quality mandagement system and to evaluate where continual im

a resu]:t of monitoring and measurement and from other relevant sources.

nalysis of data

rovement of
fectiveness of the quality management system can be made. This shall include datajgenerated as

alysis of data shall provide information relating to
stomer satisfaction)(see 8.2.1),

hformity to product requirements (see 8.2.4),

hracteristi¢s-and trends of processes and products, including opportunities for preyentive
(see 8:2:3'and 8.2.4), and

d) suppliers (see 7.4).

Examples of "analysis of data” for software may include problem reports from various levels of testing
and issues identified in reviews or walkthroughs.

NOTE

For further information, see the following:

—  ISO/IEC 15939:2007,[15] 4.4 (Software measurement process — Evaluate results);

—  ISO/IEC 19761:2011,[18] [SO/IEC 20926:2009[21] and ISO/IEC 20968:2002.[20]
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