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INFORMATION TECHNOLOGY -
UNDERWATER ACOUSTIC SENSOR NETWORK (UWASN) -

Part 2: Reference architecture

FOREWORD

2017

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)

m_the specialized system for worldwide standardization. National bodies that are members of ISO
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rticipate in the development of International Standards through technical committees established

spective organization to deal with particular fields of technical activity. ISO and IEC technical somi
llaborate in fields of mutual interest. Other international organizations, governmental and non-governme
ison with 1ISO and IEC, also take part in the work. In the field of information technology, ISO and IE
tablished a joint technical committee, ISO/IEC JTC 1.

e formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possi
ernational consensus of opinion on the relevant subjects since each technical committ€e has represe
bm all interested IEC National Committees and ISO member bodies.

C, ISO and ISO/IEC publications have the form of recommendations for interfational use and are ac
IEC National Committees and ISO member bodies in that sense. While all reasonable efforts are m|
sure that the technical content of IEC, ISO and ISO/IEC publications is aécurate, IEC or ISO cannot i
sponsible for the way in which they are used or for any misinterpretation by‘any end user.

order to promote international uniformity, IEC National Committees, and ISO member bodies undert
ply IEC, ISO and ISO/IEC publications transparently to the maximum extent possible in their nation
gional publications. Any divergence between any ISO, IEC or ISO/IEC publication and the corresp
tional or regional publication should be clearly indicated in the‘latter.

O and IEC do not provide any attestation of conformity. tn@dependent certification bodies provide con
sessment services and, in some areas, access to IEC\marks of conformity. ISO or IEC are not respq
I any services carried out by independent certification‘bodies.

| users should ensure that they have the latest edition of this publication.

b liability shall attach to IEC or ISO or its directors, employees, servants or agents including individual €
d members of their technical committees»>and IEC National Committees or ISO member bodies f
rsonal injury, property damage or other damage of any nature whatsoever, whether direct or indirect,
sts (including legal fees) and expenses, arising out of the publication of, use of, or reliance upon, this I
blication or any other IEC, ISO or ISO//EC publications.

tention is drawn to the normativiereferences cited in this publication. Use of the referenced publicat
Hispensable for the correct application of this publication.

tention is drawn to the possibility that some of the elements of this ISO/IEC publication may be the suf
tent rights. ISO and IE€-shall not be held responsible for identifying any or all such patent rights.

ational Standard ISO/IEC 30140-2 was prepared by subcommittee 41: Internet of T
elated technelogies, of ISO/IEC joint technical committee 1: Information technology.
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ist of<allcurrently available parts of the ISO/IEC 30140 series, under the generd| title

nationtechnology — Underwater acoustic sensor network (UWASN), can be found o
nd{JSO websites.

n the

This International Standard has been approved by vote of the member bodies, and the voting
results may be obtained from the address given on the second title page.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

IMPORTANT - The 'colour inside’ logo on the cover page of this publication indicates
that
understanding of its contents. Users should therefore print this document using a
colour printer.

it contains colours which are considered to be useful for the co

rrect
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INTRODUCTION

Water covers approximately 71 % of the Earth’s surface. Modern technologies introduce new
methods to monitor the bodies of water, for example, pollution monitoring and detection.
Underwater data-gathering techniques require exploring the water environment, which can be
most effectively performed by underwater acoustic sensor networks (UWASNSs). Applications
developed for the UWASNSs can record underwater climate, detect and control water pollution,
monitor marine biology, discover natural resources, detect pipeline leakages, monitor and
locate underwater intruders, perform strategic surveillance, and so on.

The
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communication waveforms and/or frequencies are the responsibility of architects, devel
and i

Acou
signdls that overlap biologically important frequency“bands into the subject environ
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The
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UWA

The |

1

I
ling the entity models and high-level interface guidelines supporting interopér
g UWASNSs in order to provide the essential UWASN construction information\to
uide architects, developers and implementers of UWASNSs.

water sensor nodes and relationships among the nodes to construct the archite

ard. Thus, ISO/IEC 30140 series specifies neither any type of communication wave
e in UWASNs nor any underwater acoustic communication, frequencies. Spec

mplementers.1

stical data communication in sensor networks necessitates the introduction of acou

b signals may conflict with regional, national ofiinternational noise exposure regula
menters of acoustical communication networks should consult the relevant regu
cies prior to designing and deployment of*these systems to ensure compliance
ations and avoid conflicts with the agengigs.

P
atll

P
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atll

p
u

bility
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onally, the ISO/IEC 30140 series provides high-level functional models related to

ctural

ective of UWASNs. However, the ISO/IEC 30140 series is am-application agmnostic

orms

fying
bpers

stical
ment.
ions.
atory

with

urpose of the ISO/IEC 30140 series is to provide general requirements, guidancT and
a

tion in order for the users of thedSO/IEC 30140 series to design and develop the
SNs for their applications andx$ervices.

SO/IEC 30140 series comyprises four parts as shown below.

art 1 provides a.\general overview and requirements of the UWASN refe
chitecture.

art 2 provides.reference architecture models for UWASN.

Art 3 providés descriptions for the entities and interfaces of the UWASN refe
chitecture.

rget

ence

ence

WASN and among various UWASNSs.

art,4_provides information on interoperability requirements among the entities witihin a

Architects, developers and implementers need to be aware of the submarine emergency frequency band, near
and below 12 kHz, and it is recommended to provide a provision for such submarine emergency band in their
UWASN design and applications.
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INFORMATION TECHNOLOGY -
UNDERWATER ACOUSTIC SENSOR NETWORK (UWASN) -
Part 2: Reference architecture
1 Scope
This part of ISO/IEC 30140 provides a UWASN conceptual model by identifying and defining

three|domains (application domain, network domain and UWASN domain).

It al
requi
a) U
b) U
c) U

For each view, related physical and functional entities are described.

2 Normative references

The following documents are referred to in the text in such a way that some or all of
contgnt constitutes requirements of this document. For dated references, only the e

cited

any gmendments) applies.

ISO/I

Architecture (SNRA) — Part 2: Vocabulary and terminology

1ISO/I
Part

3 Terms and definitions
For the purpases of this document, the terms and definitions given in ISO/IEC 29182-2 ajf

ISO and,l[EC maintain terminological databases for use in standardization at the follg
addrgsses:

rements defined in ISO/IEC 30140-1:

WASN systems reference architecture;
WASN communication reference architecture;
WASN information reference architecture.

applies. For undated references, the latést edition of the referenced document (incl

FC 29182-2, Information technology — Sensor networks: Sensor Network Refe

/: Overview and requirements?2

50 provides UWASN reference architecture multiple views consistent withl the

their
dition
Liding

fence

F-C 30140-1, Information stechnology — Underwater acoustic sensor network (UWAS$N) —

bply.

wing

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp

2 Under preparation. Stage at time of publication: ISO/IEC FDIS 30140-1:2017.
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4 Abbreviated terms

2D
3D
3G
4G
A/D
AODV
APS IB

two-dimensional
three-dimensional

third generation

fourth generation

analog-to-digital converter

ad hoc on demand distance vector
application layer information base

APSDE
APSME
ASK
AUV
BLDH
BLME
BUN |B
CDMA
CLA
CM

CPU
CRA
CSMA
D/A

application layer data entity
application layer management entity
amplitude shift keying

autonomous underwater vehicle
bundle layer data entity

bundle layer management entity
bundle layer information base

code division multiple access
convergence layer adapter
communication module

central processing unit
communication reference architecture
carrier sense multiple access
digital-to-analog converter,

database

distance group
destination-sequenced distance vector routing
dynamic sourcg routing

delay and:disruption tolerant network
hardware abstraction layer
freguency shift keying
greedy-face-greedy

general packet radio service
hardware layer

information base

inter-integrated circuit

Internet protocol

information reference architecture
kilobits per second

local area network

datalink layer information base
media access control
microcontroller unit

multiple frequency shift keying
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MIMO multi-input multi-output
MLDE MAC layer data entity
MLME MAC layer management entity
MM micro controller module
MSDU mac service data unit
NLDE network layer data entity
NLME network layer management entity
NWK IB network layer information base
OFDM orthogonal frequency division multiplexing
OLSR optimized link state routing
oS operating system
PC personal computer
PDU protocol data unit
PHY |B physical layer information base
PIT passive integrated transponder
PLDH physical layer data entity
PLME physical layer management entity
PSK phase shift keying
PTKH partial topology knowledge forwarding
PWM pulse width modulation
QAM quadrature amplitude modulation
QoS quality of service
RA reference architecture
REST representational state transfer
RF radio frequency
RFID radio-frequency identification
ROV remotely operated underwater vehicle
SAP service~access point
SClI seriaL.communication interface
SDV switched digital video
SIM sensor interface module
SIMQ single-input multi-output
SISO single-input single-output
SM service module
SPI serial peripheral interface
SRA system reference architecture
TDMA time division multiple access
UART universal asynchronous receiver/transmitter
uuv unmanned underwater vehicle
UWA-APS underwater application layer
UWA-BUN underwater bundle layer
UWA-CH underwater acoustic cluster head

UWA-EUN

underwater acoustic extend united network
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UWA-FN underwater acoustic fundamental network
UWA-GW underwater acoustic gateway
UWA-DL underwater datalink layer

UWA-NWK underwater network layer

UWA-PHY underwater physical layer

UWASN underwater acoustic sensor network

UWA-SNode underwater acoustic sensor node

UWA-UN underwater acoustic united network

WAN wide area nefwork

Wi-Fi wireless fidelity

5 Rurpose of UWASN reference architecture (UWASN RA)

This
are d

A UW
more
comp

reference architecture that fit the developers’ application(or target architecture. In add

the U
archi

The
archi

are tg:

a) s
b) s

c) s

UWA
desci

This

1) o

Hocument provides reference architecture views consistent with thé requirements
efined in ISO/IEC 30140-1.

ASN reference architecture (UWASN RA) is a generalized \architecture sharing o
common domains of several end systems, giving direction downward and req
liance upward. In other words, the developer can reusg entities and elements i

WASN reference architecture provides standardsfand guidelines for building a sp
ecture for underwater environment.

combination of these architecture perspectives and views forms a comprehe
ectural description of a UWASN system.(Reference architecture perspectives and

pbecify how UWASNSs operate;
pecify systems of equipment and flows of information which support UWASNSs;

pecify technical rules and, guidelines which allow these systems to interoperate.

SN RA provides the rules and guidance for developing and presenting the architg
iptions.

jocument provides multiple views of the technical architecture of UWASN:

erview of UWASN reference architecture;

2) U
3) U

ASN-systems reference architecture;

ASN communication reference architecture;

vhich

ne or
Liring
n the
ition,
ecific

nsive
iews

cture

4) U

WASN-formmatiom referencearchitecture:

The UWASN supports development of interacting architectures. UWASN defines the multiple

perspectives of UWASN

reference architecture and multiple views of the technical

architecture. All views are made up of sets of architecture data elements. The UWASN
defines relationship between architectural views and the data elements.
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6 UWASN conceptual model

The UWASN conceptual model shown in Figure 1 depicts the common domains that are
identified in various UWASN systems and each of the presented domains. In this document,
the UWASN reference architecture is described using the domains shown in Figure 1 and this
conceptual model is extended to develop the three UWASN reference architectures which
describe common entities and interfaces in each domain for various UWASN systems
applications and services.

The UWASN RA describes the key technology that enables “a UWASN system”. In most
UWASN systems, there are three main technologies involved: system technology,
communication technology and information technology. The UWASN reference architecture
viewyg are described and focused on these three technologies, resulting in the architgcture
viewd mentioned.

[ Application Domain ]

: 1

s

[ Network Domain }é“‘“w\

h

A

UWASN Domain

[ Surface Domain J

///' ’ 2
e
-
A"/ \\‘
[ Sensing Domain }# -‘{ Controlling Domain ]
IEC
Key
1 dpmain

2  two-way communicationlink, interface for data/information and/or physical interface

Figure 1 — UWASN system conceptual model

The ¢oncepiual model describes the UWASN system in terms of the key domains which are
comn[on tojthe deployed UWASN systems. These domains are identified and defined.

a) Avp!icaticll U\JIIIU;II
The application domain includes many types of application users connected to a UWASN
system. These are scientific, military, business and aquatic applications. The application
users make use of underwater sensor data for monitoring the environment, providing
tsunami warnings, etc.

b) Network domain

The network domain can be realized using LAN, WAN and/or backbone networks. This
domain provides data/information links between the application domain and UWASN
domain. This domain uses RF communication, satellite or optical communication.
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c) UWASN domain

This domain is related to the underwater environment, which includes surface domain,
sensing domain, and controlling domain. These three domains are described below.

1) Surface domain

In the UWASN system, ships, surface buoys and UUVs may be used as underwater
gateways. These gateways gather data from underwater sensor nodes using acoustic
communication links and transfer to the backbone network using, e.g. satellite
communication or CDMA.

2) Sensing domain

7.1

The
invol
in Ta

environment using various types of sensors, e.g. temperature, pressure and,‘im
sensors. The sensing domain can directly communicate with the surface domrain in the
case of ad-hoc networks.

Controlling domain

In the UWASN system, the controlling domain is used for communicdtion betweegn the
sensing domain and the surface domain. Intermediate nodes, such’as AUVs and|relay
nodes, are used to gather data from the sensing domain and “transform to surface
domain with the help of acoustic communication.

onfiguration of UWASN RA - Systems reference‘architecture (SRA)

General

JWASN systems reference architecture is shown in Figure 2, along with all the entities
ed and the interfaces among them. The entity and interface descriptions are presented
ble 1.
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[ Application Domain ]&5*

s
s
s

A

S

N

/

Scientific Business Military Aquatic Others.
l Network Domain J » Infio]
_’ F o N
Backbone Internet Intranet
2
Underwater Domain
[ Surface Domain ]
3.
RN
h Ships Buoys usv Others.
/ [ Sensing Domain ] \ 4 N
[ Controlling Domain ]
Cluster network Ad-hoc
GUV
uuv Other sensing systems Relay node

Key
1 d

main

2  two=wdy communication link, interface for data/information and/or physical interface

entity

Figure 2 — UWASN systems reference architecture

Table 1 — UWASN systems reference architecture

UWASN domains

Domain entities

Network domain

Backbone
Internet

Intranet
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Application domain Scientific
Business

Military

Aquatic

Civilian

Others (e.g. Sports)

Underwater domain

Surface domain

Ships
Buoys

USV (unmanned suriace venicle)
Others [e.g. anti-submarine warfare (ASW) helicopt

Sensing domain

uuv
Other sensing systems

Controlling domain

Relay node
uuv

ers]

Interfaces (between entities)

Description

Application domain Network domain

Inf-01: The interface®etween application domain
and network domain:

Netwpork domain Underwater domain

Inf-02: The interface between network domain and
underwater.domain.

Undgrwater domain Application domain

Inf-03: The interface between underwater domain
and application domain.

7.2 | System-level physical entities
7.21 Overview
The

burpose of this subclause s to provide not only basic information but also high

mod¢gl descriptions for various\UWASN entities identified in 7.1. Entities can be categg

into tio types: physical and functional.

Physical entities are hardware entities, which are actual, tangible devices and/or compor

such
backbone network'devices.

as underwater(sensor nodes, underwater gateways, AUVs, relay nodes and acces

A functional\entity represents a certain task that can be carried out on one or more ph
entities, for. example, the sensing of underwater data, transceiver management, a
contrpl<management, network management and data forwarding. Figure 3 and Figure 4

all th

entities modelled in this document

tlevel
rized

ents,
5 and

sical
LCEess
show

Each entity model presented in this document is a description of the function and/or role of

that entity.

7.2.2 Physical entities

7.2.21 General

Figure 3 shows the physical entities that form an underwater acoustic sensor network and

how the entities are interconnected.
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CPU-on-board
e controller

Power Supply

UWASN Og ;

C) Adhoc Network
.

O

Key

1 U NA-@ 6  access network
2 UN«O’H 7  acoustic link

3  uUuv 8  optional

4 UWA-GW 9  mandatory

5

communication path

Figure 3 — Physical entities of a UWASN

Figure 4 describes the internal architecture of UWA-SNode and this architecture includes:
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a)

b)

d)

e)

f)

g)

h)

CPU-on-board controller: This contains a CPU or controller interfaced with a UWA-SNode
via sensor interface circuitry. A microcontroller module obtains information from the UWA-
SNode and then

1) saves the information in the on-board memory;
2) processes the information; and

3) by controlling the acoustic modem, forwards the information to a new UWA-SNode. An
operating system (OS) is optional here.

Memory: A storage device is a memory unit which can be embedded in a sensor node or
located outside of the node. The memory unit stores various event data collected by the
node, e.g. measurements and processed data (if an_on-the-node processing is
prformed).

ensor: A sensor or sensing element is a measuring device of external envirooment of a
brtain phenomenology. Typically, this device converts physical parameters into a
easureable electrical signal. Depending on the type of a sensing device, the devicg can
easure acoustics, seismic waves or vibration, magnetic fields, varigus light spectra
isual, infrared, etc.), electromagnetic fields (e.g. radio frequencies), temperature,
ressure, motion, contaminants, etc. Depending on the complexity and technplogy
nplemented in the sensor, the sensor can measure one-dimensjonal, two-dimengional
nd three-dimensional signals along with time tagging.

c

(9

ommunication module: A communication unit is an esséntial component of a sensor
bde. This communication unit provides either a wired orWwireless data link which is|used
g transmit the data collected by the sensor or sensing-€lement and any processed data if
bailable, in non-real time or in real time. In cas€,of non-real time data transmigsion,
bme type of storage device is required.

bnnected via a wire, it typically does not»require an on-board power supply,| e.g.
btteries. In the case of a wireless sensor mode, a battery is required. Power managgment
r a sensor node is essential and power ‘management utility firmware may be hosfed in
e CPU, especially for the sensor nodes located remotely and operating wirelesslyl The
bwer supply is a critical element fof’powering a sensor node; therefore, it is also cfitical
gqr powering an entire sensor network. This becomes even more critical for a wirgless,
pographically dispersed sensor’network. A battery power supply is typical. The power
ipply greatly depends oncthe type of sensor and the sensor node functions. Hower
anagement on remotessensors is of great importance to the functionality of a YWA-
Node. The remoteness of a UWA-SNode dictates the power supply capacity and power
sage management..The required frequency of inter-nodal communications also digtates
bw the power shgquld be managed.

S
a
C
t
a
s
c
f
t
f
9
s
S

p
m
m
p
n
n
Ppwer supply: A sensor node requires a power supply. If a sensor node is physjically
b
g
H
p
m
u
h

Acoustic modem:~It is used to transmit and receive underwater data. It works ljke a
telephone modem, which transmits the data with the help of a telephone line. It corjverts
the digital'data to acoustic signals and these signals are converted back to digital data at
the receiver acoustic modem. These modems can be used for underwater monitoring and
data.logging, UUV command and control, underwater telemetry, diver communicationg and
ofhefr.applications wanting underwater wireless communications.

Node reclamation: Node replacement is also known as node reclamation. For more
information, refer to ISO/IEC 30140-1:-3.

Housing case: Housing integrity must be suitable for operation at the required working
depth. Water proofing is one of the requirements for the UWA-SNode. For more
information, refer to ISO/IEC 30140-1.

Fouling cleaner: It is optional for UWA-SNodes to have timely cleaning to resist fouling
and corrosion because such issues may cause UWA-SNodes to fail.

3 Under preparation. Stage at time of publication: ISO/IEC FDIS 30140-1:2017.
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Figure 4 — Physical architecture'of underwater sensor node

2 Underwater acoustic sensor node (UWA-SNode)

rwater acoustic sensor technology can be used in all the environments. Novel typ
-SNode can improve the range of environmental parameters for which informati
ted.

luster-based UWASN, the cluster head (UWA-CH) receives data from UWA-SNode
mits it to the UWA-CH of other clusters until data reach the UWA-GW. UWA-CH per
aggregation on (the sensor data it receives and then sends it to the UWA-GW

clustering of. the nodes in the network, it is important to maintain the tracking g

water cluster head provides more reliable and better communication connectivity
water cluster head contains similar modules to the underwater sensor node, excep

the clusier-head has data gathering, filtering and compression managers.

IEC

es of
on is

5 and
orms

The
ation
f the

5. The underwater cluster head improves network operation life and a network with an

The
t that

In an ad-hoc network, each sensor node is a fully functional device that can sense and
communicate with sensor nodes. A cluster-based network sensor node is either a reduced
function device or a fully functional device. The reduced function devices only have
communication functionality, whereas the fully functional devices are either UWA-SNodes or
UWA-CHs and have sensing and communicating capabilities. In cluster-based networks,

devel

opers use the reduced function devices to reduce costs, energy consumption, etc.

The UWA-SNode architecture is presented in Figure 5.
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Figure 5 — Underwater sensor node (UWA-SNode) architecture

so performs network and communication management.

pwer manager: The power manager manages the power\_supply to nodes
bripherals.

ENSOrsS.

coustic module: The acoustic module uses sound, waves to transfer the data fr
burce device to a destination device.

eripheral interface module: The peripheral interface module manages underwater

T
a
P
p
Sensing manager: The sensing manager processes the-data received from v3
s
A
S
P
acquisition peripherals (e.g. actuators, underwater cameras, underwater sensors, etc

Ppower supply: The power supply module_supplies power to underwater nodes.

Others: UWA-CH nodes receive the data from various underwater sensor nodes. UW
filters and compresses the data -and sends the filtered/compressed data to the
uhderwater gateway through the-acoustic communication. Routing is performed b
UWA-CH and ad-hoc UWA-SNaedes.

2(3 Underwater gateway’(UWA-GW & UWA-DTN-GW)
2(3.1 General
inderwater gateway basically performs communication relay between the base s

the UWASN. The’ UWA-GW obtains underwater sensor information from relay node
UWA-CH and* UWA-SNodes) and transmits it to the monitoring centre via wir

communication.ehannels.

Undefwater gateway communicates with two heterogeneous networks: RF based and acq
based.\I’he DTN (delay and disruption-tolerant networks) gateway is used for communig
between heterogeneous communication networks.

7.2,

IEC

sk manager: The task manager provides information about the management system. It

and
rious
bm a
data
A-CH

final
y the

ation
s (or
eless

ustic
ation

2.3.2 UWA-GW architecture

Underwater gateway contains similar modules like those of the underwater sensor node. The
RF module is added additionally to the UWA-GW. The architecture is shown in Figure 6. The
RF module transfers the data to the surface or receives control commands from a ground

stat

ion.
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Figure 6 — Underwater gateway architecture
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7.2.214 Housing case

In an underwater device, an expensive acoustic modem is needed “for transmitting and
receiying data. Hence, a strong waterproof housing case is needed against high water
presqure and it can also prevent failures and corrosion.

7.2.2|5 Fouling cleaner

Fouling can be caused by marine wildlife, such as‘/weeds, zebra mussels, algae| and
barngcles becoming attached to a stationary underwater entity. In a UWASN, avoiding fquling
is important because the attachment of marine wildlife to a membrane might limit or change
the membrane’s vibration characteristics [1]4.

7.2.2(6 Acoustic modem

Acouptic modems allow for wireless communication in water. Acoustic modems are usled in
real-time systems where information must be collected periodically.

As compared with radio communication, underwater acoustic communication is modefately
slow.[Not only is the communication speed slow but there are also complications with acqustic
signdl propagation because.of boundary effects (multipath and delay-Doppler spreading).
Acougtic modem producers:-use numerous methods to handle the above complicationg, i.e.
signdl data packaging, 'processing and coding schemes. These methods supporf the
guardntee of reliable’communication and at the receiver end, they detect bit loss and/or fepair
the Idst bits of data. Not all producers use the same method.

7.2.2{7 Unmanned underwater vehicles (UUV)

7.2.2(7.1 General

AUV ‘stioutd—be ctonsidered—as one of the BUVs—Detaited—exptamatiomof AGV—s—given in
7.2.2.7.2.

7.2.2.7.2 Autonomous underwater vehicle (AUV)

These can be used to complete underwater operations such as detective work and the
mapping of rocks, immersed wrecks and obstructions that may cause navigation risks. AUVs
can autonomously conduct inspection operations and reach specified locations. Data
collected by AUVs during critical missions can be downloaded and processed. Different kinds
of sensors can be attached to AUVs and these can work without the use of cables, tethers or
remote controls. AUVs can make multiple missions to monitor different environments,
oceanography and water resources. AUVs are used to improve the capabilities of UWASNS in

4 Numbers in square brackets refer to the Bibliography.
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many ways. The integration of AUVs and UWA-SNodes can be networked with coordination
algorithms.

a) Adaptive spatial sampling: This comprises control procedures that command AUVs to
move to required locations. The adaptive sampling method has been used in innovative
observation operations.

b) Self-configuration: This contains management methods for automatically identifying
connectivity gaps due to node failure; it can then request AUV intervention. AUVs restore
connectivity by deploying additional relay or sensor nodes.

7.2.2.7.3 UUV architecture

In Figure 7, the routing manager collects information from UWA-SNodes and send jt tpb the
gateway. It also provides the navigation path information for the UUV. The pgasitipning
mangdger performs the function of propulsion.

/[ Task Manager ][ Sensing Manager ][ Power Manager ][ Others. ]\

[ Routing Manger ] [ Positioning Manger ]
[ 0S/Firmware ]
[ Hardware AbstractionLayer ]

\[ Acoustic Module ] [ RF Module ] [ Power Supply ]/

IEC

Figure 7 — Unmanned underwater vehicle architecture

7.2.2(8 Access network

An agcess network provides the connectivity between the backbone network and underwater
gateway in the UWASN.\‘Examples of access networks include Wi-Fi® networks, cgllular
networks (such as\ .3G/4G wireless), Ethernet, ZigBee® and CDMA and salellite
communication.®

7.2.2(9 Backbone network

The mostobvious backbone network is the Internet. Another example would be an Intranet, in
which the data from the sensors are consumed “locally” and not accessed by other networks.

< ber of potentially
geographically dispersed communicating entities. It is typically wired, although wireless
backbone networks may also be used.

In ge D3 pone _ne a DO gae gnne mMmona a8 alrge _numbpe a nolel

7.2.2.10 User

These are the entities that ultimately consume the high level information provided by UWASN.
Sensor network applications, such as environmental monitoring and battlefield command and
control, run on the user machines. The user may have the capability to visualize the
information produced by UWASN applications.

5 ZigBee and Wi-Fi are registered trademarks of ZigBee Alliance and Wi-Fi Alliance, respectively. This
information is given for the convenience of users of this document and does not constitute an endorsement by
ISO or IEC.
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7.3 High-level SRA view

The UWASN device reference architecture is shown in Figure 8. The underwater device
architecture mainly contains four underwater devices, an underwater acoustic sensor node
(UWA-SNode), an underwater acoustic cluster head (UWA-CH), UUVs and an underwater
gateway (UWA-GW & UWA-DTN-GW). Each device has its own functional architecture.

- 20 -

Detailed information for each device is given in 7.2.2.
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Figure 8 — Underwater device architecture
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7.4 SRA from system service view

The reference architecture is described using a set of entities that make up the UWASN. Each
UWASN consists of a sensing domain, a controlling domain and a surface domain presented
in Figure 1. Figure 9 presents the services provided by the UWASN. The arrows in this figure
represent the interfaces that should allow seamless interoperations and interoperability
between the services.

The interoperability of the UWASN includes five types of services: user service, network
service, UWASN data processing services, data gathering/sending service and sensor
service. Figure 10 illustrates the key entities involved in the services.

Terrestrial

User Service

Scientific, Business and Aquatic application users

| | IS

Network Service

Data processing

Underwater Surface

UWASN Data Processing Services

Underwater Sensor Networks including surface and DTN
gateways

Underwater l' I

Data Gathering/Sending

Underwater UUVs

| 1

Sensor Service

Underwater Sensor nodes

IEC

Figure 9 — Graphical representation of the interoperable UWASN RA
from a service point of view

8 Configuration of UWASN RA — Communication reference architecture (CRA)

8.1 High-level CRA view

In Figure 10, UWASN CRA is shown along with all the entities involved and the interfaces
among them. The entity descriptions are presented in Table 2.
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Table 2 - UWASN communication reference architecture (UWASN CRA)

UWASN domains

Domain entities

Network domain

Backbone

Satellite

Application domain

Application users

Underwater domain

Surface domain
— DTN gateway

Sensing domain

— Sensor

— Tags (acoustic, PIT)
- Uuv

Controlling domain

— Relay node

- uUuv

Interfaces (between entities)

Description

Application domain Network domain

Inf-01: The interface between application domain
and network domain.

Netwprk domain Underwater domain

Inf-02: The interface*between network domain and
underwater domain.

Undgrwater domain Application domain

Inf-03: Theinterface between underwater domain
and appli¢ation domain.

UWAPBN acoustic communication architecture”is shown in Figure 11. Underwater de

comnmunicate with each other by using\ acoustic waveforms. Each underwater de
communication unit has an acoustic .module as shown in Figure 11. The transmitte
receiyer use the same protocol stack for communication.

vices
ice’s
and
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Figure 11 — Underwater acoustic communication architecture

SN architecturé is” shown in Figure 12. UWASN architecture is designed by comh
water devicevarchitecture and underwater acoustic communication architecture.

‘ Receiver
i AN
-I—l' ASD Canverter Amplifier )
RN . AN
{ Envelope detector ' Band pass filtefr

{ Comtroller
' 4
l Mcu

Acoustic Modem

IEC

ining



https://iecnorm.com/api/?name=e77de417a940e94d346090c5e6222a33

ISO/IEC 30140-2:2017 © ISO/IEC 2017 - 25—

3 —,

N . 12

e H A\
N

| %

6
IE

Key
1  UWA-DTN-GW 7 cluster
2 stirface 8 acoustic
3  UWA-GW 9 relay node
4 UWA-CH 10 UUV
5 UWA-SNode 11 moving gateway
6 ag-hoc network 12  fixed gateway

Figure 12 — Underwater acoustic sensor network architecture

8.2 | CRA from network connectivity view

8.21 UWA-Physical layer

Features of the UWA-Physical (UWA-PHY) layer are the operating frequency band, the sound
wave intensity, the modulation scheme and the channel coding. The UWA-PHY layer acts as
the interface between the UWA-Datalink layer physical acoustic channel using acoustic
hardware and firmware. The UWA-PHY layer should contain PLME. To invoke layer
management functions, PLME offers layer management service interfaces. Further, it
maintains a managed objects database relating to the UWA-PHY layer. This kind of database
is termed a physical layer information base (PHY IB). The UWA-PHY layer offers two kinds of
service, which is accessed by a service access point (SAP): the UWA-PHY layer management
service, which is accessed through PLME-SAP; and the UWA-PHY layer data service which is
accessed by the PLDE’s SAP (PLDE-SAP)[2]. See Figure 13.
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Figure 13 — UWA-PHY layer reference-model

8.2.2 UWA-Datalink layer

The PYWA-Datalink (UWA-DL) layer is accountabledfor underwater connection and acqustic
channpel management. The UWA-DL layer should contain MLME. To invoke layer managgment
functijons, MLME offers service interfaces. Moreover, it maintains a database for mangpging
objedts relating to the UWA-DL layer. This-Kind of database is termed as MAC IB| The
UWALDL layer offers two kinds of service, which are accessed by SAP: the MAC data sefvice,
which is accessed with the assistance of-MLDE-SAP; and the management service retrjeved
through MLME-SAP. The UWA-DL layer has benefits such as time synchronization, channel
mandgement, beacon management;~frame-based transmission of ACK, network combination
and geparation[3]. See Figure 14.

MLDE-SAP ]—[ MLME-SAP

MLME

UWA-DL
Layer

[ MACIB ]
PLDE-SAP ]—[ PLME-SAP

Figure 14 — UWA-DL layer reference model
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8.2.3 UWA-Network layer

The UWA-Network (UWA-NWK) layer provides an appropriate service interface between the
UWA-Data link layer and UWA-Bundle layer. The UWA-NWK layer theoretically should contain
NLME and data entity known as NLDE. MLDE-SAP and the UWA-NWK layer provide a data
transfer and addressing service through NLDE-SAP and management services by NLME-SAP
and MLME-SAP. NLME performs administrative tasks using the NLDE. The NLME also
maintains an information database (NWK IB) for the UWA-NWK layer. See Figure 15.

/{ NLDE-SAP ]—[ NLME-SAP H

NLME

UWA-NWK 0P
Layer

<X

MLDE-SAP H MLME-SAP

Figure 15 — UWA-NWK layer reference model
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The UWA-NWK layer responsible for defining paths between UWA-SNode and UWA-GW.
Long|propagation delays should be‘addressed by this layer.

8.2.4 UWA-Bundle layer

The YUWA-Bundle (UWA-BUN) layer transforms data units into one or more PDUs termed as
“bundles” or “bundle.layer” or “underwater bundle,” which are forwarded by UWA-SNpdes.
The |dea is to bundle “underwater bundle layers” so that information essential for|data
transfer can be.packed together, reducing the amount of round-trip connections especially
while| a round-tfip period is more. Bundles contain an initiating timestamp, a useful pdinter,
servite assignment and total length. The UWA-BUN layer helps routing and scheduling
decisjons!

The UWA-BUN Jlayer provides an appropriate service interface between the UWA-NWK layer
and UWA-APS layer. The UWA-BUN layer should contain bundle layer management entity
(BLME) and data entity termed the bundle layer data entity (BLDE). The UWA-BLDE-SAP
provides bundle transformation service through the BLDE. The BLME performs administrative
tasks using the BLDE. The BLME also maintains the database (BUN IB) for the UWA-BUN
layer. A bundle information base (BUN IB) is used for store and forward communication
routing [3][4]. See Figure 16.
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Figure 16 — UWA-Bundle layer reference-model

UWA-Application layer

WA-Application layer or UWA-Network layer. and the UWA-Application layer vi
Il service set. These services are management service (APSME) and data se
PDE). The APSDE provides the data tranSmission service with the help of APSDE-
preserves the managed objects database termed APS IB [3][5]. See Figure 17.

APSDE-SAP ]—[ APSME-SAP

APSME

UWA-APS
Layer
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b the
rvice
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{ )

BLDE- BLME-
SAP/NLDE- }—‘ SAP/NLME-
SAP SAP

Figure 17 — UWA-APS layer reference model
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The purposes of the application layer are to:

a)

b)
c)

offer network management protocol which creates software and hardware information of

lo

wer layers apparent to management applications;

offer language for enquiring UWASN;

al

8.2.6

low tasks and announce data and events.

Functional modules

From the point of view of the underwater device’s architecture, there are four kinds of
modules. Modules can communicate with one another with the help of peripheral interfaces

using[the sensor inferface module.

a) Skervice module: This supports different services provided to the underwater.-deyvicg. For
example, the task manager is for managing the tasks, the power manager is for.contrplling
power and the compression manager is for data handling.

b) Microcontroller module: This contains a CPU or controller interfaced with a UWA-SNode
via sensor interface circuitry. The microcontroller module obtains information by
UWA-SNode and saves information in the on-board memory, precesses the information
and by controlling the acoustic modem, forwards the information’to-a new UWA-SNode [5].

c) Sensor interface module: This supports the different\\ peripheral interfaces for
cpmmunication between the modules.

d) Clommunication module: This supports the different communication technologies sugh as
acoustic, CDMA and RF. For example, an underwater sensor node can use acqustic
cpmmunication and an underwater surface gateway can use RF communication and/or
cellular communication.

8.2.7 Essential concept of functional entities

The |UWASN communication system is“.divided into five layers, each with upique

functionalities as follows.

a) The UWA-Application layer provides application processes to exchange data. This [layer
cpntains different application-related functionalities, for example, environmental
mlonitoring, disaster prevention and aquatic applications.

b) The UWA-Bundle layer carries the bundles between the application and network Igyers.
These bundles transmit using the store-and-forward approach. This performs | data
s¢gmentation for energy saving.

c) The UWA-Network layer is an intermediate system that is commonly referred to as the
“fouter”. It is;wused to perform the layer routing, localization, packet generation and
afdressing.the management of the communication between underwater devices.

d) The UW-A-Data link layer provides channel access control mechanisms between sgveral
uhderwater devices. It is also responsible for finding and correcting errors that might
occur‘at the UWA-PHY [6].

e) The UWA-Physical layer establishes, maintains and releases physical connections for the

transfer of bits in an underwater transmission medium.

Figure 18 shows the functional entities and their related functionalities that form an
underwater acoustic sensor network.
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Figure 18 — Functional entities of UWASN
Tablg 3 gives descriptions of the functional entities.
Table 3 — Functional model and descriptions in UWASN
Functional entities Description
Actuators An actuator contains a propulsion module which is responsible for moving or
controlling an underwater sensor node.
Powgr management Manages the energy management mechanisms for energy saving in underwater
wireless acoustic sensor network.
Hardwate dfivers Manage power-efficient transducer hardware drivers for underwater wireless acougtic
communication.

PHY-frame generation

The PHY frame consists of encoding and modulation methods [3].

Error detection and
handling

The UWA-MAC sublayer manages the technologies for handling and detecting errors.

MAC-function
management

MAC function management is responsible for maintaining time synchronization
between underwater devices, channel scanning and power management.

MAC-frame generation

The MAC processes MAC frame, MSDU and MMDU. A MAC frame encompasses the
MAC header, MSDU, MAC footer and integrity check value.

Scheduling
management

Manages the scheduling techniques for energy saving and controls communication
between underwater sensor nodes by assigning time slots.

Data processing

Uses data/signal processing algorithms to extract requested or useful information from
sensor data and metadata. The information extraction algorithms include collaborative
information processing (e.g. data fusion, feature extraction, data aggregation and data
presentation).
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Functional entities

Description

Routing management

Manages the different routing algorithms for underwater communication.

Localization
management

Manages the different localization technologies for identifying the location of
underwater sensor nodes in underwater communication.

Packet generation

The UWA-Network layer generates the packets according to underwater properties
such as limited bandwidth and data rate.

Group management/
clustering

Manages the cluster-based network for underwater communication. Clustering is used
for parallel processing, load balancing between underwater sensor nodes and fault
tolerance.

Network coding

UWASN uses the network coding concept for improving the throughput and providing

threredumndancy forerror recovery:

Addressing
manggement

Underwater sensor nodes have unique addresses. Addressing management manapges
the mechanisms for binding the unique address with a MAC address.

Custpdy accept
UWAFbundle

Sent by a candidate custodian after accepting the custody transfer of the underwater
bundle.

Segnpentation

The UWA-Bundle layer divides the bundle into smaller segments'to’maximize the
probability that each one can be delivered to the correct destination.

Datalforwarding

After receiving the underwater bundle from the source node, this forwards this burdle
to the destination node with the help of intermediate nodes:

Custody receiving
UWAbundle transfer

After receiving the bundle, this sends it to the destinhation node via custody transfg

=

Persistent storage

After receiving the data, the UWA-Bundle layerstores the data until the connectiofp is
reestablished (if the communication link to' the‘next hop is not available).

Custpdy delete bundle
transfer

Deletes an underwater bundle when the.time is expired.

Conviergence layer
adapfer (CLA)

CLAs carry UWA-DTN protocol data'units (called UWA-Bundles).

Flow]|control

For controlling data flow b&tween neighbouring layers.

Error{ control

Checks the errors between the underwater terminal devices.

Retrgnsmission

Provides retransmission mechanism for lost packets.

Sessjon management

Session management allows to establish and manage sessions between the
underwater devices.

Devige management

Manages devices in the sensing domain, including power, system parameter,
identification and embedded software/firmware programs in devices.

Netwprk management

Manages the network topology, routing table, configuration information, performance
and reconfigures network information.

Powgr management

Power management is responsible for minimizing the energy usage, for example, sleep
modes and control power usage between the underwater devices.

Time[sync
manggement

Time sync management is responsible for synchronization between underwater
devices, for example synchronization of sleep modes, 3D topology optimization and
data aggregation.

Service management

l\/lnnngnv: the services 'r_\rn\lirinri hy underwater sensor nodes and underwater gnfn vays

including service registration, service discovery, service description, service analysis
and service processing queue.

Security management

Manages the security of communication and data, including authentication,
authorization, encryption and key management.

Applications

Different application users use underwater sensor data for various purposes.

Others

Others is for extended functionality of each layer.

Table 4 shows how they are related to each other.
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