INTERNATIONAL ISO/IEC
STANDARD 19785-1

Second edition
2015-08-01

Information technology — Common
Biometric Exchange Formats
Framework —

Part 1:
Data element specification

Technologies de l'information — Cadre de formats d’échdnge
biométriques communs —

Partie 1: Spécifications de données d’élément

Reference number

@ m ISO/IEC 19785-1:2015(E)
Y=
©ISO/IEC 2015



https://iecnorm.com/api/?name=fda45864d393319a056faedfae8ded45

ISO/IEC 19785-1:2015(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2015, Published in Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +41 22 749 01 11

Fax +41 22 749 09 47
copyright@iso.org

WwWw.iso.org

ii © ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=fda45864d393319a056faedfae8ded45

Contents

ISO/IEC 19785-1:2015(E)

Page
FFOT@WOTM ........ooccccceeeesse e85 5588585555555 vi
TIUETOQUCHION........ccoss s vii
1 S0P ... 1
2 COMEOTTMMATICE..........ooooveeessse e85 51858555 1
3 Normative references
4 Terms and definitions
5 Symbols and abbreviated terms
6 Biometric IAeNTIIiers. ... Cy e, 7
6.1  Assignment of identifiers to biometric organizations and biometric objects ..} ... 8
6.2 [dentifier attrIDULES ... s f s 8
7 Biometric Information Record (BIR) Structures.................@n b o, 11
7.1 General
7.2 Defining a CBEFF patron format using the simple CBEFF BIR structure ... 12
7.2.1  Standard biometric header (SBH) ...t B8 13
7.2.2  The Biometric data block (BDB)
7.2.3  Security blOCK (SB) ... et
7.3 Defining a CBEFF patron format using the complex CBEFF BIR structure.....f.co 14
7.4  Defining a CBEFF patron format using the sélf-identifying simple CBEFF BIR §tructure .16
7.5 Defining a CBEFF patron format using thée multiple CBEFF BIR structure......f.ccco. 16
8 Performing BIR tranSfOrmations.... ... oo
8.1 Transformations of enumerated abStract values ...
8.2 Transformations of non-enumerdted data element values ...
9 CBEFF Data Elements..............c.......
9.1 CBEFF_BDB_format_ownefZ:
9.1.1  Attributes ...
9.1.2  Transformation reqUIremMeNts ...,
9.2 CBEFF_BDB_fOrmMatifyPe. ... ssesssssssssesssssssssssssssssssssssssssssssssssssesssssessssessssees
9.2.1  Attribates
9.2.2  Transformation reqUIreMENTS ...
9.3 CBEFF_BBB. encryption_OPtIONS ..o
0.3.1 - NAIEIIDULES oo
9.3.2_“~“Requirements on patron format specifications
9333 Transformation requirements ...
9.4 GBEFF_BIR_integrity_options.........
9.4.1  AIIDULES .o
9.4.2 Requirements on patron format specifications
9.4.3  Transformation requirements
9.5 CBEFF_BIR_self_id_owner ...
9.5.1  Attributes ...
9.5.2  Transformation requirements
9.6 CBEFF_BIR _self_id_type......ccoinn
9.6.1  Attributes ...
9.6.2 Transformation requirements
9.7 (0957 0 20 SRS 010) o TP o 1<) ol o010 0 o L o000
9.8 CBEFF_BDB_biometric_type.
0.8.1  ALETIDULES oo
9.8.2  Transformation reqQUITEIMIENTS ...
9.9 CBEFF_BDB_biometric_subtype
9.9.1  Attributes ...
9.9.2  Transformation reQUITEIMENTS ...
9.10 CBEFF_BDB_capture_deViCe_tYPE_OWIIET ........ccowiierieeresissessssisssssssssesssssssssssssssssssssessssssseessssssssssssees

© ISO/IEC 2015 - All rights reserved iii


https://iecnorm.com/api/?name=fda45864d393319a056faedfae8ded45

ISO/IEC 19785-1:2015(E)

9.11

9.12

9.13

9.14

9.15

9.16

9.17

9.18

9.19

9.20

9.21

9.22

9.23

9.24

9.25

9.26

9.27

9.28

9.29

9.10.1 Attributes ...,

9.10.2 Transformation requirements

CBEFF_BDB_capture_device_type.............

0111 ATETIDUELES oo
9.11.2 Transformation REQUITEMENTS ... 24
CBEFF_BDB_challenge_response

O.12.1  ATETIDULES oo
9.12.2 Transformation reqQUITEIMENTS ... seese oo
CBEFF_BDB_comparison_algorithm_owner.

9.13.1 Attributes ...

9.13.2 Transformation reQUITEIMIEINTS ...
CBEFF_BDB_comparison_algorTthm_TYPe .......iiiiiiiiiiisiisiississississsssssssssssssssssssssssssgfis
9.14.1 Attributes ...

9.14.2 Transformation Requirements

CBEFF_BDB_compression_algorithm_OWNer ... Bt
9.15.1  AttribUtes .o

9.15.2 Transformation requirements.....
CBEFF_BDB_compression_algorithm_type...

9.16.1  Attributes ..o

9.16.2 Transformation Requirements......

CBEFF_BDB_Creation_date ... S,
O0.17. 1 ATEFIDULES oo (oo et
9.17.2 Transformation requirements ....................
CBEFF_BDB_feature_extraction_algorithm_owner.

9.18.1 Attributes ...,

9.18.2 Transformation requirements........<J
CBEFF_BDB_feature_extraction_algorithm_type. )
0,191 ATETIDULES oo S e
9.19.2 Transformation Requirements

CBEFF_BDB_index

0.20.1  ATETIDULES .oy e
9.20.2 Transformation requirenients

CBEFF_BDB_PAD_techniquesvendor.....

9.21.1 Attributes ... b,

9.21.2 Transformation¥requirements

CBEFF_BDB_PAD_technique.......ccccccccue

9.22.1 Attributesh..o s

9.22.2 Transformation Requirements

CBEFF_BDB_ProcesSed_lEVel ....... ..ottt
9.23.1  ABIKIDULES .o

9.23.2_STransformation requirements

CBEFE.BDB_product_owner ..................

9.24,1  Attributes ...

9724.2 Transformation requirements

EBEFFBBBproducttype—rm e
O.25.1  ATETTDUEES .
9.25.2 Transformation Requirements

CBEFF _BDB_PUIPOSE .ot
0.26. 1 ATETIDUELES et
9.26.2 Transformation requirements

CBEFF_BDB_quality ...

O.27. 1 ATETIDUELES e
9.27.2  Transformation reQUITEIMEITS ...

CBEFF_BDB_quality_algorithm_owner
0.28.1  ATETIDULES ..ot
9.28.2 Transformation reqQUITEIMIENTS ...
CBEFF_BDB_quality_algorithm_type
0.20.1  ATETTDUELES .o

© ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=fda45864d393319a056faedfae8ded45

9.30

9.31

ISO/IEC 19785-1:2015(E)

9.29.2 Transformation Requirements
CBEFF_BDB_validity_period..........cn.
9.30.1 Attributes ...,
9.30.2 Transformation requirements
CBEFF_BIR _CIrEatiON At ....ooooooooooooeeeeeeeeeeeecesessssssssssssssssssssssssssssssssssssssssseesee sttt
9.31.1 Attributes

9.31.2 Transformation requirements

.32 CBEFF _BIR CI@aTOT ...oooi itttk
0.32.1  Attributes ...
9.32.2 Transformation requirements

0.33  CBEFF_BIR _INAEX ..ottt
D.00. 1 ATETIDUTES ...t
9.33.2 Transformation requirements

9.34 CBEFF_BIR_patron_format_OWIET ... (o S
0.34.1  ALEIIDULES ..o Bt e
9.34.2 Transformation requirements

9.35 CBEFF_BIR patron_format_type................
9.35.1 Attributes ...
9.35.2 Transformation requirements

9.36 CBEFF_BIR_payload.......ccicss
0.36.1  ALEIIDULES .o N s
9.36.2 Transformation requirements

9.37 CBEFF_BIR_pointer ...
9.37.1 Attributes ..o
9.37.2 Transformation requirements

9.38 CBEFF_BIR_validity_period.........c.cco. 200
9.38.1 Attributes ... SN
9.38.2 Transformation requirements

9.39 CBEFF_patron_header_VerSiOn  a. ..o

9.39.1 Attributes
9.39.2 Transformation requirements

9.40  CBEFF_SB_fOrmat_ OWIEE, ™ ..o
9.40.1 Attributes ..acl e
9.40.2 Transformdtion requirements
9.41 CBEFF_SB_format.type
9.41.1  AtribUEES oo
9.41.2 Transformation requirements
L5 2R 2 00 51 20 T8 S 17=) ) o) 1
.42, T JALETTDULES oot
9.42:2° Transformation requirements
Anndx A (normative) Format and content of a patron format conformance statement...|................... 39
Annédx B (informative) Conventions for CBEFF NAmMes ... 41
Anndx C(informative) Registration AUthOTity ... 42

Bibliography

© ISO/IEC 2015 - All rights reserved v


https://iecnorm.com/api/?name=fda45864d393319a056faedfae8ded45

ISO/IEC 19

785-1:2015(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

The Common Biometric Exchange Formats Framework (CBEFF) promotes interoperability of biometric-
based applications and systems by specifying standard structures for biometric information records
(BIRs) and a set of abstract data elements and values that can be used to create the header part of a
CBEFF-compliant BIR.

A biometric information record (BIR) is an encoding in accordance with a CBEFF patron format (see
below). It is a unit of biometric data for storage in a database or for interchange between systems or
parts of systems. A BIR always has at least two parts: a) a standard biometric header (SBH); b) at least

one hiometric data block (RDR) It may also have a third part called the security block
places no requirements on the content and encoding of a BDB except that its length is to-h
number of octets; the several parts of [ISO/IEC 19794 specify standardized BDB formats for
biomegtric types.

The 1
abstr
biom

rimary purpose of CBEFF is to define abstract data elements (data elements with a s
act values, with their semantics) that are expected to be of general utility as parts
btric information records. This part of ISO/IEC 19785 defines these data elements.

A CB
level
elemg

EFF patron format is defined for a particular domain of use. A(€BEFF patron format
specification of encodings that can carry some or all of the\abstract values of the
ents defined in this part of ISO/IEC 19785 (possibly withzadditional abstract values
CBEFF patron), together with one or more biometrie. data blocks (BDBs) containi

iometric organization) that specifies or intends to specify one or more CBEFF patro

are npt CBEFF pdtrons). A CBEFF patron obtains a biometric organization identifier from t
Regigtration Authority but has privileges beyond those of ordinary CBEFF biometric of
it can define,Tegister, and publish one or more CBEFF patron formats. The biometric
identjfierlof a CBEFF patron can (but need not) be encoded in BIRs conforming to the pa

(SB). CBEFF
e an integral
a number of

et of defined
f the SBH in

is a full bit-
CBEFF data
determined
hg biometric
main of use.
or different
n of use.

formats, and
hd to ensure

on. A CBEFF
a biometric

also introduces the concept of a CBEFF patron. A CBEFF patron is an organization (registered

n formats in
y, working

d
, or industry censortium can register as CBEFF patrons (other CBEFF biometric o(ﬁ‘ganizations

he Biometric
ganizations:
brganization
fron formats

definpd by that CBEFF patron.

CBEFF also defines the concept of a CBEFF biometric data block (BDB) format owner. A CBEFF BDB
format owner is an organization (registered as a CBEFF biometric organization) that specifies one or
more BDB format specifications. A BDB format owner obtains a CBEFF biometric organization identifier
from the Biometric Registration Authority. A BDB format owner can be a public standards organization
(that would, coincidentally, also qualify as a CBEFF patron) or any organization that has a need to define
its own vendor-specific BDB formats, whether they are to be published or not.

A CBEFF BDB format owner defines one or more BDB formats and assigns a BDB format identifier
that unambiguously identifies that BDB format within those defined by the BDB format owner. A BDB
format identifier (and the corresponding format) may, but need not, be registered with the Biometric
Registration Authority.

© ISO/IEC 2015 - All rights reserved vii
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CBEFF also defines the concepts of CBEFF biometric product owner as well as owners or vendors for
the following specific product types: a) capture device; b) feature extraction algorithm; c) comparison
algorithm; d) quality algorithm; e) compression algorithm; f) presentation attack detection (PAD)
technique. A CBEFF biometric product owner is an organization (registered as a CBEFF biometric
organization) that assigns a biometric product identifier to a biometric product. A biometric product
owner can be a public standards organization such as a standards body, working group, or industry
consortium (such an organization would, coincidentally, also qualify as a CBEFF patron), or any
organization, such as a vendor or integrator, that has a need to assign biometric product identifiers
to biometric products. A given organization can be the owner of one or more entities in one or more
of these categories (also including BDB formats and SB formats as additional categories) with no
restrictions on the number of entities owned by the organization or on which categories those entities

may belong fo

A CBEFF bi
products. Th
and softwar
ISO/IEC 197

lmetric product owner assigns biometric product identifiers to one or moré biometric

e identified products can be hardware or software products or a combination of hardware
e. Examples of biometric products are biometric service providers (BSPs-as defingd by
84-1) and biometric transforming applications, as well as the spegific” product types

mentioned in the previous paragraph. A biometric product identifier unambiguously identifies a

biometric pr
biometric prj

bduct within those that have been assigned an identifier by the biometric product owper. A
pduct identifier may, but need not, be registered with the Biometric’Registration Authfority.

A CBEFF capture device type owner, feature extraction algorithm ownef, comparison algorithm owner,

quality algo
device type
types (or fed
extraction
extraction a
capture dev
registered w

g

CBEFF also
format owng
block format
standards o
organization
or integrato
security blo

A CBEFF sec
block format
those that h
block format

This part of

rithm owner, compression algorithm owner, or PAD techhique vendor assigns capture
dentifiers (or feature extraction algorithm identifiers,etc.) to one or more capture device
ture extraction algorithms, etc.), respectively. A capture device type identifier (or fepture
lgorithm identifier, etc.) unambiguously identifies a capture device type (or fepture
gorithm, etc.) within those that have been assigned an identifier by the owner/venglor. A
ce type identifier (or feature extraction algorithm identifier, etc.) may, but need npt, be
ith the Biometric Registration Authority.

efines the concept of a CBEFF security block (SB) format owner. A CBEFF security [block
r is an organization (registered as @CBEFF biometric organization) that assigns a sequrity
identifier to a security block format. A CBEFF security block format owner can be a public
Fganization such as a standards body, working group, or industry consortium (suth an
would, coincidentally, alsoqualify as a CBEFF patron) or any organization, such as a vendor
, that has a need to asgign security block format identifiers to security block formats. A
k format owner can also;but need not, be a BDB format owner and vice versa.

urity block formdt'owner assigns security block format identifiers to one or more seq
s. A security black format identifier unambiguously identifies a security block format w
hve been assigried an identifier by the biometric security block format owner. A sec
identifief\aray, but need not, be registered with the Biometric Registration Authority

urity
rithin
urity

ISO/IEC 19785 specifies a simple CBEFF BIR structure (the format of which can| only

be inferred

structure (the

F BIR
a BIR is

from-the domam of use in which such a BIR is encountered) and a complex CBEF

encountered) and glves the requlrements for the spec1f1catlon ofa CBEFF patron format based on e1ther
of these abstract data structures.

This part of ISO/IEC 19785 also specifies a self-identifying simple CBEFF BIR structure that includes
mandatory data elements that identify the format of the structure.

This part of ISO/IEC 19785 also specifies a multiple CBEFF BIR structure upon which patrons can
specify BIR formats that support one or more sub-BIRs. BIR formats conforming to this structure may
or may not be self-identifying.

This part of ISO/IEC 19785 also specifies transformations of BIRs from one CBEFF patron format into a
different CBEFF patron format.

viii © ISO/IEC 2015 - All rights reserved
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Clause 2 specifies the conformance requirements for CBEFF patrons that define CBEFF patron formats.
It also specifies the conformance requirements for biometric transforming applications and for
implementations claiming conformance to a specific patron format.

Clause 9 specifies the CBEFF-defined abstract data elements and the transformation requirements for
each data element. CBEFF permits CBEFF patrons to specify additional abstract data elements.

Annex A is normative. It defines a patron format conformance statement that patrons are to complete
and publish as part of their patron format specifications as assurance that the format fully complies
with CBEFF requirements.

Annex B is informative. It explains the naming conventions used for data elements and abstract values
speciEied in this part of ISO/IEC 19785 and in ISO/IEC 19785-3.

Annek C is informative. It identifies the CBEFF Registration Authority.

© ISO/IEC 2015 - All rights reserved ix
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Information technology — Common Biometric Exchange

Formats Framework —

Part 1:
Data element specification

This part of ISO/IEC 19785 defines structures and data elements for biometric information re|

This part of ISO/IEC 19785 defines the concept of a domain of use to establish the appl
standard or specification that complies with CBEFF requirements.

This part of ISO/IEC 19785 defines the concept of a CBEFF patron format, which is a p
format specification that complies with CBEFF requirements, specifiéd by a CBEFF patron.

This part of ISO/IEC 19785 defines the abstract values (and asséciated semantics) of a set o
elemgnts to be used in the definition of CBEFF patron formats.

This part of ISO/IEC 19785 specifies the use of CBEFE data elements by a CBEFF patron
contgnt and encoding of a standard biometric headef)(SBH) to be included in a biometric
recor(d (i.e. the definition of a CBEFF patron format).

This [part of ISO/IEC 19785 provides the means for identification of the formats of th
BIR hut the standardization and interoperahility of BDB formats are not in the scope of
ISO/IEC 19785. It also provides a means.(the security block) for BIRs to carry informati
encryption of a BDB in the BIR and about integrity mechanisms applied to the BIR as

structure and content of security blecks are not in the scope of this part of ISO/IEC 19785
specification of encryption mechanisms for BDBs and of integrity mechanisms for BIRs

scopg of this part of ISO/IEC 19785.

This part of ISO/IEC 19785.specifies transformations from one CBEFF patron format t

q /

the CBFF pron o

cords (BIRs).

cability of a

iblished BIR

f CBEFF data

ro define the
information

e BDBs in a
this part of
bn about the
nh whole; the
Further, the
is not in the

b a different

SC 37 is the

CJIrC1SC37is

Protection of the privacy of individuals from inappropriate dissemination and use of biometric data is

not in the scope of this part of ISO/IEC 19785 but may be subject to national regulation.

2 Conformance

2.1 A conforming CBEFF patron
a)

shall define CBEFF patron formats in accordance with the requirements of 7.2 (C

BEFF simple

BIR structure) or in accordance with the requirements of 7.3 (CBEFF complex BIR structure) or
in accordance with the requirements of 7.4 (self-identifying simple CBEFF BIR structure) or in

accordance with the requirements of 7.5 (multiple CBEFF BIR structure),

© ISO/IEC 2015 - All rights reserved
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lude in the specification of a patron format

the (human-readable) name of the CBEFF patron,

Authority,

the (human-readable) patron format name,

to this patron format,

the decimal and hex values of the patron identifier assigned by the Biometric Registration

the decimal and hex values of the patron format identifier that the CBEFF patron has assigned

b) shallinc
1y
2)
3)
4)
5) the
valy
6) ade
7) the
8) the
9) the
10) the
sup]
¢) shalling
2.2 A con
patron form
requirement
2.3 Animy
of encoding §
3 Norma

The followir
indispensab
references, t

ISO/IEC 238

uttASN-tobjectidentifier for this patrom format imbothr ASN:-T vatue otatiomrand it
e notation formats,

scription of the intended domain of use,

version identifier of the patron format,

version of CBEFF under which the patron format is specified,

specification of the CBEFF-defined data elements and abstract values'that are supporte

specification of any additional patron-defined data elements)and abstract values th:
borted, and

lude a completed patron format conformance statement in its patron format specificg

orming biometric transformation implementation shall transform a BIR in one C
at into a BIR in the same or a different CBEFF patron format in accordance wit
s of Clause 8.

bstract values into or decoding abstract values from that (specified) CBEFF patron form
tive references
e for its application.’ For dated references, only the edition cited applies. For un

he latest editiop-ofthe referenced document (including any amendments) applies.

D-37, Information technology — Vocabulary — Part 37: Biometrics

XML

1, and

it are

tion.

BEFF
h the

lementation shall claim to support a (specified) CBEFF patron formatif and only if it is capable

at.

g documents, in whole or in part, are normatively referenced in this document and are

Hated

d the

4 Terms|and definitions

For the purbeses—of thisdocument—the termsand -definitionsgivenin 1SQAEC 238237 an
following apply.

4.1

BDB format identifier
unique (within a biometric organization) identifier of a format for a BDB, where that format has been
fully defined by a CBEFF biometric organization called the BDB format owner (4.2)

4.2

BDB format owner
CBEFF biometric organization that defines a BDB format and assigns a BDB format identifier to it

© ISO/IEC 2015 - All rights re

served
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biometric
pertaining to the field of biometrics

Note 1 to entry: “biometric” should never be used as a noun.

4.4

biometrics
automated recognition of individuals based on their behavioural and biological characteristics

4.5

biometric data block

-1:2015(E)

BDB
block

Note

4.6

of data conforming to a defined format

| to entry: The BDB is normally opaque to the processing of an SBH and is not requiredto be s

biomletric information record

BIR
data
and g

4.7

Structure containing one or more BDBs together with information identifying the
ossibly further information such as whether a BDB is encrypted+or the BIR is signed

biomletric product

softw
biom
theb

4.8

are or hardware product or a combination of software and hardware, which i
btric product identifier by a CBEFF biometric organization called the biometric prod
ometric product

biomeetric product identifier

ident|
theb

49

fier assigned to a biometric product that unambiguously identifies the biometric pr
ometric products that have been asgigned an identifier by a biometric product owner

biometric product owner

CBEHR
Note

4.10

F biometric organization'that assigns biometric product identifiers to biometric prod

| to entry: The organization may or may not be the manufacturer of the products.

biomletric sample

analg
EXAM

411

g or digitahrepresentation of biometric characteristics prior to biometric feature extj

PLE A record containing the image of a finger is a biometric sample.

blf-delimiting.

BDB formats

assigned a
Lict owner of

bduct within

ucts

raction

bio

o nlata
CIIC tClllPlaLC

set of stored biometric features comparable directly to probe biometric features

4.12

biometric transformation

trans

formation of a BIR in an initial patron format into a BIR in a target patron format

Note 1 to entry: This can (but need not) include processing of the content of the BDB (see 9.23 and 9.26).

4.13

capture device type
hardware product or a combination of software and hardware which is assigned a capture device type
identifier by a CBEFF biometric organization
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4.14
capture device type identifier

identifier assigned to a capture device by a capture device type owner that unambiguously (given the

capture device type owner) identifies the capture device

4.15
capture device type owner
CBEFF biometric organization that assigns capture device type identifiers to capture devices

Note 1 to entry: The organization may or may not be the manufacturer of the capture devices.

4.16

captured biometric sample
biometric sample resulting from a biometric capture process

417
CBEFF bionjetric organization
organizatior] that is accepted for registration with the Biometric Registration Authority

Note 1 to enfry: A CBEFF biometric organization can define BDB formats, assign.BDB format identifi
them, assign piometric product identifiers to biometric products, assign capture-device identifiers to cd
devices, assign feature extraction algorithm identifiers to feature extraction algerithms, assign comp
algorithm id¢ntifiers to comparison algorithms, assign quality algorithm_identifiers to quality algor
assign compression algorithm identifiers to compression algorithms, assign”PAD technique identifiers t
techniques, and define SB formats and assign SB format identifiers to them:lIf the organization is also accep
a CBEFF patr¢n, it can also define CBEFF patron formats.

4.18
CBEFF biometric organization identifier

brs to
pture
hrison
thms,
b PAD
ted as

unique identifier assigned to a CBEFF biometric organization when it registers with the Biometric

Registration| Authority

4.19
CBEFF patron

recognized $tandards development organization (which can be a standards body, working grouip, or

industry corjsortium) that has been accepted for registration with the Biometric Registration Auth
as a CBEFF patron and that can therefofe specify one or more CBEFF patron formats

bn format

ority

afd, biometric header that precedes all other standard biometric headers in a cof

stedv

4.22
CBEFF sub-header

nplex
ithit

CBEFF standard biometric header in a complex CBEFF BIR structure that follows the CBEFF root header

and that either immediately precedes a BDB or is followed by further CBEFF sub-headers
Note 1 to entry: See 7.3.

4.23
comparison algorithm
algorithm which is assigned a comparison algorithm identifier by a CBEFF biometric organization
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4.24

comparison algorithm identifier

identifier assigned to a comparison algorithm that unambiguously (given the comparison algorithm
owner) identifies the algorithm

4.25
comparison algorithm owner
CBEFF biometric organization that assigns comparison algorithm identifiers to comparison algorithms

Note 1 to entry: The organization may or may not be the intellectual property owner of the comparison algorithms.

4.26

complex CBEFF BIR structure
strucure for a CBEFF BIR that can contain multiple BDBs, each having its own SBH, plys additional
SBHs|that express the relationships among the BDBs

Note ] to entry: See 7.3.

4.27
compression algorithm
algorjthm which is assigned a compression algorithm identifier by a £BEFF biometric organization

4.28
compression algorithm identifier
identjfier assigned to a compression algorithm that unambjguously (given the compressi¢n algorithm
owndr) identifies the algorithm

4.29
compression algorithm owner
CBEHF biometric organization that assigns compression algorithm identifiers to compressiopn algorithms

Note ] to entry: The organization may or may not bethe intellectual property owner of the compressi¢n algorithms.

4.30
domain of use
applitation space defined by a CBEFF patron where a CBEFF patron format specified by that patron is
intended to be used

4.31
feature extraction algorithm
algorfjthm which is assighed a feature extraction algorithm identifier by a CBEFF biometric prganization

4.32
feature extraction algorithm identifier
identjffier assighed to a feature extraction algorithm that unambiguously (given the feature extraction
algorjthm owner) identifies the algorithm

4.33
feature extraction algorithm owner

CBEFF biometric organization that assigns feature extraction algorithm identifiers to feature
extraction algorithms

Note 1 to entry: The organization may or may not be the intellectual property owner of the feature extraction
algorithms.

4.34
intermediate biometric sample
biometric sample resulting from intermediate biometric sample processing
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4.35

multiple CBEFF BIR structure
structure for a CBEFF BIR that can contain one or more BIRs and that is not a complex CBEFF BIR

Note 1 to entry: complex CBEFF BIR structure (4.26).

4.36

PAD technique
technique that is assigned a PAD technique identifier by a CBEFF biometric organization

4.37

PAD technique identifier
identifier asgigned to a PAD technique that unambiguously (given the PAD technique vendor) iden

the techniq
4.38

k

PAD technique vendor

CBEFF biom
4.39

processed b

biometric sa

4.40

quality algg

algorithm w

4.41

quality alga

identifier as
identifies th

4.42
quality alga
CBEFF biom

Note 1 to entr

Note 2 to entr
with the term

4.43
security bldg
SB

block of dat3
BIR and the

4.44

btric organization that assigns PAD technique identifiers to PAD techniques

iometric sample
mple suitable for comparison

rithm
hich is assigned a quality algorithm identifier by a GBEFF biometric organization

rithm identifier
signed to a quality algorithm that unambiguously (given the quality algorithm oy
e algorithm

rithm owner

btric organization that assigns«guality algorithm identifiers to quality algorithms

y: The organization may ormay not be the intellectual property owner of the quality algorith
y: For the purposes of this part of ISO/IEC 19785, quality algorithm owner is generally synony

“quality algorithm vendor” used in some parts of ISO/IEC 19794.

ck

i with.audefined format that contains information concerning the encryption of BDB
ntegrity of the BIR

tifies

vner)

ms.

mous

S in a

security block format identifier
unique (within a biometric organization) identifier of a format for a security block, where that format
has been fully defined by a CBEFF biometric organization (called the security block format owner)

4.45

security block format owner
CBEFF biometric organization that defines a security block format and assigns a security block format

identifier to

it

© ISO/IEC 2015 - All rights re

served


https://iecnorm.com/api/?name=fda45864d393319a056faedfae8ded45

ISO/IEC 19785-1:2015(E)

4.46

self-identifying simple CBEFF BIR structure

structure for a CBEFF BIR that contains one SBH and one or more BDBs and includes the character
string “SBIR” in the SBH’s first four bytes and includes the data elements CBEFF_BIR_self_id_owner and
CBEFF_BIR_self_id_type in the SBH

Note 1 to entry: See 7.4, 9.5, and 9.6.

4.47
simple CBEFF BIR structure
structure for a CBEFF BIR that contains precisely one SBH and one or more BDBs

Note ] to entry: See 7.2.

4.48
sour¢e BIR
CBEHF BIR that is the input to a transforming application

4.49
standlard biometric header
SBH
part pf a CBEFF compliant BIR structure that provides encodingsor abstract values off CBEFF data
elem¢nts and enables an application to obtain knowledge about the format of the BI)Bs that are
contdined in the BIR without having to process the BDBs themselves

Note ] to entry: BDBs are not required to be (and generally are(not] self-identifying. Identification of BDB formats
is propided in CBEFF data elements.

4.50
target BIR
CBEFF BIR that is the output BIR of a transforming application

5 Symbols and abbreviated terms

BDB biometric data block
BIR biometric information record
BSP Biometric Service Provider

CBEFF  Common Biometric Exchange Formats Framework

MAC message authentication code

PAD presentation attack detection

SB seeurity-bloek

SBH standard biometric header

UTC Coordinated Universal Time (see ISO 8601)

6 Biometric Identifiers

Biometric-based authentication systems and applications are expected to support multiple biometric
devices, multiple biometric data formats, and multiple algorithms for feature extraction, comparison,
quality determination and compression, and PAD (Presentation Attack Detection) techniques, possibly
each from a different vendor. The Common Biometric Exchange Formats Framework (CBEFF) promotes
interoperability of biometric-based application programs and systems developed by different vendors
by facilitating biometric data interchange. Such exchanges are supported by providing unambiguous
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identification of biometric organizations, formats and products, with separate registration of identifiers
for components of products that are biometric products, including specialised products like capture
devices, feature extraction algorithms, comparison algorithms, quality algorithms, compression
algorithms, or PAD techniques.

The Biometric Registration Authority (RA) exists to insure unambiguous assignment of biometric
identifiers to organizations, products, algorithms and techniques. The RA publishes registries of these
identifiers to facilitate their use by biometric applications.

The registration process is universal, assigns unique and unambiguous identifiers, and avoids changes

in identifiers over time.

The publica
interoperabi
be regarded
registered o

6.1 Assig

The Biometrj
such values
integers (seq
65535 (FFF}
Values assig
(0101 hex) t
sequence be

ASN.1 object
a)

Organiz
that eith

:I:on of the registers promotes compatibility in interchange of biometric data and imp

ity of biometric systems. Registration provides an identifier, but registration sheul
as a standardization procedure. Nevertheless, as a matter apart from regisStratioj
bject may, but need not, be the subject of an international, national, or other Standard

hment of identifiers to biometric organizations and biometric'objects

ic Registration Authority shall assign identifiers to biometric organizations and shall r
in the biometric organization register. Identifiers shall be expressible as 16-bit po|
6.2.4). The value zero and the values in sequence beginning from 61440 (FO0O0 hg
hex) shall be reserved in the register of biometric organizations and shall not be assi
hed to Subcommittees of ISO IEC JTC 1 shall be assigned in sequence beginning fron
h 511 (01FF hex). Values assigned to all other biometric organizations shall be assigr
binning from one (0001 hex) to 256 (0100 hex), and 512 (0200 hex) to 61439 (EFFF).

identifier components are assigned to:

htions concerned with the specification df’biometric formats or with biometric pro
er directly, or through the data that they produce, claim conformance to or can be us

E’OVGS

d not
h, the

bcord
sitive
bX) to

gned.

h 257
ed in

ducts
ed in

conjunction with ISO/IEC 19785, ISO/IEC 19784, or one of the parts of ISO/IEC 19794;

b) Biometrijic objects of various types where the relevant ISO/IEC Subcommittee has formally dgfined
each type in an International Standard-and has requested the Biometric Registration Authorjity to
establish and maintain a registerfdothat type.

NOTE International Standards do not require the registration of biometric objects, but registration is

possible if a CBEFF biometric organization considers that registration would be beneficial.

Individual b
register. Big
type. As wit

ometric organizations shall assign identifiers to the biometric objects that they se
Imetric organizations shall not assign duplicate identifiers to objects of the same (
1 biometrigorganization identifiers, biometric object identifiers shall be expressible ¢

ek to
bject
1S 16-

bit positive ipntegers.

6.2 Identifier attributes

6.2.1 ASN.1 object identifiers are a form of worldwide unambiguous identification based on a
hierarchical tree structure, and independent hierarchical registration authorities. The ASN.1 object
identifier tree has a root arc, arcs beneath that root arc, arcs beneath each of those arcs, and so on, to
any depth. Arcs are identified by positive integer values (zero upwards) that provide unambiguous
identification of an arc within the superior arc. Arcs can also be given names, but these are subsidiary to
the numerical values and are not required. (Names shall consist of an arbitrary number (one or more) of
letters, digits, and hyphens. The first character shall be a lower-case letter. The last character shall not be
a hyphen. A hyphen shall not be immediately followed by another hyphen.) An object is identified by the
sequence of arc values (numerical, or for early arcs, arc names) from the root to the object.

NOTE For a fuller description of the ASN.1 object identifier tree, see ISO/IEC 8824-1.
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6.2.2 It is possible in representations of an object identifier to imply (by the context of that
representation) identification of part of the path from the root to a node in the object identifier tree. In
the extreme case, only a single object identifier component from that implied node need be represented.

NOTE This is the approach taken by ISO/IEC 19785-1 and by ISO/IEC 19784. These use a sixteen-bit field
to provide the identification of an object identifier arc beneath an arc that is implied by the context. In other
contexts, the full object identifier value should be given.

6.2.3 Components of ASN.1 object identifiers are positive integers (including zero) of unlimited
magnitude. However, there are standards, for example ISO/IEC 19784-1, using the components allocated
by thls RA that use a 51mple 16 b1t p051tlve 1nteger encodmg for such components The RA is therefore

relev

NOTE
under

6.2.4
CBER
posit

{iso 1

The 4
ident|

6.2.5
(stan
accur
is the
ident]

6.2.8],

hint ISO / IEC Subcommlttee before maklng allocatlons W1th any of the top three blts set

It is expected that allocations will normally start at zero and proceed incrementally up
exceptional requirements.

F biometric organization identifier. This is a sixteen-bit binary value‘(that can be inte
ve integer) for an ASN.1 object identifier arc under

egistration-authority cbeff(19785) biometric-organization(0)}

llocated object identifier value is worldwide unambiguous, but the CBEFF biometric
fier can also be used alone in contexts where the préeceding arcs are implied.

A biometric organization that is recognized‘by the RA as the producer of opg
dards that are subject to vetting proceduresythat ensure that they are technically

n called a CBEFF patron, and its CBEFE<biometric organization identifier is called a C
fier. Any registered biometric organization can register BDB formats (see 6.2.7), SB
and biometric products (see 6.2.9-dnd 6.2.10), but only a CBEFF patron can register a

Successful registration as a biometric organization provides that bigmetric organiz

ate and have wide-spread approval) will bexxrecorded as having open standardization pr

gyl to alert the
to one.

wards except

ation with a
rpreted as a

brganization

n standards
correct and
ivileges, and
BEFF patron
formats (see
BIR format -

a CBHFF patron format (see 6.2.6).

6.2.6
by an|
patr:

Successful registration-of'a BIR format by a CBEFF patron records that the BIR format is identified
arc with a sixteen-bit BIRformat identifier (provided by the CBEFF patron) and also cdlled a CBEFF
format identifier, under the arc

{iso registration-autharity cbeff(19785) biometric-organization (0) <organization id > birg(1)}

and enables publication of a reference to the specification of that BIR format (CBEFF patron|format). The
<orgganizationid> is either the decimal value of the sixteen-bit CBEFF patron identifier of the definer
of th¢ CBEEF-patron format, or is an arc identifier followed by the decimal value in pareptheses. The
allocgted‘object identifier value is worldwide unambiguous, but the BIR format identifief can also be

used plowe in contexts where the preceding arcs are implied.

6.2.7 Successful registration of a BDB format by a biometric organization records that the BDB
format is identified by an arc with a sixteen-bit BDB format identifier (provided by the CBEFF biometric
organization) under the arc

{iso registration-authority cbeff(19785) biometric-organization (0) <organization id> bdbs(0)}

and enables publication of a reference to the specification of that BDB format. The <organization id> is
either the decimal value of the sixteen-bit CBEFF biometric organization identifier of the definer of the
BDB format, or is an arc identifier followed by the decimal value in parentheses. The allocated object
identifier value is worldwide unambiguous, but the BDB format value can also be used alone in contexts
where the preceding arcs are implied.
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6.2.8 Successful registration of an SB format by a biometric organization records that that SB
format is identified by an arc with a sixteen-bit SB format identifier (provided by the CBEFF biometric
organization) under the arc

{iso registration-authority cbeff(19785) biometric-organization (0) <organization id > sb-formats(3)}

and enables publication of a reference to the specification of that SB format. The <organization id>
is either the sixteen-bit CBEFF biometric organization identifier of the definer of the SB format, or is
an arc identifier followed by the decimal value in parentheses. The allocated object identifier value
is worldwide unambiguous, but the SB format value can also be used alone in contexts where the

preceding arcs are implied.

6.2.9 Succ
the biometri
Registration
an ASN.1 obj

{iso registra

The <organi
the biometri
object identi

alone in cont

6.2.10 Succ
records that

biometric py

(that can be
{isoregistra

{iso registj
extraction-a

{iso registr
algorithm(6]

{iso registj
algorithm(7

{iso registr:
algorithm(8]

{iso regist
technique(9]

according t

bssful registration of a biometric product by a CBEFF biometric organization record

I product is identified by an arc with a CBEFF biometric product identifier allocated |

Authority. This is a sixteen-bit binary value (that can be interpreted as a positive intege

[ect identifier arc under
i

on-authority cbeff(19785) biometric-organization (0) <organizationid> products(2]

yation id> is either the sixteen-bit CBEFF biometric organization(identifier of the ow1
c product, or is an arc identifier followed by the decimal value innparentheses. The allo
ffier value is worldwide unambiguous, but the biometric product identifier can also b
exts where the preceding arcs are implied.

bssful registration of a specialised biometric proddet by a CBEFF biometric organiz
the specialised biometric product is identified (within its category) by an arc with a Q
oduct identifier allocated by the Registration:Atthority. This is a sixteen-bit binary
nterpreted as a positive integer) for an ASN¢l object identifier arc under one of the arg

fion-authority cbeff(19785) biometric-organization (0) <organization id>capture-devi

ation-authority cbeff(19785) biemetric-organization (0) <organization id>fed

gorithm(5)}

htion-authority cbeff(19785)-biometric-organization (0) <organization id>compat

}

ation-authority cbeff(19785) biometric-organization (0) <organization

}

ition-authority ;ebeff(19785) biometric-organization (0) <organization id>compres

}

Fation-authority

}

id>qu

cbeff(19785) biometric-organization (0) id3

<organization

5 that
y the
r) for

}

her of
cated
used

ation
BEFF
value
S:

re(4)}

ture-

ison-

ality-
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n-bit

CBEFF biometric organization identifier of the owner of the biometric product, or is an arc identifier
followed by the decimal value in parentheses. The allocated object identifier value is worldwide
unambiguous, but the biometric product identifier can also be used alone in contexts where the
category of the specialised product (and earlier arcs) is implied.

6.2.11 All the above 16 bit identifiers are notified to applicants, and recorded in the registers as four
hexadecimal digits. These four hexadecimal digits can also be considered as a positive integer value, and
the use of the hexadecimal format does not carry any implications of the representation of this value in
machine-readable or other material.
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7 Biometric Information Record (BIR) structures
7.1 General

7.1.1 CBEFF allows the specification of CBEFF patron formats based on the simple CBEFF BIR structure
(see 7.2), the complex CBEFF BIR structure (see 7.3), the self-identifying simple CBEFF BIR structure
(see 7.4), or the multiple CBEFF BIR structure (see 7.5).

7.1.2 CBEFF patron formats may, but need not, be registered and have their patron-assigned identifiers
published by the Biometric Registration Authority.

NOTE
trans

Patron formats that are not registered may not be usable in environments where inter
ormation of BIRs is a requirement.

pperability or

7.1.3| It is intended that a single CBEFF patron format would normally bedthe only patron format

used
than
ident
regist
that ¢

7.1.4
to th
ident
orgar]
or SB
the p
may

7.1.5
The d

7.1.6
a BIR
form
to a s
orgar

in a given domain of use, so its identification could be implicit in that domain of use.
pne CBEFF patron format is needed in a given domain of use (perhaps)for historical

fication of the multiple patron formats is by local means, which ceuld, but need not, n
ered patron format identifier, or of an identification issued by a CBEFF patron that is re
omain of use. CBEFF Version 3.0 (this version) adds the concept of the self-identifying B

A CBEFF biometric organization can define BDB formats and SB formats and assig
bm. BDB format and SB format identifiers shall be integers within the range 1 to
fier shall be unambiguous within the BDB formats or SB formats defined by the CBE
ization. The biometric organization is called the BDB format owner or SB format owne
format. The pair “BDB format owner - BDB format identifier” thus identifies the BD]
hir “SB format owner - SB format identifier” identifies the SB format. The BDB or SB f
but need not) register the BDB or SB format identifier with the Biometric Registration

One of the goals of CBEFF is toufiiquely identify the format of every BDB and SB {
ombination of BDB or SB format-owner and BDB or SB format identifier meets this obj

Where more
reasons), the
hake use of a
cognized for
IR structure.

n identifiers
65535. Each
FF biometric
r of that BDB
B format and
brmat owner
Authority.

within a BIR.
ective.

BDB within

Another goal of CBEFEis’to enable the unique identification of the originator of 4
. The combination of BBB product owner and BDB product identifier, when include

in a patron

it, meets this objective.”A CBEFF biometric organization can assign a biometric prodfyict identifier
oftware or hardware product. The product may (but need not) be produced or spedified by that
lization. A bionietric product identifier shall be an integer within the range 1 to 65535 and shall

be ugambiguous.within the biometric products that have been assigned an identifier by that CBEFF

biom

btric organization. The biometric organization is called the biometric product owner of that product.

The pair “biometric product owner - biometric product identifier” thus identifies the product. The
biomptrigproduct owner may, but need not, register the biometric product identifier with the Biometric
Regigtration Authority.

7.1.7 Another goal of CBEFF is to enable the unique identification of the capture device type, feature
extraction algorithm, comparison algorithm, quality algorithm, compression algorithm, and PAD
technique that were used to produce a BDB (possibly at different stages of its lifecycle). The combination
of capture device type owner and capture device type identifier (or feature extraction algorithm owner
and feature extraction algorithm identifier, etc.) meets this objective. A CBEFF biometric organization can
assign a capture device type identifier to a capture device type. The capture device may (but need not)
be produced or specified by that organization. A capture device type identifier shall be an integer within
the range 1 to 65535 and shall be unambiguous within the capture device types that have been assigned
an identifier by that CBEFF biometric organization. The biometric organization is called the capture
device type owner of that capture device type. The pair “capture device type owner and capture device
type identifier” thus identifies the capture device type. The capture device type owner may, but need
not, register the capture device type identifier with the Biometric Registration Authority. Referencing an
unregistered capture device type identifier is not permitted. The provisions in this subclause also apply
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to feature extraction algorithms, comparison algorithms, quality algorithms, compression algorithms,
and PAD techniques and to their respective owners and identifiers, by replacement of the term “capture
device” with “feature extraction algorithm”, etc., wherever it occurs in this subclause.

7.1.8 There is no CBEFF abstract value NO VALUE AVAILABLE for data elements defined as mandatory,
and such an abstract value shall not be added by patron format specifications for such data elements.

7.1.9 CBEFF defines certain of the data elements in Clause 9 to be “optional.” This means that a patron
format can require such a data element to always be included in an encoding of the patron format, to
never be included, or to be included only under certain condltlons If the patron format requires the
data elemen i
for that data
value NO V.

be specified) and encodings for other abstract values of the CBEFF data element may be specifie
options of the patron format. CBEFF patron formats that include data elements marked-"Optional’
enumerate the CBEFF-defined abstract values that are supported in that patron foymat.

7.1.10 CBEKF imposes no requirement regarding the order of data elefments in a patron fgrmat

specification| except for self-identifying CBEFF BIR structures (see 7.4).

used
b that
cular
ypted

7.1.11 CBEFF imposes the general requirement that an entire SBH shall not be encrypted, unlesg
in an environment in which all information is encrypted. One of the important goals of CBEFF i
applications|using biometric data be able to easily determine whether they need to process a part
BDB withoufhaving to examine the contents of the BDB itself<Phe data elements encoded in unencr
standard biometric headers enable this determination to beimade.

NOTE CH

EFF permits the encryption of certain CBEFE*defined data elements that will not be prodessed

until after thd

7112 If a
Authenticati
by the MAC
applied to th
simple or co

7.1.13 The

encrypted u
BIR specifica
specified eng

NOTE Sp
or integrity a

application has determined that the BDB,is\to be processed. See 9.12 and 9.36.

simple BIR or self-identifying BIR"has integrity applied to it, either via MAC (Me
bn Code) or digital signature, then the SBH and BDBs shall be included in the data co
or signature. If the BIR is a*¢emplex BIR or multiple BIR, then integrity can optiona
e entire complex BIR, andiintegrity can also, optionally, be separately applied to indiv
mplex BIRs that are combined into the complex BIR.

specification of-the CBEFF patron format can require that the BDBs in a BIR sh

tion), or that:they shall not be encrypted, or that encryption of the BDBs is optional
ryption algerithms, or using any identified (dynamically or statically) encryption algorit

pcifying that encryption or integrity is to be used normally requires identification of an encry
gorithm and agreement between parties on parameters and keys associated with those algor

Ssage
vered
ly be
ridual

W1l be

5ing specified, encryption algorithms (specified dynamically in the SB, or statically in the

using
hms).

rption
thms.
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egrity

parameters, but it does provide a CBEFF data element (the SB) for the specification of the encryption and integrity
algorithm(s) used, as well as CBEFF data elements that identify the format and content of the SB.

7.1.14 A BDB shall be an integral multiple of eight bits.

NOTE
issue thatisn

ot relevant at the abstract (coding-independent) level.

7.2 Defining a CBEFF patron format using the simple CBEFF BIR structure

There is no CBEFF-defined data element for length determination of the BDB, as this is an encoding

In a CBEFF patron format for a BIR that is specified using the simple CBEFF BIR structure, fields
corresponding to CBEFF data elements shall be included as part of a single SBH (see 7.2.1). The SBH
shall be followed by a field that contains one or more BDBs (in any standardized or vendor-defined
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format - see 7.2.2). The BDBs may be followed (in some or in all instances of the BIR, as specified by the
CBEFF patron format) by a security block (SB) (see 7.2.3). Figure 1 illustrates such a BIR. Each section
of the BIR is defined in the following sub-clauses.

7.2.1

‘ SBH ‘ One or more BDBs ’ SB (optional)

Figure 1 — Simple BIR structure

Standard biometric header (SBH)

This
using

7.2.1

(opti
parti
shall

7.2.1
BIR §

a)
b)
c)
d)
NOTH

then,
encry

(
(
(
(

7.2.1

the simple CBEFF BIR structure.

1 The SBH shall be a fully specified encoding of abstract values of CBEFF,data eleme
pbnally) with additional data elements and abstract values specified by-the CBEF
fular, if any of the BDBs to be used with a patron format are not self-deliniiting, that p
nclude patron-specified data elements and values as needed to fullyparse the entire H

2 It is mandatory that the following CBEFF data elements\be”encoded in the SBH
(ructure:

BEFF_BDB_format_owner (see 9.1)
BEFF_BDB_format_type (see 9.2)
BEFF_BDB_encryption_options (see 9.3)
BEFF_BIR_integrity_options (see 9.4)
If a patron format requires eithertthat all BDBs be encrypted or that all BDBs not

because only one abstract value is peSssible, the patron format may specify the encoding o
ption_options as a zero length field, and similarly for CBEFF_BIR _integrity_options of the BIR

3 The CBEFF data elements CBEFF_BIR_self_id_owner and CBEFF_BIR_self_id_type

encodled in the SBH of a simple BIR structure (see 9.5 and 9.6).

7.2.2

The 1
biom
BDB |
form

NOTE

The Biometricdata block (BDB)

BDB is a block of data with a defined format that contains one or more biometri
btric templates or other biometric data. The values of the mandatory CBEFF data elen
format_owner (see 9.1) and CBEFF_BDB_format_type (see 9.2) encoded in the SBH
nt of the BDB.

1

clause specifies the requirements on CBEFF patrons that define an SBH for use in 8 BIR specified

nts, together
F patron. In
atron format
IR encoding.

of a simple

be encrypted,
' CBEFF_BDB_

shall not be

samples or

ents CBEFF_
identify the

The BDB format can be vendor-specific, or it can be a format defined by a standards bod

y, or industry

consortium where the standards body, consortium or vendor has registered with the Biometric Registration
Authority to obtain a CBEFF biometric organization identifier (providing the CBEFF_BDB_format_owner value) and
has defined a BDB format and assigned a BDB format identifier (forming the CBEFF_BDB_format_type value) to it.

EXAMPLE

NOTE

A BDB may be a 19794 “record”.

2

The simple CBEFF BIR structure permits more than one BDB to be associated with one SBH. This

could be desirable, for example, if several BDBs of different types are generated by a single interaction between a
user and a biometric device (e.g. the captured data of several fingers, the processed templates and the PAD data)
and the application deems it valuable to keep the BDBs together as a group, and the formats of the BDBs include
information that would otherwise be duplicated in an SBH. Of course, a more or less equivalent result could be
achieved if each BDB had its own SBH and the resulting BIRs were collected in a multi-BIR structure. CBEFF
supports the application designer making that decision based on the specific situation.
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A patron format that supports more than one BDB associated with an SBH obviously must provide

the means of locating each BDB, of knowing how many BDBs there are, and suitable descriptive information
about each BDB, including the CBEFF_BDB_format_owner and CBEFF_BDB_format_type data elements for each
BDB. It is not in the scope of this part of ISO/IEC 19785 to specify data elements and abstract values to provide
such means (except for CBEFF_BDB_format_owner and CBEFF_BDB_format_type), but a CBEFF Patron has the
authority to specify suitable data fields and values as needed to achieve a successful implementation.

7.2.3 Security block (SB)

7.2.3.1 CBEFF defines the SB as the top level of a structure that is fully specified by a security block
format owner and is identified by a unique, to that owner, security block format identifier.

7.2.3.2 Th
either or bot

a)
b) the CBE

the CBE

7.3 Defin

7.3.1 ACB
own SBH) of
BDBs from 1
requirement

Figure 2 isa
finger minu]

b specification of the CBEFF patron format shall make provision for the presence ef the
h of the following abstract values are supported:

FF_BIR _integrity_options abstract value INTEGRITY
FF_BDB_encryption_options abstract value ENCRYPTION

ing a CBEFF patron format using the complex CBEFF BIR structure

EFF patron may define a CBEFF patron format that suppotts multiple BDBs (each w
the same or different biometric data types (e.g., fingerprint, face and voice, or finget
more than one finger) in a single BIR. The complex CBEFF BIR structure supports
S.

h example of a patron format based on the coniplex CBEFF BIR structure that includes
iae data and iris data.

Root

biometric header

Subheader count = 2 BiometricType: (Multiple biometrics used)

Biometric header (sub - header)

Subheader count = 3 BiometricType: (Type=Finger minutia)

Biometric header (sub+<header) (Standard BDB)
Subheadercount = 0

Biometric data block

Biometric hgader/(sub-header) (Non-Standard A) Biometric data block

Subheader_count = 0

Biométrieheader (sub-header) (Non-Standard B) Biometric data block

Subheader_count =0

Biométric header (sub-header)

Subheader count = 2 BiometricType: (Type=Iris)

Biometric header (sub-header) (Standard BDB) Biometric data block

Subheader_count =0

Security block

Biometric header (sub -header) (Non -Standard C) Biometric data block

Subheader_count =0

Security block

Secu

rity block

Figure 2 — Example of a patron format based on the complex CBEFF BIR structure
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7.3.2 A CBEFF patron format based on the complex CBEFF BIR structure shall consist of:
a) Aninitial single CBEFF root header (an SBH) followed by
b) either

1) one or more sub-header blocks, or

2) one or more level-zero sub-header blocks;

c) and, optionally, a security block. If a patron format includes this security block then the root header
shall support the abstract value INTEGRITY of the CBEFF data element CBEFF_BIR_integrity_

OpUU”S Tte SCope of thisSecur IEV block s theentire CU[“plEX BiR:

NOTH 7.3.5 requires that the CBEFF data element CBEFF_BDB_encryption_options shall@iet'bg supported in
aroot header.

7.3.2|11 A sub-header block that is not level zero shall consist of:
a) Aninitial single CBEFF sub-header (an SBH) followed by

b) either

1) one or more level-zero sub-header blocks or

Z) one or more sub-header blocks that are not level-zefo:

7.3.212 Alevel-zero sub-header block shall consist af:

NOTH1  Alevel-zero sub-header block conforms to ‘the'simple CBEFF BIR structure. Because a simple BIR could
become part of a complex BIR, CBEFF patrons specifying simple BIR patron formats should considegr whether the
inher]tance (see 7.3.7) of abstract values from higher levels of a complex BIR will be acceptable. If Inheritance of
some [values will not be acceptable then the simple BIR patron format should support data element$ and abstract
value$ that will override inheritance of thoseXvalues.

a) An SBH that shall have the abstraet value ZERO encoded in its CBEFF_subheader_count lata element
and

b) aBDB,

c) and, optionally, a security block. If a patron format includes this security block to support integrity
dn this level-zer© block, then the sub-header of this level-zero block or a higher leve| sub-header,
hut not the root header, shall support the abstract value INTEGRITY of the CBEFF dlata element
(BEFF_BIRCintegrity_options. The scope of this security block is only this one level-zerfo block.

NOTH2 _Even if a level-zero block inherits (see 7.3.7) its INTEGRITY abstract value from a higher level sub-
headqr block, the scope of its security block is only the level-zero block. Also, note that 7.3.5 prevents inheritance
of the] ENCRYPTION abstract value, so the ENCRYPTION abstract value must be encoded in the levlel-zero SBH if
the BDB s encrypted.

7.3.3 Root header and sub-header blocks shall support encodings of all abstract values of the data
element CBEFF_subheader_count.

NOTE The abstract values of this CBEFF data element are integers in the range 0 to 255. The complex CBEFF
BIR structure can support any number of levels, but the maximum number of sub-header blocks in one level
is 255. If necessary, more than 255 items can be accommodated in a level by inserting a next-higher level sub-
header block to start a new count.

7.3.4 The CBEFF data elements CBEFF_BDB_format_owner and CBEFF_BDB_format_type are
mandatory in at least one SBH at or above the level of each BDB in a BIR. If the hierarchy of SBHs above
a BDB includes either of these data elements at more than one level, then the value at the level closest to
the BDB is interpreted as the value applicable to that BDB.
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7.3.5 The CBEFF data element CBEFF_BDB_encryption_options shall be encoded in every level 0 SBH,
and shall not be encoded in SBHs at other levels of the BIR.

NOTE

This requirement reinforces the CBEFF goal to allow encryption only for BDBs, not for entire SBHs.

7.3.6 A CBEFF sub-header that is not a level-zero sub-header shall encode in CBEFF_subheader_count
the abstract value corresponding to the number of sub-header blocks that follow in the next lower level.

7.3.7 The CBEFF patron format shall place the following requirements on the encoding of a BIR whose
CBEFF patron format was specified using the complex (CBEFF) BIR structure:

a) By defaylt, each data element of a lower level shall inherit the abstract value of its correspo

data ele
b) Ifanenc
7.4 Defin]

The requireinents for specifying a self-identifying simple CBEFF BIR patron fermat are identical {

requirement
a) The firs

consecu
b) The firs

element
c) Thenex
7.5 Defin
The multiple

a BIR struct
not meet the

A patron fo
formats thatf
elementsin §

NOTE1l Th
included in 4
CBEFF root h
could be acco|
Alternatively,
as a BIR’s SBH

ment of the next higher level (but see 7.3.5).

bding for a data element is present in a substructure, that encoding overrides its default

ing a CBEFF patron format using the self-identifying simple CBEFF BIR strug

s for the simple CBEFF BIR structure as defined in 7.2, except fap the following.

[ 4 bytes of the SBH shall encode the characters “SBIR” as-ASCII binary representat
Live bytes (Hex bytes 53, 42, 49, and 52).

t 2 fields of the SBH following the “SBIR” charactér string shall encode the CBEFFE
5 CBEFF_BIR_self_id_owner and CBEFF_BIR_self_id_type.

 field shall encode a patron-defined data element enabling determination of the BIR le

ing a CBEFF patron format using the multiple CBEFF BIR structure

CBEFF BIR structure provides an alternative for Patrons that have a requirement to sf
ire that can include one or more BIRs, but find that the complex CBEFF BIR structur
ir needs.

mat that conforms to the multiple CBEFF BIR structure shall specify one or mor
support inclusion in a data structure that has one or more BIRs and that specifies
BHs or elsewhere that support navigation between the BIRs encoded in that data stru

is part of ISO/IEC) 19785 does not define any specific requirements on the BIRs that are
multiple BIR\structure. One type of multiple BIR structure might borrow the concept
ader from(the complex CBEFF BIR structure (see 7.3), and navigation between the differen
mplished by some type of linkage data elements within SBHs of one or more of the included
a Patron’s domain of use might be such that an index record (which might or might not be sp¢
) would simply point to the locations within the domain where the included BIRs are to be fo

hding

yalue.

rture

o the

on in

data

ngth.

ecify
e will

¢ BIR
data
rture.

to be
bf the
[ BIRs
BIRs.
cified
ind.

A patron format specification that conforms to the multiple CBEFF BIR structure shall include in its
patron format conformance statement (see Annex A) affirmations that the specification supports access

to every BIR

that is assigned to an instantiation of the multiple BIR structure.

BIR1 [1] [2] | BIR2 [3] BIR3 [4] [5]
SBH BDB SB SBH BDB SBH BDB | SB
Pointer to BIR2 | [6] [7] Pointer to BIR3 | [8] Pointer x00 | [9] [10]

Fi

16

gure 3 — First example of a BIR based on the multiple CBEFF BIR structure
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NOTE 2  This informative example illustrates a possible multiple BIR structure in which the BIRs are linked
“end to end” via pointers from one SBH to the next. Any existing or new patron format could be adapted to support
this structure with the addition of the pointer data element (see 9.37). If it would be useful the “pointing” SBH
could also identify the patron format of the “pointed to” BIR, along with other information about the next BIR that
would help the application decide whether to examine that SBH for more than the pointer to a third BIR. Notice
that in BIR3 the pointer value is zero, representing the encoding of the abstract value NO SUBSEQUENT BIR. If a
fourth BIR were added, the only change needed in the prior BIRs would be to revise the pointer in BIR3’s SBH.

Multiple BIR structure
Root SBH
Number of BIRs 3 [1]
BIR1 | Pointer 1 Biometric Type | BDB Validity period
BIR2 | Pointer 2 Biometric Type | BDB Validity period
BIR3 | Pointer 3 Biometric Type | BDB Validity period

[2] [3]

BIR1 SBH BDB SB
BIR2 SBH BDB SB
BIR3 SBH BDB SB

Figure 4 — Second example of a BIR based on the multiple CBEFF BIR structpre

Note This informative example illustrates a possible multiple BIR structure in which a “root’| SBH includes
data dlements that point directly to other BIRs in the structureinote that there is no BDB associated with the root
SBH. This is similar to the complex CBEFF BIR structure, but'simpler to construct and process. With appropriate
data ¢lements the root SBH could be updated as BIRs are added to or removed from the overall gtructure. The
point¢r data elements could be part of a replicated datastructure in the root SBH that carries information about
the syecific BIR to which it points. For example, if the multi-BIR structure represented a single us¢r each BIR in
the tgtal structure could contain one type of biethetric data from that user (e.g., iris, finger, voice} etc.) and the
applidation could use the descriptive data in thé,root SBH to decide which specific BIR to access andl process.

8 Rerforming BIR transformations

Applications are permitted to.transform BIRs from one patron format (a source BIR) into p new BIR (a
targeft BIR) that uses either the same patron format or a different patron format. Such transformations
shall pe performed as follows.

CBEHF data elemients (mandatory or optional) that have an enumerated list of abstract values shall be

dependmg on the abstract value in the source BIR.

a) If the target BIR patron format supports the abstract value in the source BIR, then the abstract
value shall be mapped to the target BIR.

b) If the abstract value in the source BIR is not supported by the target BIR patron format, then the
abstract value shall be mapped to the abstract value NO VALUE AVAILABLE for that CBEFF data
element in the target BIR.

8.2 Transformations of non-enumerated data element values

For CBEFF data elements (mandatory or optional) whose abstract values are a range of character string,
octet string, date or decimal values, data element value mappings shall be as specified by the definition
of the data element in Clause 9.
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9 CBEFF Data Elements

Definitions and abstract values for each of the CBEFF-defined data elements are specified in this clause.

NOTE The subclauses of 9 are ordered as follows: Mandatory data elements in alphabetical order by data
element name (9.1 - 9.7), then optional data elements in alphabetical order by data element name (9.8 - 9.42),
except that CBEFF_BDB_biometric_type precedes CBEFF_BDB_biometric_subtype because _type and _subtype
comprise a hierarchical structure of information, so it is more natural to define _type before _subtype. Except
for self-identifying BIRs, CBEFF imposes no requirement regarding the order of data elements in a patron format
specification (see 7.1.10).

9.1 CBEF F BDB fnrmat ouwner

9.1.1 Attrjbutes

Inclusion: Mandatory
Abstract values: Integers 0 to 65535
Content: Encodings of this data element identify the standards body,working group, industry

consortium, [or other CBEFF biometric organization that has defined the format of the BDB assodiated
with the SBH in which the encoding appears. CBEFF requires that organizations defining CBEFH BDB
formats register with the Biometric Registration Authority to obtainCaunique identifier that shall be
encoded in this data element. This unique identifier is a 16-bit non-negative integer. The abstract alues
of this data plement are the set of all possible values of this identifier, all of which are required to be
supported by all patron formats.

NOTE THe CBEFF biometric organization identifier used:in the CBEFF_BDB_format_owner data element
together with the BDB format identifier used in the CBEFF<BDB_format_type (see 9.2) uniquely identify the

specific format of a BDB. The format of a BDB is “owned” by abiometric organization. The BDB format specifitation
may be publighed (public) or unpublished (non-public). Its\identifier may (but need not) be registered (see $.2).

9.1.2 Tra]lsformation requirements

When transforming a source BIR to a target BIR, the abstract values of the CBEFF_BDB_format_gwner
and the CBEFF_BDB_format_type data.élements shall be copied unless the BDB is also transformgd, in
which case the target BIR shall identify the target’s BDB format owner and format type.

NOTE It {s an implementationteption whether to transform the BDB format.

9.2 CBEFF_BDB_format_type

NOTE THhis data element corresponds to the term defined in 4.1, “BDB format identifier”.

9.2.1 Attrjbutes

Inclusion: Mandatory
Abstract values: Integers 0 to 65535
Content: Encodings of this data element identify the specific BDB format specified by the CBEFF

biometric organization recorded in the CBEFF_BDB_format_owner. This may be a standardized BDB
format that has been registered and published by a CBEFF biometric organization such as a standards
body or industry consortium, or it may be a non-standard, unpublished BDB format. The registration of the
BDB format identifier is optional. Whether registered or not, the identifier is a 16-bit non-negative integer
that is unambiguous within the CBEFF biometric organization identifier. The abstract values of this data
element are the set of all possible values of this identifier, all of which are required to be supported.
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Transformation requirements

See 9.1.2.

9.3

9.3.1

Inclu

CBEFF_BDB_encryption_options

Attributes

sion: Mandatory (but see 9.3.2)

Abstract values:

Content: Encodings of this data element specify whether the BDB is encrypted or nof.

The fpllowing requirements apply.

b) 1
t

c 1T
\

apstract value as a zero length field.

and CBEFF_SB_format_type shall be supported, unless all such information is pre-dé

o ENCRYPTION: the BDB is not encrypted
NCRYPTION: the BDB is encrypted

Requirements on patron format specifications

BEFF patron formats are required to support at least one®©fjthe abstract values.

OTE If a patron format supports only one abstract value for this data element, it ma

F a patron format supports ENCRYPTION then.thte CBEFF data elements CBEFF_SB_fa

he specification of the patron format.

his data element need not be supported in CBEFF patron formats where it is not 3
Fhere other means exist to express which security options are used.

7 encode that

rmat_owner
termined by

ipplicable or

d) Ihacomplex BIR this data element shall only be supported in level-zero sub-header blgcks.

9.3.3] Transformation requirements

When transforming a source BIR to a target BIR, the abstract value of this data element shall be copied
unlegs the encrypted state of the BDB is modified, in which case the target BIR shall encod¢ the target’s
BDB pncryption state) If the target BDB’s encryption state is ENCRYPTED, then the target BIR’s SBH
shall conform to 9.3:2 b).

NOTH It is.an implementation option whether to transform the BDB encryption state.

9.4 |CBEFF_BIR_ integrity_options

9.4.1 Attributes

Inclusion: Mandatory

Abstract values:

— NO INTEGRITY: integrity is not applied to the BIR.

— INTEGRITY: integrity is applied to the BIR.

Content: Encodings of this data element specify whether integrity is applied to the BIR.

© ISO/IEC 2015 - All rights reserved
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9.4.2 Requirements on patron format specifications

The following requirements apply.

a)
NOTE

b)

CBEFF patron formats are required to support at least one of the abstract values.

If a patron format supports only one abstract value for this data element, it may encode this data
element as a zero length field.

If a patron format supports the abstract value INTEGRITY, then the CBEFF data elements CBEFF_

SB_format_owner and CBEFF_SB_format_type shall be supported, unless all such information is
pre-determined by the specification of the patron format.

9.4.3 Tramjsformation requirements

When trans
value of this
BIR. Further,

9.5 CBEFI

9.5.1 Attr

Inclusion:
shall not be

This data element shall not be included in a patron format unless CBEFF_BIR_self_id_type is

included (se
Abstract va

Content:
CBEFF patro
register witl
in this data
element are

orming a CBEFF BIR from an initial patron format to a target patron format, the ab
Hata element encoded in the target BIR shall specify the integrity option appliéd to the t
if the target BIR’s integrity state is INTEGRITY, the target BIR’s SBH shallconform to 9.4

F BIR_self id_owner

jbutes

Mandatory in BIRs conforming to the self-identifying simple CBEFF BIR structur
ncluded in a simple CBEFF BIR structure.

 9.6).

Jues: integers 1 to 65535

Encodings of this data element identify the CBEFF biometric organization that
n responsible for the patron format-of the current SBH. CBEFF requires that organiz3
1 the Biometric Registration Authority to obtain a unique identifier that shall be en¢
blement. This unique identifier'is a 16-bit positive integer. The abstract values of this
Lhe set of all possible value$.of this identifier, all of which are required to be supporte

9.5.2 Tramjsformation requirements

When transforming a CBEKF BIR from an initial patron format to a target patron format, the abj
value in the target BIR shall-comply with the patron format requirements placed on the target BIR

may be NO

9.6 CBEFF_BIR;self id_type

LUE AVAILABLE.

btract
arget
1.2 b).

e and

also

s the
tions
oded

data
.

tract
; this

9.6.1 Attributes

Inclusion:

Mandatory in BIRs conforming to the self-identifying simple CBEFF BIR structure and
shall not be included in a simple CBEFF BIR structure.

This data element shall not be included in a patron format unless CBEFF_BIR_self_id_owner is also
included (see 9.5).

Abstract values:

Content:

20

integers 1 to 65535

Encodings of this data element specify the CBEFF patron format identifier of the current
BIR. The CBEFF patron responsible for the patron format assigns the patron format identifier value and
registers it with the Biometric Registration Authority. This unique identifier is a 16-bit positive integer.
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The abstract values of this data element are the set of all possible values of this identifier, all of which
are required to be supported.

9.6.2 Transformation requirements

See 9.34.2.

9.7 CBEFF_subheader_count

Inclusion:

— :l:anclatory N patron rormats based on the complex CBEFF BIR structure (see 7.3)
— May be absent in patron formats based on the other CBEFF BIR structures (see Z2)7.4|or 7.5)
Abstract values: Integers 0 through 255

Content: Encodings of this data element specify the number of sub-hedder blocks (se¢ 7.3.3) in the
next level below the root header or current sub-header. In the lowest levehof’a complex BIR|structure or
in a symple BIR structure the abstract value of this data element shall e zero.

9.8 |CBEFF_BDB_biometric_type

9.8.1| Attributes

Inclusion: Optional
Abstract values: see Table 1
Content: Encodings of this data element¢onvey the type of biological or behavioural data stored

in the¢ BDB of a simple CBEFF BIR structure; or in the BDBs of level zero sub-header blocks|in a complex
CBEFF BIR structure.

Table 1 —Abstract values for BDB_biometric_type

Named abstractvalue Typically has an associated subtype?
(see 9.9)
NO VALUE. AVAILABLE No
MULTIRLEBIOMETRIC TYPES No
DNA No
EAR Yes
FACE No
FINGER Yes
FOOT Yes
GAIT No
HAND GEOMETRY Yes
RIS Yes
KEYSTROKE No
LIP MOVEMENT No
PRESENTATION ATTACK DATA No
RETINA Yes
SCENT No
SIGNATURE-SIGN No
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Table 1 (continued)

Named abstract value Typically has an associated subtype?
(see 9.9)

VEIN Yes

VOICE No

CBEFF patrons are allowed to use any subset of these abstract values and to define additional abstract
values as required by the intended domain of use. These additional abstract values may include
arbitrary combinations of values, possibly represented by a bit-map, to support precise enumeration of
individual types when MULTIPLE BIOMETRIC TYPES is encoded.

9.8.2 Tramsformation requirements

See 8.1.
NOTE If 4

combinations
use such a bit

9.9 CBEFI

9.9.1 Attr
Inclusion:
Abstract va

Content: Th
BDB_biomet

Combination
biometric_ty
supported, ¢

value, and that RIGHT and LEFT may_be,used in combination with each other but shall not be us

combination
combination

EXAMPLE 1
likely to (but

EXAMPLE 2
subject’s eyes|

he source patron format uses a bit-map to represent a number of additional abstract values th
of the above abstract values (see the last paragraph of 9.8.1), and the targetpatron format do
map, then the MULTIPLE BIOMETRIC TYPES abstract value shall be set in the target patron fd

F_BDB_biometric_subtype

jbutes
Optional

Jues: see Table 2.

e abstract values of this data element are qualifiers that apply to abstract values of C}
Fic_type.

s of abstract values are permittéd when the abstract value encoded in CBEFF]
pe represents a biometric technology that can create a BDB where multiple subtypsg
xcept that NO VALUE AVAILABLE shall not be used in combination with any other ab:s

with any other abstraof value (note that LEFT THUMB is a single abstract value, it is
of LEFT and THUMB):

If the patron format'supports the BDB biometric type RETINA, then that patron format wo
heed not) specify.the use of the abstract values LEFT and RIGHT for BDB biometric subtype.

If a hypothetical iris biometric device can produce a single BDB that contains data for bot
then thé abstract values LEFT and RIGHT would be used in combination to describe that BDI

at are
es not
rmat.

BEFF_

BDB_
S are
tract
ed in
not a

hld be

h of a
B.
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Table 2 — Abstract values for CBEFF_BDB_biometric_subtype

Abstract values Combination permitted with...
NO VALUE AVAILABLE Combination not permitted
RIGHT LEFT

LEFT RIGHT

LEFT THUMB Any except LEFT or RIGHT
LEFT POINTER FINGER ditto

LEFT MIDDLE FINGER ditto

LEFT RING FINGER ditto

LEFT LITTLE FINGER ditto

RIGHT THUMB ditto

RIGHT POINTER FINGER ditto

RIGHT MIDDLE FINGER ditto

RIGHT RING FINGER ditto

RIGHT LITTLE FINGER ditto

LEFT PALM ditto

LEFT BACK OF HAND ditto

LEFT WRIST ditto

RIGHT PALM ditto

RIGHT BACK OF HAND ditte

RIGHT WRIST ditto

NOTE A BDB format specification determines which (if any) of these qualifiers
apply to that BDB format.

9.9.2] Transformation requirements

See 8|1.
9.10| CBEFF_BDB_capture_device_type_owner

9.10.1 Attributes

Inclulsion: Optional - this data element shall not be included in a patron format unless CBEFF_BDB_
captyre_device_type is also included (see 9.11).

Abstract'values:

— NO VALUE AVAILABLE
— integers 1 to 65535

Content: This data element identifies the registered biometric organization that owns the capture
device that was used in the creation of the BDB (if any). The content of CBEFF_BDB_capture_device_
owner shall be a biometric organization identifier (a 16 bit positive integer, assigned by the Biometric
Registration Authority).

NOTE CBEFF has required the Biometric Registration Authority to not assign the value zero (Hex 0000) to

any biometric organization. Patron format specifications may find it useful to use this value as the encoding for
NO VALUE AVAILABLE.
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9.10.2 Transformation requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding
of this data element in the target BIR shall comply with the patron format requirements placed on the
target BIR; this may be NO VALUE AVAILABLE.

9.11 CBEFF_BDB_capture_device_type

NOTE

This data element corresponds to the term defined in 4.14, “capture device type identifier”.

9.11.1 Attributes

Inclusion:
capture_dev

Abstract va

NO VALT

integers

Content:

BDB (if any)
biometric oy
capture_dev

9.11.2 Tra

When trans].o

of this data
target BIR; t

9.12 CBEFI

9.12.1 Attr
Inclusion:

Abstract va

NO VALI

Zero, on

Content:

Optional - this data element shall not be included in a patron format unless CBEFF
ice_type_owner is also included (see 9.10).

Jues:
JE AVAILABLE
1 to 65535

This data element identifies the capture device that was\used in the creation
The capture device type identifier is a 16 bit positive integer assigned by the regis
ganization that created or owns the capture device and"is identified by the CBEFF |
ice_type_owner data element.

sformation Requirements

rming a CBEFF BIR from an initial patron format to a target patron format, the enc
blement in the target BIR shall comply with’ the patron format requirements placed d
his may be NO VALUE AVAILABLE.

F_BDB_challenge_response

jbutes
Optional
Jues:
JE AVAILABLE
e, or moteloctets of transparent data

Encodings of this data element contain data to be used to present a challenge or pi

BDB_

f the
tered
BDB_

bding
n the

ompt

to the user W

rhe'{s attempting a biometric verification against the biometric template in the BDB. P

atron

format specifications may, but are not required to, permit the contents of this data element to be
encrypted using encryption techniques specified by the patron format or in an associated SB.

EXAMPLE

If the biometric type is voice for speaker recognition, this data element may be used to

store

the phrase the system is to ask the subject to utter, or it may store a pointer to a database that contains the
phrase. Patron formats that include values of this data element other than NO VALUE AVAILABLE shall specify
the contents of the transparent data.
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The challenge-response data element (and its content) may be specific to the BDB’s content. A
transforming application shall copy the content directly from the source BIR to the target BIR unless
the target’s patron format supports only NO VALUE AVAILABLE.

NOTE

9.13

9.13.

Inclu
comp

Abst
— N
— i

Cont
comp
comp
assig

NOTE

any b
NO VA

9.13.

When transforming a CBEFF BIR from atinitial patron format to a target patron format,

of thi
targe

9.14

NOTE

9.14.

Inclu
comp

Transformation to NO VALUE AVAILABLE may render the BDB unusable.
CBEFF_BDB_comparison_algorithm_owner
1 Attributes
sion: Optional - this data element shall not be included in a patron format unless
arison_algorithm_type is also included (see 9.14).
act values:
O VALUE AVAILABLE
htegers 1 to 65535
ent: This data element identifies the registered bipmeétric organization thd

arison algorithm that was used in the creation of the BBB-(if any). The content of
arison_algorithm_owner shall be a biometric organization identifier (a 16 bit pos
hed by the Biometric Registration Authority).

CBEFF has required the Biometric RegistratiomAuthority to not assign the value zero
ometric organization. Patron format specifications may find it useful to use this value as thg
LUE AVAILABLE.

2 Transformation requirements

s data element in the target BIR\shall comply with the patron format requirements
t BIR; this may be NO VALUE,AVAILABLE.

CBEFF_BDB_comparison_algorithm_type

This data element corresponds to the term defined in 4.24, “comparison algorithm ident

1 Attributes

sion: Optional - this data element shall not be included in a patron format unless
arisen.algorithm_owner is also included (see 9.13).

Abst

CBEFF_BDB_

it owns the
CBEFF_BDB_
tive integer,

[Hex 0000) to
encoding for

he encoding
laced on the

ifier”.

CBEFF_BDB_

ract'values:

— NO VALUE AVAILABLE

— integers 1 to 65535

Content: This data element identifies the comparison algorithm that was used in
of the BDB (if any). The comparison algorithm identifier is a 16 bit positive integer assigned by the
registered biometric organization that created or owns the comparison algorithm and is identified by
the CBEFF_BDB_comparison_algorithm_owner data element.

© ISO/IEC 2015 - All rights reserved
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9.14.2 Transformation Requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding
of this data element in the target BIR shall comply with the patron format requirements placed on the
target BIR; this may be NO VALUE AVAILABLE.

9.15 CBEFF_BDB_compression_algorithm_owner

9.15.1 Attributes

Inclusion: Optional - this data element shall not be included in a patron format unless CBEFF_BDB_
compression_algorithm_type is also included (see 9.16).

Abstract values:

— NO VALUE AVAILABLE

— integers|1 to 65535

Content: This data element identifies the registered biometric organization that ownp the
compression algorithm that was used in the creation of the BDB (if any)..The content of CBEFF_|BDB_
compression_algorithm_owner shall be a biometric organization identifier (a 16 bit positive infeger,
assigned by the Biometric Registration Authority).

NOTE CHEFF has required the Biometric Registration Authority to iiot assign the value zero (Hex 00P0) to
any biometriq organization. Patron format specifications may find it-useful to use this value as the encoding for
NO VALUE AVAILABLE.

9.15.2 Tra

]sformation requirements
o

When trans
of this data
target BIR; t

rming a CBEFF BIR from an initial patron format to a target patron format, the enc
blement in the target BIR shall comply with the patron format requirements placed d
his may be NO VALUE AVAILABLE)

bding
n the

9.16 CBEFF_BDB_compression_algorithm_type

NOTE THis data element corresponds to the term defined in 4.28, “compression algorithm identifier”.

9.16.1 Attrjbutes

Inclusion: BDB_

compression

Optional«this data element shall not be included in a patron format unless CBEFF|
_algorithfn“owner is also included (see 9.15).

Abstract vajues:

NO VALUEAVAILABLE

— integers 1 to 65535

Content: This data element identifies the compression algorithm that was used in the creation
of the BDB (if any). The compression algorithm identifier is a 16 bit positive integer assigned by the
registered biometric organization that created or owns the compression algorithm and is identified by
the CBEFF_BDB_compression_algorithm_owner data element.

9.16.2 Transformation Requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding
of this data element in the target BIR shall comply with the patron format requirements placed on the
target BIR; this may be NO VALUE AVAILABLE.
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Inclusion:
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CBEFF_BDB_creation_date

1 Attributes

Optional

Abstract values:

NO VALUE AVAILABLE
2000-01-01T00:00:00Z through 3000-12-31T23:59:59Z

1:2015(E)

Cont
biom
abstn

NOTE

NOTE
the ch

NOTE
appro
an ac
requi

NOTE
eleme

NOTE
partid

9.17.
See 8
NOTH
distin
mapp
mapp

9.18

9.18.

Inclu

bnt: This data element specifies the UTC date and time instant (see ISO 86
btric data in the BDB was captured. CBEFF requires that patron format specificat
ct values to a precision of one second for this data element.

1 TheISO 8601 extended date-time format is used in CBEFF specifications of{date-time alj

2 UTCis the abbreviation for Coordinated Universal Time as defined in ISO'8601. That sta
aracter “Z” as the designator for UTC in date and time representations.

3 For practical reasons. CBEFF intends the UTC date-time instant'to be interpreted as
ximation to the creation date; CBEFF does not require that the date-time instant be precisel
ual UTC instant to a precision of one second. Patron format specifications may impose a n
fement for particular domains of use, noting likely application requirements.

4  CBEFF patrons that require a date-time precision,oféther than one second may specify t
nt and abstract values.
5 Patron format encodings may use a format otheér than the ISO 8601 extended date-time f

ular may use a binary format) for the abstract-date-time values.

2 Transformation requirements
1.

If the target patron format-defines abstract values with a different time granularity,
ct from the CBEFF-defined-abstract values. However, the target patron format specification

ng from abstract values of-greater or lesser granularity to the abstract values that it provic
ng is specified, then NQ VALUE AVAILABLE shall be used as the mapping.

CBEFF_BDB _feature_extraction_algorithm_owner

1 Attributes

sion: Optional - this data element shall not be included in a patron format unless

01) that the
ons support

stract values.

ndard defines

a reasonable
y recorded as
ore stringent

heir own data

ormat (and in

then these are

may specify a
les. If no such

CBEFF_BDB_

featu

e extraction_algorithm_type is also included (see 9.19).

Abstract values:

NO VALUE AVAILABLE

— integers 1 to 65535

Content:

This data element identifies the registered biometric organization that own

s the feature

extraction algorithm that was used in the creation of the BDB (if any). The content of CBEFF_BDB_
feature_extraction_algorithm_owner shall be a biometric organization identifier (a 16 bit positive
integer, assigned by the Biometric Registration Authority).

NOTE

CBEFF has required the Biometric Registration Authority to not assign the value zero (Hex 0000) to
any biometric organization. Patron format specifications may find it useful to use this value as the encoding for
NO VALUE AVAILABLE.
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9.18.2 Transformation requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding
of this data element in the target BIR shall comply with the patron format requirements placed on the
target BIR; this may be NO VALUE AVAILABLE.

9.19 CBEFF_BDB_feature_extraction_algorithm_type

NOTE This data element corresponds to the term defined in 4.32, “feature extraction algorithm identifier”.

9.19.1 Attributes

Inclusion: Optional - this data element shall not be included in a patron format unless CBEFF|BDB_
feature_extrpction_algorithm_owner is also included (see 9.18).

Abstract values:
— NO VALUE AVAILABLE
— integers|1 to 65535

Content: This data element identifies the feature extraction algerithm that was used ip the
creation of the BDB (if any). The feature extraction algorithm identifier is a 16 bit positive irfteger
assigned by the registered biometric organization that created or ownsthe feature extraction algorithm
and is identified by the CBEFF_BDB_feature_extraction_algorithm_owner data element.

9.19.2 Tra]usformation Requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encpding
of this data ¢lement in the target BIR shall comply with the patron format requirements placed dn the
target BIR; this may be NO VALUE AVAILABLE.

9.20 CBEFF_BDB_index

9.20.1 Attrjbutes
Inclusion: Optional
Abstract vajues:

— NO VALUE AVAILABLE
— An identjifier.

Content: This data element carries the identifier of an object that is related to, but separate ffrom,
the BDB with which it is associated. Patron format specifications shall define the abstract values|to be
encoded herein. If this data element is included in a complex BIR patron format, the format shall specify
the data element’s interpretation at the different levels of the complex structure.

NOTE Typically, this data element would carry an index to a record in a database that corresponds to the
person whose biometric data is in the BDB. Patron formats are permitted to define any similar content for this
data element.

9.20.2 Transformation requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the value
encoded in this data element shall correspond to the situation of the target domain of use. The value
depends on the domain of use of the target patron format and on information local to the transforming
application, and may be NO VALUE AVAILABLE.
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CBEFF_BDB_PAD_technique_vendor

1 Attributes

-1:2015(E)

Inclusion: Optional - this data element shall not be included in a patron format unless CBEFF_BDB_
PAD_technique is also included (see 9.22).

Abstract values:

— NO VALUE AVAILABLE

— i

ntegers 1to 65535

Cont
techn
vend
Regig

NOTE

any b
NO VA

9.21.

br shall be a biometric organization identifier (a 16 bit positive integer, assigned by t
tration Authority).

CBEFF has required the Biometric Registration Authority to not assign the value zero

LUE AVAILABLE.

2 Transformation requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format,

of thi
targe

9.22

9.22.

Inclu
PAD |

Abst
— N
— i

Cont
any).

t BIR; this may be NO VALUE AVAILABLE.
CBEFF_BDB_PAD_technique

1 Attributes

sion: Optional - this data element shall not be included in a patron format unless
fechnique_vendor is also included (see 9.21).

Fact values:
O VALUE AVAILABLE
htegers 1 to 65535

The PADP-~technique identifier is a 16 bit positive integer assigned by the register

organizationidentified by the CBEFF_BDB_PAD_technique_vendor data element.

9.22.

2\ Transformation Requirements

ent: This data element identifies the registered biometric organization that“owns the PAD
ique that was used in the creation of the BDB (if any). The content of CBEFF_BDB-PAID_technique_

he Biometric

(0000Hex) to

ometric organization. Patron format specifications may find it useful te use this value as th¢ encoding for

he encoding

s data element in the target BIR shall comply with-tlie patron format requirements glaced on the

CBEFF_BDB_

bnt: This ddta ‘element identifies the PAD technique that was used in the creation of the BDB (if

bd biometric

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding
of this data element in the target BIR shall comply with the patron format requirements placed on the
target BIR; this may be NO VALUE AVAILABLE.

9.23

9.23.

CBEFF_BDB_processed_level

1 Attributes

Inclusion: Optional

Abstract values:

— NO VALUE AVAILABLE
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— RAW (see 4.16, Captured biometric sample)

— INTERMEDIATE (see 4.34)
— PROCESSED (see 4.39)

Content: Encodings of this data element convey the processed state of the biometric samples or

templates stored in the BDB (See ISO/IEC 19784-1).

9.23.2 Transformation requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the abstract

value in the farget BIR shall convey the processed level of the target BDB. If the transforming applid

ation

has not dong¢ any processing of the BDB, the value in the target CBEFF BIR shall be copied.from the

initial CBEFF BIR, or shall be NO VALUE AVAILABLE if the value to be copied is not supported:
9.24 CBEFF_BDB_product_owner

9.24.1 Attrjbutes

Inclusion: Optional - this data element shall not be included in a patronformat unless CBEFF |
product_typE is also included (see 9.25).

Abstract vajues:

— NO VALUE AVAILABLE

— integers|1 to 65535

Content: This data element identifies the registered biometric organization that own

product (i.e.| the Biometric Service Provider (BSP) or transforming application) that created the
The content pf CBEFF_BDB_product_owner shall be‘a biometric organization identifier (a 16 bit po
integer, assigned by the Biometric Registration*Authority).

NOTE1 THe biometric organization identifier encoded in the optional data element CBEFF_BDB_prq

owner (if present) may or may not be the’same as that encoded in the mandatory data element CBEFF|

format_ownef.

NOTE 2  CBEFF has required the Biometric Registration Authority to not assign the value zero (Hex 00

BDB_

s the
BDB.
sitive

duct

BDB_

00) to

any biometriq organization. Patfon*format specifications may find it useful to use this value as the encoding for

NO VALUE AVAILABLE.

9.24.2 Tramsformatienrequirements

When transformring a CBEFF BIR from an initial patron format to a target patron format,
transforming appllcatlon modifies the BDB’s content (for example by changmg 1ts processed level

f the
from

I‘aWtOIrlte atey; sy B :::i-u-‘ —OWH B a G he—bio

etric

organization that owns the transformmg appllcatlon itself, unless the transformlng application is
required to encode NO VALUE AVAILABLE in this target data element. If the transforming application does

not modify the BDB, then the source BIR’s abstract value shall be mapped into the target data eleme
9.25 CBEFF_BDB_product_type

9.25.1 Attributes

Inclusion: Optional - this data element shall not be included in a patron format unless CBEFF_

product_owner is also included (see 9.24).
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Abstract values:

Content:

NO VALUE AVAILABLE
integers 1 to 65535

1:2015(E)

This data element identifies the product (i.e., the Biometric Service Provider (BSP)

or transforming application) that created the BDB. The product identifier is a 16 bit positive integer
assigned by the registered biometric organization that created or owns the product and is identified by
the CBEFF_BDB_product_owner data element.

9.25.2 Transformation annirnmnnfc
If the|transforming application changes the value in CBEFF_BDB_product_owner, then-this

in th¢ target BIR shall identify the transforming application itself or shall be NO VALUE
otherjwise the source BIR’s value shall be mapped into the target BIR or shall be NO.VALUE

9.26| CBEFF_BDB_purpose

9.26./1 Attributes
Inclulsion: Optional

Abstract values:

Content: This datatelement specifies the intended use of the BDB (see ISO/IEC 19784,
ISO/IEC 7816).

9.26.2 Transformation requirements

Whe | tranSforming a CBEFF BIR from an initial patron format to a target patron form

NO VALUE AVAILABLE

VERIFY

IDENTIFY

HNROLL;

HNROLL FOR VERIFICATION ONLY
HNROLL FOR IDENTIFICATION-ONLY
AUDIT

Hata element
AVAILABLE,
AVAILABLE.

BioAPI and

ht, the value
b application

oses) If the

transforming apphcatlon has not done such processmg, the value in the target BIRshall be copied from
the source BIR, or shall be NO VALUE AVAILABLE if not supported in the target BIR.

9.27 CBEFF_BDB_quality

9.27.1 Attributes

Inclusion: Optional

Abstract values:

NO VALUE AVAILABLE
QUALITY NOT SUPPORTED BY BDB CREATOR
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QUALITY SUPPORTED BY BDB CREATOR BUT NOT SET

— An integer quality value in the range 0 to 100 where 100 is the highest quality

Content:

This data element specifies the quality of the biometric data in the BDB

ISO/IEC 19784 BioAPI).

9.27.2 Transformation requirements

See 8.1.

(see

9.28 CBEFF_BDB_quatity_algorithmm_owrer

9.28.1 Attr

Inclusion:
quality_algo

Abstract va

NO VALJ

integers

Content:

quality algot
algorithm_o
Biometric R¢

NOTE CH
any biometrid
NO VALUE AV

jbutes

Optional - this data element shall not be included in a patron format unless CBEFF |
rithm_type is also included (see 9.29).

Jues:
JE AVAILABLE
1 to 65535

This data element identifies the registered biorhétric organization that own
ithm that was used in the creation of the BDB (if any). The content of CBEFF_BDB_qu|
lvner shall be a biometric organization identifief)(a’16 bit positive integer, assigned &
gistration Authority).

EFF has required the Biometric Registration @uthority to not assign the value zero (Hex 00

AILABLE.

9.28.2 Tra

When trans
of this data
target BIR; t

!

sformation requirements

rming a CBEFF BIR from.an'initial patron format to a target patron format, the enc
blement in the target BIR shall comply with the patron format requirements placed @
his may be NO VALUE AVAILABLE.

BDB_

5 the
ality_
y the

00) to

organization. Patron format specifications.may find it useful to use this value as the encoding for

bding
n the

9.29 CBEFF_BDB_quality_algorithm_type

NOTE THis data element corresponds to the term defined in 4.41, “quality algorithm identifier”.
9.29.1 Attrjbutes

Inclusion: ﬂph'r\n::] —thisdata element shall not be included.in a pafrnn formatunless FRFFF‘_

BDB_

quality_algorithm_owner is also included (see 9.28).

Abstract values:

— integers

Content:

32

NO VALUE AVAILABLE

1to 65535

This data element identifies the quality algorithm that was used in the creation of the
BDB (if any). The quality algorithm identifier is a 16 bit positive integer assigned by the registered
biometric organization that created or owns the quality algorithm and is identified by the CBEFF_BDB_
quality_algorithm_owner data element.
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9.29.2 Transformation Requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding
of this data element in the target BIR shall comply with the patron format requirements placed on the
target BIR; this may be NO VALUE AVAILABLE.

9.30 CBEFF_BDB_validity_period

9.30.1 Attributes

Inclusion: Optional

Abstract values:
— NO VALUE AVAILABLE
— 72000-01-01 through 3000-12-31/2000-01-01 through 3000-12-31

Content: This data element conveys the time interval (not before through not after) when the BDB
is valid. See 9.17 and its notes for CBEFF’s requirements on time representations and other relevant
considerations.

NOTH1 The “/” character between two time representations indicates that the times specify the beginning
and end of a time interval.

NOTH2  CBEFF patrons that require a date-time precision‘ef other than one day may specify their own data
elemgnt and abstract values.

NOTH3  Patronformatencodings may use a formatothier than the extended date-time format (andl in particular
may yse a binary format) for the abstract date-time values.

9.30.2 Transformation requirements
Systeim requirements regarding BDB validity period may stem from either of two sources:

a) Administrative requirements-may specify a validity period that, for example, corresponds to
the interval during which\a-user is authorized for a privilege that is obtained when the BDB is
sjuccessfully used for authentication. When that interval expires, the authorization may be renewed
fpr the next interval With no change to the biometric template used for verification; or

b) Technical requirements related to biometric template aging may dictate an intervall after which
matching accutracy is not sufficiently reliable for the BDB to be used.

Patrgn format specifications that include this data element shall define transformation fules for this
data element'when used in a target BIR.

9.3 1.CBEEE-_BIR_creation-date

9.31.1 Attributes

Inclusion: Optional

Abstract values:

— NO VALUE AVAILABLE

— 2000-01-01T00:00:00Z through 3000-12-31T23:59:59Z

Content: This data element specifies the UTC date and time instant (see ISO 8601) that the BIR
was created by a BSP or a transforming application. CBEFF requires that patron format specifications
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