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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The pPprocedures used to develop this document and those intended for its further maijtenance are
descrjibed in the ISO/IEC Directives, Part 1. In particular, the different approval criteria ngeded for the
different types of document should be noted. This document was drafted in accordance with|the editorial
rules of the ISO/IEC Directives, Part 2 (see www.iso.org/direftives or
wwwliec.ch/members experts/refdocs).

Attenltion is drawn to the possibility that some of the elements of this document may be the subject of

pate

of any
on th

decl

Any

const]

For

expre
Tradsg
WWW,

ftrights. ISO and IEC shall not be held responsible for identifying ary or all such patentr

e ISO list of patent declarations received (see www.iso.org/patents) or the IEC 1
rations received (see patents.iec.ch).
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trade name used in this document is information given for the convenience of users
itute an endorsement.

an explanation of the voluntary nature of:standards, the meaning of ISO specifi
ssions related to conformity assessment, aswell as information about ISO's adherence
Organization (WTO) principles, in the Technical Barriers to Trade
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fourth edition cancels and replaces the third edition (ISO/IEC 11770-3:2015), whi
ically revised. It also-incorporates Technical Corrigenda ISO/IEC 11770-3:2015/Co
[EC 11770-3:2015/Amd.1:2017.

The main changesicompared to the previous edition are as follows:

and 14 and

—

he blinded Diffie-Hellman key agreements are added as key agreement mechanism 1:
xamples of the mechanisms are included in Annex E;

@D

— key agreement mechanism 15 is added and the SM9 key agreement protocol as an example of the
mechanism is included in Annex F.

Alist of all parts in the ISO/IEC 11770 series can be found on the ISO and IEC websites.

Any feedback or questions on this document should be directed to the user's national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html and www.iec.ch/national-
committees.
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Introduction

This document describes schemes that can be used for key agreement and schemes that can be used for

key transpor

t.

Public key cryptosystems were first proposed in the seminal paper by Diffie and Hellman in 1976. The
security of many such cryptosystems is based on the presumed intractability of solving the discrete
logarithm problem over certain finite fields. Other public key cryptosystems such as RSA are based on

the difficulty

of the integer factorization problem.

A third class of public key cryptosystems is based on elliptic curves. The security of such a public key

system depe]
curve. When|
harder than
comparable

take exponential time. Thus, it is possible for elliptic curve based public key systems tp,use much sh
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Information security — Key management —

Part 3:

Mechanisms using asymmetric techniques

1 Scope

This flocument defines key management mechanisms based on asymmetric cryptographic techniques. It

specifically addresses the use of asymmetric techniques to achieve the following goals.

a) Hstablish a shared secret key for use in a symmetric cryptographic technique between two entities A
and B by key agreement. In a secret key agreement mechanism, thesecret key is comfputed as the
result of a data exchange between the two entities A and B. Neithér of them is able to gredetermine
the value of the shared secret key.

b) Hstablish a shared secret key for use in a symmetric cryptographic technique between two entities A
and B via key transport. In a secret key transport mechanism, the secret key is chosen by one entity
A and is transferred to another entity B, suitably protected by asymmetric techniques.

c) Make an entity's public key available to othér. entities via key transport. In a public Key transport
mechanism, the public key of entity A is transferred to other entities in an authenticated|way, but not
requiring secrecy.

Some of the mechanisms of this documentare based on the corresponding authentication mgchanisms in

ISO/IEC 9798-3.

This document does not cover certain aspects of key management, such as:

ey lifecycle management;
echanisms to gefierate or validate asymmetric key pairs; and

echanismste:store, archive, delete, destroy, etc., keys.

While this document does not explicitly cover the distribution of an entity's private key (of a
key pair) from a trusted third party to a requesting entity, the key transport mechanisms

asymmetric

dl::scribed can

be used to achieve this. A private key can in all cases be distributed with these mechanisins where an

existing, non-compromised key already exists. However, in practice the distribution of private keys is

usually a manual process that relies on technological means such as smart cards, etc.
This document does not specify the transformations used in the key management mechanis

NOTE
authenticity within the key establishment protocol or to use a public key signature system to sign the
messages.

© ISO/IEC 2021 - All rights reserved
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2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 10118-1, Information technology — Security techniques — Hash-functions — Part 1: General

ISO/IEC 11770-1, Information technology — Security techniques — Key management — Part 1:

Framework

ISO/IEC 117[/0-6, Information technology — Security techniques — Key management — Part_g: Key
derivation

ISO/IEC 15946-1, Information technology — Security techniques — Cryptographic technigues basged on
elliptic curves — Part 1: General

ISO/IEC 180B1, Information technology — Security techniques — Random bit generation

ISO/IEC 197[ 2, Information security — Authenticated encryption

3 Terms|and definitions

For the purpjoses of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following addressés:

— ISO Onlipe browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31

asymmetriq cryptographic technique

cryptographjc technique that uses two related transformations, a public transformation [defined Qjy the
public key (3133)] and a private transformation [defined by the private key (3.32)], and has the property
that given the public transformatien, then it is computationally infeasible to derive the private
transformation

Note 1 to entry: A system based on asymmetric cryptographic techniques can either be an encryption system, a
signature sysfem, a combined encryption and signature system, or a key agreement scheme. With asymretric
cryptographiq techniquesthere are four elementary transformations: signature and verification for sigmature
systems, encryption and-decryption for encryption systems. The signature and the decryption transformatiops are
kept private by the owning entity, whereas the corresponding verification and encryption transformations are
published. Th s can be achieved

by only two tr
one public tra

breexist asymmetric cryptosystems (e.g. RSA) where the four elementary function

, and
s not

nsformation suffices for both verifying and encrypting messages. However, since this doe

conform to the principle of key separation, throughout this document the four elementary transformations and the
corresponding keys are kept separate.

3.2

asymmetric encryption system

system base

d on asymmetric cryptographic techniques (3.1) whose public transformation is used for

encryption (3.9) and whose private transformation is used for decryption (3.6)

© ISO/IEC 2021 - All rights reserved
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asymmetric key pair
pair of related keys (3.17) where the private key (3.32) defines the private transformation and the public
key (3.33) defines the public transformation

3.4

certification authority

CA

centre trusted to create and assign public key (3.33) certificates

3.5

collision-resistant hash-function

hash+function (3.15) satisfying the following property: it is computationally infeasible,to find any two
distinct inputs which map to the same output

Note ] to entry: Computational feasibility depends on the specific security requirements and envirorjment.
[SOURCE: ISO/IEC 10118-1:2016, 3.1]

3.6

decryption

reversal of a corresponding encryption (3.9)

[SOURCE: ISO/IEC 11770-1:2010, 2.6]

3.7

digit‘tl signature

data yinit appended to, or a cryptographic transformation of, a data unit that allows a recipient of the data
unit to verify the origin and integrity of the data unit and protect the sender and the recipieft of the data
unit dgainst forgery by third parties, and the sender against forgery by the recipient

3.8

distinguishing identifier

information which unambiguously distinguishes an entity

[SOURCE: ISO/IEC 11776=1:2010, 2.9]

3.9

encryption

(reversible) fransformation of data by a cryptographic algorithm to produce ciphertext, i.¢. to hide the
informatien-content of the data

[SOURGEASOAECI1770-1:2010-2.10]

3.10

entity authentication

corroboration that an entity is the one claimed

[SOURCE: ISO/IEC 9798-1:2010, 3.14]

3.11

entity authentication of entity 4 to entity B

assurance of the identity of entity A for entity B

© ISO/IEC 2021 - All rights reserved 3
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3.12
explicit key

authentication from entity A to entity B

assurance for entity B that entity A is the only other entity that is in possession of the correct key (3.17)

Note 1 to entry: Implicit key authentication from entity A to entity B and key confirmation from entity A to entity B
together imply explicit key authentication from entity A to entity B.

3.13
forward sec

recy with respect to both entity 4 and entity B individually

property that knowledge of entltyA s long-term prlvate key (3. 32) or knowledge of entity B's long-term

private key
recompute p

Note 1 to entr
term private K

3.14
forward sed

property that knowledge of entity A's long-term private key (3.32) subsequent\to a key agreement

operation dd

3.15

hash-functi
function whi
of bits, satisf

— foragiv

— for a giy
output

Note 1 to entr]

Note 2 to ent
functions.

[SOURCE: IS

3.16
implicit key
assurance fo
key (3.17)

rev10usly derlved keys (3. 17)
y: This differs from mutual forward secrecy in which knowledge of both entity A's and entity B's
eys do not enable recomputation of previously derived keys.

recy with respect to entity 4

es not enable an opponent to recompute previously derived key$(3.17)

hn

ch maps strings of bits of variable (but usually upper‘bounded) length to fixed-length sf
ying the following two properties:

b1 output, it is computationally infeasible to'find an input which maps to this output;

en input, it is computationally infeasible to find a second input which maps to the

y: Computational feasibility depends on the specific security requirements and environment.

y: For the purposes of this.decument all hash-functions are assumed to be collision-resistant

D/IEC 10118-1:2016, 3.4]

authentication from entity 4 to entity B
I entity B-that entity A is the only other entity that can possibly be in possession of the c¢

3.17
key

3.18)

rings

same

hash-

rrect

sequence of symbols that controls the operation of a cryptographic transformation (e.g. encryption (3.9),
decryption (3.6), cryptographic check function computation, signature calculation, or signature

verification)

[SOURCE: ISO/IEC 11770-1:2010, 2.12]
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3.18
key agreement
process of establishing a shared secret key (3.38) between entities in such a way that neither of them can

predetermine the value of that key (3.17)
Note 1 to entry: By predetermine it is meant that neither entity A nor entity B can, in a computationally efficient
way, choose a smaller key space and force the computed key in the protocol to fall into that key space.

3.19

key commitment
process of committing to use specific keys (3.17) in the operation of a key agreement (3.18) scheme before
revealing the specified keys (3.17)

3.20
key donfirmation from entity 4 to entity B
assurfance for entity B that entity 4 is in possession of the correct key (3.17)

3.21
key gontrol
ability to choose the key (3.17) or the parameters used in the key (3.17)-computation

3.22
key derivation function
functjon that outputs one or more shared secrets, for use asikeys (3.17), given shared secr¢ts and other
mutuplly known parameters as input

3.23
key gstablishment
procgss of making available a shared secret key(3.38) to one or more entities, where the progess includes
key agreement (3.18) and key transport (3.25)

3.24
key token
key (B.17) management message sent from one entity to another entity during the execufion of a key
(3.17) management mechani$§m

3.25
key transport
procsss of transferring a key (3.17) from one entity to another entity, suitably protected

3.26
message authentication code
MAC

3 £Fla+ Liclk 1o+l + + o f
Strll’l&, or pDIts-WhnicCniste-outpttcora izt

1 N ) £2 271
ulyUllLlllll tJ.LIJ
Note 1 to entry: A MAC is sometimes called a cryptographic check value (see for example [SO 7498-2).

[SOURCE: ISO/IEC 9797-1:2011, 3.9]

© ISO/IEC 2021 - All rights reserved 5
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3.27

message authentication code algorithm

MAC algorithm

algorithm for computing a function which maps strings of bits and a secret key (3.38) to fixed-length
strings of bits, satisfying the following two properties:

— for any key (3.17) and any input string, the function can be computed efficiently;

— for any fixed key (3.17), and given no prior knowledge of the key (3.17), it is computationally

infeasible to compute the function value on any new input string, even given knowledge of a set of
input strings and corresponding function values, where the value of the ith input string can have been
chosen after observing the value of the first i - 1 function values (for integers i > 1)

Note 1 to entr]
Note 2 to entr]
[SOURCE: IS

3.28
mutual enti
entity authern

3.29
mutual forvy

y: A MAC algorithm is sometimes called a cryptographic check function (see for example 1SO 74

D/IEC 9797-1:2011, 3.10]

bty authentication
tication (3.10) which provides both entities with assurance of'each other's identity

rard secrecy

property that knowledge of both entity A's and entity B's long-tetm private keys (3.32) subsequen

key agreeme

3.30

nt (3.18) operation does not enable an opponent to' récompute previously derived keys

one-way fu

ction

function with the property that it is easy to compute the output for a given input but it is computatig

infeasible to

3.31

find an input which maps to a giventoutput

prefix free representation

representati
representati

3.32
private key
key (3.17) of]

Note 1 to entr]

bn of a data element forrwhich concatenation with any other data does not produce a
o)l

an entity's asymmetric key pair (3.3) that is kept private

y: The security of an asymmetric system depends on the privacy of this key.

[SOURCE: IS

08-2).

y: Computational feasibility depends on the user's specific security requirements and enyironment.

ttoa
3.17)

nally

valid

DAEC11770-1:2010, 2 35]

3.33
public key

key (3.17) of an entity's asymmetric key pair (3.3) which can usually be made public without
compromising security

Note 1 to entry: In the case of an asymmetric signature system, the public key defines the verification
transformation. In the case of an asymmetric encryption system, the public key defines the encryption

transformation, conditional on the inclusion of randomisation elements. A key that is “publicly known” is not
necessarily globally available. The key can only be available to all members of a pre-specified group.

[SOURCE: ISO/IEC 11770-1:2010, 2.36]

© ISO/IEC 2021 - All rights reserved
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public key certificate
public key information (3.35) of an entity signed by the certification authority (3.4) and thereby rendered
unforgeable

3.35

public key information
information containing at least the entity's distinguishing identifier (3.8) and public key (3.33), but can
include other static information regarding the certification authority (3.4), the entity, restrictions on key
(3.17) usage, the validity period, or the involved algorithms

-3:2021(E)

3.36

resili
resili
impe

3.37
resili
resili
who {

Note
includ

3.38
secre

key (3

3.39
sequ
time

withi

[SOU
3.40

signd
syste

ence to key compromise impersonation attack on 4
erice to attacks in which an adversary exploits knowledge of the long-term private key
rsonate any entity in subsequent communication with A

ence to unknown key share attack for 4 and B
bnce to attacks in which only A and B know the session key (3.17) K; however, A and H
hey share K with

es the identifiers of the involved entities.

t key
.17) used with symmetric cryptographic techniques by a specified set of entities

ence number
yariant parameter (3.44) whose Value is taken from a specified sequence which is n
h a certain time period

RCE: ISO/IEC 11770-1:2010, 2.44]

ture system
m based on_asymmetric cryptographic techniques (3.1) whose private transformatio

signing and whose public transformation is used for verification

3.41
third

party forward secrecy

[3.32) of A to

disagree on

| to entry: Resilience to unknown key share attack can be achigved by choosing a key derivation function that

bn-repeating

h is used for

rivr thot Lenawvsdadaon of o thied sosdbyg'c iy atn Toayy (2 29 cuilhhanaiinng £ 0 o Iroy aoen

prop\,x Cy gt Koo wWICOgC— O o ot party 5 privatC— ey (OO0 7 suaosStqutiTtT to— ney—agrc

operation does not enable an opponent to recompute previously derived keys (3.17)

bment (3.18)

Note 1 to entry: Instead of third party forward secrecy, master key forward secrecy is also used in Reference [19].

3.42
time

stamp

data item which denotes a point in time with respect to a common time reference

3.43

time-stamping authority
trusted third party (3.45) trusted to provide a time-stamping service
[SOURCE: ISO/IEC 13888-1:2020, 3.54]
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3.44

time variant parameter
data item used to verify that a message is not a replay, such as a random number, a time stamp (3.42) or
a sequence number (3.39)

Note 1 to entry: If a random number is used. then this is as a challenge in a challenge-response protocol. See also
ISO/IEC 9798-1:2010, Annex B.

[SOURCE: ISO/IEC 9798-1:2010, 3.36]

3.45
trusted third party
security authority or its agent, trusted by other entities with respect to security related activities
[SOURCE: ISP/IEC 9798-1:2010, 3.38]
4 Symbals and abbreviations
The followinjg symbols and abbreviations are used in this document.
A B C distinguishing identifiers of entities
BE encrypted data block
BS signed data block
BS2IP bit string to integer conversion primnitive
CA certification authority
Certa entity A's public key certificate
D4 entity A's private decryption transformation function
da entity A's private deeryption key
E elliptic curve, either given by an equation of the form Y2 = X3 + aX + b ovef the
field GF(pm)fot p>3 and a positive integer m, by an equation of the form| Y2 +
XY = X3+ aX? + b over the field GF(2m), or by an equation of the form Y2 3.X3 +
aX? + b.over the field GF(3m), together with an extra point O referred fo as
the point at infinity, which is denoted by E/GF(p™), E/GF(2m), or E/GF|[3m),
respectively
Ex entity A's public encryption transformation function
ea entity A's public encryption key
F key agreement function
F(h,g) key agreement function using as input a factor h and a common element g
FP key agreement function based on pairing
G point on E with order n
g common element shared publicly by all the entities that use the key
agreement function F
gcd(a,b) greatest common divisor of two integers a and b
GF(pm), GF(2m), GF(3m) finite field with pm, 2m, 3m elements for a prime p>3 and a positive integer m
Hy private key agreement key in a pairing-friendly elliptic curve of entity A
8 © ISO/IEC 2021 - All rights reserved
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ha

hash
IHF2(4, n)
J

K

Kas
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entity A's private key agreement key

hash-function
BS2IP(kdf(4, 8[ (5 bn/32])) mod (n-1) +1 where b, is the bit-length of n
cofactor used in performing cofactor multiplication

secret key for a symmetric cryptosystem

secret key shared between entities A and B

NOTE 1 In practical implementations, the shared secret key is subject to further processing before it can be used

for a gymmretriceryptosystent

kdf key derivation function

KT key token

KT entity A's key token

KT 4 key token sent by entity A after step (Ai)

l supplementary value used in performing €ofactor multiplication

lcm least common multiple

M data message

MA( Message Authentication Code

MA(«(2) output of a MAC algorithm when using as input the secret kely K and an
arbitrary data string Z

MQV Menezes-Qu-Vanstofie

n prime divisor ofithe order (or cardinality) of an elliptic curve E ¢ver a finite
field

Og elliptic cutve point at infinity

P point®©n an elliptic curve E

Py public key-agreement key in an elliptic curve of entity A

pa entity A's public key-agreement key

pairjng pairing defined over an elliptic curve and used in FP

pardmeters parameters used in the key derivation function

PKl/ entity A's public key information

q prime power p™ for some prime p # 3 and some integer m =1

r random number generated in the course of a mechanism

ra random number issued by entity 4 in a key agreement mechanism

S1,82,83 sets of elements

Sa entity A's private signature transformation function

Sa entity A's private signature key

T trusted third party

Texti ith optional text, data or other information that may be included in a data

© ISO/IEC 2021 - All rights reserved

block, if desired


https://iecnorm.com/api/?name=54ccf9cdc6d374044584188077bed036

ISO/IEC 11770-3:2021(E)

TVP

Va

Va4

X(P)

time-variant parameter such as a random number, a time stamp, or a

sequence number

entity A's public verification transformation function
entity A's public verification key

one-way function

x-coordinate of a point P

square root of a positive number g

m(P)

NOTE2 No a
with message

denotes the m

NOTE 3 The
indexed with
correspondin
public verifica

5 Requirements

It is assumed
can be achie
can be appat
received ide

If a public ke
the key is in
key registrat

Annex A list

specified in this document.

aorder (nr r‘;\rdinqli‘rv) of an pllip‘rir curve E
concatenation of two data elements

smallest integer greater than or equal to the real number x

digital signature

(X(P) mod 2[’3/2]) + 217771 where p=[logyn] and X(B) i$ the x-coordina
the point P

ssumption is made on the nature of the signature transformation. In the case of a signature s
recovery, Sa(M) denotes the signatureZ itself. In the case of acsigitature system with appendix,

essage M together with the signature 2

keys of an asymmetric cryptosystem are denoted by lower case letters (indicating its fun
the identifier of its owner, e.g. the public verification key of entity A is denoted by v
b transformations are denoted by upper case letters indexed with the identifier of their owner, g
tion transformation of entity 4 is denoted by V.

that the entities involved in a'mriechanism are aware of each other's claimed identities
ved by the inclusion of idemtifiers in information exchanged between the two entities
ent from the context of(use of the mechanism. Verifying the identity means checking
ntifier field agrees with some known (trusted) or expected value.

y is registered with an entity, then that entity shall make sure that the entity who reg
possession of the corresponding private key (see ISO/IEC 11770-1 for further guidan
ion).

5 the object identifiers which shall be used to identify the key management mechai

e of

ystem

S4(M)

ction)
. The
.g. the

. This
or it
that a

sters
ce on

nisms

Annex B sun

ymarizes the major properties of the key establishment/transport mechanisms specif]

ed in

this document.

Annex C provides examples of key derivation functions.

Annex D provides examples of key establishment mechanisms.

Annex E provides examples of elliptic curve based key establishment mechanisms.

Annex F provides example of bilinear pairing based key establishment mechanisms.

Annex G describes secret key transport.

10
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6 Key derivation functions

The use of a shared secret as derived in Clause 10 as a key for a symmetric cryptosystem without further
processing is not recommended. It is often the case that the form of a shared secret established as a result
of using a mechanism specified in this document does not conform to the form needed for a specific
cryptographic algorithm, so some processing is needed. Moreover, the shared secret (often) has
arithmetic properties and relationships that can result in a shared symmetric key not being chosen from
the full key space. It is therefore advisable to pass the shared secret through a key derivation function,
e.g.involving the use of a hash function. The use of an inadequate key derivation function can compromise
the security of the key agreement scheme with which it is used. It is recommended to use a one-way
funct Frat i

A key derivation function produces keys that are computationally indistinguishablé from randomly
generated keys. The key derivation function takes as input a shared secret and a set of kdy derivation
pararheters and produces an output of the desired length.

key, the key
y derivation

In ordler for the two parties in a key establishment mechanism to agree on a gommon secref
derivption function shall be agreed (see ISO/IEC 11770-6 for further, guidance on ke
functjons).

Annek C provides examples of key derivation functions.

7 (ofactor multiplication

This

mech
priva
publi
order
attacl

NOTE

In order to prevent the "small subgroup attack” and similar attacks, one option is to validat

and k

As ar
Claus

If cof:
if

~

clause applies only to mechanisms using ellipti¢ curve cryptography. The key
anisms in Clause 11 and the key transport mechdnisms in Clauses 12 and 13 require t
te key or key token be combined with anothertentity's public key or key token. If the ¢
C key or key token is not valid (i.e. it is not a“point on the elliptic curve, or is not in the
n), then performing this operation canrésult in some bits of the private key being
ker. One example of such an attack is known as the "small subgroup attack".

1 The small subgroup attack is described in Reference [37].

ey tokens received from the.other party using public key validation, as specified in ISO/

alternative to public Key validation, a technique called cofactor multiplication as
e 11 can be used. The'values j and [, defined below, are used in cofactor multiplication,

hctor multiplicdtion is used, there are two options:

compatibility with entities not using cofactor multiplication is not required, then let j
= 1. If this' option is chosen, both parties involved shall agree to use this option, o
hechanism will not work;

i

y agreement
)at the user's
ther entity's
subgroup of
leaked to an

e public keys
EC 11770-1.

specified in

=#E / nand
therwise the

rnmpnfihi]ify with entities not using cofactor mnlfip]irnfinn is rpn‘nirpd, then lpfli =#

' /nandl=j

-1 mod n.

NOTE 2 The value j -1 mod n always exists since n is required to be greater than 4+/q and therefore gcd(n, j) = 1.

If cofactor multiplication is not required, thenletj=1=1.

Regardless of whether or not cofactor multiplication is used, if the shared key (or a component of the
shared key) evaluates to the point at infinity (Of), then the user shall assume that the key agreement
procedure has failed.

© ISO/IEC 2021 - All rights reserved
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It is particularly appropriate to perform public key validation or cofactor multiplication in the following

cases:

— if the entity's public key is not authenticated;

— if'the key token is not authenticated;

— if the user's public key is intended for a long-term use.

If the other entity's public key is authenticated and the cofactor is small, then the amount of information
that can be leaked is limited. Thus, it is not always necessary to perform these tests.

8 Keyco

Clause 11 d¢
one-way fun|
other entity'
control the ¥
private key-3
token and ch

One way to
protocol is t
entity hash t
then replies
The second ¢

9 Keyco

Explicit key

providing in
provided. Ex
confirmation
calculated cq
Ato entity B

A's correct c
the other.

Key confirm
then it is imy
case can be |
forward (em|
However, so

establishmet
cases, it is often

Immitment

scribes key agreement mechanisms in which the established key is the result-of apply
ction to the private key-agreement keys. However, it is possible that one ‘entity know
5 public key or key token prior to choosing their private key. As a result, such an entit
alue of s bits in the established key, at the cost of generating 25 carididate values for
greement key in the time interval between discovering the other{entity's public key ¢
oosing their own private keyl31l.

hddress this concern (if it is a concern) at the cost of one_dadditional message/pass i
hrough the use of key commitment. Key commitment can be performed by having th
he public key or key token and send the hash-code to the second entity. The second
with its public key or key token, and the first entity veplies with its public key or key t
ntity can now hash it and verify that the resultis€qual to the hash-code sent earlier.

nfirmation

ronfirmation is the process of addingtadditional messages to a key establishment pr¢
plicit key authentication, so that explicit key authentication and entity authenticatig
plicit key confirmation can be added to any method that does not possess it inherently
is typically provided by exchanging a value that can (with very high probablity) or
rrectly if the key establishment calculations were successful. Key confirmation from
s provided by entity A calculating a value and sending it to entity B for confirmation of
hlculation. If mutual key confirmation is desired, then each entity sends a different va

htion is oftentprovided by subsequent use of an established key, and if something is v
nediately detected. This is called implicit key confirmation. Explicit key confirmation i
Innecessary. If one entity is not online (for example, in one-pass protocols used in stor
ail) scenarios), then it is simply not possible for the other entity to obtain key confirm
néetimes a key is established yet used only later (if at all), or the entity performing t

v

desirable to use a method of explicit key confirmation, as it can otherwise be

ring a
s the
y can
their
r key

n the
e first
bntity
oken.

tocol
n are
. Key
ly be
entity
bntity
ue to

yrong
n this
e and
htion.
e key

—t-'these
too late to

correctan error once detected. Explicit key confirmation can also be seen as a way of “firming up” security
properties during the key establishment process and can be warranted if a conservative protocol design
is deemed appropriate.

An example method of providing key confirmation using a MAC is as follows:

Entities A and B first perform one of the key establishment procedures specified in Clauses 11 and 12 of
this document. As a result, they expect to share a secret MAC key K4g. They then perform the following

procedure.

12
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Entity B forms the message M, an octet string consisting of the message identifier octet 0x02, entity

B's identifier, entity A's identifier, the octet string KTy corresponding to entity B's key token (omitted
if not present), the octet string KT4 corresponding to entity A's key token (omitted if not present),
the octet string p corresponding to entity B's public key-establishment key (omitted if not present),
the octet string p4 corresponding to entity A's public key-establishment key (omitted if not present)

a

M=0

(

nd, if present, optional additional Text1, i.e.:

2||B||A||KT5||KTa|lpsl|pal| Textl, where 0x02 is the message number.

supposedly) shared secret key K for an appropriate MAC scheme.

Entity B calculates Kp = kdf(Kag), and then calculates MACk,(M) for the message M under the

H

= M

—

Other
(encr]
exam|
the k

10 H

10.1

ntity B sends the message M and MACk,(M) to entity A.

ntity A calculates Ka = kdf(Kas), computes MACk, (M) using the received message M,
(ACk,(M)= MACk, (M).

ssuming the MAC verifies, entity A has received key confirmatiof from entity B (th3
nows that K4 equals K3). If mutual key confirmation is desired;entity A continues the
brms the message M’ as the octet string consisting of the méssage identifier octet 0x
lentifier, entity B's identifier, the octet string KT4 corresponding to entity A's key toke
ot present), the octet string KTz corresponding to entity,B's key token (omitted if not
ctet string pa corresponding to entity A's public key<establishment key (omitted if not
ctet string pp corresponding to entity B's public key-establishment key (omitted if not
ptional additional octet string Text2, i.e.:

3||A||B||KTa||KTs||pallpsl| Text2, where 0X03 is the message number.

ntity A calculates MACk, (M") under thie (supposedly) shared secret K4 using an appr|
cheme.

ntity A sends M’ and MACk, (M} to entity B.

ntity B uses Kp to verify-MACk,(M") on the message M". Assuming the MAC verifies,
eceived key confirmation from entity A (that is, entity B knows that K, equals K3).

methods of key-confirmation are possible. If the shared secret is to be used for data cqg
yption), one‘entity can send the encryption of some specific plaintext known to the oth
[ple a blgckof all binary zeros or all binary ones. Care should be taken that any subse
by is very unlikely to encrypt the same plaintext as was used for key confirmation.

and verifies

t is, entity A
protocol and
3, entity A's
n (omitted if
present), the
present), the
present) and

opriate MAC

entity B has

nfidentiality
er entity, for
quent use of

ramework for I(py management

General

This clause contains a high-level description of a framework for the key establishment mechanisms
specified in this document. Four categories of mechanism are defined (key agreement between two
parties, key agreement between three parties, secret key transport and public key transport), together
with requirements for their use.

©1S0/
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10.2 Key agreement between two parties

The provisions in this subclause apply to key agreement mechanisms 11.1 to 11.11 and 11.13 to 11.15,
all of which specify mechanisms for key agreement between two parties. Key agreement between two
parties is the process of establishing a shared secret key between two entities A and B in such a way that
neither of them can predetermine the value of the shared secret key. Key agreement mechanisms can
provide for implicit key authentication; in the context of key establishment, implicit key authentication
means that after the execution of the mechanism only an identified entity can be in possession of the

correct shared secret key.

Key agreement between two entities A and B takes place in a context shared by the two entities. The

context congists of sets S; and S, and a key agreement function F. The function F shall satis
following requirements.

a) F:51x 92— S, mapselements (h, g) € S1 xSz to Sz, and lety = F(h, g).
b) F satisfi¢s the commutativity condition F(ha, F(hsg, g)) = F(hs, F(ha, g)).

c) Itis computationally intractable to find F(h1, F(h2, g)) from F(h4, g), F(h2, g) ahd g. This implie
F(-,g) is A one-way function.

d) The entties A and B share a common element g in S, which can bepublicly known.

e) The entities acting in this setting can efficiently compute function values F(h, g) and can effic
generat¢ random elements in S1. Depending on the particular key agreement mechanism, fy
conditiops can be imposed.

NOTE 1 Exarpples for the function F are given in Annex D and"Annex E. See also ISO/IEC 15946-1.

NOTE 2 Asdjscussed in Clause 6, in practical implementations of the key agreement mechanisms the shared
key is subject|to further processing.

y the

s that

ently
rther

secret

NOTE 3 Itis jn general necessary to check theufeceived function values F(h, g) for weak values. If such valules are

encountered, the protocol aborts.

10.3 Key agreement between three parties

This clause dpplies to the key@greement mechanism 11.12 that describes key agreement between
parties. Key pgreement between three parties is the process of establishing a shared secret key a

three
mong

three entitief 4, B, and Cin\such a way that none of them can predetermine the value of the shared gecret
key. Key agr¢ement among three entities 4, B, and C takes place in a context shared by the three entities.
The context consists.of sets S1, Sz, and S3, a function F, and a function FP. The functions F and FP shall

satisfy the following requirements.

— F: 51 X
— F satisfies the commutativity condition F(ha, F(hs, g)) = F(hs, F(ha, 9)).

— Itis computationally intractable to find F(h1, F(h2, g)) from F(h4, g), F(h2, g) and g. This implie
F(-,g) is a one-way function.

s that

— FP:81xS52 xS = S3 maps an element (h¢, F(hy, g), F(hs, g)) € S1 x S2 x S2 to an element of S3, and
let z = FP(h¢, F(ha, g), F(hs, g)). ISO/IEC 15946-1 shall be referred for the relation between F and FP.

— FP satisfies the commutativity condition

— FP(he, F(ha, g), F(hs,g9))  =FP(hc, F(hs, g), F(ha,g)) =FP(hs, F(ha, g), F(he, 9))

14 © ISO/IEC 2021 - All rights reserved
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=FP(ha, F(hs, g), F(he, g)) = FP(ha, F(hc, g), F(hs, g)) =FP(hs, F(he, g), F(ha, g)).

— Itis computationally intractable to find FP(h¢, F(ha, g), F(hs, g)) from F(ha, g), F(hs, g), F(hc¢, g), and

g

. This implies that F(+, p4, pz) is a one-way function.

— The entities 4, B, and C share a common element g in S; which can be publicly known.

— The entities acting on this setting can efficiently compute function values F(h, g) and FP(h¢, F(hs, g),
F(ha, g)), and can efficiently generate random elements in Si. Depending on the particular key

a

greement mechanism, further conditions can be imposed.

NOTE

NOTE
key is|
secret
one-w

10.4

Secre
chose

crypts
10.5

Publi
Authd
achie

a) p
b) p

The g
inclu

11 K
11.1

This |
B wit

4 An example of a possible function FP is given in Annex F.

5 Asdiscussed in Clause 6, in practical implementations of the key agreement mechanjsins, the
subject to further processing. A derived shared secret key is computed by 1) extractifig bits fr
key Kagc directly, or 2) passing the shared secret key Kasc and optionally other‘non-secret d
ay function and extracting bits from the output.

Secret key transport

t key transport (often abbreviated to "key transport") is the process of transferring
n by one entity (or a trusted centre), to another entity, suitably protected by
pgraphic encryption.

Public key transport
C key transport makes an entity's public key available to other entities in an authentic

enticated distribution of public keys is an essential security requirement. This distrib
ved in two main ways:

ublic key distribution without a trustéd third party;
ublic key distribution involvingea trusted third party, such as a certification authority.

ublic key of an entity A is\part of the public key information of entity A. The public key
les at least entity A's distihguishing identifier and entity A's public key.

ey agreement
Key agreement mechanism 1

xey agreement mechanism non-interactively establishes a shared secret key between €
h matual implicit key authentication. The following requirements shall be satisfied.

shared secret
bm the shared
ata through a

A secret key,
asymmetric

hted fashion.
ution can be

information

ntities 4 and

ach entity X has 2 nrivate kev aogreement kevy hein S and a2 nublic kev aoreement ke i
J r v J l=) J a4 L bl ) ihiad J O J

px = F(hx, g).

— Each entity has access to an authenticated copy of the public key agreement key of the other entity.
This can be achieved using the mechanisms described in Clause 13.

Key agreement mechanism 1 is summarized in Figure 1.

© ISO/IEC 2021 - All rights reserved
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Key constry
public key ag

Key constru
public key ag
As a conseqy
are identical
NOTE1 The
NOTE 2 This

always gener
Furthermore,

Entity A Entity B
Key Key
Construction Construction
(A1) (B1)

Figure 1 — Key agreement mechanism 1

Entity A Entity B
Key Token

Construction

(A1) KT,

—_—

Key Key
Construction Construction

(A2) (B1)

Figure 2 — Key agreementmechanisms 2 and 8

ction (A1) Entity A computes, using its own private key agreement key hs and enti
Ireement key pp, the shared secretkey as Kz = F(ha, ps)-

ction (B1) Entity B computes, using its own private key agreement key hp and enti
Ireement key pg, the sharedsecret key as Kag = F(hg, pa).

lence of requirements-on F specified in Clause 10, the two computed values for the ke

humber of passes_is 0.

mechanistprovides mutual implicit key authentication. However, a zero-pass protocol such
htes thessame key. One way to eliminate this problem is to ensure that the key is only used
the useof a unique initialization vector with each utilization of the key can also solve this prob

ty B's

ty A's

y Kap

1S this

once.
em.

machanicy doac mat neavida oy canfirms At o

NOTE 3 This

TH e ST oo ToO T pPTrovIatIcC y CoT oo

NOTE 4 This mechanism is a key agreement mechanism, since the established key is a one-way function of the
private key agreement keys h4 and hp of entities A and B, respectively. However, one entity can learn the other
entity's public key prior to choosing their private key. As described in Clause 8, such an entity can select
approximately s bits of the established key, at the cost of generating 25 candidate values for their private key
agreement key in the interval between discovering the other entity's public key and choosing their own private key.

NOTE 5 Examples of this mechanism (known as Diffie-Hellman key agreement) are given in Clauses D.2, D.3, and
E.3.

NOTE 6 This mechanism has no resilience to key compromise impersonation attacks on A.
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11.2 Key agreement mechanism 2

This key agreement mechanism establishes a shared secret key in one pass between entities A and B with
implicit key authentication from entity B to entity 4, but no entity authentication from entity A to entity
B (i.e. entity B does not know with whom it has established the shared secret key). The following
requirements shall be satisfied.

— Entity B has a private key agreement key hp in S1 and a public key agreement key pg = F(hs, g).

— Entity A has access to an authenticated copy of entity B's public key agreement key pp. This can be
achieved using the mechanisms described in Clause 13.

Key algreement mechanism 2 is summarized in Figure 2.

Key token construction (A1) Entity A randomly and secretly generates r in S1, computes F(r, g) and
sendg the key token KT41 = F(r, g)|| Text to entity B.

Key ¢onstruction (A2) Entity A computes the shared key as Kz = F(r, ps).

Key construction (B1) Entity B extracts F(r,g) from the received key token KT41 and cpmputes the
shargd secret key Kug = F(h3, F(r, g))-

As a ¢onsequence of the requirements on F specified in Clause 10; the two computed values for the key
Kap ate identical.

NOTE|1 The number of passes is 1.

NOTE[2 This mechanism provides implicit key authenticatiotvfrom entity B to entity 4 (entity B is the only entity
otherthan entity A who can compute the shared secret key).

NOTE[3 This mechanism does not provide key confirmation.

NOTE[4 This mechanism is a key agreement-mechanism, since the established key is a one-way| function of a
random value r supplied by entity A and entity’B's private key agreement key. As discussed in Clause|8, since entity
A can|learn entity B's public key priorto choosing the value r, entity A can select approximately s bits of the
established key, at the cost of generating 25 candidate values for r in the interval between discovering entity B's
publig key and sending KT 1.

NOTE[5 Examples of this mechanism (known as ElGamal key agreement) are described in Clauses D}4 and E.4.
NOTE[6 As entity B receives the information necessary to compute the key Kap from entity A, which has not been
authepticated, use of K4z by entity B is restricted to functions not requiring trust in entity A's authenticity, such as

decryption and generation of message authentication codes.

11.3|Key agreement mechanism 3

This keyagreement mechanism establishes a shared secret key in one pass between entities|4 and B with
mutual implicit key authentication, and entity authentication of entity A to entity B. The following
requirements shall be satisfied.

— Entity 4 has an asymmetric signature system (S, V4).

— Entity B has access to an authenticated copy of the public verification transformation V4. This can be
achieved using the mechanisms described in Clause 13.

— Entity B has a key agreement scheme with keys (hs, ps).

— Entity 4 has access to an authenticated copy of the public key agreement key p; of entity B. This can
be achieved using the mechanisms described in Clause 13.

© ISO/IEC 2021 - All rights reserved 17
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— (Optional) If used, the TVP shall either be a time stamp or a sequence number. If time stamps are
used, secure and synchronized time clocks are required; if sequence numbers are used, the ability to
maintain and verify bilateral counters is required.

— The entities A and B have agreed on a MAC function and a way to use K,p as the key for this MAC
function. ISO/IEC 9797 is referred for a MAC function.

Key agreement mechanism 3 is summarized in Figure 3.

Entity A Entity B
Key
Construction
(A1.1)
Key Token
Signature KTy,
(A1.2) > Rey
Construction
(B1.1)
Key Token
Signature
(B1.2)
A 4
() ()

Figure 3 — Key agreement mechanism 3

Entity 4 Entity B
Key Token Key Token
Construction Construction
(A1) KTy (B1)

 KTp
Key N Key
Construction Construction
(A2) (B2)

Figure 4 — Key agreement mechanisms 4, 5 and 9

Key construction (A1.1) Entity A randomly and secretly generates r in S1 and computes F(r, g). Entity A
computes the shared secret key as K4z = F(r, ps).

Using the shared secret key Kyp, entity A computes a MAC on the concatenation of the sender's
distinguishing identifier for entity A and an optional TVP, a time stamp or a sequence number.

Key token signature (A1.2) Entity A signs the MAC, using its private signature transformation S4. Then
entity A forms the key token, consisting of the sender’s distinguishing identifier for entity 4, the key input
F(r, g), the (optional) TVP, the signed MAC, and some optional data, i.e.

KTx = A||F(r, g)||TVP|| Sa(MAC ,  (A||TVP))|| Text1
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and sends it to entity B.

Key construction (B1.1) Entity B extracts F(r, g) from the received key token and computes the shared
secret key, using its private key agreement key hg, Kap = F(hs, F(r, g)).

Using the shared secret key K43, entity B computes the MAC on the sender's distinguishing identifier for
entity A and the (optional) TVP.

Signature verification (B1.2) Entity B uses the sender's public verification transformation V4 to verify
entity A's signature and, thus, the integrity and origin of the received key token KT4:1. Then entity B
validates the timeliness of the token [by inspection of the (optional) TVP].

NOTE

1 _The number nfpnccpc is 1

NOTE|
authe

NOTE
NOTE

rando
A can

established key, at the cost of generating 25 candidate values for r in the\interval between discove

publig
NOTE

NOTE
E.5

NOTE]
be rel
key.

NOTE|
11.4

This }
with
entity

2 This mechanism provides explicit key authentication from entity A to entity B\ and
htication from entity B to entity A.

3 This mechanism provides key confirmation from entity A4 to entity B.

4 This mechanism is a key agreement mechanism, since the established key is a one-way
m value r supplied by entity A and entity B's private key agreement key. As,discussed in Clause
learn entity B's public key prior to choosing the value r, entity A.cdn select approximately
key and sending KTai.

5 The (optional) TVP prevents replay of the key token from-entity A to entity B.

6 Examples of this mechanism (known as Nyberg-Rueppel key agreement) are described in C
7 If Text1 is used to transfer entity A's publieKey certificate, then requirement 2 at the beginn]
hxed to the requirement that entity B is in possession of an authenticated copy of the CA's pub
8 This mechanism has no resiliernce to key compromise impersonation attacks on A.

Key agreement mechanism 4

key agreement mechanism establishes a shared secret key in two passes between ent
oint key control without prior exchange of keying information. This mechanism proy
r authentication.nor key authentication.

Key
const

greementdnechanism 4 is summarized in Figure 4.

implicit key

function of a
8, since entity
s bits of the
ring entity B's

auses D.5 and

ngof 11.3 can
ic verification

ities A and B
rides neither

ructs the key token KT

51 = F(rs, g)||Text2, and sends it to entity A.

tes F(rs, g9),

Key construction (A2) Entity A extracts F(rs, g) from the received key token KT and computes the
shared secret key Kap = F(ra, F(rs, g)).

Key construction (B2) Entity B extracts F(r4, g) from the received key token KT41 and computes the
shared secret key K4 = F(rs, F(ra, 9)).

NOTE

1 The number of passes is 2.
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NOTE 2 This mechanism does not provide implicit or explicit key authentication. However, this mechanism can be
useful in environments where authenticity of the key tokens is verified using other means. For instance, a hash-code
of the key tokens can be exchanged between the entities using a second communication channel. See also public key
transport mechanism 2. Another example of entity authentication is using mechanisms specified in Reference [6].

NOTE 3 A separate channel or means exists whereby the key tokens can be verified.
NOTE 4 This mechanism provides no key confirmation.

NOTE 5 This mechanism is a key agreement mechanism, since the established key is a one-way function of random
values ra and rp supplied by entities A and B respectively. As discussed in Clause 8, since entity B can learn F(ra, g)
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hlues for rp in the interval between receiving KT41 and sending KT’1.

hples of this mechanism (known as Diffie-Hellman key agreement) are described in Clauses D

sreement mechanism 5

pement mechanism establishes a shared secret key in two passes\between entities A
implicit key authentication and joint key control. The following requirements sh

ity X has a private key agreement key hyx in §1 and a public key agreement key px = F(A

ity has access to an authenticated copy of the publi¢ key agreement key of the other €
be achieved using the mechanisms described in €lause 13.

nt mechanism 5 is summarized in Figure 4.

onstruction (A1) Entity A randomly and secretly generates r in S1, computes F(ra, g
y token KTa1 = F(ra, g)||Text1 to-entity B.

onstruction (B1) Entity Brandomly and secretly generates rp in S1, computes F(r3, g
y token KTs1 = F(rg, g)||Text2 to entity A.

ction (B2) Entity Biextracts F(rs, g) from the received key token KT41 and computg
t key as Kag = W{E(hs, F(ra, g))||F(rs, pa)) where w is a one-way function.

ction (A2)-Entity A extracts F(rp, g) from the received key token KTp: and compute
t key as Kag = w(F(ra, ps)||F(ha, F(rs, 9)))-

humber-of passes is 2.

ating

6 and

hnd B
hll be

X 9)-

ntity.

) and

) and

s the

s the

NOTE 2 This

mechanism provides mutual implicit key authentication. If the data field Text2 contains a M4

\C (on

known data) computed using the key Kag, then this mechanism provides explicit key authentication from entity B

to entity A.

NOTE 3 If the data field Text2 contains a MAC (on known data) computed using the key Kag, then this mechanism
provides key confirmation from entity B to entity A.

NOTE 4 This mechanism is a key agreement mechanism, since the established key is a one-way function of random

values r4 and

rg supplied by entities A and B respectively.

NOTE 5 Examples of this key agreement mechanism [known as the Matsumoto-Takashima-Imai A(0) key
agreement scheme] are described in Clauses D.7 and E.6. Another example is known as the Goss protocol.
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NOTE 6 If Text1 and Text2 contain the public key certificates of entity A's and B's key agreement keys, respectively,
then the requirement 2 at the beginning of 11.5 can be replaced by the requirement that each entity is in possession
of an authenticated copy of the CA's public verification key.

NOTE 7 Under certain circumstances, this mechanism can be subject to a source substitution attack (also known
as an unknown key share attack)[39L. If this is a concern, this type of attack can be avoided by ensuring that as part
of the process of submitting a public key to a CA for certification, the submitter proves possession of the
corresponding private key. This type of attack is slightly more serious in the case of protocols based on elliptic
curves.[26] Resilience to unknown key share attack for A and B can be achieved by choosing a key derivation function
that includes the identifiers of the involved entities.

11.6Kk
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with

encry
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b) E
c) H

c
d) H
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oy agraomentmochanicm-6G
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key agreement mechanism establishes a shared secret key in two passes betweén)ent
mutual implicit key authentication and joint key control. It is based on the use of both ar
ption scheme and a signature system. The following requirements shall besatisfied.

ntity A has an asymmetric encryption system with transformations (Ey, D4).
ntity B has an asymmetric signature system with transformations.(Ss, Vs).

ntity A has access to an authenticated copy of entity B's public verification transformg
an be achieved using the mechanisms described in Clause 3.

ntity B has access to an authenticated copy of entityA's public encryption transformg
an be achieved using the mechanisms described in‘Glause 13.

Key agreement mechanism 6 is summarized in Figure 5.
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Figure 5 — Key agreement mechanism 6
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Figure 6 — Key agreement mechanism 7

onstruction (A1) Entity A generates a random number r 4 constructs the key token K
d sends it to entity B.

shing identifier for entity A, the random number/r4, the random number rp and
W Text?2 using its private signature transformatien'Sg, to obtain BS = Sg(A||ra||rs||Text2

encrypts a data block consisting of its distinguishing identifier (optional), the signed
e optional data Text3 using entity A's piblic encryption transformation E,4. Entity B
y token KTp1 = E4(BS||Text3)|| Text4 back to entity 4, or entity B can include the identifi
(B||BS||Text3) || Text4.

ction (B2) The shared secret kéy consists of all or part of entity B's signature X contai
block BS (see Note 2 in Clause 4), after passing through a key derivation function.

rocessing and key construction (A2) Entity A decrypts the key token KT using its p
ransformation Dj, eptionally checks the sender identifier, and uses entity B's {
ransformation Vgto-verify the digital signature of the signed block BS. Then entity 4 c

ten KT 1. If allichecks are successful, entity A accepts all or part of entity B's signature
BS used with a key derivation function as the shared secret key.

humber-of passes is 2.

Ta1 =

ing of
some
).

block
then

er for

ned

[ivate
ublic
hecks

identifier and that'the random number r, in the signed block BS equals the random number

Of the

actof the signature 2 that is to be used as the basis of the secret key established between ent

ties A

d in advance.

NOTE 3 This mechanism provides implicit key authentication from entity A to entity B and explicit key
authentication from entity B to entity A.

NOTE 4 If the data field Text3 contains a MAC (on known data) computed using the key Kg, then this mechanism
provides key confirmation from entity B to entity A.

NOTE 5 This mechanism is a key agreement mechanism, since the established key is a one-way function of random
values ra and rs supplied by entities A and B respectively. As discussed in Clause 8, since entity B can learn F(r4, g)
prior to choosing the value rs, entity B can select approximately s bits of the established key, at the cost of generating
25 candidate values for rp in the interval between receiving KT 41 and sending KTs:1.
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NOTE 6 This mechanism is derived from Beller and Yacobi's two pass protocol described in Clause D.8.

NOTE 7 If Text1 and Text4 contain a public key certificate for entity A's encryption key and a public key certificate
for entity B's verification key, respectively, then the requirements 3 and 4 at the beginning of 11.6 can be relaxed to
the requirement that each entity is in possession of an authenticated copy of the CA's public verification key.

NOTE 8 A significant feature of this scheme is that the identity of entity B can remain anonymous to eavesdroppers,
a property of potential significance in a wireless communication environment.

NOTE

9 This mechanism has no resilience to key compromise impersonation attacks on A.

11 7 A 0.4 'S ' 3 L 4
. NTY dgl CTIHITIIU HHITUIIAIIIS T 7

This key agreement mechanism is based on the three-pass authentication mechanism of ISC
and ¢stablishes a shared secret key between entities A and B with mutual authentication. T
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oth entities have access to an authenticated copy of the publicverification transforn
ther entity. This can be achieved using the mechanisms describedin Clause 13.

he two entities have agreed on a common MAC function,

Key

greement mechanism 7 is summarized in Figure 6,

/IEC 9798-3
he following

hation of the

Key token construction (A1) Entity A randomly ahd secretly generates r4 in S1, computes F(r4, g),
constructs the key token KT a1 = F(r4, g)|| Text1, and\sends it to entity B.

Key token processing and key construction {(B1) Entity B randomly and secretly gener

com
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Key ¢
comn

F(FB,

Key t
KTp1
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utes F(rs, g), computes the shared secretkey as Kap = F(rs, F(ra, g)), and constructs th

KT Sp(DB1)||MAC , (DB1)||Text3,

e DBy = F(rs, g)||F(ra, g)HA} Text2, and sends it back to entity A.
onfirmation is provided by including MACKAB (DB1) in KTp;. Alternatively, if both p

non symmetric encryption system, key confirmation can be obtained by replacing KT's
g)|| E Kz (Ss(DBT)), where E is a suitable symmetric encryption function.

htes rp in S,
e signed key

hrties have a

with KTp1 =

oken processing and key construction (A2) Entity A verifies entity B's signature on the key token

usingentity B's public verification key, and then verifies entity A's distinguishing iden
E(ra-g) sent in step (A1). If the checks are successful, entity A proceeds to comput]

fifier and the
e the shared

secrel

keyas Kyp = F(ry, E(rp g))

Using Kas, entity A verifies MACKAB (DB1). Then entity A constructs the signed key token

KTz =Sa(DB2)|| MAC, , (DB)||Texts,

where DB, = F(ra, g)||F(rs, g)||B|| Text4, and sends it to entity B.

Key confirmation is provided by including MAC K5 (DBz) in KT ;. Alternatively, key confirmation can be
obtained by replacing KT 4> with KT, = EKAB (Sa(DB2)).
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Key token processing (B2) Entity B verifies entity A's signature on the key token KTz, using entity A's
public verification key, then verifies entity B's distinguishing identifier and that the values F(r4, g) and
F(rs g) agree with the values exchanged in the previous steps. If the checks are successful, entity B
verifies MACKAB (DB2) using Kap = F(rs, F(ra, g))-

NOTE 1 The number of passes is 3.

NOTE 2 This

NOTE 3 This
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Key agreement mechanism 8 is summarized in Figure 2.

The values I and j are used for cofactor multiplication as explained in Clause 7. A function is also required

to convert an elliptic point P to an integer. An example of such a function is m(P) = (X(P) mod pr/ﬂ )+

2|—P/2—| , whe

re p=[log, n| and X(P) is the x-coordinate of the point P.

Key token construction (A1) Entity A randomly and secretly generates r, in S1, computes F(ra, G),
constructs the key token KT 41 = F(r4, G), and sends it to entity B.

Key construction (A2) Entity A computes the shared key as

24

Kug = ((I‘A + ‘IT(KTA1)hA)'I)(j'(PB + T[(PB)PBD.
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Key construction (B1) Entity B computes the shared key as
KAB = ((hB + T[(PB)hB)I)(](KTAl + T[(KTAl)PA)).

NOTE 1 The number of passes is 1.
NOTE 2 This mechanism provides mutual implicit key authentication.
NOTE 3 An example of this mechanism (known as MQV key agreement) is described in Clause E.11.

NOTE 4 This mechanism has no resilience to key compromise impersonation attacks on 4.

11.9|Key agreement mechanism 9

This key agreement mechanism uses elliptic curve cryptography and establishes a shared secret key in
two passes between entities A and B with mutual implicit key authentication. The following nequirements
shall pe satisfied.

a) Hach entity X has a private key agreement key hx in S1 and a public key agreement key Px = F(hx, G).
b) Hach entity has access to an authenticated copy of the public key.agreement key of the|other entity.
This can be achieved using the mechanisms described in Clause,13.
Key agreement mechanism 9 is summarized in Figure 4.

The vialues I and j are used for cofactor multiplication as,explained in Clause 7. A function is also required
to convert an elliptic point P to an integer. An example of such a function is m(P) = (X(P) mjpd pr / 21) +

21 P31 where p=[log, n| and X(P) is the x-coordinate of the point P.

Key token construction (A1) Entity A randomly and secretly generates r4 in S1, computes F(rs, G),
constiructs the key token KT 41 = F(r4, G), and sends it to entity B.

Key token construction (B1) Entity B randomly and secretly generates rp in S1, computes F(rg, G),
constrructs the key token KT = E(rp-G), and sends it to entity A.

Key ¢onstruction (A2) EntityA'computes the shared secret key as
Kap = ((}"A + T[(KTA1)hA)'1)(]"(KT31 + T[(KTm)PB)).

Key ¢onstruction (B2)Entity B computes the shared secret key as
Kap = ((I‘B + ’l'[(KTBl)hBJ'I)U'(KTA1 + T[(KTA1)PA)).

NOTE|1 Thenuimber of passes is 2.

NOTE] 2. ¥This mechanism provides mutual implicit key authentication.

NOTE 3 An example of this mechanism (known as MQV key agreement with two passes) is described in
Clause E.12.

NOTE 4 Under certain circumstances, this mechanism can be subject to a source substitution attack (also known
as an unknown key share attack)(2¢l. If this is a concern, such an attack can be avoided by adding delay detection.
Resilience to unknown key share attack for A and B can also be achieved by choosing a key derivation function that
includes the identifiers of the involved entities. Other countermeasures are described in Reference [26].
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11.10 Key agreement mechanism 10

This key agreement mechanism uses elliptic curve cryptography and establishes a shared secret key in
three passes between entities A and B with mutual implicit key authentication. The following
requirements shall be satisfied.

— Each entity X has a private key agreement key hy in S1 and a public key agreement key Px = F(hx, G).

— Each entity has access to an authenticated copy of the public key agreement key of the other entity.
This can be achieved using the mechanisms described in Clause 13.

Key agreemdnt mechanism 10 is summarized in FIgure 7.
The values [ and j are used for cofactor multiplication as explained in Clause 7. A function is also required
to convert an elliptic point P to an integer. An example of such a function is m(P) = (X(P) mod 2(’0 /] )+

21P121 where p=[log, n| and X(P) is the x-coordinate of the point P.
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_MACk(2||KTs||KTg1) (B1)
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Figure 7)— Key agreement mechanism 10
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Figure 8 — Key agreement mechanism 11
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Key token construction (A1) Entity A randomly and secretly generates rs in S1, computes F(ra, G),
constructs the key token KT 41 = F(r4, G), and sends it to entity B.

Key construction (B1) Entity B randomly and secretly generates rp in S1, computes F(rp, G), and
constructs the key token KT = F(rp, G).

Entity B computes the shared secret key as

Kuap = ((rg + m(KTp1)hp)-D)(j-(KTa1 + m(KTa1)Pa)).
Entity B then computes the key K = kdf(K45 ). Entity B further constructs MACk(2||KTa1||KTz1), and sends
KTp1 and MACk(2 || KTa1 || KTp1) to entity A.
Key ¢onstruction (A2) Entity A computes the shared secret key as
Kap = ((ra + T1(KTa1)ha)-D)(j- (KT + T(KT51)P5)).

Entity A computes the key K = kdf(Ka4z ). Entity A computes MACk(2||KTa41||KT#1)yand verifles what was
sent Iy entity B. Entity A then computes MACk(3||KTa1||KT51), and sends it t6\entity B.

cation (B2) Entity B computes MACk(3||KTa1||KT51).
NOTE[1 The number of passes is 3.

Veri

NOTE|2 This mechanism provides mutual explicit key authentication(

NOTE[3 An example of this mechanism (known as MQV key agreement with three passes) is| described in
Clause E.13.

11.111 Key agreement mechanism 11

This key agreement mechanism establishes acshared key in four passes between entities 1 and B. The
following requirements shall be satisfied.
— Hntity B has an asymmetric encryption system with transformation (Es, D).

— Hntity 4 has access to an authenticated copy of the public verification transformation necessary to
erify Certp.

<

— Hoth entities have agfieed on a common key derivation function kdf.

Key agreement mechanism 11 is summarized in Figure 8.

Entity confirmation (A1): Entity A chooses a random integer r4, and sends a message M1 F (ra||Text1)
to entity B.

Entity confirmation (B1): Entity B chooses a random integer rg, and sends M = (rz||Cerntp||Text2) to
entity A.

Key token and key construction (A2): Entity A verifies Certp to obtain a trusted copy of entity B's public
key. Entity A then generates a random integer r'4 and computes the shared key Kap = kdf(ra, rs, r'4).

Entity A then sends the key token KTaz = Es(r'4) and MACy . (M1]|KT4z2) to entity B.

Key construction (B2): Entity B decrypts KT42 and computes the shared key Kz = kdf(ra, s, r'4).
Entity B computes MACKAB (M1 || KT42) and compares it with the received MAC value. Entity B sends
MAC K5 (M) to entity A.

Key verification (A3): Entity A computes MAC K5 (M2) and compares it with the received MAC value.
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NOTE 1 The number of passes is 4.
NOTE 2 This mechanism provides B's implicit key authentication to A.
NOTE 3 This mechanism is derived from the transport layer security (TLS) protocol'5], which can be regarded as

an example of this mechanism. In TLS, the key agreement process is known as the TLS handshake phase. In TLS,
each entity has a "cipher suite”, i.e. a list of algorithms that the entity supports. Text1 and Text2 are used to exchange

these cipher suites as part of a process known as "cipher suite negotiation".

11.12 Key agreement mechanism 12
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nt mechanism 12 is summarized in Figure 9.
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Figure 9 — Key agreement mechanism 12
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nt key pp, and entity C'spublic key-agreement key p, the shared secret key as Kssc = H

ction (B1) Entity-B'computes, using its own private key-agreement key hp, entity A's |
nt key p4, and éntity C's public key-agreement key pc, the shared secret key as Kapc = H

ction (C1)Entity C computes, using its own private key-agreement key h¢, entity A's |
nt key-pu, and entity B's public key-agreement key p3, the shared secret key as Kapc = |

B, and

1x, g)-

kities.

ublic
P(ha,

ublic
P(hs,

ublic
P(hc,

As a consequ

eTICe Of the Tequirentents om furctions Famd FPspecified im Clause 10, the threetom

values for the key Kypc are identical.

NOTE 1 The number of passes is 0.

uted

NOTE 2 This mechanism provides mutual implicit key authentication. However, a zero-pass protocol such as this
always generates the same key. One way to eliminate this problem is to ensure that the key is only used once.
Furthermore, the use of a unique initialization vector with each utilization of the key can also solve this problem.

NOTE 3 This

mechanism does not provide key confirmation.

NOTE 4 This is a key agreement mechanism, since the established key is a one-way function of the private key
agreement keys hga, hg and hc of entities A, B and C respectively.
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NOTE 5 An example of this mechanism (known as Joux key agreement) is given in Clause F.2.

11.13 Key agreement mechanism 13

This key agreement mechanism, known as “2-pass blinded Diffie-Hellman”, establishes a shared secret
key in two passes between entities A and B with unilateral implicit key authentication. The following
requirements shall be satisfied.

Key
Key

publif key P = F(rs, G) in S, constructs the key token’KTs1 = Pp, and sends it to entity A.

Key

generates r, in S1, and constructs the key tokendTa1 = F(ra, Pa).
Entity A computes the shared secret key as K =F(r4, F(ha,KT51)).

Entit)
encryption algorithm AuthEnc to compute BE =AuthEncKAB (ra, Pa, Text1l) and sends this

tokern KT to entity B.

Key

KTm)

Entity B derives keyKus from K using the agreed key derivation function and uses AuthE
recovier 4 and P4 andcheck that KT 41 = F(ra, Pa).

Entity A has a private key agreement key h, in S1 and a public key agreement key P,= F(hy, G) in S>,

where S; and S are the sets introduced in 10.2.

. This can be achieved using the mechanisms described in Clause 13, but to ensure
roperty of unlinkability, any identifiers of entity A and any credentials unique/te_entity A that are

sent from entity A to entity B are sent encrypted using a key derived from the shared key,
shown in Text1 in the description below.

ey derivation shall comply with ISO/IEC 11770-6 (see also Annex G) and encryption|
thenticated encryption method chosen from ISO/IEC 19772.

Random number generation shall comply with ISO/IEC 1803

dgreement mechanism 13 is summarized in Figure 10.

token construction (B1) Entity B randomly and secrétly generates rp in S1, computes i

foken construction, key construction andyencryption (A1) Entity A randomly

¢onstruction, decryption’and checking (B2) Entity B computes the shared secret ke

key of entity
the privacy

for example,

shall use an

's ephemeral

and secretly

r A derives key Kup from K usingtan agreed key derivation function and uses an authenticated

and the key

y as K = F(rs,

nc and BE to

NOTE[1 A secufity proof for the 3-pass protocol (Mechanism 14) is provided in Reference [38], and is extended
to a proof for-the 2-pass protocol in Reference [41]. The security proof requires the use of pnidirectional
authepticated encryption keys and the inclusion of state information such as message counters.

NOTE=2 Acryptographicanalysisof theimpactof usingasmattblinding factor{te-instepAt-setecting r4 from a
small subset of S1) is provided in Reference [39].

NOTE 3  An analysis in an enhanced security model is given in Reference [40].
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Figure 10 — Key agreement mechanism 13 (2-pass)

agreement mechanism 14

cement mechanism, known as “3-pass blinded Diffie-Hellman}; establishes a shared s
passes between entities A and B with unilateral implicit-key authentication. The follg
s shall be satisfied.

has a private key agreement key h, in S1 and a public key agreement key P4= F(h4, G)
| and S are the sets introduced in 10.2.

has access to the credentials necessary to authenticate the public key agreement key of
fan be achieved using the mechanisms>described in Clause 13, but to ensure the pr
r of unlinkability any identifiers of entity A and any credentials unique to entity A th
h entity A to entity B are sent encrypted using a key derived from the shared key, for exa
hin Textl in the description below:.

vation shall comply with ISO/IEC 11770-6 (see also Annex C) and encryption shall u

number generatietrshall comply with ISO/IEC 18031.

nt mechanism 14 is summarized in Figure 11.

bnstruction (A1) Entity A randomly and secretly generates r4 in S1, constructs the key
P4), andsends it to entity B.

ecret
wing

in Sz,

bntity
ivacy
Wt are

mple,

S€ an

roken

Key token c

pristruction and key construction (B1) Entity B randomly and secretly generates rp

in 51,

computes it
entity A.

Entity B com

Key construction and encryption (A2) Entity A computes

1 1 1. 1s 1 D L Var W C 4o o il 1 i | I D | |
CPIICIHICT AT DUDIIC KCY I"'p = 1'(7'B, UJ 11T 02, CUIISUTULLS UIT RTY LURTIT AN T BT = I' B, AIIU STIIU

putes the shared secret key as K = F(rg, KT a1).

the shared

K= F(FA, F[hA, KTB1)).

Entity A derives key Kup from K using an agreed key derivation function and uses an authenticated
encryption algorithm AuthEnc to compute BE = AuthEncKAB (ra, Pa, Text1) and sends this to entity B.

it to

secret key as

Decryption and checking (B2) Entity B derives key K45 from K using the agreed key derivation function
and uses AuthEnc and BE to recover r4 and P4 and check that KT 41 = F(ra, Pa).
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NOTE 1 A security proof for the 3-pass protocol is provided in Reference [38]. The security proof requires the use
of unidirectional authenticated encryption keys and the inclusion of state information such as message counters.

NOTE 2 A cryptographic analysis of the impact of using a small blinding factor (i.e. in step A1 selecting ra from a
small subset of S1) is provided in Reference [39].

NOTE 3 An analysis in an enhanced security model is given in Reference [40].

Entity A Entity B
r‘rI\(ne erglfﬁ?m KTy, Key token
(A1) - and key
KTgy construction
< (B1)
Key
construction .
and E R Dec;}rfl%tlon
encryption checking
(A2) (B2)

Figure 11 — Key agreement mechanism-14 (3-pass)

11.1p Key agreement mechanism 15

This key agreement mechanism establishes a sharedsecret key in two passes between entfities A and B
with [mutual implicit key authentication and jointykey control. The following requiremeénts shall be
satisfjed.

— Hach entity X has a private key agreementkey hy in S1 and a public key agreement key px = F(hx, g).

— Hach entity has access to an authenticated copy of the public key agreement key of the|other entity.
This can be achieved using the miechanisms described in Clause 13.

Key e:|greement mechanism 15is'summarized in Figure 12.
0

Key token construction (A1) Entity A randomly and secretly generates r, in S1, computes [F(r, ps) and
sendg the key token KTayv= F(ra, pg)||Textl to entity B.

Key token construction (B1) Entity B randomly and secretly generates rp in S1, computes [F(rs, p4) and
sendg the key token KTp1 = F(rp, pa)||Text2 to entity A.

Key ¢onstruction (B2) Entity B extracts F(r4, ps) from the received key token KT41 and domputes the
shardd secret key as Kag = F(1/hs, F(ra, ps))||F(rs, g)||1F(rs, F(1/hs, F(ra, ps))).

Key construction (A2) Entity A extracts F(rg, p4) from the received key token KTz and domputes the
shared secret key as Kag = F(ra, g)||F(1/ha, E(rs, pa))||F(ra, F(1/ha, E(rs, pa))).

NOTE 1 The number of passes is 2.

NOTE 2 This mechanism provides mutual implicit key authentication. If the data field Text2 contains a MAC (on
known data) computed using the key Kag, then this mechanism provides explicit key authentication from entity B
to entity A.

NOTE 3 If the data field Text2 contains a MAC (on known data) computed using the key Kag, then this mechanism
provides key confirmation from entity B to entity A.

NOTE 4 This mechanism is a key agreement mechanism, since the established key is a one-way function of random
values ra and rs supplied by entities 4 and B respectively.
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NOTE 5 This mechanism is the direct combination of Matsumoto-Takashima-Imai B(0) and Matsumoto-
Takashima-Imai C(0)[28. The SM9 key agreement protocol described in F.5 is a pairing-based example of this
mechanism.

NOTE 6 This mechanism provides mutual forward secrecy.

NOTE 7 As discussed in Clause 6, in practical implementations of this mechanism, the shared secret key is subject
to further processing.

Entity A Entity B
Key Token Key Token
Construction Construction
(A1) KTy, R (B1)

KTp,
Key < Key
Construction Construction
(A2) (B2)

Figure 12 — Key.agreement mechanism 15

12 Secret|key transport
12.1 Secref key transport mechanism 1

This secret key transport mechanism transfers a secret key in one pass from entity A to entity B with
implicit key authentication from entity B to entity A. The following requirements shall be satisfied.
— Entity Blhas an asyminetric encryption system (Eg, Dp).

— Entity A|has aecess to an authenticated copy of entity B's public encryption transformation Ep This
can be afhieved using the mechanisms described in Clause 13.

— The optional TVP shall either be a time stamp or sequence number. If time stamps are used, then the
entities A and B need to maintain synchronous clocks. If sequence numbers are used, then entities A
and B shall maintain bilateral counters.

Secret key transport mechanism 1 is summarized in Figure 13.
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Figure 13 — Secret key transport mechanism 1
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Figure 14 — Secret key transport mechanism 2

Key token construction (A1) Suppose K is a secret key that entity A wishes to securely transfer to entity
B. Entity? 4 constructs a key data block consisting of its distinguishing identifier (optional), the key K, an
optional TVP and an optional data field Textl. Entity A then encrypts the key data block using the
receiver's public encryption transformation E and sends the key token

KTa1 = Ep(A||K||TVP|| Text1)|| Text2

to entity B.

Key token deconstruction (B1) Entity B decrypts the encrypted part of the received key token KT
using its private decryption transformation Dp, recovers the key K, checks the optional TVP, and
associates the recovered key K with the claimed originator entity A.

NOTE 1 The number of passes is 1.
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NOTE 2 This mechanism provides implicit key authentication from entity B to entity A4, since only entity B can
possibly recover the key K.

NOTE 3 This mechanism does not provide key confirmation.

NOTE 4 Entity 4 can choose the key.

NOTE 5 As entity B receives the key K from a non-authenticated entity 4, secure use of K by entity B is restricted
to functions not requiring trust in entity A's authenticity. For example, decryption and generation of message

authentication codes can be performed, whereas encryption and verification of message authentication codes
should not.

NOTE 6 An gxample of this mechanism (known as ElGamal key transfer) is described in Clause G.1,~A“second
example of th{s mechanism using RSA is described in Clause G.3, and a third example based on Sakai-Kasahara key
establishment is described in Clause G.6.

12.2 Secret key transport mechanism 2

This secret Key transport mechanism is an extension of the one-pass entity authentication mechanism in
ISO/IEC 979B-3. It transfers a secret key, encrypted and signed, from entity Ato-entity B with explicit key
authentication from entity A to entity B and implicit key authentication _from entity B to entity 4. The
following reiuirements shall be satisfied.

— Entity Ahas an asymmetric signature system (S4, V4).
— Entity B|has an asymmetric encryption system (Eg, Dp).

— Entity Alhas access to an authenticated copy of entity. B's public encryption transformation Epl This
can be afhieved using the mechanisms described iprClause 13.

— Entity Blhas access to an authenticated copy of‘entity A's public verification transformation V4| This
can be afhieved using the mechanisms described in Clause 13.

— The optipnal TVP shall be either a time stamp or sequence number. If time stamps are used, th¢n the
entities {4 and B need to maintairssynchronous clocks or use a trusted third party time-starhping
authority. If sequence numbers areé used then entities A and B shall maintain bilateral counters,

Secret key transport mechanism*2 is summarized in Figure 14.

Key encryption (A1.1) Suppose K is a secret key that entity A wishes to securely transfer to entity B.
Entity A forms the keydata block, consisting of the sender's distinguishing identifier, the key K apd an
optional dath field Text1l. Entity A then encrypts the key data block with entity B's public encrylption
transformation Eg"and forms the encrypted block BE = Ep(A||K]|Text1).

Key token renstruction (A1.2) Entity A forms the token data block, consisting of the recipjent's
distinguishing identifier, an optional TVP (time stamp or sequence number), the encrypted block BE and
the optional data field Text2. Then entity A signs the token data block using its private signature
transformation S4, appends optional Text3, and sends the resulting key token

KTa1 = Sa(B||TVP||BE||Text2)|| Text3

to entity B.

Key token verification (B1.1) Entity B uses the sender's public verification transformation V4 to verify
the digital signature in the received key token KT,i. Entity B then checks its identifier in KT41 and,
optionally, the TVP.
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Key decryption (B1.2) Entity B decrypts the block BE with its private decryption transformation Dp.
Entity B then compares the identifier for entity A contained in block BE with the identity of the signing
entity. If all checks are successful, entity B accepts the key K.

NOTE 1 The number of passes is 1.

NOTE 2 This mechanism provides entity authentication of entity A to entity B, and implicit key authentication from
entity B to entity A.

NOTE 3 This mechanism provides key confirmation from entity A to entity B. Entity B can be sure that it shares the
correct key with entity 4, but entity A can only be sure that entity B has indeed received the key after it has obtained

a posi

NOTE
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NOTE
fourtH
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NOTE|
12.3
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a) H

b) H

ive renly from entitv B encrypted using kev K
I 4 I (=]

4 The optional TVP provides entity authentication of entity A to entity B and prevents replay/of
er to prevent replay of the key data block BE, an additional TVP can also be included in‘Text1.

5 Entity A can choose the key K4, since it is the originating entity. Similarly, entity)B can chod
xey control can be achieved by requiring entities A and B to combine two keys K4 and K3, tran
stances of the mechanism, to form a shared secret key Kag. An extra pass is required for joint ke
nation function is one-way, otherwise entity A can choose the shared secret key. This mechanis
ied as a key agreement mechanism.

6 Entity A's distinguishing identifier is included in the enctypted block BE to prevent
propriating an encrypted key block intended for use by another entity. Prevention of the atta
uiring entity B to compare entity A's identifier with entityA's-signature on the token.

7 In conformance with ISO/IEC 9798-3, entity authentication using a public key algo
htible with the token sent in the one-pass authentication mechanism. The token accommodates
y K through use of the optional Text field: Text1in the mechanism of ISO/IEC 9798-3 has beg
[ext2.

8 The data field Text3 can be used to dé¢liver the public key certificate of entity A. If this is the
requirement at the beginning of 12.2,can be relaxed to the requirement that entity B is in po|

hticated copy of the CA’s public verification key.

9 Examples of this mechanism are described in Clauses G.2 and G.5.

Secret key transport mechanism 3

ecret key transport mechanism transfers a secret key, signed, and encrypted in one pag
ntity B with.uhilateral key confirmation. The following requirements shall be satisfied

ntity A las'an asymmetric signature system (Sa, Va).

ntity-B has an asymmetric encryption system (Eg, D3).

the key token.

se the key Ks.
sported using
y control. The
m can then be

bntity A from
ck is achieved

ithm KTai1 is
the transfer of
n replaced by

case, then the
ssession of an

s from entity

c)

C

d)
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an be achieved using the mechanisms described in Clause 13.

an be achieved using the mechanisms described in Clause 13.

Entity A has access to an authenticated copy of entity B's public encryption transformation E. This

Entity B has access to an authenticated copy of entity A's public verification transformation V4. This

The optional TVP shall be either a time stamp or a sequence number: If time stamps are used, then

the entities A and B need to maintain synchronous clocks. If sequence numbers are used, then entities
A and B shall maintain bilateral counters.

Secret key transport mechanism 3 is summarized in Figure 15.
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Figure 15 — Secret key transport mechanism'3
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Figure 16 — Secret key transport mechanism 4

Key block signature (A1.1) Suppose K is a secret key that entity A wishes to securely transfer to entity
B. Entity A forms a key data block consisting of the recipient's distinguishing identifier, the key K, an
optional TVP (sequence number or time stamp), and optional data. Entity A then signs the key block using
its private signature transformation S, to generate the signed block BS = S4(B||K||TVP|| Text1).

Key token construction (A1.2) Entity A forms the token data block, consisting of the signed block BS
and optional Text2. Then entity A encrypts the token data block using the receiver's public encryption
transformation Ep, appends optional Text3, and sends the resulting key token

KTy = EB(B.Sl | T€Xt2) I | Text3

to entity B.
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Key token decryption (B1.1) Entity B decrypts the encrypted part of the received key token KT4; using
its private decryption transformation Dp.

Key block verification (B1.2) Entity B uses the sender's public verification transformation V4 to verify
the integrity and origin of BS. Entity B validates that it is the intended recipient of the token (by inspection
of the identifier in BS) and, optionally, that the TVP is within acceptable bounds (to verify the token's
timeliness). If all verifications are successful, entity B accepts the key K.

NOTE 1 The number of protocol passes is 1.

NOTE 2 This mechanism provides entity authentication of entity A to entity B, and implicit key authentication from
entity B to entity A.

NOTE|3 This mechanism provides key confirmation from entity A to entity B. Entity B can be sure/that it shares the
corre¢t key K with entity A, but entity A can only be sure that entity B has indeed received the key after it has
obtained a positive reply from entity B encrypted using key K.

NOTE|4 Entity A can choose the key.

NOTE|5 Entity B's distinguishing identifier is included in the signed key blockBS to explicitly indicatg the recipient
of the[key, thereby preventing misuse of the signed block BS by entity B.

NOTE|6 The data field Text3 can be used to deliver the public key certificate of entity A. If this is the|case, then the
fourth requirement at the beginning of 12.3 can be relaxed to the requirement that entity B is in possession of an
authepticated copy of the CA's public verification key.

NOTE|7 If two executions of this secret key transport mechanism are combined (from entity A to entjiity B and from
entity| B to entity A) then mutual entity authentication and joint key control can be provided (depending on use of
the optional TVP).

12.4|Secret key transport mechanism 4
This |secret key transport mechanisim"is based on the two-pass authentication mgchanism of

ISO/IEC 9798-3, and transfers a key)from entity B to entity A. The following requiremgnts shall be
satisfied.

— Hntity A has an asymmetftigencryption system (E4, D4).
— Hntity B has an asymimetric signature system (S, Vg).

— Hntity A has adeess to an authenticated copy of entity B's public verification transformdtion V. This
an be achiéved using the mechanisms described in Clause 13.

Q

— Hntity-B'has access to an authenticated copy of entity A's public encryption transformdtion E4. This
cantbe achieved using the mechanisms described in Clause 13.

Secret key transport mechanism 4 is summarized in Figure 16.

Key token construction (A1) Entity A generates a random number ry, constructs the key token KT 41
consisting of r4 and an optional data field Text1, KTa1 = ra||Text1 and sends it to entity B.

Key block encryption (B1.1) Suppose K is a secret key that entity B wishes to securely transfer to entity
A. Entity B forms a key data block, consisting of the sender's distinguishing identifier, the key K and an
optional data field Text2. Entity B then encrypts the key data block with entity A's public encryption
transformation E4, and forms the encrypted block BE = E4(B||K]|| Text2).

Key token construction (B1.2) Entity B optionally generates a random number rp and forms the token
data block, consisting of the recipient's distinguishing identifier, the random number r4 received in step
(A1), the new random number rz (optional), the encrypted block BE, and the optional data field Text3.
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Then entity B signs the token data block with its private signature transformation Sp, appends optional
Text4, and sends the resulting key token KTp1 = Sg(A||ra||rs||BE|| Text3)|| Text4 to entity A.

Key token verification (A2.1) Entity A uses the sender's public verification transformation Vp to verify
the digital signature in the received key token KTs1. Then entity A checks its distinguishing identifier in
KTpg1 and checks that the received value r4 agrees with the random number sent in step (A1).

Key block decryption (A2.2) Entity A decrypts the block BE with its private decryption transformation
D,. Entity A then validates the sender's distinguishing identifier in BE. If all checks are successful, entity
A accepts the key K.

NOTE 1 The number of protocol passes is 2.

NOTE 2 This

NOTE 3 This
correct key K
obtained a se(

NOTE 4 Entit

NOTE 5 The
inISO/IEC 97
the transfer o
replaced by B

NOTE 6 Ifthi
mutual secret
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no longer req
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confirmatior

following requirements shall be satisfied.

— Each ent
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mechanism provides implicit key authentication from entity A to entity B.

mechanism provides key confirmation from entity B to entity A. Entity A can be sure that'it shay
with entity B, but entity B can only be sure that entity A has indeed received the’Key after
ured message from entity A which has been processed using K.

y B can choose the key.

fokens KT 41 and KT1 conform to the tokens sent in the two-pass authentication mechanism des
D8-3:2019, 5.1.2, (note that the roles of entities A and B are exchanged). The token KTp1 accomm
the key K through use of the optional data field: Text2 in the mechanism of ISO/IEC 9798-3 ha
F' || Text3.

s secret key transport mechanism is executed twice in parallel between two entities, then the res
key transport mechanism is in conformance with the mechanism described in ISO/IEC 9798-3

field rp is included for consistency with ISO/IEC 9798-3. Because of the presence of BE in KT»
hired and is therefore optional in this mechahism.

r key transport mechanism 5
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ansport mechanism 5 is summarized in Figure 17.

Each entity has access to an authenticated copy of the public encryption transformation of the other
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Figure 17 — Secret key transport mechanism 5
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Key token construction (A1) Entity A randomly generates r4, constructs the key token KT41 = ra|| Text1
and sends it to entity B.

Key block encryption (B1.1) Suppose K is a secret key that entity B wishes to securely transfer to entity
A. Entity B constructs a block containing its own distinguishing identifier, the key K5, and optional Text2,
and encrypts the block using the recipient's public encryption transformation E4:

BE1 = Ea(B||Ks||Text2).

Key token construction (B1.2) Entity B randomly generates rz and constructs a data block containing
r's, T4, the rec1p1ent S 1dent1ty the encrypted key block BE L and optlonal Text3. Entlty B 51gns the block

Se(ra||rall|A| BE1 ||Text3)||Text4 to entltyA

Key token vierification (A2.1) Entity A verifies entity B's signature on the key token KTpi(using
B's public verrification transformation Vg, checks its distinguishing identifier in KTz and checks th
received valile r4 agrees with the random number sent in step (A1).

entity
ht the

Key block decryption (A2.2) Entity A decrypts the encrypted block BE; using its private decry
transformation D, and checks the distinguishing identifier for entity B. If all checks are successful,
A accepts the key K3.

Key block
identifier, it
encryption t

ption
bntity

encryption (A2.3) Entity A constructs a data block containing its own distingui
5 own key K4, and optional Text5, and encrypts the bloek using the recipient's j
ransformation Ep to obtain BE; = Ep(A||Ka|| Text5).

shing
ublic

4, the
fional

Key token ¢
random nun

onstruction (A2.4) Entity A constructs a data block containing the random number 7
\ber rp, the recipient's distinguishing identifier,*the encrypted key block BE>, and op

Text6. Entity]

and sends thie key token KTz = Sa(ral||rz||B||BE2||Text6)||Text7 to entity B.

Key token V
A's public ve
received val
received val

Key block
transformati

A signs the data block using its private signature transformation S,, appends optional

erification (B2.1) Entity B verifies entity A's signature on the key token KT, using

rification transformation V4, checks-ts distinguishing identifier in KT 4> and checks th
1e rp agrees with the random number sent in step (B1.2). In addition, B checks th:
e r4 agrees with the value contained in KTys.

ecryption (B2.2) Entity.B.decrypts the encrypted block BE; using its private decry
on D and verifies the distinguishing identifier for entity A. If all checks are successful,

lext7,

entity
ht the
it the

ption
entity

e key K4. If only unilateral key transport is required then, as appropriate, either BE1 or BE>
ed.

humber of passes-is 3.

B accepts thg
can be omitt

NOTE1 The

NOTE 2 This|mechanism‘provides mutual entity authentication, implicit key authentication of K4 from entif
entity A and ijplicitkey authentication of K5 from entity A to entity B.

y B to

NOTE 3 This|méchanism provides key confirmation from sender to recipient for both keys K4 and Kp. Moreqver, if
entity A includes a MAC on K in the data field Text6 of KTz, then this mechanism provides mutual key confirmation
with respect to Ks.

NOTE 4 Entity A can choose the key K4, since it is the originating entity. Similarly, entity B can choose the key K5.
Joint key control can be achieved by each entity by combining the two keys K4 and Kp to form a shared secret key
Kap. The combination function is one-way, otherwise entity A can choose the shared secret key. This mechanism can
then be classified as a key agreement mechanism.

NOTE 5 KTa1, KTp1, and KTa2 are compatible with the tokens sent in the three pass authentication mechanism
described in ISO/IEC 9798-3:2019, 5.2.2. The second token accommodates the transfer of the key Kz: Text2 of the
mechanism of ISO/IEC 9798-3 has been replaced by BE1||Text3. The third token accommodates the transfer of the
key Ka: Text4 of the mechanism of ISO/IEC 9798-3 has been replaced by BE:||Text6. The third token can also
accommodate the transfer of a MAC within Text6.
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NOTE 6 If the data fields Text1 and Text4 (or Text7 and Text4) contain the public key certificates of entities A and
B, respectively, then the third and fourth requirements at the beginning of 12.5 can be relaxed to the requirement
that both entities are in possession of an authenticated copy of the CA's public verification key.

12.6 Secret key transport mechanism 6

This secret key transport mechanism securely transfers two secret keys in three passes, one from entity
A to entity B and one from entity B to entity A. In addition, the mechanism provides mutual entity

authentication. This mechanism is based on the following requirements.

— Each entity X has an asymmetric encryption system (Ex, Dx).

ey

€

Secrd

ach entity has access to an authenticated copy of the public encryption transformatior
ntity. This can be achieved using the mechanisms described in Clause 13.

t key transport mechanism 6 is summarized in Figure 18.

Key foken construction (A1) Entity A has obtained a key K4 and wants to,fransfer it secu

B. En
ident|
using
Es(A]|
Entity
data{

Entit)

Key t
KT
decryf

Entit)
numbh

Lity A selects a random number r4 and constructs a key data block ¢ensisting of its d
fier, the key K4, the number r4 and an optional data field Text1. Thenentity A encrypts

entity B's public encryption transformation Eg, thereby producing the encrypted datd
|Kal||ra|| Text1).

7 A constructs the token KT41 = BE1|| Text2, consisting of the'encrypted data block and s
ield Text2.

7 A sends the token to entity B.

oken construction (B1) Entity B extracts the encrypted key block BE; from the receiy
and decrypts it using its private decryption transformation Dp. Then entity B che
pted version of BE1 contains the identifierfor entity A.

y B has obtained a key Kz and wants;to transfer it securely to entity A. Entity B sele
er rg and constructs a key data bleck consisting of the distinguishing identifier for ent

K3, the random number rp, the random number r4 (as extracted from the decrypted b

optio
trans

Then

hal data field Text3. Then~entity B encrypts the key block using entity A's publi
formation E4, thereby producing the encrypted data block BE; = E4(B||Kz||ra||rs|| Text

entity B constructs the key token KT = BE;||Text4, consisting of the encrypted data b

an o

Enti

tional data field Text4.
B sends the token to entity A.

Key and entity<confirmation (A2.1) Entity A extracts the encrypted key block BE, from
key tpken KTzr’and decrypts it using its private decryption transformation D4. Then entity
validity ,of the key token through comparison of the random number r4 with the randon
contdinéd in the encrypted block BE:. If the verification is successful, entity A has implicit

of the other

rely to entity
stinguishing
he key block
block BE =

bme optional

ed key token
cks that the

ts a random
ty B, the key
ock) and an
C encryption
3).

llock BE; and

the received
A checks the
nh number ra
ly confirmed

that K, has safely reached entity B.

Key token response (A2.2) Entity A extracts the random number rp from the decrypted key block and
constructs the key token KT 4, = rp||Text5, consisting of the random number rg and an optional data field
Text5.

Entity A sends the token to entity B.

Key and entity confirmation (B2) Entity B verifies that the response rp extracted from KTy is
consistent with the random number rz sent in encrypted form in KTp;. If the verification is successful,
entity B has authenticated entity A and at the same time has obtained confirmation that K has safely
reached entity A.

NOTE 1 The number of passes is 3.
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NOTE 2 This mechanism provides implicit key authentication of K4 from entity B to entity A and implicit key
authentication of Ks from entity A to entity B.

NOTE 3 Entity A can choose the key K4, since it is the originating entity. Similarly, entity B can choose the key K5.
Joint key control can be achieved by each entity by combining the two keys K4 and Kp on both sides to form a shared
secret key K4p. However, the combination function is one-way, otherwise entity B can choose the shared secret key.
This mechanism can then be classified as a key agreement mechanism.

NOTE 4 This mechanism uses asymmetric techniques to mutually transfer two secret keys, K4 from entity 4 to
entity B and K3 from entity B to entity A. The following cryptographic function separation can be derived from the
mechanism: entity A4 uses its key K4 to encrypt messages for entity B and to verify authentication codes from entity

B. Entity B in
for entity A. ]
asymmetric b

NOTE 5 This

NOTE 6 This
the entities le

13 Public
13.1 Publig

If entity A ha
data integrit
key informa
transferring

Entity A
A's publ

data elements.

Since th
not proy

Public key tr|

£l H .1 ) 4N S 2| 'S £ it A 2| 'S £l 43 3
Ul UoLOo LIIU TUULUIVOU l\\/)’ A LU bl\/\al‘yl.ll. Au\,ooas\,o ITUIITT \/llLlLy 41 AT 5\4!1\/1 dll aulriciiticativiIlrn
[he cryptographic functions of Kp can be separated in an analogous manner. In such a, w3
hsis of the key transport mechanism can be extended to the usage of the secret keys.

mechanism is derived from the three pass protocol known as COMSETI!8l,

hrns anything that it cannot have computed itself.

Kkey transport
" key transport mechanism 1

s access to a protected channel (i.e. a channel whichptrovides data origin authenticatio
), such as a courier, registered mail, etc., to entity"B then entity A may transport its
fion directly via that protected channel to entity B. This is the most elementary fo
a public key. The following requirements shallbe satisfied.

s public key information PKI, contains atleast entity A's distinguishing identifier and
¢ key. In addition, it may contain a serial number, a validity period, a time stamp and

e public key information does not contain any secret data, the communication channel

codes
y, the

mechanism is based on zero-knowledge techniques. From the execution of the mechanism, neither of

n and
ublic
'm of

bntity
other

need

42

ide confidentiality.
ansport mechanism 4 is summarized in Figure 19.
Entity A Entity B
Key Token
Construction
(A1) KTy,
g Key Token
Reception
(B

Figure 19 — Public key transport mechanism 1
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Entity A Entity B
Key Token
Construction
(A1) LOTER
g Key Token
Verification Reception
Token (B1)
Construction
(A2) o KTy
Key Token
Verification
(B2)

Figure 20 — Public key transport mechanism 2

Key foken construction (A1) Entity A constructs the key token KTa1 cehtaining the public key
information of entity A and some optional data field Text, and sends KTa1,£\PKl4||Text vig a protected
channel to entity B.

Key token reception (B1) Entity B receives the key token via the’protected channel friom entity A4,
retrigves entity A's public key information PKI4 and stores entity-A'S public key into the [list of active
publif keys (this list shall be protected from tampering).

NOTE[1 This mechanism can be used to transfer public verificationkeys (for an asymmetric signature system) or
publi¢ encryption keys (for an asymmetric encryption system) Or public key agreement keys.

NOTE[2 Authentication in this context includes both data‘integrity and data origin authentication |(as defined in
ISO 7498-2).

13.2|Public key transport mechanism 2

This mechanism transports the public keyzinformation of entity A via an unprotected channel to entity B.
To verify the integrity and the origin of the received public key information a second authenticated
channel is used. Such a mechanism is useful when the public key information PKI if transferred
electfonically on a high bandwidth channel, whereas the authentication of the public key| information
takes|place over an authenticated low bandwidth channel such as a telephone, courier, or registered mail.
As an[additional requirement, the entities shall share a common hash, as defined in ISO/IEC 10118-1. The
following requirements-shall be satisfied.

— Hntity A's publickey information PKI4 contains at least entity A's distinguishing identifier and entity
's public key.In addition, it may contain a serial number, a validity period, a time starhp and other
ata elenients.

— Singe'the public key information does not contain any secret data, the communication ¢hannel need
ot\provide confidentiality

Public key transport mechanism 2 is summarized in Figure 20.

Key token construction (A1) Entity A constructs the key token KT41 containing the public key
information of entity A and sends KTa1 = PKI4||Text1 to entity B.

Key token reception (B1) Entity B receives the key token, retrieves entity A's public key information
PKl4, and stores it protected from tampering for later verification and use.

Verification token construction (A2) Entity A computes a check value hash(PKI4) on its public key
information and sends this check value together with the optional distinguishing identifiers of entities A
and B to entity B using a second independent and authenticated channel (e.g. a courier or registered mail),
where
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KTz = A||B||hash(PKI)|| Text2.

Key token verification (B2) Upon reception of the verification token KTa4,, B optionally checks the
distinguishing identifier of entities A and B, computes the check value on the public key information of
entity A received in the key token KT41 and compares it with the check value received in the verification
token KT ;. If the check succeeds, entity B puts entity A's public key onto the list of active public keys (this
list shall be protected from tampering).

NOTE 1 This mechanism can be used to transfer public verification keys (for an asymmetric signature system) or
public encryption keys (for an asymmetric encryption system) or public key agreement keys.

NOTE 2 Autt

NOTE 3 If th

recovery, then entity A can sign the token KTa1 using the corresponding private signature key. In that cas

verification of
the corresporf
private signat]
that entity A d

NOTE 4 A md

13.3 Publig

This mechanlism transfers a public key from entity A to entity B in@n authenticated way by using a trj

third party.
in the form o
together wit
introduction|
authenticate
11770-1 sha

This mechan
key informat
authenticate
has issued tH

Public key tr|

Il be referred. See also ISO/IEC 9594-8:2020, Annex E.

entication i this comtext inctudes bothrdata mtegrity amddata origimauthemntication:
e public key that is transported is a key for an asymmetric signature system not giving‘msé

entity A's signature in step (B1) using the received public verification key confirms-that entity A
ding private signature key, and so presumably, was the only entity that knew, the correspd

urrently knows the corresponding private signature key.
inually signed letter from Entity A can be used for the verification tokeh.

r key transport mechanism 3

he authentication of the entities' public keys can-be’ensured by exchanging the public
f public key certificates. Entity A's public key certificate contains the public key inform
h a digital signature provided by a trusted third party, the certification authority (CA
of a CA reduces the problem of authenticated user public key distribution to the probl
d distribution of the CA's public key, at\the expense of a trusted centre (the CA). ISC

ism is based on the assumption-that a valid public key certificate Certs of entity A's
ion PKI, has been issued by some certification authority, and that entity B has access
d copy of the public verification transformation Vca of that certification authority CA v
e public key certificate.

ssage
e, the
knew
nding

ure key at the time the token was created. If a time stamp is used in PKl4, then verification confirms

usted
keys
htion,
. The
em of
/IEC

ublic
to an
which

ansport mechanism-3\s summarized in Figure 21.
Entity A Entity B
Key Token
Construction
(A1) KTy,
Certificate
Verification
(B1)

Figure 21 — Public key transport mechanism 3

Key token construction (A1) Entity A constructs the key token KT 41 containing the public key certificate
of entity A and sends it to entity B, KTa1 = Certa||Text.

44
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Certificate verification (B1) Upon reception of the public key certificate, entity B uses the public
verification transformation V¢a of the certification authority to verify the authenticity of the public key
information and to check the validity of entity A's public key.

If entity B wants to make sure that entity A's public key certificate has not been revoked recently, then
entity B should consult a trusted third party (such as the CA) via some authenticated channel.

NOTE 1 The number of passes is 1, but there can have been a request from entity B to entity A for the transfer of
the public key certificate. This additional pass is optional and not shown here. Entity A's public key certificate can
also be distributed by a directory, in which case this public key transport mechanism would be executed between
the directory and entity B.

NOTE|2 Entity authentication is not provided by this mechanism.
NOTE|3 Receiving a public key certificate provides confirmation that the public key has beencettifi¢d by the CA.

NOTE[4 The public verification key vca of the CA is made available to entity B in an authénticated way. This can be
done pising the mechanisms described in Clause 13.
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Annex A
(normative)

Object identifiers

This annex lists the object identifiers (see References [42] and [43]) assigned to the key management

mechanisms specified in this document.

Key-managEmEnNt=ASyMME LT LCIECNITIqUES

iso(1l) stlandard(0) key-management (11770)
asymmetriljcTechniques (3) asnl-module(0) object-identifiers(0) X
DEFINITIONS EXPLICIT TAGS ::= BEGIN

-- EXPORT|S All; --

-— IMPORT|S None; -—--

OID ::= OBJECT IDENTIFIER - Alias

—-— Synonyms -

id-km-at |[OID ::= {

iso(1l) stlandard(0) key-management (11LY770) asymmetricTechniques (3)

}

-- Assignments -

id-km-at—-kAM-1 OID ::= { id=km-at keyAgreementMechanisml (1) }
id-km-at—-kAM-2 OID ::= { ‘id-km-at keyAgreementMechanism2 (2) }
id-km-at—-{kAM-3 OID y:=/{ id-km-at keyAgreementMechanism3(3) }
id-km-at—-fkAM-4 OZID-::= { id-km-at keyAgreementMechanismé (4) }
id-km-at—-kAM~5"0ID ::= { id-km-at keyAgreementMechanism5 (5) }
id-km-at-kAM=6 QID ::= { id-km-at kevAgreementMechanismé6(G) |
id-km-at-kAM-7 OID ::= { id-km-at keyAgreementMechanism7(7) }
id-km-at-kAM-8 OID ::= { id-km-at keyAgreementMechanism8 (8) }
id-km-at-kAM-9 OID ::= { id-km-at keyAgreementMechanism9(9) }

id-km-at-kAM-10 OID

{ id-km-at keyAgreementMechanisml0 (10)
id-km-at-kAM-11 OID ::= { id-km-at keyAgreementMechanismll (11)

id-km-at-kAM-12 OID

{ id-km-at keyAgreementMechanisml2 (21)
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id-km-at-kAM-13 OID

id-km-at-kAM-14 OID

id-km-at-kAM-15 OID

id-km-at-kTM-1

id-km-at-kTM-2

id-km-at-kTM-3

OID

OID

OID

ISO/IEC 11770-3:2021(E)

{ id-km-at keyAgreementMechanisml3 (22) }
{ id-km-at keyAgreementMechanisml4 (23) }
{ id-km-at keyAgreementMechanismlb5 (24) }
id-km-at keyTransportMechanisml (12) }
id-km-at keyTransportMechanism2 (13) }

id-km-at keyTransportMechanism3 (14) }

id-K
id-K
id-K
id-K
id-K

id-K

key(Q

m-at-kTM-4
m-at-kTM-5
m-at-kTM-6
m-at-pKT-1
m-at-pKT-2

m-at-pKT-3

ey Agreement Mechanism 1 -
onstruction-la OID
d-km-at-kAM-1 keyConstructiorR¥function-la(l) }
onstruction-1b OID
d-km-at-kAM-1 keyCongtructionFunction-1b (2) }
ey Agreement Mechanism 2 -

okenConstruction-2 OID ::= {

d-km-at-kAM-2 keyTokenConstructionFunction(l) }

onstruetion-2a OID

dekm-at-kAM-2 keyConstructionFunction-2a(2) }

OID

OID

OID

OID

OID

OID

{

{

si=

ti=

si=

id-km-at keyTransportMechanismé4 (15) 4
id-km-at keyTransportMechanismb5 (16)" }
id-km-at keyTransportMechanisgmé6 (17) 1}
id-km-at publicKeyTranspottMechanisml (1§) }
id-km-at publicKeyTransportMechanism2 (19) }

id-km-at publicKeyfransportMechanism3 (20) }

keyConstruction-2b OID

=

id-km-at-kAM-2 keyConstructionFunction-2b (3) }

-- Key Agreement Mechanism 3 -

keyConstruction-3a OID

ti=

id-km-at-kAM-3 keyConstructionFunction-3a (1) }

keyTokenSignature-3 OID
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id-km-at-kAM-3 keyTokenSignatureFunction (2) }
keyConstruction-3b OID ::= {

id-km-at-kAM-3 keyConstructionFunction-3b (3) }
signatureVerification-3 OID ::= {

id-km-at-kAM-3 signatureVerificationFunction (4) }
-- Key Aqreement Mechanism 4 -
keyTokenClonstruction-4a OID ::= {

id-km-lat-kAM-4 keyTokenConstructionFunction-4a(1l) }
keyTokenClonstruction-4b OID ::= {

id-km-lat-kAM-4 keyTokenConstructionFunction-4b (2) 1}
keyConstrjuction-4a OID ::= {

id-km-lat-kAM-4 keyConstructionFunction-4a (3) }
keyConstrjuction-4b OID ::= {

id-km-jat-kAM-4 keyConstructionFuncti®n-4b(4) }
-- Key Agjreement Mechanism 5 -
keyTokenClonstruction-5a OID ::=(Y

id-km—-lat-kAM-5 keyTokenConstructionFunction-5a(l) }
keyTokenClonstruction-5b%0ID ::= {

id-km-lat-kAM-5 keéyTokenConstructionFunction-5b(2) }
keyConstrjuction=53 OID ::= {

id-km-latkAM-5 keyConstructionFunction-5a(3) }
keyConstruction-5b OID ::= [

id-km-at-kAM-5 keyConstructionFunction-5b (4) }
-- Key Agreement Mechanism 6 -
keyTokenConstruction-6 OID ::= {

id-km-at-kAM-6 keyTokenConstructionFunction(l) }
keyTokenProcessing-6b OID ::= {
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id-km-at-kAM-6 keyTokenProcessingFunction-6b(2) }
keyConstruction-6 OID ::= {

id-km-at-kAM-6 keyConstructionFunction(3) }
keyTokenProcessing-6a OID ::= {

id-km-at-kAM-6 keyTokenProcessingFunction-6a(4) }

-- Key Agreement Mechanism 7 -

keyTokenConstruction-7 OID ::= {

ild-km-at-kAM-7 keyTokenConstructionFunction(l) }
keyTlokenProcessingAndKeyConstruction-7 OID ::= {
ild-km-at-kAM-7 keyTokenProcessingAndKeyConstructijonFunction (2)| }
keyTlokenProcessing-7a OID ::= {

ild-km-at-kAM-7 keyTokenProcessingFunction~7a(4) }
keyTokenProcessing-7b OID ::= {

ild-km-at-kAM-7 keyTokenProcessingbunction-7b(5) }
-- KHey Agreement Mechanism 8 -
keyTlokenConstruction-8 OID :%{= {

ild-km-at-kAM-8 keyTokénConstructionFunction(l) }
keydonstruction-8a O/ ::= {
ild-km-at-kAM—@8\keyConstructionFunction-8a(2) }
keyJonstructdgn-8b OID ::= ({

ild-km-a&-kAM-8 keyConstructionFunction-8b (3) }

-- Hey Agreement Mechanism 9 -

keyTokenConstruction-9a OID ::= {

id-km-at-kAM-9 keyTokenConstructionFunction-9a(1l) }
keyTokenConstruction-9b OID ::= {

id-km-at-kAM-9 keyTokenConstructionFunction-9b(2) }
keyConstruction-9a OID ::= {

id-km-at-kAM-9 keyConstructionFunction-9a(3) }
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keyConstr

id-km-
-—- Key Ag
keyTokenC

id-km-

uction-9b OID ::= {

at-kAM-9 keyConstructionFunction-9b(4) 1}

reement Mechanism 10 -
onstruction-10a OID ::= {
at-kAM-10 keyTokenConstructionFunction (1) }

keyConstr
id-km-
keyConstr
id-km-
verificat
id-km-]
-- Key Ag
entityCon
id-km-
entityCon
id-km-
keyTokenA
id-km-
keyConstr
id-km-

keyVerifi

uction-10b OID ::= {

at-kAM-10 keyConstructionFunction-10b (2) 1}
uction-10a OID ::= {

at-kAM-10 keyConstructionFunction-10a (3) }
ion-10b OID ::= {

at-kAM-10 verificationFunction (4) }

reement Mechanism 11 -
firmation-11la OID ::= {
at-kAM-11 entityConfirmationFumction-1la(l) }

firmation-11b OID ::= {
at-kAM-11 entityConfirmationFunction-11b(2) }

ndKeyConstruction=I\W OID ::= {

at-kAM-11

uction—-11

at-kAM=XT

cation-11

keyT&kenProcessingAndKeyConstructionFunction (3)
OID ::= {
keyConstructionFunction (4) }

OID ::= {

}

id-km-

at-kKAM-11

KeyVerilficationktunction (5) ;|

-- Key Agreement Mechanism 13 --

keyTokenConstruction-13-B1 OID ::= {
id-km-at-kAM-13 keyTokenConstruction (1) }
keyKeyTokenConstructionEncryption-13-A1 OID ::= {

id-km-at-kAM-13 kKTCE

50

(2) '}
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-- Key Agreement Mechanism 14 --

keyTokenConstruction-14-A1 OID ::= {
id-km-at-kAM-14 keyConstruction (1) }

keyKeyTokenConstruction-14-B1 OID ::= {
id-km-at-kAM-14 keyKeyTokenConstruction (2) }

keyConstructionEncryption-14-A2 QOID ::= {

ild-km-at-kAM-14 keyConstructionEncryption (3) }

-- KHey Agreement Mechanism 15 —--

keyTlokenConstruction-15a OID ::= {

ild-km-at-kAM-15 keyTokenConstructionFunction-15& )(1) }
keyTokenConstruction-15b OID ::= {

ild-km-at-kAM-15 keyTokenConstructionFunction-15b (2) }
keyJonstruction-15a OID ::= {

ild-km-at-kAM-15 keyConstructionFunction-15a(3) }
keyJonstruction-15b OID ::= {

ild-km-at-kAM-15 keyConstructionFunction-15b(4) }
shayedKeyConstruction-15a. 0ID ::= {

ild-km-at-kAM-15 sharedKeyConstructionFunction-15a(5) }
sharedKeyConstruCtion-15b OID ::= {

id-km-at-%AM-15 sharedKeyConstructionFunction-15b(6) }

-- Hey Trawmsport Mechanism 1 -

keyTokenConstruction-1 OID ::= {

id-km-at-kTM-1 keyTokenConstructionFunction(l) }
keyTokenDeconstruction-1 OID ::= {

id-km-at-kTM-1 keyTokenDeconstructionFunction (2) }
-—- Key Transport Mechanism 2 -
keyEncryption-2 OID ::= {

id-km-at-kTM-2 keyEncryptionFunction(l) }
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keyTokenC

id-km-

onstruction-2a OID ::= {

at-kTM-2 keyTokenConstructionFunction (2) }

keyTokenVerification-2 OID ::= {

id-km-

keyDecryp

at-kTM-2 keyTokenVerificationFunction (3) }

tion-2 OID ::= {

id-km-
-—- Key Tr
keyBlockS
id-km-
keyTokenC
id-km-
keyTokenD
id-km-
keyBlockV

id-km-

at-kTM-2 keyDecryptionFunction (4) }
ansport Mechanism 3 -

ignature-3 OID ::= {

at-kTM-3 keyBlockSignatureFunction(l) }
onstruction-3 OID ::= {

at-kTM-3 keyTokenConstructionFunction (2) «}
ecryption-3 OID ::= {

at-kTM-3 keyTokenDecryptionFunctieny(3) }
erification-3 OID ::= {

at-kTM-3 keyBlockVerificationFunction (4) }

-- Key Trlansport Mechanism 4 -
keyTokenClonstruction-4c OIDN= |
id-km-lat-kTM-4 keyTokeriConstructionFunction-4c (1) }
keyBlockEncryption-4_0OID ::= {
id-km-lat-kTM=4"keyBlockEncryptionFunction (2) }
keyTokenClonstruction-4d OID ::= {

id-km-at-KTM-4 keyTokenConstructionkFunction-4d(3) J
keyTokenVerification-4 OID ::= {

id-km-at-kTM-4 keyTokenVerificationFunction (4) }
keyBlockDecryption-4 OID ::= {

id-km-at-kTM-4 keyBlockDecryptionFunction (5) }

-- Key Transport Mechanism 5 -

52 © ISO/IEC 2021 - All rights reserved


https://iecnorm.com/api/?name=54ccf9cdc6d374044584188077bed036

ISO/IEC 11770-3:2021(E)

keyTokenConstruction-5¢ OID ::= {

id-km-at-kTM-5 keyTokenConstructionFunction-5c (1) }
keyBlockEncryption-5b OID ::= {

id-km-at-kTM-5 keyBlockEncryptionFunction-5b (2) }
keyTokenConstruction-5d OID ::= {

id-km-at-kTM-5 keyTokenConstructionFunction-5d(3) }

keyTokenVerification-5a OID ::= {

ild-km-at-kTM-5 keyTokenVerificationFunction-5a(4) }
keyHlockDecryption-5a OID ::= {

ild-km-at-kTM-5 keyBlockDecryptionFunction-5a(5) (}
keyBlockEncryption-5a OID ::= {

ild-km-at-kTM-5 keyBlockEncryptionFunction~5a(6) }
keyTokenConstruction-5e OID ::= {

ild-km-at-kTM-5 keyTokenConstructdonFunction-5e(7) }
keyTokenVerification-5b OID ::=%¥

ild-km-at-kTM-5 keyTokenVerificationFunction-5b(8) }
keyHlockDecryption-5b OID. ::= {

ild-km-at-kTM-5 keyBlockDecryptionFunction-5b (9) }
-- Hey Transport( Mechanism 6 -

keyTokenConstxruction-6a OID ::= {

ild-km-a&-kTM-6 keyTokenConstructionFunction-6a(l) }

keyTokenConstruction-6b OID ::= {

id-km-at-kTM-6 keyTokenConstructionFunction-6b(2) }
keyEntityConfirmation-6a OID ::= {

id-km-at-kTM-6 keyEntityConfirmationFunction-6a(3) }
keyTokenResponse-6 OID ::= {

id-km-at-kTM-6 keyResponseFunction (4) }

keyEntityConfirmation-6b OID ::= {
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id-km-
-- Public
keyTokenC
id-km-

keyTokenR

at-kTM-6 keyEntityConfirmationFunction-6b (5)
Key Transport Mechanism 1 -

onstruction-la OID ::= {

at-pKT-1 keyTokenConstructionFunction (1) 1}

eception-1 OID ::= {

id-km-
-- Publid
keyTokenC
id-km-
keyTokenHR
id-km-
keyTokenV
id-km-
-- Public
keyToken(
id-km-
certificy
id-km-

END -- Ke

at-pKT-1 keyTokenReceptionFunction (2) }
Key Transport Mechanism 2 -
onstruction-2b OID ::= {

at-pKT-2 keyTokenConstructionFunction (1) }
eception-2 OID ::= {

at-pKT-2 keyTokenReceptionFunction (2) }
erification-2a OID ::= {

at-pKT-2 keyTokenVerificationFunction (3) 1}
Key Transport Mechanism 3 -
onstruction-3a OID ::= {

at-pKT-3 keyTokenConstrfuctionFunction (1) }
tionVerification-3:0ID ::= {

at-pKT-3 certifiicationVerificationFunction (2)

y-managementrAsymmetricTechniques --

}
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Annex B
(informative)

Properties of key establishment mechanisms

Tables B.1 to B.3 summarize the major properties of the key establishment/transport mechanisms
specified in this document.

The fpllowing notation is used in Tables B.1 to B.3.

A The mechanism provides the property with respect to entity A.

B The mechanism provides the property with respect to entity B.

AB The mechanism provides the property with respect to both entities”4 and B.

No The mechanism does not provide the property.

Opt The mechanism can provide the property as an option, using-additional means.

(A) The mechanism can optionally provide the property with'respect to entity 4, using additional
means.

(B) The mechanism can optionally provide the propefty with respect to entity B, using additional
means.

MFS The mechanism provides mutual forward.sécrecy.

#passes The number of passes

Publit key operations in Tables B.1, B.2 *xand B.3: the number of computations of|asymmetric
transformation. F and FP, the number of cemputations of asymmetric transformation executed by entity
X,Ex, Dy, Sx,and Vy."(2F,1F)" means that entity A needs two computations of the functior F and entity

B nedds one computation of the function F in key agreement mechanism 2 in Table B.1; and the number
of cdmputations of asymmetri¢\transformation, "(1FP,1FP,1FP)" means that entity 4 needs one
computation of the function EP,entity B needs one computation of the function FP, and entity C needs one
computation of the function FP in key agreement mechanism 12 in Table B.1. "(1E5,1D3)| means that
entity A needs one computation of the function E and entity B needs one computation of the function D
in Table B.2. "(0,1Vea)” means that entity B needs one computation of the public| verification
transformation Vca.0fthe certification authority CA in Table B.3. EP means an exponentiatipn operation
in 53.

Another important property that can be derived from key freshness is replay attack prevention. Replay

e for implicit
key authentication has an "A", this means that entity B is assured that entity A is the only other entity that
can possibly be in possession of the correct key. When each table for implicit key authentication has an
"A, B", this means that entities A and B are assured that only the other entity can possibly be in possession
of the correct key.

Having the property of being unlinkable provides privacy in the sense that a passive eavesdropper is
unable to determine if two instances of the protocol involve the same entity or not. Note that the property
of being unlinkable for entity A necessarily provides anonymity for entity 4, for if it did not then it would
not be unlinkable. Mechanisms that require an entity's plaintext public key to be sent to the other entity
do not provide the property of unlinkability for that entity. For the purposes of this annex, mechanisms
which assume that an entity's public key is already shared are not considered to provide the property of
unlinkability.
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NOTE 1 Only mechanism 12 in Table B.1 executes among three entities and others execute among two entities.
NOTE 2 All mechanisms except mechanism 1 in Table B.1 use secure random bit generation.

Table B.1 — Properties of key agreement mechanisms

. Implicit key Key Entity . Forwar Key .
Mechanis | #passe authenticati | confirmatio | authenticati Publlc_key d freshnes Unlinkabl
m s operations e
on n on secrecy S

1 0 A'B No No (1F, 1F) No No No

2 B NoO No (ZF, IF] A A A

3 | A B B A (2F/1Sa4, A A No
1F/1Va)

4 ? No No No (2F, 2F) MFS A B A B

5 P A B Opt No (3F, 3F) A B A, B No

6 ? A B Opt B (1Vs/1D4, |B A B No
1Sz/1E4)

7 ] AB A B AB (2F/1V/1S [ MFS A B No
4, 2F/1Sg/
1Va)

8 | AB No No (2F1F) A A No

9 ? AB No No (2F, 2F) MFS A B No

10 AB A B AB (2F, 2F) MFS A B No

11 4 B AB B (1Vca/1EB, |MFS A B A
1D3g)

12 A B, C No No (1FP, 1FP, No No No
1FP)

13 P A (A),-B A (2F, 3F) A A B A B

14 ] A (A)/B A (2F, 3F) A A B A B

15 ? A B Opt No (4F, 4F) A B A B No

F.3 P A B No No (3F/2FP, A B A B No
3F/2FP)

F.4 ? A'B No No (3F/2FP, A B A B No
3F/2FP)

F.5 ? AB Opt No (2F/1FP/2E |A,B A B No
P;
2F/1FP/2EP
)

Table B.2 — Properties of secret key transport mechanisms
Public | Forwar
. Implicit key Key Entity Key
Mechanis | #pas authenticati | confirmat Key authenticat key . d freshne
m ses . control . operati | secrec
on ion ion SS
ons y
1 1 B No A No (1Ep, A A
1Dp)
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(1Eg/1
Sa,
1V4/1D

B)

(1S4/1
EB,
1Dp/1V

A)

(1Vp/1

Dy,
1E4/1S

B)

AB

(A), B

AB

AB

(LVpH
D4
/1Ep/1
S4,
1E4/1S
B
/1Va/1
Dp)

No

AB

AB

No

AB

No

(1Ep/1
Dy,
1DgR/1E

A)

No

AB

Table B.3 — Properties o

f public key transport me

chanisms

Medhanis | #pas
n ses

Implicit key
authenticati
on

Key
confirmat
ion

Key
control

Entity
authenticat
ion

Public
key
operati
ons

Forwar

d
secre(

y

Key
freshne
SS

A

(0,0)

No

(0,0)

No

(o,
1Vca)

No
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C.1ASN.1

This clause

Annex C
(informative)

Examples of key derivation functions

syntax for key derivation functions

escribes ASN.1 svyntax for a key derivation function

The input to
information
suppPublinfo

OtherInfo
ke
en
en
su

the key derivation function is the shared secret ZZ and other information OtherInfo.The
ncludes the initiator's information entityAInfo, and the responder's informationentity
and suppPrivinfo.

SEQUENCE {

vInfo KeySpecificInfo,

tityAInfo [0] OCTET STRING OPTIONAL,
tityBInfol OCTET STRING OPTIONAL,
ppPubInfo| OCTET STRING OPTIONAL,

1]
2]
3]

other
Binfo,

suppPrivInfo[ OCTET STRING OPTIONAL
}
KeySpeciflicInfo = SEQUENCE {

allgorithm OBJECT IDENTIFIER,

counter Counter
}
Counter ::= INTEGER (1...32767)
The suppPuBInfo and suppPrivinfo fields are optional fields used in key derivation. These fields mpy be
used to hold additional, supplementary public and private information that is mutually known o the
communicatjng parties, but that is not specific tozeither party.
The contents of suppPublnfo and suppPrivinfo are defined by the key management protocoll The
definition, syntax, and encoding rules of the suppPublnfo and suppPrivinfo fields are the responsibility of
the key management protocol and are-beyond the scope of this document.
All inputs to the key derivation hash function shall be an integral number of octets in length. suppPrjvinfo
may include [ZZ.
NOTE 1 Somp mechanisms in(Clauses 11 and 12 derive shared secrets either as points on the elliptic curvg or as

the concatena
z for input int

NOTE 2 Other]

b the key dérivation function, the function T is applied to the point.

Info is sed in Clauses C.3, C.5, and C.6.

tion of two peints on an elliptic curve. In the first situation, in order to obtain a shared secret integer

C.21EEE P1363 key-derivationfunction
This clause describes the key derivation function that is given in IEEE P13631141.
Preconditions

As a precondition of the use of this key derivation function, users shall agree on a common hash function.
Users who use different hash functions will obtain different results. For the purposes of this document,
the hash function is referred in ISO/IEC 10118-2,ISO/IEC 10118-3 and ISO/IEC 10118-4. The shared key
that is produced will have length equal to the length of the output of the hash function.

Input

The inputs to this key derivation function are:
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the shared secret z which is an integer, expressed as an octet string;

the key derivation parameters, parameters, also expressed as an octet string.

into the key derivation function.

Acti

ons

-3:2021(E)

Users also agree on a common method of converting integers and parameters to octet strings for input

If the combined length of the shared secret z and the parameters exceeds any limitation that can exist for
the agreed hash function, hash, then output "error" and stop.

Otherwise, compute the value K = hash(z || parameters).

Outpjut

Output K as the key.

C.3ANSI X9.42 key derivation function

This
ANS

blement describes a key derivation function based on the key derivation function th
[1X9.42012],

Prerequisites

A hagh function specified in ISO/IEC 10118-2, ISO/IEC 10418-3 and ISO/IEC 10118-4 i
hashlen denote the length of the output of the hash function chosen, and let maxhashle

max

Input

The

imum length of the input to the hash function.

ihput to the key derivation function is ZZ;abit string denoting the shared secret.

NOTE[1 Some mechanisms in Clauses 11 and 12 derive shared keys Kag either as points on the ellip

thec

oncatenation of two points on an elliptic.€urve. In the first situation, in order to obtain a shared 3

for input into the key derivation function,the function m is applied to the point and the resulting inte
to a bit string. In the second situation, the function m is applied to both points to obtain two integers

two

integers are then converted .tg bit strings and concatenated (or combined using any prefix-

methgd), as were the points, to gbtain the appropriate bit string.

>~

eydatalen: An integerrepresenting the length in bits of the keying data to be generated
b less than (hashlen/x (232-1)).

—

Q

therinfo: Kbit string, specified in ASN.1 DER encoding, consisting of the following key
hformation ‘as specified in Clause C.2.

—e

— AlgorithmID: a unique object identifier (OID) of the symmetric algorithm(s) with whic

© ISO

it is given in

chosen. Let
1 denote the

fic curve or as
ecret value ZZ
ger converted
71 and z2. The
free encoding

This integer

specification

h the keying

atawill be used

Counter: a 32-bit octet string, with initial value 00000001 (in hexadecimal).

(Optional) EntityAlnfo: A bit string containing public information contributed by the initiator.

(Optional) EntityBInfo: A bit string containing public information contributed by the responder.

(Optional) SuppPrivinfo: A bit string containing some additional, mutually known private
information, e.g. a shared secret symmetric key communicated through a separate channel.

(Optional) SuppPublinfo: A bit string containing some additional, mutually known public

/IEC 2021 - All rights reserved

information.

59


https://iecnorm.com/api/?name=54ccf9cdc6d374044584188077bed036

ISO/IEC 11770-3:2021(E)

NOTE 2 Users also agree on a common method of converting integers and parameters to bit strings for input into
the key derivation function.

Actions

The key derivation function is computed as follows.

a) Letd= [ keydatalen/hashlen].

b) Initialize Counter =00000001 (in hexadecimal).
c) Fori=1rted;
— compute h; = hash(ZZ || Otherinfo) where h; denotes the hash value computed uSing the
appropriate hash function, and Otherinfo = AlgorithmID || Counter [|| EntityAlpfo ||
EntityBInfo || SuppPrivinfo || SuppPublinfo ];
— increment Counter;
— incrpmenti.
d) Comput¢ K = leftmost keydatalen bits of hy || hz || ... || ha.
e) Output K.
Output
The keying data K as a bit string of length keydatalen bits.

Note that this key derivation function based on ASN;:I"DER encoding produces keying data which is less

than hashlen
strings whid
derivation f

x(232-1) bits in length. It is assumed that all key derivation function calls are indeed f
h are less than hashlenx(232-1) ‘bits in length. Any scheme attempting to call th
nction using a bit string that is greater than or equal to hashlenx(232-1) bits shall o

or bit
e key
utput

“invalid” and stop. Similarly, it is assumed that all key derivation function calls do not involve hashing a

bit string that is more than maxhashlen®its in length. Any scheme attempting to call the key derivyation
function on 4 call involving hashing 4 bit string that is greater than maxhashlen bits shall output “inyalid”
and stop.

C.4ANSI X9.63 key dérivation function

This clause gescribes@key derivation function based on the key derivation function that is given in
ANSI X9.63[1p1.

Prerequisit tion,

bs,/The prerequisite for the operation of the key derivation function is that a hash fun
hash, specifi WMWQJMMHMdEnOte

the length of the output of the hash function chosen, and let maxhashlen denote the maximum length of
the input to the hash function.

Input
The input to the key derivation function is a bit string Z which is the shared secret.

NOTE 1 Some mechanisms in Clauses 11 and 12 derive shared keys Kap either as points on the elliptic curve or as
the concatenation of two points on an elliptic curve. In the first situation, in order to obtain a shared secret Z for
input into the key derivation function, the function m is applied to the point and the resulting integer converted to a
bit string. In the second situation, the function 1 is applied to both points to obtain two integers z1 and z2. The two
integers are then converted to bit strings and concatenated (or combined using any prefix-free encoding method),
as were the points, to obtain the appropriate bit string.
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— An integer keydatalen which is the length in bits of the keying data to be generated. keydatalen shall

be less than hashlenx(232-1).

(Optional) A bit string SharedInfo which consists of some data shared by the two entities intended to

share the secret Z.

NOTE 2 Users also agree on a common method of converting integers and parameters to bit strings for input into
the key derivation function.

Acti
The

ons

1 : b £ . . PR | Fmrld
lqb_y UCTIVAUUIT TUIICLIUIT IS CUITIPULTU 45 TUHTUWS.

]

hitiate a 32-bit, big-endian bit string counter as 00000001 (in hexadecimal).

o s

ori=1toj= [ keydatalen/hashlen], do the following.

-+ Compute Hash; = H(Z || counter [ || SharedInfo ]).
-+ Increment counter.
-+ Incrementi.

+ Let HHash; denote Hash; if keydatalen/hashlen is.an-integer, and let it denote the
(hashlenx(j-1))) leftmost bits of Hash; otherwise.

-+ Set KeyData = Hash1 || Hash: || ... || Hash;.1-J\"HHash;.

Output

The

hit string KeyData of length keydatalen'bits.

Note that the key derivation function produces keying data of length less than hashlenx (23}
assurned that all key derivation function calls are indeed for bit strings of length less than A
1) bits. Any scheme attemptingto call the key derivation function for a bit string of length gr
equal to hashlenx(232-1) bits jshall output "invalid" and stop. Similarly, it is assumed
derivption function calls do'not involve hashing a bit string that is more than maxhashlen Y

Any

dcheme attempting-to'call the key derivation function on a call involving hashing a bit

greatpr than maxhastiler’ bits shall output "invalid" and stop.

C.5

This

NIST SP800-56A concatenation key derivation function

rlause,describes a key derivation function based on the key derivation function tha

NIST [SP800-56A032,

| keydatalen -

-1) bits. Itis
ashlenx(232-
pater than or
that all key
its in length.
string that is

t is given in

Function call
kdf (Z, OtherInput),

whe

re Otherlnput is keydatalen and Otherinfo.

Fixed values (implementation dependent)

a)

b)

© ISO

hashlen: an integer that indicates the length (in bits) of the output of the hash function used to derive

blocks of secret keying material.

max_hash_inputlen: an integer that indicates the maximum length (in bits) of the bit string(s) input

to the hash function.
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Auxiliary function

a) H:anapproved hash function chosen from those specified in ISO/IEC 10118-2,ISO/IEC 10118-3 and
ISO/IEC 10118-4.

Input

a) Z:abyte string that is the shared secret.

b) keydatalen: An integer that indicates the length (in bits) of the secret keying material to be generated;
keydatalen shall be less than or equal to hashlen x (232 -1).

c) Otherinfp: A bit string equal to the following concatenation:

AlgorithmID||| EntityAlnfo || EntityBInfo [ || SuppPublnfo | [ || SuppPrivinfo ]

where the sybfields are defined as follows:

a) AlgorithinlD: A bit string that indicates how the derived keying material will berparsed and for which
algorithm(s) the derived secret keying material will be used. For example, AlgorithmID can indlicate
that bits| 1-80 are to be used as an 80-bit HMAC key and that bits 81-208 are to be used as a 128-bit
AES key

b) EntityAlnpfo: A bit string containing public information that is required by the application using this
kdf to be contributed by entity A to the key derivation process. At a minimum, EntityAlnfo| shall
include 1Dy, the identifier of entity A (see NOTE 1 and NOTE-2).

c) EntityBlpfo: A bit string containing public informationithat is required by the application using this
kdf to be contributed by entity B to the key derivation process. At a minimum, EntityBInfo| shall
include 1D, the identifier of entity B (see NOTE 1cand NOTE 2).

d) (Optional) SuppPublnfo: A bit string containiig additional, mutually-known public information|

e) (Optiongl) SuppPrivinfo: A bit string containing additional, mutually-known private informatioh (for
examplg, a shared secret symmetric-kéy that has been communicated through a separate chanpel).

Each of the three subfields AlgorithmID, EntityAlnfo, and EntityBlnfo shall be the concatenation |of an

application-3
separate uni
has the form|
a fixed-lengt

pecific, fixed-length-sequence of substrings of information. Each substring represen
F of informationrshall have one of these two formats: Either it is a fixed-length bit string
Datalen || Data, where Data is a variable-length string of zero or more bytes, and Datd
h, big-endian counter that indicates the length (in bytes) of Data. (In this variable-1

format, a null string of data shall be represented by using Datalen to indicate that Data has length

An applicatid
used in each

n using this kdf shall specify the ordering and number of the separate information subst
ofthe subfields AlgorithmlID, EntityAlnfo, and EntityBlnfo, and shall also specify which

[ing a
, Or it
len is
ength
rero.)
rings
bf the

the

tw f trl-‘." d 1ol oo riahla laxnatlh) A for 1 | ST T Bl fiom ol oll oo 3
O rormats OrACUTCITE T OT - v AT TaDTCTCTT St 1S U S C U TOT Cat i ST O S U TITE T IIiC~ap P atroTT STraiT SP LT

lengths for all fixed-length quantities, including the Datalen counters.

The subfields SuppPrivinfo and SuppPublnfo (when allowed by the application) shall be formed by the
concatenation of an application-specific, fixed-length sequence of substrings of additional information
that may be used in key derivation upon mutual agreement of entities A and B. Each substring
representing a separate unit of information shall be of the form Datalen || Data, where Data is a variable-
length string of zero or more (eight-bit) bytes and Datalen is a fixed-length, big-endian counter that
indicates the length (in bytes) of Data. The information substrings that entities A and B choose not to
contribute are set equal to Null, and are represented in this variable-length format by setting Datalen
equal to zero. If an application allows the use of the OtherInfo subfield SuppPrivinfo and/or the subfield
SuppPublinfo, then the application shall specify the ordering and the number of additional information
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substrings that may be used in the allowed subfield(s) and shall specify the fixed-length of the Datalen
counters.

Process

a) reps = [ keydatalen / hashlen].

b) Ifreps> (232 -1),then ABORT: output an error indicator and stop.

c) Initialize a 32-bit, big-endian bit string counter as 00000001 (in hexadecimal).

d) I
i
e) F
1
2
f) L
(
g §
Outp

The bit string DerivedKeyingMaterial of length ‘keydatalen bits (or an error indicator).
attempting to call this key derivation function with keydatalen greater than or equal to hash

shall
deriv|

long $hall cause the kdf to output an error indicator and stop without outputting DerivedKe)

NOTE|

format or the variable-length format described above - according to the requirements of the applica

kdf.

NOTE]
agree

C.6NIST SP800-56A ASN.1 Key derivation function

This
NIST

hdicator and stop.

or i =1 to reps by 1, do the following:
) Compute Hash; = H(counter || Z || OtherInfo).

) Increment counter (modulo 232), treating it as an unsigned 32-bit integer.

et Hhash be set to Hash s if (keydatalen / hashlen) is an integer; otherwise, let Hhash
keydatalen mod hashlen) leftmost bits of Hash reps.

et DerivedKeyingMaterial = Hash1 || Hashz || ... || Hasheps-1 || Hhash.

jut

output an error indicator and stop witheut outputting DerivedKeyingMaterial. Any c:
htion function involving an attempt£o*hash a bit string that is greater than max_hash_

1 ID4 and IDp are represented ity OtherInfo as separate units of information, using either th

2 Entity A is the jnitiator, and entity B is the responder, as assigned by the protocol emp]|
ment scheme used to’determine the shared secret Z.

rlause describes a key derivation function based on the key derivation function tha
SP.800-56A032].

put an error

be set to the

Any scheme
en x (232 -1)
1l to the key
inputlen bits
vingMaterial.

e fixed-length
rion using this

oying the key

t is given in

Function call
kdf (Z, OtherInput)

wher

e OtherInput is keydatalen and OtherInfo.

Fixed values (implementation dependent)

a) hashlen: an integer that indicates the length (in bits) of the output of the hash function used to derive
blocks of secret keying material.

b) max_hash_inputlen: an integer that indicates the maximum length (in bits) of the bit string(s) input
to the hash function.
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Auxiliary function

H: an approved hash function chosen from those specified in ISO/IEC 10118-2, ISO/IEC 10118-3 and
ISO/IEC 10118-4.

Input

a) Z:abyte string that is the shared secret.

b) keydatalen: An integer that indicates the length (in bits) of the secret keying material to be generated;
keydatalen shall be less than or equal to hashlen x (232 -1).

c) OtherInfpr A bIt string specified In ASN.T DER encoding, which consists of the following information:
1) AlgqgrithmID: A bit string that indicates how the derived keying material will be parsed and for
whifrh algorithm(s) the derived secret keying material will be used. For example; AlgorithmID
can [indicate that bits 1-80 are to be used as an 80-bit HMAC key and that bits‘8i1-208 are|to be

used as a 128-bit AES key.

2) EntityAlnfo: A bit string containing public information that is required by the application jusing
this|kdf to be contributed by entity A to the key derivation process:@At a minimum, EntityAiInfo
shalll include ID4, the identifier of entity A. See the notes below.

3) EntigyBInfo: A bit string containing public information thatis.required by the application using
this|kdf to be contributed by entity B to the key derivation process. At a minimum, EntityBinfo
shalll include 1D, the identifier of entity B. See the notes below.

4) (Optional) SuppPublnfo: A bit string containing additional, mutually-known public informgtion.

5) (Optional) SuppPrivinfo: A bit string containing additional, mutually-known private infornation
(for|example, a shared secret symmetricKey that has been communicated through a separate
channel).

Process

a) reps = | keydatalen/hashlen].

b) Ifreps>|(232-1), then ABORT: output an error indicator and stop.

c) Initializ¢ a 32-bit, big-enidian bit string counter as 00000001 (in hexadecimal).

d) If countdr || Z||\\Otherinfo is more than max_hash_inputlen bits long, then ABORT: output an [error
indicatof and stop.

e) Fori=1Torepsby I, do the following.

1) Compute Hash; = H(counter || Z || OtherlInfo).

2) Increment counter (modulo 232), treating it as an unsigned 32-bit integer.

f) Let Hhash be set to Hash s if (keydatalen / hashlen) is an integer; otherwise, let Hhash be set to the

(keydatalen mod hashlen) leftmost bits of Hash reps.

g) Set DerivedKeyingMaterial = Hash1 || Hash: || ... || HaShreps1 || Hhash.
Output
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The DerivedKeyingMaterial as a bit string of length keydatalen bits (or an error indicator). The ASN.1 kdf
produces secret keying material that is at most hashlen x (232-1) bits in length. Any call to this key
derivation function using a keydatalen value that is greater than hashlen x (232-1) shall cause the kdf to
output an error indicator and stop without outputting DerivedKeyingMaterial. Any call to the key
derivation function involving an attempt to hash a bit string that is greater than max_hash_inputlen bits
long shall cause the kdf to output an error indicator and stop without outputting DerivedKeyingMaterial.

NOTE 1 ID,4 and IDp are represented in Otherlnfo as separate units of information.

NOTE 2 Entity A is the initiator, and entity B is the responder, as assigned by the protocol employing the key
agreement scheme used to determine the shared secret Z.
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Annex D
(informative)

Examples of key establishment mechanisms

D.1 Examples of a function F, and sets S1 and S2

This annex fi
is conjecturedd to satisfy the five properties listed in Clause 10, given that certain parameters are'clhosen
appropriatelly.

Let p be a prime number, and g be a primitive element of Fp,. Let S ={0, 1, ... p-1}, and S¥=5{2, ..., p - 2}.
Then set F(h} g) = g" mod p.

F is commutative with respect to h, where (gh8)h4 = (gha)hs = (ghahB) mod p.

The prime p|shall be large enough so that F(-,g) can be conjectured to be a ofie-way function. Let each
entity X havd a private key hy in $1 which is only known by entity X, and a publickey px = g"xmod p khown
by all other gntities.

For discrete|logarithm modulo a prime, the size of the prime is chiosen such that computing digcrete
logarithms in the corresponding cyclic group is computationally infeasible. Some other conditions qn the
prime numbegr can be imposed in order to make discrete logarithms infeasible. It is also recommended to
choose p to e a strong prime such that p - 1 has a large prime factor g and choose g to be a generafor of
a group of itg large prime order q.
NOTE For fiscrete logarithm modulo a composite, the mmodulus is chosen as the product of two distin¢t odd
primes that i kept secret. The size of the modulus is chosen such that factoring the modulus is computatipnally

infeasible. Soine additional conditions on the choice ofithe primes can be imposed in order to make factoring the
modulus computationally infeasible.

D.2 Non-interactive Diffie-Hellman key agreement

Reference [20] is an example of key agreement mechanism 1.

Key constryction (A1) Entity-A-computes, using its own private key agreement key hs and entity B's
public key agreement key pg, the shared key as K4p = pp4 mod p.

Key constryction (B1) ‘Entity B computes, using its own private key agreement key hp and entity A's
public key agreementKey p4, the shared key as K4p = pa"8 mod p.

D.3 Idenﬂity-based mechanism

Reference [23] is an example of key agreement mechanism 1, which is identity-based in the following
sense:

— the public key of an entity can be retrieved from some combination of its identity and its certificate;

— the authenticity of the certificate is not directly verified, but the correct public key can only be
recovered from an authentic certificate.

Let (n,y) be the public verification key of a certification authority, in the digital signature scheme giving
message recovery which is specified in ISO/IEC 9796-2:2010, Annex B. Therefore, n is the product of two
large prime numbers p and g, kept secret by the certification authority, and y is co-prime with lem(p-1, g-
1).
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Let O be an integer of large order modulo n and g = O» mod n.

Let Ix be the result of adding redundancy to a public information on entity X which contains at least the
distinguishing identifier of entity X and possibly a serial number, a validity period, a time stamp and other
data elements. Then, entity X 's key management pair is (hx, px) where hy is an integer less than n and px
= ghxmod n. ISO/IEC 9796-3 is referred for a description of how to add redundancy.

Its certificate is computed by the certification authority as Certx = sxO"x mod n, where sy is the integer
such that

s¥lx =1 mod n.

Key gonstrt

g and computes
the shared secret key as Kap = pph4 = ghahB mod n.

Key donstruction (B1) Entity B computes the public key of entity 4 as ps = Cert¥-1, mod n and computes
the shared secret key as Kap = pahB = ghahs mod n.

NOTE| A one-pass and a two-pass identity-based mechanisms using the same. set-up are|described in
Refer¢nces [23], [34] and [36].
D.4 ElGamal key agreement

Referience [21] is an example of key agreement mechanism 2.

One shall check that p to be a strong prime such that p-1 has adarge prime factor and that the pxponentials
are npt of the form 0, +1, -1 mod p.

Key token construction (A1) Entity A randomly and sécretly generates rin {2, ..., p-2 }, computes g mod
p and constructs the key token KT 41 = g mod p and'sends it to entity B.

Key ¢onstruction (A2) Entity A computes the-shared key K4z = (p5) mod p = g"B- mod p.
Key ¢onstruction (B1) Entity B computes-the shared key K4z = (g7)"8mod p = g"8r mod p.

D.5 Nyberg-Rueppel key agreement
Reference [33] is an examplelof key agreement mechanism 3. The signature system pnd the key
agredment scheme are chosernrin such a way that the signature system is determined by the keys (hx, px).

Let g|be a large prime divisor of p-1, g an element of F,, of order g, and set H = {2, ..., g-2}. Thlen entity X 's
asymmetric key painused for signatures and key agreements is (hx, px), where hy is an elenfent of H and

px =4"*mod p.

To prievent replay of old key tokens this example makes use of a time-stamp or a serial number, TVP, and
of a cyyptographic hash function hash, which maps strings of bits of arbitrary length to ranglom integers
in a 1grgé subset of {2, ..., p-2}, for example, in H.

NOTE A hash-function as defined here is collision resistant.

Key construction (A1.1) Entity A randomly and secretly generates r in H and computes e = g- mod p.
Further entity A computes the shared secret key as K4p = pg” mod p.

Using the shared secret key Kap, entity A computes a MAC on the sender's distinguishing identifier for
entity A and a sequence number or time-stamp TVP, e' = e-hash(Kaz||A||TVP) mod p.

Key token signature (A1.2) Entity A computes the signature y = r-hse' mod q.
Entity A forms the key token KT41 = A||e||TVP||y and sends it to entity B.
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Key construction (B1.1) Entity B computes the shared secret key, using its private key agreement key
hs,

Kap = ehB mod p.

Using the shared secret key K3, entity B computes the MAC on the sender's distinguishing identifier for
entity A and the TVP, and computes e' = e-hash(K4g||A||TVP) mod p.

Signature verification (B1.2) Entity B checks the validity of TVP and verifies, using the sender’'s public
key pa, the equality e = gZp4¢ mod p.

D.6 Diffie-Hellman key agreement

Reference [20] is an example of key agreement mechanism 4.

One shall chedck that p to be a strong prime such that p-1 has a large prime factor and that the:exponeptials
are not of the form 0, +1, -1 mod p.

Key token donstruction (A1) Entity A randomly and secretly generates r4 in {2, ;.,\p-2 }, computes g4
mod p, constiructs the key token as KT 41 = g4 mod p, and sends it to entity B.

Key token construction (B1) Entity B randomly and secretly generates rginA2, ..., p-2 }, computes g'8
mod p, constiructs the key token, KTz = g8 mod p, and sends it to entity 4.

Key construction (A2) Entity A computes the shared key as KT 15 = (g'8)"A = g"4"8 mod p.
Key construction (B2) Entity B computes the shared key as K45= (g"4)"8 = g"4"8 mod p.

D.7 Matsumoto-Takashima-Imai A(0) key agreement

Reference [2[8] is an example of key agreement mechanism 5.

One recommended method is to use a safe prime ptand to check that the exponentials are not of the form
0, +1, -1 mod p.

Key token construction (A1) Entity A ranndemly and secretly generates r4 in {2, ..., p-2}, computgs the
key token as|KT1 = grA mod p and sends-itto entity B.

Key token construction (B1) Entity-B randomly and secretly generates rp in {2, ..., p-2}, computes the
key token as|KTs1 = g8 mod p and\sénds it to entity A.

Key construction (B2) EntityB computes the shared key as Kap = W(KT11"B,pa"B) = KT 41"B p4"8 mod p.
Key construction (A2).Entity A computes the shared key as Kap = w(p5"4,KTp14) = KT 41"B p4™8 mo( p.

NOTE To apoid attaeks in Reference [25], each entity needs to reject a trivial value of KT41 or KTs1 = 0 or|1 and
the same private keys.ha = hs.

D.8 Beller-Yacobiprotocol

This clause gives a description of the original Beller-Yacobi protocoll17], which has been used to derive
key agreement mechanism 6.

NOTE This mechanism is not completely compatible with the Mechanism 6 as it was optimized for specific
situations. Specifically, it uses ElGamal signature scheme and makes use of an additional symmetric encryption
algorithm to transfer entity B's signature verification key and its certificate to entity 4 in a confidential way, thus
assuring anonymity.

Let enc: K : M - C be a conventional encryption function, such as the algorithms found in
ISO/IEC 18033-3, where K = key space, M = message space, and C = cryptogram space.
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Let Sx denote the ElGamal signature operation of entity X. The process described below emphasizes the
distinction between off-line and on-line operations required in ElGamal family of signature schemes.

Px and Cx are used to denote entity X 's public key and certificate, respectively. The public encryption
operation of entity X (which uses Px) is denoted Ex (modular squaring in the case of Rabin).

Off-line computation: entity B picks a random number rz and computes u = g"8 mod p.

Key token construction (A1) Entity A picks a random number r4 and computes KTa1 = (ra||A||C4a) and
sends it to entity B.

Key token processing (B1) Entity B produces the signature BS = (u,v) = Sg(ra||A), where u and v is the

ElGampalsignature-Then-entity B-pieks-arandomysand-ereates K sr=ErBSHHeretttBH2sH Cs||x5)) and
sendg it to entity A.

Key ¢onstruction (B2) The shared secret key consists of part of entity B's signature; u:

Key loken processing and key construction (A2) Entity A decrypts the key token E4(B$) to find the
session key u, then decrypts the conventional encryption enc(u,(B||Pz||Cs||X5)) using session key u to
find the identifier, public key, and certificate of the alleged entity B. Entity, A verifies certificate Cp, and if
positfve it then uses the verification function, V5 to verify entity B's signature BS. If positive it{then accepts
u as g shared secret key.
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Annex E
(informative)

Examples of elliptic curve based key establishment mechanisms

E.1Example of a function F

This annex

first gives a widely used example of a function F to satisfy the five properties listed in

Clause 10, gi
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b identifiers such as those specified‘in X9.62, provide a simple means of identifying e
h parameters and can be used t0.specify groups of common information values.
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E.3Non-interactive key agreement of Diffie-Hellman type

Reference [20] is an example of key agreement mechanism 1. This key agreement mechanism non-

interactively

establishes a shared secret between two entities 4 and B.

Prior to the process of agreeing on a shared secret, in addition to the common information, the following
shall be established:

— for each entity X, a private key-agreement key hx and a public key-agreement key Py, which is an
elliptic curve point satisfying Px = hxG. ISO/IEC 15946-1 is referred for a description of how to
generate this key pair.

— for each

70

entity, access to an authentic copy of the public key-agreement key of the other party.
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Each entity shall independently verify that the other entity‘s public key is indeed a point on the elliptic
curve. ISO/IEC 15946-1 is referred for a description of how to do this.

The values ] and j are used for cofactor multiplication as explained in Clause 7.

Key construction (A1) Entity A computes, using its own private key-agreement key h, and entity B's
public key-agreement key Pg, the shared key as Kag = (haI)(j-P5).

Key construction (B1) Entity B computes, using its own private key-agreement key hp and entity A's
public key-agreement key P4, the shared key as Kap = (hg-1)(j-Pa).

NOTE As aconsequence of the first property, the established secret between the same two users always has the
same value, For this reason it is suggested that the input to the kKey derivation function in this case include time-
varying information.

E.4Key agreement of ElGamal type

Reference [21] is an example of key agreement mechanism 2. This key agreementmechanisi establishes
a shared secret between two entities A and B in one pass.

Prior|to the process of agreeing on a shared secret, in addition to the common information, the following
shall pe established:

— for entity B, a private key-agreement key dp and a public key~agreement key P, which|is an elliptic
curve point satisfying Pz = dgG. ISO/IEC 15946-1 is referred\for a description of how to generate this
Key pair;

-

br entity 4, access to an authentic copy of the publickey-agreement key of entity B.
Entity A should verify that entity B's public key is indeed a point on the elliptic curve. ISO/IHC 15946-1 is
referred for a description of how to do this.

The vialues I and j are used for cofactor multiplication as explained in Clause 7.

Key token construction (A1.1) Entity A randomly and secretly generates r in the range {2,.,n-2},
computes rG, constructs the key token, KT41 = rG, and sends it to entity B.

Key ¢onstruction (A1.2) Entity4A computes the shared key as Kap = (r-1)(j-P5).

Key ronstruction (B1) Entity B should verify that KT4: is indeed a point on the elliptic curve. A
descrjiption of how to do'this is referred in ISO/IEC 15946-1. Using its own private key, entity B computes
the shared key from KTx1 as follows: Kap = (dg*I)(j-KT a1).

NOTE| This key agteément mechanism provides forward secrecy with respect to entity A.

E.5Key agreement following Nyberg-Rueppel

Referlence 1331 is an example of key agreement mechanism 3. The protocol is not a 1-1-franscript of
protocol Clause C.4 but follows the essential ideas of Clause C.4.

The signature system and the key agreement scheme are chosen in such a way that the signature system
is determined by the keys (hyx, P4).

Let g be a large prime divisor of p-1, g an element of F, of order g, and set H = {2, ..., g-2}. Then entity X 's
asymmetric key pair used for signatures and key agreements is (hyx, px), where hy is an element of H and

px =g"xmod p.

To prevent the replay of old key tokens this example makes use of a timestamp or a serial number TVP,
and of a cryptographic hash function hash, which maps strings of bits of arbitrary length to random
integers into H, for example.
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The values I and j are used for cofactor multiplication as explained in Clause 7.

NOTE A hash-function as defined here is collision resistant.

Key construction (A1.1) Entity A randomly and secretly generates r in H and computes R = rG.
Further entity A computes the shared secret key as Kap = (r-I)(j-P5).

Using the shared secret key Kup, entity A computes a MAC on the point R, the sender's distinguishing
identifier for entity A and a sequence number or timestamp TVP: e =hash(R||Kaz||A|| TVP).

Key token signature (A1.2) Entity A computes the signature y = (r-hse) mod g, forms the key token
KTa1 = (R||A[fTVP{y)yand Sends it to entity B:

Key construyction (B1.1) Entity B computes the shared secret key, using its private key agreement key
hg,

Kag = (he-D(IR).

Using the shared secret key K4z entity B computes the MAC on the sender's distinguishing identifipr for
entity A and the TVP and computes e =hash(R||K4z||A|| TVP).

Signature verification (B1.2) Entity B checks the validity of TVP and verifies, using the sender's public
key P4, the efuality R = yG + ePa.

E.6Key agreement of Matsumoto-Takashima-Imaitype A(0)

Reference [28] is an example of key agreement mechanism 5,

Let q be a larjge prime divisor of p-1, g an element of F,, of order g, and set H = {2, ..., g-2}.
The values ] and j are used for cofactor multiplication agexplained in Clause 7.

Key token cpnstruction (A1) Entity A randomly and’secretly generates r4 in H, computes the key foken
KTa1 = (ra-l){j-G), and sends it to entity B.
Key token cpnstruction (B1) Entity B randomly and secretly generates r in H, computes the key token
KTpg1 = (rp-l){j-G), and sends it to entityA:

Key construction (B2) Entity B computes the shared key as K4p = w(hpKT41,r8P4), where w is a ong-way
function.

Key construction (A2) Entity A computes the shared key as Kag = w(haKTp1,raPs).

E.7Key agreement of Diffie-Hellman type

Reference [2/0] isan example of key agreement mechanism 4. This key agreement mechanism establishes
a shared secfet.between entities A and B in two passes.

This key agreement mechanism does not require any initial information other than the common
information to be set up. The values / and j are used for cofactor multiplication as explained in Clause 7.

Key token construction (A1) Entity A randomly and secretly generates r, in the range {2,..,n-2},
computes r4G, constructs the key token, KT41 = ra4G, and sends it to entity B.

Key token construction (B1) Entity B randomly and secretly generates rg in the range {2,..,n-2},
computes rgG, constructs the key token, KTs1 = rpG, and sends it to entity A.

Key construction (A2) Entity A should verify that KT is indeed a point on the elliptic curve. A
description of how to do this is referred in ISO/IEC 15946-1. Entity A computes the shared key Ksp =
(FA'I)U'KTB1).
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