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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTRICITY METERING DATA EXCHANGE -
THE DLMS/COSEM SUITE -

Part 1-1: Template for DLMS/COSEM communication profile standards

FOREWORD

THe International Electrotechnical Commission (IEC) is a worldwide organization for standardizatioh_comp
all national electrotechnical committees (IEC National Committees). The object of IEC is/to pr
infernational co-operation on all questions concerning standardization in the electrical and electronic fiel
thjs end and in addition to other activities, IEC publishes International Standards, Technical Specificg
Tgchnical Reports, Publicly Available Specifications (PAS) and Guides (hereaftercreferred to as
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National'‘€ommittee inte
in| the subject dealt with may participate in this preparatory work. International}, governmental and
gdvernmental organizations liaising with the IEC also participate in this preparations IEC collaborates ¢
with the International Organization for Standardization (ISO) in accordance-~with’ conditions determin
adreement between the two organizations.

THe formal decisions or agreements of IEC on technical matters express, @s ,nearly as possible, an interng
cgnsensus of opinion on the relevant subjects since each technical{committee has representation frg
inferested IEC National Committees.

IEIC Publications have the form of recommendations for international use and are accepted by IEC N4
Committees in that sense. While all reasonable efforts are madé to ensure that the technical content g
Pyblications is accurate, IEC cannot be held responsible.for) the way in which they are used or fg
sinterpretation by any end user.

In| order to promote international uniformity, IEC National Committees undertake to apply IEC Public
transparently to the maximum extent possible in their national and regional publications. Any diver

rising
bmote
s. To
tions,
“IEC
ested
non-
osely
bd by

tional
m all

tional
f IEC
r any

htions
jence

bgdtween any IEC Publication and the corresponding‘national or regional publication shall be clearly indicated in

latter.

itself does not provide any attestation of<conformity. Independent certification bodies provide conf
agsessment services and, in some areas, a¢cess to IEC marks of conformity. IEC is not responsible fd
sgrvices carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

liability shall attach to IEC of«its directors, employees, servants or agents including individual expert
members of its technical comnittees and IEC National Committees for any personal injury, property dama

brmity
r any

s and
ge or

other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal feed) and

exdpenses arising out of the "publication, use of, or reliance upon, this IEC Publication or any othe
Pyblications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publicati
inflispensable for the correct application of this publication.

Attention is dfawn to the possibility that some of the elements of this IEC Publication may be the subj
pdtent rights. IEC shall not be held responsible for identifying any or all such patent rights.

r IEC

bns is

ect of

5. In

nical

specification when

the required support cannot be obtained for the publication of an International Standard,

despite repeated efforts, or

the subject is still under technical development or where, for any other reason, there is the

future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC TS 62056-1-1, which is a technical specification, has been prepared by IEC technical
committee 13: Electrical energy measurement and control.
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The text of this technical specification is based on the following documents:

Enquiry draft Report on voting
13/1643A/DTS 13/1656/RVC

Full information on the voting for the approval of this technical specification can be found in
the report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 62056 series, published under the general title Electricity met
datalexchange — The DLMS/COSEM suite, can be found on the IEC website.

The lcommittee has decided that the contents of this publication will remain unchanged

the

5tability date indicated on the IEC website under "http://webstore.iec.ch" in the

related to the specific publication. At this date, the publication will be

—

ansformed into an International standard,

—

pconfirmed,

withdrawn,

—

bplaced by a revised edition, or

amended.

A billngual version of this publication may be issued\at a later date.

bring

until
data
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INTRODUCTION

This Technical Specification defines a communication profile template, to be used for
establishing IEC 62056 communication profile standards which follow the IEC 62056-1-0
standardization framework.

NOTE

of that standard.

It is foreseen that this TS will be integrated into IEC 62056-1-0 as an informative Annex at the next revision

In particular, this template is suited for establishing communication profile standards that
specify how DLMS/COSEM is used on a specific communication technology where it is
assumed that the specific communication technology is already defined by a spécific

com

—

—

unication standard. The purpose of this template is:

b improve the readability of the standards;

b improve the efficiency to develop communication profile standards.

In thle Introduction of an IEC 62056 communication profile standard, remove the text a

(starfing with “This Technical Specification defines ...

effic

As

”

ency to develop communication profile standards") and add the-folfowing text:

communication profile standards for communication media relévant for smart metering.

Sucll communication profile standards specify how¢the COSEM data model and

DLM

protqcol layers.

Com
IEC

This

desc

It fol

Add

case

52056 DLMS/COSEM suite or to any other open communication standard.

International Standard specifies. DLMS/COSEM communication profiles for <add a
ription of the communication technology and the smart metering interfaces covered>.

ows the rules defined in-1EC 62056-5-3:2016, Annex A.

one paragraph towjustify the relevance of the standard by summarising the main
s of this profile,

bove

and ending~with “...to improve the

defined in IEC 62056-1-0, the IEC 62056 DLMS/COSEM suite provides specific

the

IS/ICOSEM application layer can be used on the/lower, communication media specific

Imunication profile standards refer to .doOmmunication standards that are part of the

brief

use
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ELECTRICITY METERING DATA EXCHANGE -
THE DLMS/COSEM SUITE -

Part 1-1: Template for DLMS/COSEM communication profile standards

The title of an IEC 62056 communication profile standard shall be:

— ELECTRIGHY-METERING DATA-EXCHANGE
THE DLMS/COSEM SUITE -

Part x-x: XXXX communication profile for YYYY networks
Where:

.
pYd

XXX identifies the communication technology as it appears in the [ower layer standayd(s)
bferenced);

=

o YYYY identifies the smart metering network section(s) (WAN,ANN, LN) the communication
@chnology is used for.

~

1 $cope
This|part of IEC 62056 defines a template for IEC 62056 communication profile standards|

It provides the “Table of contents” of such standards and provides guidance to develop the
contént of the relevant clauses and subclauses;

NOTH The parts of the standard providing guidance are written in italic font.

In the Scope of an IEC 62056 communication profile standard, remove the text above and add
the fpllowing:

This|International Standard(specifies DLMS/COSEM communication profiles for <add a |brief
desdription of the communication technology and the smart metering interfaces covered>.

The scope of this gommunication profile standard is restricted to aspects concerning thg use
of gommunicatijon, - protocols in conjunction with the COSEM data model and| the
DLM[S/COSEM application layer. Data structures specific to a communication protocol ar¢ out
of the Scopg  of the communication profile standard.

They| should be specified in the specific protocol standards.

Any project specific definitions of data structures and data contents may be provided in
project specific companion specifications.

Add any other relevant information identifying what is and what is not in the Scope of the
communication profile standard.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any
amendments) applies.
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List here the standards which are normatively referenced in this document.

IEC 62056-1-0, Electricity metering data exchange — The DLMS/COSEM suite — Part 1-0:
Smart metering standardisation framework

IEC 62056-4-7, Electricity metering — Data exchange for meter reading, tariff and load control:

DLM

S/COSEM transport layers for IP networks

IEC 62056-5-3:2016, Electricity metering data exchange — The DLMS/COSEM suite -

Part

5-3: DLMS/COSEM application layer

IEC
Obje

IEC
COS

IEC
Com

3
Inclu

3.1

For
IEC

Whe

52056-6-1, Electricity metering data exchange — The DLMS/COSEM suite — Rart
ct Identification System (OBIS)

52056-6-2, Electricity metering data exchange — The DLMS/COSEM suite — Part
EM interface classes

52056-9-7, Electricity metering data exchange — The DLMS/COSEM SUITE — Part
munication profile for TCP-UDP/IP networks

Terms, definitions and abbreviations

de here the relevant terms, definitions and abbreviations as shown below:

Terms and definitions

he purposes of this document, the terms, and definitions in IEC 60050-300, IEC 67
52051-1, IEC 62056 (all parts) as well as'the following apply.

re there is a difference between thie definitions in the glossaries and those contain

cominunication profile standards established by TC 13, then the latter shall take preced

in ap

plications of the relevant standard.

For terms and definitions, use)the format below:

3.1.1
term
defin

EXAM

EXAM

1
ition 1

PLE 1 <First example for term 1.

PLE'2/ Second example for term 1.

6-1:

6-2:

9-7:

051,

bd in
ence

Note

10 Entry. Firstmotefortermr -

Note 2 to entry:  Second note for term 1.

[SOURCE: where definition 1 was found]

3.1.2

term

2

definition 2

EXAMPLE Only one example for term 2 — no numbering.

Note 1 to entry: Only one note for term 2 — still needs to be numbered.

Examples (to be deleted):
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3.1.3
new system
server system, which is in the unconfigured state: its MAC address equals "NEW-address"

[SOURCE: IEC 61334-4-511:2000, 3.9.3]

3.1.4
new system title
system-title of a new system

[SOURCE: IEC 61334-4-511:2000, 3.9.4]

Note || to entry: This is the system title of a system, which is in the new state.
3.2 | Abbreviations

Include here all abbreviations used in the text:

Examples (to be deleted if not used):

AA Application Association

APDU Application Layer Protocol Data Unit

COSEM Companion Specification for Energy Metering
DLMS Device Language Message Specification
HDLLC High-level Data Link Control

IP Internet Protocol

TCP Transmission Control Protocel

xDLMS_ASE Extended DLMS Application Service Element
4 Targeted communication environments

Defipe the communication environment — with respect to the smart metering architecture used
in IBC 62056-1-0 — for whjch-the communication profile standard is specified. In the |text,
idengify the entities and interfaces implementing the communication profile standard.| See
Figute 1.
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Metering H1  |Simple o
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Display ! Home Automation !
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o o | d \ |
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HE [\ :
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> v NNAP Neighbourhood Network 4
< Access Point [T

=
G2
G1
HES Head End System

IEQ

Figure 1 — Entities and interfaces of a smart'metering system
using the terminology of IEC 62056-1-0

5 Use of the communication layers for this profile

5.1 | Information related to the use of the standard specifying the lower layers

Provijde here all information that is relevant for using the communication standard in the
communication profile standard but which is not part of the communication starnidard
refenenced:

o sglection from the options.which are foreseen by the communication standard;

. arts of the communicatioh standard which are not used;

S
p
e restrictions concerning the use of the communication standard in the communicgation
profile standard;
a

o ddressing (apart from the elements specified in Clause 6).

Extepsions to~the existing communication standards should be avoided. Modifications t¢ the
existing cominunications standards shall be avoided.

Additional details may be specified in 5.3.

5.2  Structure of the communication profiles

This subclause specifies the structure of the communication profile, i.e. the protocol layers
included.

If DLMS/COSEM can be used over the lower layers specified by the protocol standard in
different ways, several communication profiles can be specified in the standard.

Define the reference architecture according to Figure 2 below:
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COSEM Application Process COSEM Application Process
IEC 62056-6-1, IEC 62056-6-2 IEC 62056-6-1, IEC 62056-6-2
DLMS/COSEM Application Layer DLMS/COSEM Application Layer
IEC 62056-5-3 IEC 62056-5-3

Optional Logical Link Control i DLMS/COSEM Application Layer
(LLC) layer : for IP networks
e e e e e IEC 62056-4-7

Tpv4 T TpvE

Optional Adaptation Layer

E Optional Adaptation Laydy
to IEC 62056-5-3 i

to IP v4/v6 "

Lower Layer Standard(s) Lower Layer Standard(s)
general profile IP based profile

IEC

Figure 2 — The DLMS/COSEM xxx communication profile(s)

In the case of IP based communication profiles, the DPLMS/COSEM transport layer specifi
IEC 62056-4-7 shall be present supporting.the DLMS/COSEM application layer.
DLMS/COSEM communication profile for TCP-UDP/IP networks is specified in IEC 62056

NOTH That standard leaves the selection and use-of lower layers open.

The

communication profile standard.

All Igwer layers shall be spetified in existing open standards.

If necessary, an adaptation layer may be introduced:

5.3

Ip case of the.general profile: the adaptation layer is placed either immediately beloy
OLMS/COSEM application layer or, if the optional LLC layer is present, the adapt|
aqyer is ptaced below the LLC layer.

p case of the IP based profile: the adaptation layer is placed below the IPv4 / IPv6 lay

ed in
The
L9-7.

ayers below the DLMS/COSEM-application or the IPv4 / IPv6 layer are specific t¢ the

vV the
ation

er.

Lower protocol layers and their use

5.3.1 Overview

If necessary, provide an overview here on using the protocol standard and justify the choice
of the options.

List then all layers which are specified in the referenced standard(s).

5.3.2 Physical Layer

<Add>
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5.3.3 MAC layer

<Add>

5.3.4 xxx layer

<Add any additional protocol layer that is specified in the protocol standard>.

54

Service mapping and adaptation layers

In the case of a “general profile” — see Figure 2 — specify how the DLMS/COSEM application

laye
this

NOTH

In th
com

If ne
or t
com

USES the services provided by the highest layer of tThe communication standard Usé
profile.

This may be the data link layer which, in the OSI model, consists of the MAC layer and thel.LC layer.

e case of an “IP based” profile” — see Figure 2 — specify how the highest layer o
munication standard transports IP packets.

cessary, specify an adaptation layer that can support the DLMS/COSEM application
ne IPv4 / IPv6 layer and that can use the services of _the highest layer of
munication standard.

For the adaptation layer, specify their services and the protocol of those services.

Sevsg
profi

5.5

If n¢
the d
and

If thi
stan

Speq
are
the g

For
Clau

ral service mappings / adaptation layers may be,specified for example for communic
es using IP or not, using IPv4 or IPv6, using ICP or UDP.

Registration and connection management

cessary, specify the way the devices hosting DLMS/COSEM servers and impleme
ommunication profile join/leave th&network, get registered, obtain their network adc
pet the lower communication layers connected.

5 is specified by the communication standard, then reference the relevant Clauses o
Hard.

ify also how the-€COSEM application process and the DLMS/COSEM application Iz
hformed aboutthe network and connection status as well as the current address(¢
evices.

COSEMU\interface classes used to set up the communication media and to manage
se 8¢

d by

f the
ayer

the

ation

hting
ress

that

yers
s) of

see

6 |1

dentification and addressing schemes

Specify here how the client and server COSEM Application Process are identified and
addressed in this communication profile, so that Application Associations can be established
and released.

At least the following elements need to be identified / addressed:

e Physical devices hosting clients and servers;

e Client and server SAPs (Service Access Points).

Specify addressing needed at the intermediate layers.
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Table 1 provides an example of specifying client and server SAPs.

Table 1 — Client and server SAPs

2016

[

71

Sped
com

Client SAPs
No-station 0x00
Client Management Process 0x01
Public Client 0x10
0x02 ...0xOF
Open for client SAP assignment
0x11... OXFF
Server SAPs
No-station 0x00
Management Logical Device 0x01
Reserved for future use 0x02...0x0F
Open for server SAP assignment 0x10...0x7E
All-station (Broadcast) OxFF

Bpecific considerations for the application layer sérvices

Overview

munication layers in using DLMS/COSEM application layer services.

Application Association establishment and release: ACSE services

ify here, with reference to IEC 62056-5-3 how Application Associations are establi
released using the ACSE servjces.

ify the use of confirmed,~ahconfirmed and pre-established AAs.

ify the values and.use of the communication profile specific parameters of the COS3
N service, specified'in IEC 62056-5-3, including the following parameters:
rotocol_Connection_Parameters;

ser_Information;

ervice\ Class.

7.3

ify constraints and options as appropriate;~resulting from the choice of the spécific

shed

bEM-

xDLMS services

Specify here how the various solicited (request/response type) and unsolicited, confirmed and

unco

7.4

nfirmed, unicast / multicast / broadcast xDLMS services can be used.

Security mechanisms

Specify here how the security mechanisms provided by the COSEM object model and the
DLMS/COSEM application layer can be used in the communication profile.

Specify the particularities of establishing and updating security keys and public key

Certi

ficates.

Describe also if and how (by reference) security features provided by the lower layer protocol
standard are used.
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7.5

Transferring long application messages

Specify here how long application messages can be transferred using DLMS/COSEM
application layer level block transfer and/or segmentation and reassembly provided by the

lowe

r layers or the adaptation layers.

This subclause may refer to the specification of the lower layers or the adaptation layers if
segmentation / reassembly are provided by them.

7.6

Media access, bandwidth and timing considerations

Speq
DLM|

7.7

Speq

For
inter|

If ne
Annd

9

Speq
the (

If thd

10 4

Speq
shal

The COSEM application process

ify here any media access, bandwidth and timing related considerations on-_(
S/COSEM.

Other considerations
ify here, as needed, any other elements.
Communication configuration and management

all aspects visible to the COSEM application process, €xisting configuration CO
face classes specified in IEC 62056-6-2 shall be referen¢ed.

lw COSEM Interface Classes or new OBIS codes afe needed then they shall be defin
x B.

ify here, as needed, all communication profile specific features/restrictions conce
LOSEM application process.

communication profile does neot affect the COSEM AP then this clause shall be emp

Additional considerations for the use of this profile

ify here all aspects which cannot be covered by the other clauses. Ideally this cl
be empty.

sing

SEM

ed in

rning

12

ause
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Annex A
(informative)

Examples

Add here examples illustrating all aspects treated in the main part:

Configuration of the lower layers

e Encoding examples of 62056-5-3 APDUs transported though the lower communication

A1

A.2

layers

Example 1: xxx

Example 2: xxx
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